


















































4 Make sure you allow access to the entire network.

-

D

Allow access to: (@) entire network

Do you want callers to have access to all the services on the network to which your
computer is connected? If so, the “entire network™ button should be highlighted.
Otherwise, callers have access only to your Macintosh and the services available on it,
such as folders you've shared through file sharing.

Close the Remote Access Setup control panel.

Preventing users from calling
your Macintosh

12

o | Q)

Follow these steps to prevent all users from calling your Macintosh:
Double-click the Remote Access icon to open the program, if necessary.
From the Setup menu, choose Remote Access Setup.

Click the “Answer calls” checkbox.

D Answer calls

Now, no one will be able to call your Macintosh. If you want to prevent access by
specific users, you need only revoke their access privileges. This procedure is covered
later in this chapter, in the section “Naming a Registered User.”

Chapter 1 Answering Calls With Remote Access



Registering users

o

By registering users, you let specific users call your Macintosh. You identify each user
and give each a password; if you choose, you can also allow guests to call, as explained
later in this chapter. Before any user or guest can call, a corresponding user or guest icon
must exist in the Users & Groups control panel on your Macintosh.

Important Remote Access uses the same User & Groups control panel as that used for
Macintosh file sharing and program linking. If you've already set up a user for file
sharing, use the same user icon to set up the user’s remote access to your computer.

Naming a registered user

The Remote Access software automatically sets up a user file for you, the Macintosh
owner, using the owner name specified in the Sharing Setup control panel for Macintosh
file sharing. If you aren't using file sharing, you'll need to set up a user file for yourself
according to the instructions in this section. You can register as many as 100 users.

Follow these steps to register a user:
Open the Remote Access program, if necessary.

Choose Users & Groups from the Setup menu.

% rite_cai JKCI Windouws

Remote Access Setup...
Users & Groups...

You can also choose Control Panels from the Apple menu, as you normally would to
access any control panel, then double-click the Users & Groups icon.
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3 Choose New User from the File menu.

Anicon titled New User appears.

E[J=———— Users & Groups ——————{J3|
4 items 7.4 MB in disk 11.2 MB available
4

<Guest> Ronald Patrick

e

&l [

%Y

Type the name of the person you want to register.

This name must match the spelling the user enters to call this Macintosh, but
capitalization doesn’t matter. Make sure you notify the user of the exact name you type.

Setting a registered user’s password
and allowing a user to call

Assigning passwords to registered users is one way of making sure that only authorized
callers can gain access to your computer.

1 Open a user icon in the Users & Groups control panel.

Double-click the user icon you just created. That user's Remote Access options are
displayed at the bottom of the window, under the options for file sharing and program
linking. For information on file sharing and program linking, refer to the Macintosh
User’s Guide or your System 7 documentation.
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Type a password
for this user here

Click this box to
allow this user to
call your
Macintosh.

=== Mary Adams ———|

2

=

User Password:

[=:| File Sharing
e —

Allow user to connect
Allow user to change password

Groups

B

Program Linking
¥ ] D Allow user to link to programs
on this Macintozh
Remote fAccess
o E[ Allow user to dial in

—

Click this box and type in the number vour
compurer will call,

Type a password in the User Password text box.

This password is what the user must enter to call your Macintosh. The password can be
up to eight characters long. Make sure to inform the user of the exact password,
including capitalization.

Click the “Allow user to dial in” checkbox.

E Allow user to dial in

This lets the user call your Macintosh. Later, if you want to revoke this user’s access, you
can click the checkbox again to deselect this option.
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4 Click the “Call back at #” checkbox and type in the user’s telephone number.

Call back 3t *:[3 555-1234 |

Selecting this option means that when the user calls your Macintosh, your Macintosh will
temporarily disconnect the user, then immediately call the user back at the number
you've entered. The callback feature is optional; it provides an extra level of security,
because the user must call from a predetermined phone number.

The callback number is the telephone number from which the user is calling. You enter
the phone number as if you were dialing directly. If your Macintosh needs to dial an
outside line (as in many business phone systems), type the outside line number followed
by a comma. For example, type 9, 5551234, Type in the area code, if necessary, and
enter international phone numbers in the same way. You can type hyphens in the
number to make it easier to read, but it is not necessary. Also, if you turn off the callback
option, the phone number remains but is unused.

¢ Note Remote Access uses touch-tone dialing. For information on pulse dialing and
other characters interpreted by the modem, refer to Appendix A. «

N

Close the user window.

You'll be asked whether to save the information. After you've saved the information,
your Macintosh can answer calls from that user.
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Allowing guests to call your Macintosh

AppleTalk Remote Access enables you to allow nonregistered users, called guests, to call
your Macintosh. Unlike registered users, guests do not enter a user name or password
when calling your Macintosh.

Important When you allow guests to call your Macintosh, you dramatically reduce its
security features. You cannot specify a password or turn on the callback option for guest
users. It is strongly recommended that you do not allow guests if your network contains
sensitive information. For more information on security, refer to Chapter 3.

Follow these steps to set up a guest user:
| Open the Remote Access program, if necessary.
2 Choose Users & Groups from the Setup menu.

3 Double-click the <Guest> icon.

The <Guest> user window opens, which contains information similar to other user
windows. The Remote Access options are displayed at the bottom of the window, under
the options for file sharing and program linking,

Guest: ————=|

50
File Sharing

|:| Allow quests to connect

@ Program Linking

D Allow quests to Tink to programs
on thiz Macintosh

Remote Access

————— [ Allow quests to dial in

Click this box 1o
allow guest access.
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Click the “Allow guests to dial in” checkbox.

Selecting this option lets guest users call your Macintosh. Later, if you want to prevent
guests from calling, click this option again to deselect it.

\J1

Close the <Guest> window.

Now the Macintosh will accept calls from any guest.

Monitoring and disconnecting a user

When a user calls your Macintosh, the Remote Access Status window displays the user's
name and how long the user has been connected. You also use the Remote Access Status
window to disconnect a user.

1 Choose Status from the Windows menu to view the Remote Access Status
window.

[ ® File Edit Setup UL
Status [\
Activity Log

The Remote Access Status window opens.

3 cF |

Remote Access Status ——=|

1)

#

This icon indicates -
your Macintosh has
answered a call.

Connection Established

Connected with: Ij Roger Brenner

Time connected: 1:27:54
Time remaining: Unlimited

Click here o Disconnect

disconnect a user.

2 Click Disconnect to disconnect the user.
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5 Type the number of minutes that you want to elapse before the user is
disconnected.

Enter 0 to disconnect the user immediately.

Disconnect user “Keri Shales”

in minutes.

C= )

4 Click OK.

The Remote Access Status window displays the time remaining until the user is
disconnected. The user receives a message indicating the amount of time prior to
disconnection. The user also receives warning messages 10 minutes, 5 minutes, and
2 minutes before being disconnected, if enough time is allowed.

After you begin the disconnection process, the Remote Access Status window displays a
Cancel button. Clicking Cancel halts the disconnection process. The user then receives a
message indicating that the disconnection process has been stopped, and the user can
remain connected for the amount of time you've specified in the Remote Access Setup
control panel.

Quitting the Remote Access program

You can quit the Remote Access program at anytime by using the Quit command from
the File menu. If a user is currently connected to your Macintosh, the connection remains
open because quitting the Remote Access program has no effect on the connection.
Quitting the program frees up memory for your computer to use for other processing.

You'll need to reopen the program if you want to disconnect a user, check the user’s
status in the Remote Access Status window, or look at the Activity Log (discussed in
Chapter 3). If you reopen the program while a connection is active, the Remote Access
Status window automatically opens.

Quitting the Remote Access program 19



2 Calling With Remote Access

You can use AppleTalk Remote Access to call another Macintosh computer that also has
Remote Access installed and is set up to answer your calls. If the other Macintosh is
attached to an AppleTalk network, you'll have access to the remote network services as
if your Macintosh is connected directly. To make calls, you first must install the

AppleTalk Remote Access software and supply the necessary connection information.



Setting up Remote Access to make calls

22

Before you make a call, you need to do the following:

» Install the Remote Access software. Follow the installation procedures in the

Introduction.

Connect a modem to your Macintosh and indicate your modem setup in the Remote
Access Setup control panel. Follow the instructions in “Indicating Your Modem
Setup” in Chapter 1.

Make sure that Remote Access software is installed on and a modem is connected to
the Macintosh you want to call, and that you can call that Macintosh as a guest or
registered user. If you didn't set up the other Macintosh yourself, check with the
computer’s owner or your network administrator to confirm that the Macintosh is set
up to answer calls.

If the Macintosh you're calling allows registered users only, the other Macintosh must
have your name and password in order to answer your call. Verify how your name
and password were set by the computer’s owner, so that you enter matching
information when you call. Also, if the other Macintosh uses callback, check that
vour telephone number is correct.

To answer your call, the Macintosh you're calling does not need the Remote Access
program open. However, the other Macintosh and its modem must turned on.

Obtain the telephone number of the modem connected to the Macintosh you want to
call.

= Create a connection document, following the instructions in the next section.
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Creating a connection document

The information that AppleTalk Remote Access needs to access another Macintosh
computer is stored in a connection document. By using multiple connection documents,
you can save the information needed to call different Macintosh computers.

If necessary, double-click the Remote Access icon to open the program.

Remote Access

A new untitled connection document appears on your screen when you open the
program. (If you're continuing from the previous chapter. you should have an untitled
connection document on your screen.) You can also create a new untitled connection
document by using the New command from the File menu.

s[J=——= Untitled

Connect as: () Guest
@ Registersd User

Hame - [Maru Adams —I
Password:
Phone : | l

[:] Save my password

D Remind me of my connection every :rnmuies
Connect

Connect as a registered user.

You can call another Macintosh as a registered user or as a guest. When you open a new
connection document, the Registered User button is selected automatically. Connecting
as a guest is covered in the section “Connecting as a Guest” later in this chapter.
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Enter your user name in the Name text box, if necessary, and press Tab.

If the cursor is not in the Name text box, tab to it or click in the box to place the cursor.
Your user name must match the spelling that is registered with the Macintosh you want
to call, but capitalization doesn’t matter.

If you've specified an owner name for file sharing, the owner name appears
automatically in the Name text box of the connection document.

Type your password in the Password text box and press Tab.

Type in your password exactly as registered with the Macintosh you want to call. As you
type, the characters appear as bullets () to prevent someone else from reading your
password. You must match uppercase and lowercase letters exactly.

@ Note If you attempt a connection with an incorrect password, an error message will
appear and you can try again. However, as a security precaution, if vou try to connect
using an invalid password seven times consecutively, the other Macintosh will revoke
your ability to make a connection. In this case, vou'll need your connection privileges
reinstated on the Macintosh you're trying to call. Check with the owner of the other
Macintosh or your network administrator if you should need vour privileges reinstated:
that person must open your user icon in the Users & Groups control panel and reselect
the option “Allow user to dial in.” o

Type the phone number of the Macintosh you want to call.
Enter the number as if vou were dialing directly. For example, if the Macintosh is in area
code 818 and its phone number is 555-1234, type:

1,818-555-1234

A comma in the phone number designates a pause. You can use dashes for readability,
but the program doesn't require them. Also, Remote Access assumes you're dialing from
a touch-tone phone. For information on pulse dialing and commands interpreted by the
modem, refer to the section “Modem Commands™ in Appendix A.
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Important The option “Save my password” lets you save your password in the
connection document. If you save your password, vou won't need to enter it whenever
you connect. However, this compromises the security of the computer you're calling,
because anyone can then use your connection document to connect. For a discussion of
security considerations, including passwords, refer to Chapter 3, ~Security and Efficiency
Considlerations.” For now, leave this checkbox blank.

Click the “Remind me of my connection” checkbox if you want Remote Access
to remind you periodically that you are connected to another Macintosh. Then
type a number between 1 and 9999. This number tells Remote Access how
often, in minutes, to remind you of the connection.

This feature helps you avoid unintentional or prolonged connections. After your
computer is connected to another Macintosh for the specified period of time, you will
receive a message asking if you want to continue your connection. If you click OK, your
work will not be interrupted. If you do not respond within one minute, AppleTalk
Remote Access will disconnect you.

At this point. the connection document should look something like the following:

Ee————= Untitled

Connect as: () Guest
(® Registered User

Name : |Mary Adams |

Password:

Phone : [9,555-1224 ]

D Save my password
Remind me of my connection every :@ minutes

You should now save the connection document, so you can use it later.
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7 From the File menu, choose the Save As command to save the connection
document.

Saving the connection document means you won't need to reenter the information when
you next call the same Macintosh. You can use the Save As or Save command, or click
the connection document’s close box. You'll then receive a prompt to enter a name for
the connection document. Pick a name that describes the Macintosh vou're calling, like
“Boston Office” or “Mac at home.” The connection document icon will appear in the
folder where it is saved. You can store connection documents wherever you like on your
hard disk.

Faz at horne

Changing or deleting connection information

After you've saved a connection document, double-click its icon to open it. You can edit
any of the information previously entered and save it for later use.

To get rid of a connection document, drag it to the Trash and use the Empty Trash
command in the Finder to delete it.
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Connecting as 4 guest

To connect as a guest, open a connection document and click the Guest button.

E)=—— Untitled —eoor——|

Connect as: (8) Guest
O Reqgistered User

Name : l I

Passwora:[ ]

Phone : | I

G Wieg i BEsewad
] Rernind me of my connection every :rninu!es

The text boxes for Name and Password are unavailable, because you don't use those
to connect as a guest. You can save the connection document as you would any
connection document, so at some later time you can connect using the same
information. Note that to connect as a guest, the Macintosh you're calling must allow
guest access. Check with the owner of the Macintosh vou're calling to find out if you can
connect as a guest.

Setting up Remote Access to make calls 27



Connecting to a remote Macintosh

or network

o

Once you've installed Remote Access and have created a connection document, you can
make a call to another Macintosh.

Double-click a connection document icon.

This opens the connection document and the Remote Access program.

Enter your password, if necessary.

[1I11I]

[[[===—== Mac at home EI

Connect as: () Guest
@ Registered User

Hame: [ Mary Adams |

Password:

Phone: [3,555-1234 ]

D Save my password

Remind me of my connection every: minutes

This icon indicates
that vou've called
another Macintosh.

[ comect )

Click Connect.

When you click Connect, AppleTalk Remote Access calls the other Macintosh and tries to
connect to it. The Remote Access Status window appears to allow you to cancel the
connection attempt before the connection is completed and to show the progress of
your connection.

=[J=— Remote Access Status =——|

_§ Calling

Status: Initiating connection. ..

Cancel
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The other Macintosh verifies your name and password, and the connection is then
established.

# Note If the other Macintosh has callback turned on, you are temporarily
disconnected from the other Macintosh while it attempts to call vou back. Your phone
will ring and the modem will answer the call. Then, the connection is established. Refer
to Chapter 3 for more information on callback.

Other ways to connect

Another way you can open the Remote Access program is to drag the connection
document onto the Remote Access icon.

e apollo ==—"—————"1=
4 items 7.8 MB in disk 10.8 MB available
it
g
System Folder
" 1
e
Boston Office Mac at home
=]
o] [ (=3

This opens the Remote Access program and the connection document. You then
click the Connect button in the connection document window to call another Macintosh.

As a shorteut, hold down the # key when double-clicking the connection
document or when dragging the connection document onto the Remote Access icon.
The program will then automatically try to connect using that connection document.
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Viewing your connection status

Whenever the Remote Access program is open, You can view your connection status
by looking at the Remote Access Status window. To open the window, choose the Status
command from the Windows menu.

@ F |

& File Edit Setup IULTLTTE
Status [

Activity Log

The Remote Access Status window appears, showing details of your connection.

111

[J== Remote Access Status =——|

;;_% Connection Established

3
33

Connected to: @ lan’s Mac

Time connected: 0:01:00
Time remaining: Unlimited

Disconnect

The Remote Access Status window tells you where you're connected and for how
long you've been connected. Also shown is the time remaining for your connection. The
time limit is set by the owner of the Macintosh you've called, or you may have no time
limit for your connection, indicated by the word “Unlimited.” You can click the close box
to close the Remote Access Status window,

The Windows menu also contains the Activity Log command. The Activity Log
contains a listing of all events involving Remote Access. such as connections made or
attempted. Using the Activity Log is covered in Chapter 3.
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Selecting remote network services

AppleTalk Remote Access allows you simultaneous use of the services of vour local
AppleTalk network as well as those of the network of the Macintosh you've called,
provided the other Macintosh is set up to allow access to the remote network. Once
you've established a connection to a remote AppleTalk network with Remote Access,
you select network services in the Chooser window or use other network products such
as electronic mail, following the same steps you would to use the service on your local
network.

As an example, the following steps show how to print to a LaserWriter that's on a
remote AppleTalk network. Let's say you have not yet used Remote Access to connect.
Assuming your Macintosh has an AppleTalk network printer such as a LaserWriter
attached, the Chooser window shows you the local services available to you:

[(Ee==————— Chouoser %I

[II)

T Select a LaserWriter:

Home Las

AppleShare

® Active
) Inactive 2.0

| AppleTalk

Now, call the other Macintosh, establishing a connection to the remote AppleTalk

network.
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1 Look at the Chooser window.

The Chooser window displays the network services and AppleTalk zones that are
currently available to you. Notice the LaserWriters available from the remote network:

e ———= (hooser ==

: Select a Laserwriter:
B Home Lase er

Production Laserwriter
Publications Laserwriter

&
=

AppleShare

&l

AppleTalk Zones:

Creative Services
General Administration
Legal

Marketing

Production
Fublications

Sales
Technical Writing

&

® Active
Apbleralk (O Inactive 5

HMEREE

2 Select a LaserWriter as you normally would, then close the Chooser.

You can now print to the remote LaserWriter.

Disconnecting from the remote network

Once you establish a connection with a remote network, the Remote Access Status
window displays a Disconnect button.

1 From the Windows menu, choose Status.

o

Click Disconnect.

When you click Disconnect, the connection between your computer and the other
Macintosh is broken. However, the Remote Access program is still open, so you can
make another connection or create a new connection document.
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If for some reason you shut down your Macintosh while connected to a remote network,
the connection is automatically broken.

Quitting the Remote Access program

You can quit the Remote Access program at any time by using the Quit command from
the File menu. If you're currently connected to a remote network. your connection
remains established because quitting the program has no effect on the connection.
Quitting the program frees up memory for your computer to use for other processing.
You cannot quit if you're in the process of connecting or disconnecting.

If you quit while you're connected to a remote network, you'll see a dialog box that
reminds you of your connection. You must choose to disconnect and quit, stay
connected and quit, or cancel.

The connection that you established is still active.

Do you want to quit the Remote Access application
and stay connected?

[ Cancel ] [ Disconnect & Quit ] [[Stag Connecied & uuit]]

Remember that you'll need to reopen the program if you want to disconnect, open a
connection document, or check your connection status in the Remote Access Status
window. If you reopen the program while a connection is active, the Remote Access
Status window automatically opens.
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3 Security and Efficiency Considerations

To get the most out of AppleTalk Remote Access, you can take certain steps to make
sure your Macintosh is secure and that you're using Remote Access efficiently. Remote
Access provides several measures of security, including the ability to monitor users. This
chapter discusses efficiency measures and Remote Access security along with general

considerations for keeping your network secure.



Using the Activity Log

The Activity Log documents all Remote Access events. It keeps track of when a Remote
Access connection is attempted, established, or disconnected, indicating if the
connection is a connection you initiated or if another user called your Macintosh. The
Activity Log retains the 1,000 most recent activities.

Follow these steps to view the Activity Log:
I Double-click the Remote Access icon to open the program, if necessary.

2 From the Windows menu, choose Activity Log.

| & File Edit Setup LIS
Status

Ul 2

Activity Log |

The Activity Log appears displaying the current and most recent activity of your
Macintosh. The first column shows the date and time of the activity. A diamond (e)
preceding the first column indicates that your Macintosh established the connection by
answering a call from another user. The second column displays the user name.

The third column describes the activity. An exclamation point (!) precedes the activity if
an unusual event occurred. This alerts you to activities such as an unknown user trying
to call or a user trying to connect with an incorrect password.

S VY ——— fictinilylog =/ @0 —— — —— H|
55 Log Entries
Date User Log Entry
Mon, Jul 29, 1991 10:29 AM  Mary Adams Dialing 9,555-1234
Sat, Jul 27, 1991 1247 PM Pubs Connection terminated after 0:02:29.
Sat, Jul 27, 1991 12:45PM Pubs Connection established via callback at 9,600 bps.
Sat, Jul 27, 1991 1243 PM Pubs Dialing 555-1236
+ wed, Jul 10, 1991 8:50 AM Keri Wagner Connection terminated after 2:32 .43,
* wed, Jul 10, 1991 6:17 &M Keri Wagner Connection established via callback at 2 600 bps.
* Wed, Jul 10, 1991 6:17 AM Keri Wagner Dialing $55-1237
* wed, Jul 10, 1991 6:17 AM Keri Wagner Inttiating callback...
* wed, Jul 10, 1991 6:17 AM - Incoming call.
*+ Wed, Jul3, 1991 625 PM Mary Johnson 1 Connection attempt failed: Unregistered user.
*+ Wed, Jul3, 1991 6:25PM = Incoming call
* Tue,Jul2,1991 6:46 PM Keri Wagner Connection terminated after 0:04:07.
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Copying, saving, and clearing the Activity Log

To save the Activity Log for your records, you can select the Activity Log entries and
copy them to the Clipboard. Click the entry or Shift-click the range of entries you want to
copy, or use Select All from the Edit menu, then use the Copy command from the Edit
menu.

Se=e—————"— fActivitlyloyg Y —*—————"—-—"uoV12
55 Log Entries
Date User Log Entry
Mon, Jul 29, 1991 10:29 AM  Mary Adams Dialing 9,555-1234 ity
Sat, Jul 27,1991 12:47 PM Pubs Connection terminated after 0:02:29.
Sat, Jul 27,1991 12:45FPM Pubs Connection established via callback at 9,600 bps.

Sat, Jul 27, 1991 12:43 PM Pubs Dialing 555-1236

*

57 3,600 bps.

+

+

* W Jul 10, 199 all.

+ ‘ed,Jul 3, 1991 6:25PM Mary Johnson | Connection attempt failed: Unregistered user.

*+ Wed, Jul 3, 1991 6:25 PM i Incoming call.

* Tue,Jul2, 1991 646 FM Keri Wagner Connection terminated after 0:04:07. e
&

The entries are copied to the Cliphoard as tab-delimited text, so you can paste this
into a spreadsheet file. Use this spreadsheet file to save multiple records of the Activity
Log, to sort and search through the information, or to print.

You can also save the Activity Log as a text file. To do this, choose Save As from the
File menu. You'll be prompted to enter a name for the text file, which is saved on the
disk you specify. By default, the text file is saved under the name Log, followed by a
range of dates that correspond to the earliest and latest activities in the Activity Log, Use
any word-processing or spreadsheet program to view or edit the text file.

Should you wish to clear the Activity Log completely, choose Clear Log from the Edit
menu. A dialog box will appear, prompting vou to confirm that you wish to clear the
Activity Log. After you clear the Activity Log, those entries cannot be recovered, so you
should save the log before clearing it.
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Maintaining security for your Macintosh
and network

Before allowing users to call your Macintosh, make sure you've established what
information you want others to have access to. You should set up file sharing for those
folders you want other people to use. If you do not use file sharing, a user can still call
your Macintosh but will not have access to your computer’s folders or hard disks.

If you want to call your own Macintosh, then turn on file sharing but do not share any
folders. This way you, as the owner, always have access to all your files under file sharing,

[f you are setting up Remote Access on a Macintosh that is part of an AppleTalk
network, security is an especially important issue. Remote Access includes several
features that provide security for your network. You can register users, use the callback
option, and limit the access users have to the network.

Register users

When you call another Macintosh, you gain access to all public files, file servers, and
printers on the network to which that Macintosh is connected (but only if the remote
Macintosh is set up to allow access to the entire network). Each Macintosh using Remote
Access stores the name and password of every user registered to call. Registered users
are assigned passwords that they must enter each time they call the Macintosh. A user’s
name and password act as a key—no one can enter the network without knowing and
entering both of them correctly. You should encourage users to change their passwords
frequently.

Don't allow guest access

By allowing guests to call your Macintosh, you allow unknown users to access your
network. If network security is a concern, then do not allow guest users to call.
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Avoid saving your password

Avoid saving your password with your connection document (the “Save my password”
checkbox should not be checked). If the password is saved, anyone can use that
connection document to call the Macintosh that you are registered to use.

E[0&——— Mac at home
Connect as: () Guest
(®) Reqgistersd User

Mame: |Marg Adams |
Phone : |9,555—1234 J

Avoid saving vour————— [x] Save my pazsword

[)1155“'01'(}- Rernind me of my connection every ' minutes

Connect

Limits to connection attempts

When a user calls a Macintosh, the user is allowed seven consecutive tries to enter the
correct password. After seven incorrect password entries, the user's connection
privileges are revoked and the Macintosh owner must set up the user again to call that
computer. This seven-try limit helps prevent an unregistered user from guessing a
password.

Select callback

After a user calls and is verified as a registered user, the Macintosh can temporarily break
the connection and, using a phone number stored with the user's name, call the user
back. This callback feature gives further assurance that the user is authentic, because the
user must call from a predetermined phone number. You can set the callback option for
each user in the user’s information window in the Users & Groups control panel.
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[J==== Mary Rdams
User Password:

[23 File Sharing

E Allow user to connect
Allow user to change password

Groups :

&>

Ll

Program Linking

1 [:I Allow user to link to programs
on this Macintosh

= Remote Access

" @ Allow user to dial in

Tum on callback —————[F can back 3t *: [TEEIG

here.

Deny access to the network

You can limit users” access 1o only the Macintosh called, preventing all users from
accessing services on the remote network.

Allow access to entire network Allow access to this Macintosh only

A caller’s access is (o the A caller’s access is limited to the
entire netiwork.

answering Macintosh only.
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To limit access, open the Remote Access Setup window. Click the button to allow
access to “this Macintosh only.”

S[J=—= Remote Access Setup

o
%‘,‘; Modem Setup
8 -
Madern : Apple Modern 2400 + I Fort:

Modern Port

)

Modem Speaker: (@ On () OfF

T Remote Access Answering Setup

B Answer calls

i minutes

D Maximum connection tirme :

Allow access to: () entire network (@) this Macintosh anly

Require a password to set up answering on the network

On a large network, the network administrator can require users 1o enter a password to
set up answering on the network. Check with your administrator to see if this feature is
implemented and to find out your network password. If the feature is implemented,
you'll receive a dialog box when you set up your Macintosh to answer calls in the
Remote Access Setup control panel.

A password is required to set up
answering on this network.

[ Cancel ] [[ 0K ]]

Maintaining security for your Macintosh and network
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Using Remote Access efficiently
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The following sections discuss how to use Remote Access efficiently and address special
concerns for hardware setup.

Connecting efficiently

Remember that you are using standard telephone lines to connect to a remote network.

Just as you are billed for your toll calls and long-distance calls, you are also billed if you

call a Macintosh outside your local calling area.

If a Macintosh you're calling has the callback option turned on, the other Macintosh
disconnects your call and immediately calls you back, The other Macintosh then
originates the phone connection and becomes responsible for the charges.

The following guidelines can help keep your long-distance phone charges to

minimun:

= Disconnect as soon as you no longer need to use the remote network.

= Do not open programs such as word processors, spreadsheets, and graphics
programs on the remote network. Because the program will run over telephone
lines, commands may take an extraordinarily long time to complete.

m  Prepare files as much as possible before you make a connection.

= Set a maximum connection time to limit users who call your computer.

»  Use the option “Remind me of my connection.” This keeps you from forgetting about
a connection, because you must respond to the prompt or Remote Access
disconnects you.

= As soon as you finish using a file server volume, drag the volume to the Trash to
disconnect from the server.

= While you're using file server volumes, don’t leave their windows open. These
windows are updated periodically causing unnecessary network traffic.

Chapter 3 Security and Efficiency Considerations



Selecting remote network services only

When AppleTalk Remote Access is installed, the Network control panel contains an
additional icon called Remote Only. You use the Network control panel to select the
type of network to which you want to connect locally. The default is LocalTalk, which
uses the printer port on your Macintosh to connect to AppleTalk networks. You may also
see other icons depending on your network setup.

L Network —e——-—|

Select an AppleTalk connection:

O eSS i

LocalTalk Remote Only

[

Built=in

<

You might select Remote Only for two reasons:

1. To turn off access to your local AppleTalk network (LocalTalk, EtherTalk, or
TokenTalk), so you see only the remote network when you make a Remote Access
connection.

Sometimes you can't locate a service on the remote network because a service on
your local network has the same address. This is similar to phone numbers, for which
two people in different area codes may have the same seven-digit phone number. If
you don't speciy the area code and dial only the seven-dligit number, you call the
person who is in the same area code as you. Selecting Remote Only is like dialing the
area code, meaning you call the person outside your local area. When vou select
Remote Only, access to the local network is shut off, ensuring that all services on the
remote network are accessible.
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With LocalTalk, EtherTalk, or TokenTalk selected With Remote Only selected

Local network Local network

Remote network Remote network

Your Macintosh can see all devices Your Macintosh can see all devices
on the local and remote networks, on the remote network only.

2. To turn off LocalTalk to free up the printer port on your Macintosh for other uses,
such as printing to an ImageWriter or StyleWriter.
If you want to use your printer port for something other than LocalTalk, maybe to
print to a StyleWriter or ImageWriter, you need to select Remote Only. This shuts off
access to the local network, leaving the printer port free for another use. Since
Remote Access is a type of AppleTalk connection, making AppleTalk inactive in the
Chooser means you can't use Remote Access. So if you want to use Remote Access
and the printer port, you need to select Remote Only.

Be aware that if your Macintosh is currently connected to a remote network and you
switch from one AppleTalk connection type to another in the Network control panel,
such as from LocalTalk or EtherTalk to Remote Only, you will be disconnected.
However, you can always reconnect.
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Appendix A: Using Modems
With AppleTalk Remote Access

AppleTalk Remote Access includes scripts to use many popular Hayes-compatible
modems within the United States. This appendix lists the modems that have scripts
included with the AppleTalk Remote Access software and discusses what you can do if
your modem is not included. This appendix also shows how to connect a typical modem
to your Macintosh and lists standard modem commands.

Modems you can use with Remote Access

AppleTalk Remote Access includes scripts for the following modems for use within the
United States. If you're using AppleTalk Remote Access outside of the U.S., contact your
authorized Apple reseller or representative for modem information. For the best
performance, Apple suggests you use a 9600-bps modem.

2400 bps/V.22bis modems

= Apple Modem 2400 (supports all 2400-bps Apple modems)

= Abaton InterFax 24/96

= Global Village Teleport

= Hayes SmartModem 2400

= Microcom Microporte 1024

= Practical Peripherals 24005A

Prometheus ProModem 2400



= Supra SupraModem 2400

= US Robotics Courier 2400¢

9600 bps/V.32 and 14400 bps/V.32bis modems
s DSI9624 LE/LE Plus
= Hayes Ultra 96
= Farallon Remote V.32
= Microcom MacModem V.32
s MultiTech MultiModemV32
s Practical Peripherals 9600SA
= Prometheus ProModem Plus/Ultima
s Telebit T1600
= US Robotics Courier V.32bis
For every type of modem that Remote Access supports, a script resides in the

Extensions folder within your System Folder. Modem scripts contain program code used
by the Remote Access software to communicate with that particular modem type.

If your modem is not included

Your modem should conform to the CCITT (Comité Consultatif International
Télégraphique et Téléphonique) standards V.22bis, V.32, or V.32bis. If you want to use
Remote Access with a modem not listed above, a script may be available for your
modem. Check with one of the following sources to see if a modem script is available:
= your modem vendor

= your authorized Apple reseller or representative

» the Apple Customer Assistance Center (1-800-776-2333 in the U.S.)

= if you're a subscriber, the Apple Technical Coordinator Answerline or the Apple
Software Development Answerline

Some modems not included with the Remote Access software may need a cable that
supports CTS (Clear To Send). Call the Apple Customer Assistance Center for more
information.
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Writing modem scripts

If you understand connection control languages (CCLs) and are an experienced
programmer, you may be able to write the necessary modem script yourself. The
AppleTalk Remote Access Modem Toolkil is available through APDA (Apple
Programmers and Developers Association). The kit includes a HyperCard stack and
appropriate documentation to help you build scripts.

APDA offers convenient worldwide access to over 300 Apple and third-party
development tools, resources, and information for anyone interested in developing
applications on Apple platforms. To order products or get additional information

contact:

APDA

Apple Computer, Inc.

20325 Mariani Avenue, M/S 33-G
Cupertino, California 95014-6299
800-282-2732 (United States)
800-637-0029 (Canada)
408-562-3910 (International)
408-562-3971 (Fax)

171-576 (TELEX)

AppleLink: APDA

Connecting your modem

How you set up your modem depends on the type of modem you're using. The
documentation that came with your modem should provide specific details on how to

connect your modem to your computer. Depending on the type of modem or Macintosh

you use, you'll need to do the following:

= Connect your modem to your telephone line.

= Connect your modem to your telephone (optional).
= Connect your modem to your Macintosh.

= Connect a power supply to your modem.
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The following picture offers a typical example that shows an Apple Data Modem
connected to a Macintosh:

~~ To power supply

To telephone

Toelephone line

To peripheral device

To computer

Modem commands

Standard commands are interpreted by most modems available in the United States. You
enter these commands as characters in the telephone number sent to the modem. The
following table lists standard commands, but you should refer to your modem manual
for a complete description of the commands it interprets.

Commend
(character) Function

0-9,#* Digits and characters used for dialing.

T Causes all digits following to be touch-tone dialed (the default).
P Causes all digits following to be pulse dialed.

i Pauses before continuing,.

48  Appendix A Using Modems With AppleTalk Remote Access



Pulse dialing

AppleTalk Remote Access assumes you're dialing from a touch-tone phone. If you
require pulse dialing, precede the number with a P, as shown here:
P1,818-555-1234

If you need a combination of pulse and touch-tone, precede the numbers with P (for
pulse) and T (for touch-tone) as appropriate. You may need to do this if you're making a
long distance call with pulse dialing, and you first connect to your long-distance carrier’s
lines then enter an access code using touch-tone. In this case, the phone number you
enter should look something like this:

P1,818-555-1234 T342
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Appendix B: Troubleshooting

While using AppleTalk Remote Access, you may occasionally encounter a problem. This
appendix provides information that is common to most modems and offers suggestions
for solving problems.

You can’t make a call.

= Make sure your modem is connected properly and turned on. Refer to your modem
documentation if you have any problems.

= Make sure your modem type and port are selected in the Remote Access Setup
control panel.

Your modem is working, but you can’t connect to another Macintosh.

»  Make sure you're a registered user on the other Macintosh. Check that you've entered
your user name and password correctly.

= Find out if the other Macintosh is set up to call you back, and verify that your
telephone number is correct.

= Make sure the other Macintosh and its modem are turned on, and the Macintosh is
set up to answer calls.



You are losing the connection.

= You may have noisy phone lines. Contact your phone company.

= Make sure you've selected the correct modem type in the Remote Access Setup
control panel.

»  The call-waiting feature can disrupt the connection when someone tries to call you.
When you enter the phone number in the connection document, precede the
number with the code to turn off call waiting. However, if the other Macintosh has
callback turned on, your modem first hangs up, which reenables call waiting. Contact
your phone company for information on how to turn off call waiting.

The response time from the remote network is slow.

»  Make sure the Macintosh you've called is using a 9600-bps modem. Look in the
Activity Log to check the speed the two modems are using.

= Refer to the section “Using Remote Access Efficiently” in Chapter 3 to see if you can
save time during the connection.

After you connect to a remote network, you have problems with your
ImageWriter or another device connected to the printer port.

= Select Remote Only in the Network control panel to redirect AppleTalk and allow
you to print to your serial printer. Refer to the section “Selecting Remote Network
Services Only” in Chapter 3 for more information.

After you connect to a2 remote network, you cannot access your local network.

s Select LocalTalk (or EtherTalk or TokenTalk) in the Network control panel to access
your local network. Refer to the section “Selecting Remote Network Services Only” in
Chapter 3 for more information.
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Other programs that use the serial port don’t function properly, you see a
dialog box that says the serial port is in use, or your Macintosh freezes during
shutdown.

s When the option “Answer calls” is selected in the Remote Access Setup control panel,
the serial port is in use by Remote Access. To use other programs that need the serial
port, turn off the option “Answer calls.”

= If your other program is incompatible with Remote Access, contact your authorized
Apple Reseller for more information.
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