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The System

8. As you empty folders, move them to the Trash so that they are not
in your way. Trashing unneeded folders and files as you go is a
good way to measure your progress.

D o not empty the Trash until you are sure that all your data is
safe in its new home. Then double-check the Trash to make
sure that you are not throwing away a necessary file.

As you go through the process, look for files you no longer need or
programs you are not likely to use. If you do not know what an applica-
tion does, you probably do not need it. But before you toss an applica-
tion into the Trash, copy it onto a floppy disk. Run the program before
throwing it away to make sure that it is not something you want to keep
on your hard disk.

f you are using System 6.0.X, do not run any applications
I during this process unless you are sure that you do not want
the files and folders in the Trash. Running an application empties
the Trash in System 6.0.X.

You also can delete Read Me files. Usually these files come on program
disks and are only pertinent to the installation process, or these files
have information that you read when the program was installed and
haven't looked at since. If you will not use this information, delete it.

If you have been collecting compressed files because you got them from
a local user group or downloaded them from a bulletin board system or
some other source, you might want to place them on a floppy disk and
then trash the files on the hard disk.

Finding a File

If you lose track of a file, you can search for it using the Find command.
Follow these steps:

1. From the File menu on the Desktop, choose Find. (You also can
press Command-F.) The Find dialog box appears (see fig. 10.31).



Fig. 1031
The Find dialog box.

Fig. 10.32
The Find dialog box with
search options.

f you are using System 6.0.X. you must use the Find File desk
accessory from the Apple menu. The variety of options available
under System 7.0.X are not available under System 6.0.X.

2. Ifyou know the name—or part of the name—of the file you want,

type it into the Find dialog box and press the Find button. The

Mac scans all mounted drives for any files that contain the charac-

ters in the Find dialog box.

[ 1 |

Find:

[ More Choices |

[(concer J | Fing ]

When the Mac finds an item that matches the search criteria, it opens the
folder or drive that contains the found file; the file is selected. If the file
that the Mac finds is not the file you were looking for, press Command-G
to continue the search. The Mac then continues searching for a file that

matches the search criteria. Repeat this process until you find the file.

If you have several drives or want to narrow the search criteria, you can
use the More Choices button. When you select this option, the window

in figure 10.32 appears.

e
Find and select items whose
| name « || contains | |
Search | on all disks v [] all at once

By using the extra choices, you can narrow the search considerably. You

can specify the following criteria in this window:
B Where to Search. You can search specific disks, all disks, the

System Folder, or selected folders. Note in figure 10.33 that some
folders are selected in the window behind the Find window. If you

search the selected items, the Mac looks only in the highlighted

folders.
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Fig. 10.33

The Find window with
search options.

Fig. 10.34

The attribute options in the
Find dialog box.

Fig. 10.35

The condition options in
the Find window.
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Find and select items whose

name on all disks

Fewer Chy  inside “System Folder”

the selected items

~ | on*HomeBoy" A
svoren TR —
| on*PDROM™

5.3 | (|

[Jall ot ance

B Attribute criteria. You can search for your file using any of your

normal file attributes, such as its name, or you can search for

specific comments placed in the

comment box of the file’s Info

window. Figure 10.34 shows all the possible search criteria based

on file-specific information.

kind

date created
date modified
version
comments

[J all at once

@) ()

lock

Condition options. You can specify search conditions. Different
condition options are available depending on the attribute you
choose. Figure 10.35 shows the list of condition options for a

search using the name of a file.

- —

Find and select items whose

s e - — -
starts with
“— | ends with Sl =
Search [ on*To| I8 [Jal at once
is not
” S e NPT R [SSpEEE SRR
Fewer Choices Cancel |[ Find l

One effective use of the search options is to locate all locked files so that
you can unlock each locked file as it is found. Press Command-G after
you unlock a file to get the next one.



Making and Using Aliases

After your data is organized, focus on making it easier to access. One of
the most useful functions in System 7 is the capability to make aliases.
An alias is a small dara file that stores the location of an original file,
application, folder, or disk. When you double-click an alias, the Mac
opens whatever file, folder, or disk the alias represents. Aliases save you
from having to open multiple folders to get the data you want.

To make an alias, follow these steps:

1. Select the item for which you want to make an alias. The item can
be a disk, folder, data file, or application.

2. From the File menu, choose the Make Alias.

A duplicate icon of the document appears. The name of the item,
however, is italicized and followed by the word alias. When you have
made an alias, you can move it anywhere on the hard drive.

Figure 10.36 includes a row of aliases across at the bottom of the
Desktop. Notice that none of them have the word alias following the
name; this is because the names have been changed, or the word alias
has been removed. You can change the name of aliases just like you
would any other file. Changing the names of aliases does not impair

their function.
Fig. 10.36 €, file Edil_Uiew Labei Special 0D 3:15:27 aME (D G
Aliases on the Desktop. CIESS=== utilites

1items  70.1MBindask PEMEB &
e T
Apple File Exchanga Fol . [
Axchive R
Capture Unlities
Disgnestics

Disk Utlilates

Logger Foldes

Misc

Notebook

Now Up-to-Date™

Scst

SysImag

Urused Extenions & Cdevs
Vantage 16.1

poooocoooooo

[
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Fig. 10.37

The alias path of the

440 1 System

Logger alias.

If you make an alias of an item and then move the original, the alias
usually finds the item and opens it. However, some programs do not
interact properly with what is called the Alias Manager. Usually these
programs are older programs that are not completely System 7-
compatible. If the alias cannot find the moved program, either return
the program to its original location or make a new alias.

If you make a new alias, be sure to trash the old one. If you delete an
item for which you have made an alias, the alias remains even though the
original item no longer exists. The hard drive can get cluttered with
aliases that are no longer functional. Don’t create confusion by forget-
ting to remove an alias you no longer need.

If you need to find the location of the original of an alias, use the Get
Info command on the alias. In figure 10.37, you can see that Get Info
locates the original using the following naming system:

Road Warrior :Utilities :Logger
Folder :Logger Beta 1.7

5=l Logger Info B

&

Kind: alas
Size: 2¥ on disk (372 byles uzed)

Where: Rosd Warrior

Created: Tue, Jun 9, 1992, 198 AM

HModified: Tue, Jun 9, 19%2, 11 52 FM

Original: Rosd Warrior @ Utilites : Logger S
Folder :Logger Beta 1.7 Alias path

Commenls:

CJrecked Find Original

This means of identifying the location of an item is called the path for
the item. The path designates the hierarchy of the file. In this case, the
path describes the program Logger Beta 1.7 as being on the hard drive
Road Warrior, which contains a folder called Utilities, inside of which is
the Logger Folder that houses the program Logger Beta 1.7. Figure 10.38
shows how the path translates to the actual hard disk location. Although
knowing a file’s path isn’t essential, you can sometimes use that informa-
tion to find a file.

Making aliases is one thing; using them is another. Putting all your
aliases on the Desktop clutters it, and putting them into folders takes
away the advantage of using them. You might want to keep some aliases
on the Desktop, and you might want to put others into the Apple Menu
Items folder inside the System Folder. Put aliases where they are most
useful to you.



Fig 1'] SB Rood Warrior f
. R Sitems 0 1MB i disk Utilites
An alias path shown T i Witrs MIMBndik _ 59MBx
through windows. b [ sprhations Hame
b [ Dan b [ AppleFile Excharge Fel
b [ Games b [ Axhive
b (D Sptenolde  |b () CaptuseUsilitias
b (o) TetFoldes b [ Disgrestics
b Usilites b O
(o |
b O
b [0 Notebook z
b [ NowUptsDajems | 2ilems P02HBindih 931
b [ scst Hame —
b [ Splnag 5 LoggerBata 1.7 1
b [ Ussed Extenions & Cd Bb LoggurButs
b [ Vertagers1 =
il W

When you make an alias of a folder, the alias acts as a regular folder. If
you want to put something into a folder of which you have created an
alias, simply drop the item on top of the alias. The Mac moves or copies
the file to the folder as if you had put it in the original folder.

By keeping a few select aliases on the Desktop, you can access the
folders or network volumes they represent from any Save or Open dialog
box. Simply click the Desktop button from either type of dialog box, and
vou have access to all the drives and any folder or alias on the Desktop.
Figure 10.39 shows aliases listed in a Save As dialog box.

Fig. 10.38 ——
Aliases listed in a Save As =Tomeloy iﬂ )
dialog box. PO RN .

=10 o =
O fammunications alias
0O downloads alias
0 #Shared Datas O] ———
Save tenl as:

L Jo—]

If you have a hard drive that is sometimes connected to your Macintosh
but sometimes unmounted, you can make an alias of the drive. Then
when the hard drive is attached and running, but not mounted, you can
double-click the alias, which mounts and opens the drive in one action.
You no longer need to use SCSIProbe to mount an unmounted drive.

Another useful alias is one for an AppleShare or network drive. Using an
alias for these things works in a fashion similar to the hard drive alias,
except that these aliases go through the process of mounting the net-
work volume without going through the tedious Chooser that you would
probably use otherwise.
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Fig. 10.40

Accessing control panels.

442 The System

Because a Control Panels folder alias is located in the Apple Menu Items
folder, the Control Panels folder that appears under the Apple menu is
an alias. This example shows that you can place aliases of other folders
and items in the Apple Menu Items folder. Then when you add a utility,
such as Now Menus from Now Software, to your System, you can access
the items in the different folder aliases directly without opening each
folder. Figure 10.40 shows how this process works using the Control
Panels folder.

fibout This Macintosh...
CETnalbon
0T Launch k| Startlp Manager
DiskTop Find Caplure 4.0.2
QuicKeys 2 k| Color
FanMenu
@ Alarm Clock File Sharing Monitor
[ catcutator FileSaver
2 Chooser y| General cofmnls
B3 Control Panels | 28 Erohertill
5 DiskTo Keyboard
b P Labels
[£] Fas1 Find Map
FanStatus Memuory
& GOfer™ 2.0 Monitors
Key Caps Mountimage
[&] KeyFinder Mouse
£ Note Pad el
B8 Puzzle :":::‘:"u‘
(o ouickFan uglcksus om
Scrapbook Sharing Setup
@ System Crrors Sound
1L vantage™ Startup Disk
Users [ Groups
Uiews
~RTM™

You can place aliases of all your programs in a folder in the Apple Menu
Items folder; the aliases are then available like control panel devices. You
can add a project folder to the Desktop that contains work in progress.
You can add aliases of applications or documents to the Startup Items
folder in the System folder; when you start up the Mac, the programs are
launched and the documents are opened automatically. Aliases open an
endless world of possibilities.

Using Publish and Subscribe

The System 7 feature Publish and Subscribe is similar to the Copy and
Paste commands. Publish and Subscribe enables you to select part of a
document and create an Edition. Creating an Edition is called publish-
ing. You can place an Edition into a document created by a different
program by subscribing to the Edition. The Edition is a file that contains
a selected portion of another document. Subscribing is similar to pasting



the data from another file into your document, but you cannot edit the
information contained in the Edition to which you subscribe. Chapter 9
contains more information about Publish and Subscribe.

To edit the information from a subscription, open the original document
from which the Edition was created. Edit and save the file. Saving the file
updates the Edition and any documents that contain the Edition as a
subscription.

This feature works over networked volumes, so if several people are
working on a project, such as a newsletter, one person can work on the
graphics, another on the page layout, and a third on the copy. Because
all the information comes together in the page layout process, each of
the different elements can be sent to the layout person through an
Edition. When revisions need to be made to a part, such as the graphics,
the person responsible for this part simply updates the files and the
newsletter is updated.

Editions are also useful for any data that comes from a different program
and needs to be updated frequently. For example, you might have a
quarterly report in which the spreadsheet file and chart need to be
changed every quarter, but the word processing document that contains
the report remains the same. In this case, you can simply update your
spreadsheet file and print the word processing document to finish your
report.

If you have several versions of a publication that share common graph-
ics, you can subscribe to Editions of the graphics rather than place them
individually into each manual. When you update a graphic, all of the
manuals are updated.

You can use Subscribe and Publish with databases, spreadsheets, word
processing, and any other program that is fully System 7-compatible.

Saving Files

If you have no problem saving or finding documents, skip this section.
However, many people have used their Macs for years and never really
gotten the hang of navigating their way to the folder they want, whether
they want to open or save their data. As a result, these people never have
data stored where they want it and cannot find the data they need. If you
are one of these people, read on.

First, make sure that you know where you are storing documents when
you choose Save As from the File menu of any application. Even experi-
enced Mac users sometimes forget to check where they are storing their
data. Usually the default for the Save As command will be the folder that
contains the application you are using. If you double-clicked a document

10  Keeping Track of Your Data
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Fig. 10.41

A Save As dialog box.

The pop-up menu in the

Fig. 10.42

Save As dialog box.

The System

to run the application, the folder that contained the document will be
the default Save As folder. The default can change as you progress
through your work day because most applications also default to the last
folder where you performed a Save As or Open command. In other
words, you could end up anywhere on yvour hard drive when performing
a Save As unless you are careful.

Remember that the drive’s organization is based on a hierarchy. When
you start an application, the Mac tries to save documents that you create
in the same folder as the application or in the folder of the document
you used to start the application. If you want to save the document
elsewhere, you have to specify the location.

When a Save As dialog box appears, note where you are in relation to the
drive hierarchy. Notice in figure 10.41 that the top of the Save As dialog
box displays an icon of an open folder titled Word Processing and that
has a downward-pointing arrow. The arrow means that you are in a
nested folder. A nested folder is a folder that is inside another folder.
Figure 10.42 shows the hierarchy that appears when you click the pop-
up menu titled Word Processing.

€3 Word Processing ¥ =To Go
O More ]
© e -
Desklop
£ Word Folder
O WardPerfect 2.0 —_—
[ Cancel
&

Save 1his document as: "
[untitiea | "9 o E

€1 Word Processing
= M3 Applications

O Waord Folder
O WaordPerfect 2.0

Saue this document as:
untitied |

Using this pop-up menu, you can choose any folder between the current
folder and the drive. You also can select the hard drive or go to the
Desktop in order to select a different drive. If you select the hard drive,



Fig. 10.43
The top level of the drive
seen through the Save As

dialog box.

Fig. 10.44

The Save button becomes
an Open button.

you have access to any of the folders on the hard drive and can then
begin to navigate down a different chain of folders. The entire structure
of the drive and the series of nested folders is called a tree.

Figure 10.43 shows the top level of the drive. Notice the drive icon and
drive name above the list box. The Desktop is the last level beneath the
drive. Although going through different folders and drives can be a
tedious process, it is the only way to get your files to their proper
locations.

_m =Ta Gio
3 Applications 1]
O AppleLink Files 6/16/92 | 5] S
5 book
& gomes
£ Macintosh PC Enchonge SR
© Program Alias

Save this document os:
[untitied

If you click the folder list box, a black border appears around the box.
This border means that the window is selected and you can navigate to a
folder by typing the first letter of the name of the folder. The Mac selects
the first folder that starts with the letter you type; if you can quickly, you
can type two letters and the Mac selects the folder that begins with the
two letters you type. When a folder is selected, the Save button in figure
10.43 turns into an Open button as shown in figure 10.44.

=10 6o ¥ | =To 6o
O Applications
1 AppleLink Files 6/16/92 ’_!_ ;]
[ Book Desktop
C games
O Macintosh PC Exchange ——
O Program Rlias '

2l ([ open J—Open button

Sove this document as:
Untitied ] @ O

When the folder is highlighted and the Save button becomes an Open
button, pressing the Return or Enter keys opens the folder. To change
the Open button to a Save button, press Tab; the selected folder trans-
fers from the list box to the title box. Then type the name of the file into
the Save this document as text box and press Enter. The file is saved in
the folder or on the disk that is in the title box.
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Fig. 10.45

Creating a folder from a
Save As dialog box.

Fig. 10.46

Save As dialog box in
Microsoft Word.

The System [l

If you want to create a new folder in which to store the document, select
the New Folder button (the button that contains the word New and an
icon of a folder). The Mac presents a dialog box like the one in figure
10.45. Type the name of the new folder in the box and click the Create
button. The Mac places the new folder into the current drive or folder.
Unfortunately, this option is not available from all programs.

=toso
O Applications ——
O AppleLink Files 6/16/9)
3 Book Name of new folder:

untitied folder
C1 games
£ Macintosh PL Exchang,
O Program fAlias
==

Save this document as: '
[untitied 0

The dialog box used in these examples is the standard Save As dialog
box from the TeachText application. The application you are using
controls the dynamic Save As dialog box. Figure 10.46 shows the Save As
dialog hox created by Microsoft Word. The functions of this dialog box
are the same as those described in this section, although the Save As
dialog box also contains an extra pop-up menu for selecting different file
formats. Because the application controls the Save As dialog box, you
may find that some of your applications do not provide the New folder

option.

& Word Folder ¥ | =To Go

D Bok » o] 8862K avallable
O Formula Glossary L}

& Micrasnft Word d — -
L M8 Uictionary i

1 PostScript Glossory Dencel] | {Ruewta)
1 Sample Settings Files 5] New [

Save Current Document as:

[ Make Backup

li | O rast Save

Soauve File as Type

[Normal [+] Ovetouit torFile ]

Using Tools To Make the Job Easier

All kinds of software utilities are available to help you save, open, and
organize data. The following list is a random sampling of some available
programs. This list is not comprehensive; it merely gives you an idea of
the types of products that are available.



B AliasZoo (shareware). AliasZoo is a small utility that searches the
hard drive for aliases. After AliasZoo searches the disk, the utility
displays all aliases and information as to whether the original file is
still available to the alias. If the original file is not available,
AliasZoo enables you to delete (trash) unconnected aliases.
AliasZoo is a handy utility if you use a great deal of aliases and
spend much time maintaining them.

B Bal Filer (included on a disk with this book). Bat Filer enables
you to perform batch processing on your files. Batch processing is
performing the same functions on a variety of files at the same
time. You can use Bat Filer to find and archive files that are older
than a specific date. Chapter 22 contains a complete description
and instructions for using Bat Filer.

B DiskTop (CE Software). This program enables you to access your
drives from within any application, change the attributes of files,
find files, and perform most Finder functions without going to the
Finder. DiskTop is also faster than using the Finder for almost all
of its functions.

B GOfer (included with DiskTop). This program is packaged with
DiskTop and searches for text strings in all readable documents. If
you have forgotten the name of a file but know a name or a phrase
in the document, you can find it using GOfer. GOfer is a great
utility when you have hundreds of documents and you only need
one with a specific reference or several that have the same words.
Figure 10.47 shows a GOfer search session for a text string.

Fig. 10.47 - ———

Finding all the occurrences [(what. w0z )[sen | (wnere... %2 ) [ How... ®3
of SCST using GOfer. {Nent Find % ) (Reat e 2n ) (_rouse 50 ) Stapoe. [ Gofer 1 I

Hame Size Kind Finds Location (Where)
The Start Manager "Ilb ul;olol.ri & 0 documant
231

03 Apple Infermation

O bata

R0 Warrior

w/Fds 47 Finds (47)
ng up  All SIMMs do this to a certain axtenl, but you

nay have a £IMM that crosses the Macinlosh computer’s toleronce threshold

when warm. The only fix for this iz 1o reploce the offending SIM or

SIMls. A similor orobles could ba happening within the mesory sanoger's

circuitry on the logic boord; the only possible fix is a coaplete logic

board replocesent

Ell

100% Files ISB Bytes (7T52K)

=

You may aise have
deuices atloched

B orcblen, particulariy if you have exterral SCSI
Frobles occurs most often when you have external
$C91 devices atloched, but not turnad on  You must turn on all SCSI
deuices befora sto-ling the Macintosh, ond you must leave thes on until you
turn the Macintosh off  |f you don' L teke these precaulions, you can
Introduce garbage onto tha SCSI date |ine

Inproper termination of the SCS! chain also couses this problea. |f your

CNERES

B File Director (5th Generation Software). File Director is a combi-
nation of utilities. An alternative interface offered by File Director
enables you to create groups of files arranged as projects, work in
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progress, or in any fashion that suits your fancy. Figure 10.48
shows how File Director displays items. You simply click one of
the rectangles and assign it to a program or a file. You can then
launch the program by clicking the rectangle. You also can create
special-purpose pages. File Director provides a unique means of
accessing your information.

ﬁg 10.48 = File Special Memory €3]
An alternative interface Bl mancyou RN
offered by File Director. Bl oiskroos ¢ E

| For a few tips on il  getting started, = click in this box. |

=il @ Copyright 1991 =l Fifth Generation = Systems, Inc. .

T
I <o SN Fices S Piie S Paoes [ Puee SB[ Faze M Fuzes

W Disk Tools (included with File Director). Disk Tools is a desk
accessory that enables you to perform many of the same functions
as DiskTop. You can see invisible files, launch applications, edit
file attributes, and so on. Figure 10.49 shows the main screen of
Disk Tools; most of its functions are clearly marked by icons.

B File Fanatic (shareware). File Fanatic reassigns files opened by
TeachText because the file that created them is not available or the
files do not open. File Fanatic performs this neat task by reassign-
ing the type and creator codes for your files when you drag and
drop the file on top of the application. Double-clicking any file
that has been changed launches the application to which you re-
assigned the file. This program is available on most on-line
services and from local user groups.

A48 ThesSystem M



Fig.1[].49 = File Edit DiskTools

The Disk Tools main
screen.

Tupc Creator Swe Modified
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3 qames Bitems 4/24/92
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@y Martah™ Demo Vers.. AFPL Mark IEW 11/22/9
£ Program Altas 4items  6/25/92

Read Mo tro  tixl He  8/16/91
(1 Recovered Files 8z ilems  6/25/92
35 Sitems 6/23/92

B File Tools (shareware). File Tools is a desk accessory that enables
you to change a file’s attributes, including the type and creator.
File Tools can do some of the same functions as File Director or
DiskTop. This program is available on most on-line services and
from local user groups.

B HandOff (Connectix). HandOff is a utility that enables you to
reassign all your files of one type to another application. This
utility is similar to the File Fanatic. HandOff, however, also
includes a few other Finder enhancements: a quick launcher that
appears in the menu bar and the capability to access menus
quickly by using a combination of keystrokes and mouse actions.
Figure 10.50 shows the menu bar and the programs available for
quick launch, and figure 10.51 shows HandOff’s pop-up menu
capabilities.

B Norton Utilities (Symantec). Norton Utilities is a collection of disk
utilities. Chapter 12, which discusses file recovery, describes the
main purpose of Norton Utilities. But Norton also comes with a
utility called Directory Assistance 11 that is handy for navigating
from an Open or Save As dialog box. Directory Assistance 11
remembers the last file you opened and your most frequently
accessed folders, enables you to jump from a folder on one drive
to another folder on a different drive, and provides some Finder
capabilities from within dialog boxes. Figure 10.52 shows Direc-
tory Assistance II from a Save As dialog box. The menus across the
top of the dialog box provide the different functions available with
Directory Assistance II.
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Fig. 10.50
HandOff pull-down menu. e L
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Fig. 10.52
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B Now Utilities (Now Software). Now Utilities is a collection of
utilities designed to enhance the Finder, menus, and file manage-
ment. These utilities are primarily enhancements for enabling a
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Fig. 1053

Super Boomerang from the
Apple menu.

hierarchical view of folders or folder aliases inside the Apple Menu
Items folder, displaying fonts from any font menu, and adding a
program launcher and a clock to the menu bar. In addition to
these enhancements, Now Utilities also has an excellent extension
manager and a utility similar to Directory Assistance 11 called Super
Boomerang. Now Utilities is also accessible from the Apple menu
using Now Utilities hierarchical menu access and Super Boomer-
ang (see fig. 10.53).
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Tiles (CE Software). Tiles is a type of Desktop replacement that
tracks how vou work and creates icons called tifes that enable you
to access programs quickly. Tiles also enables you to make work
groups or project tiles containing the documents associated with a
project. This utility’s main advantage is its ability to track and clean
up after itself. Figure 10.54 shows the Desktop after running Tiles
for a few minutes.

Keeping Your Data Safe

In addition to organizing files, file management includes safeguarding
your data. Hard drives die, floppy disks become corrupted, and files are
accidentally thrown away. Any of these misfortunes can happen to vou.
The only way to make sure that your data is safe is to back it up—several
times, if possible.
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Another issue you should ponder is security. Do you need to keep your
data away from prying eyes? Will your business suffer if someone delivers
files from your hard drive to the wrong person? Do you want to keep the
kids out of your family letters and financial records? If you have locked
file cabinets in the office, you probably need a security strategy of some
type on your computer.

This section explores strategies and methods of backing up your data. A
subsection discusses archiving your data. Although backups and archives
are related, they can have different purposes and functions. This section
concludes with a discussion of security.

Why Back Up?

If you do not care about backing up your data against the day when your
hard drive crashes and all your files become scrambled bits and bytes, go
from here to Chapter 12. It covers data recovery. If you do not keep
current backups, you will someday need to recover your data.

Recovering your data can be expensive in time, in potential data loss,
and possibly in actual dollars paid to someone to restore your data. You
must completely reconfigure the drive, reinstall all applications, and sort
through thousands of data files to find out what they contain. Discover-
ing whether you really have everything back intact could take a year. A



regular backup plan is insurance that you will not have to deal with data
recovery.

Backup Basics

You have decided to back up your hard drive. Now you must decide
what medium to use, whether to back up the entire hard drive or just
your data, how many backups to make, and how often to back up your
data.

What Medium Should You Use To Back Up?

To back up your drive, you can use another hard drive, a removable
media drive, a tape drive, or floppy disks. Of all the choices, using a hard
drive is the easiest, the most convenient, and the most expensive. Using
a hard drive is convenient and easy because all you have to do is make a
Finder copy of your data. This method is expensive and inadequate
because you lose the use of an expensive piece of hardware and you
have only one backup.

Removable media hard drives are a much better solution. The removable
disks are relatively inexpensive. You can make multiple backups and
have an extra drive to boot (no pun intended). Chapter 2 describes the
different drives that use removable media. Any of them will work for
backup purposes. The rewritable optical drives, however, provide the
best data security because of the longevity of the media. You can keep an
optical backup for years.

Using a tape drive can be a double-edged sword. The media is inexpen-
sive and easy to use. However, tapes have a tendency to fail, they are
easily corrupted, and they are unstable when stored for a long time. To
know your data is secure, restore some of the data from the backup to
verify that the data is still okay.

If you have lots of data to back up, such as a 1.2 gigabyte drive, or want
the most reliable tape drive possible, use a DAT drive. DAT drives are
fast, can hold a great deal of data (up to 2.4 gigabytes), and are basically
reliable. Their disadvantage is price; a good DAT drive costs about
$1,400.

Finally, if you do not have massive amounts of data to back up and do
not want to go to the expense of additional hardware, a floppy drive is
the way to go. Backing up to floppy disks can be tedious, especially the
first time you back up your drive, yet it is still one of the most reliable
methods available to the average computer user. Depending on the
backup program you use, verifying your data is easy and reliable.
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What Should You Back Up?

If you have spent hours and hours configuring your hard drive, making
aliases, and meticulously arranging vour data, you will want to back up
your whole drive. If you have just a couple of applications and a fairly
stock System Folder, you may want to back up your data only.

The decision regarding what to back up is based on how long restoring
the extra data would take if it were lost. Usually, backing up the whole
drive is easiest. If you are only concerned about the data and are willing
to take the risk that you might have to spend many hours replacing your
System and applications from scratch, back up only your data. Any good
backup program enables you to back up only what you want.

You might want to do two backups: one of the System Folder plus

your applications and another of your data. You then only need to do
incremental backups of your data as long as you don't add new applica-
tions or change your System. If you use this strategy, you can restore
your data and the System and applications and not lose all the work you
put into setting up vour work environment; you also will not have to
spend time backing up your entire hard drive.

How Many Backups Should You Make?

Your backup can be corrupted. Scary thought, huh? To keep your data
safe, make two backups, and then store one away from the computer.
An off-site backup ensures that if your workplace suffers from a fire,
earthquake, tornado, or a theft, your data is secure. Remember that
equipment can be replaced, but your data cannot.

How Often Should You Back Up?

After you have made your initial complete backups (backups of the
entire hard drive), your backup software enables you to do regular
partial backups. If you are using a tape drive, you can schedule backups
at night when you are not working. If you must supervise the backup
program, you have to set aside some time for the chore.

How often you should perform a backup depends on how much data
you can afford to lose. If losing any more than a day’s worth of work is
unacceptable, back up every day. If re-creating a week’s worth of work is
a risk you are willing to live with, back up once a week.

All backup software packages modify the backup date of each file as it is
backed up. When you perform a backup, the program compares the
file’s modified date with the backup date. If the backup date is the same
as or more recent than the modified date, the software does not back up
the file.



If you are maintaining two backup sets, make sure that one of the
backups does not modify the backup date. Otherwise, your backup sets
will not contain the same data. The only way to have two identical
backups is to use a software package that offers a differential backup
option. The differential backup option backs up all data that has
changed since the last backup, but this backup does not change the file's
backup date. If you perform a differential backup, and then do a regular
backup, you can maintain two updated backups.

This capability also enables you to make a separate backup of specific
files in addition to your regular backup. You can have two data sets of
your critical files while maintaining a complete and up-to-date backup. If
your software does not have the differential backup option, you cannot
keep two partial backups that are in sync. Instead, you must use the
software’s archive or full copy capabilities for making your second
backup.

Most software packages build on the full backup set you have made
when performing a partial backup. The partial backup makes a subset of
the data that has changed, and each subsequent backup also makes an
additional backup set. You should, on a regular basis, make a new full
backup; otherwise, you will have so many additional data sets that
keeping track of them will be difficult. Trying to restore several partial
backups also can be awkward.

After you have determined how often to back up based on how much
data you're willing to lose, you need to determine how often you want
to cycle your off-site backup. You may want to perform a weekly backup
and take the weekly backup home at the end of the month, returning
with the old off-site backup to use it for your weekly backups for the
next month. With such a cycle, you would not lose more than a month’s
worth of data in a worst-case scenario.

When you bring back your off-site backup, you need to do a full backup
to reset the backup date on all the files. If you only perform a partial
backup, you will only back up those files that have changed since you
last performed a partial backup. After a while, the two data sets might
contain very different files.

Backup Software

Efficient backups require some type of utility software that performs
your backups for you. Without a utility software package, you would
have to copy vour files to a hard disk or floppy disks in groups of files.
Unless you use a hard drive to make periodic copies of your existing
hard drive, you never have a complete backup, and using a hard drive
can be expensive and unreliable.
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A backup program should have the following features:

W Device Compatibility. You should decide what type of backup

device you want to use for your backups and then make sure that
the program you use supports it. Most backup programs support
any of the devices mentioned, but check to be certain.

File Selection. Selecting the files you want to back up should be
easy. The more options you have for file selection, the better. You
should be able to select the files by file type, date, kind, or any
other attribute you want to use.

Unattended and Scheduled Backups. If you want your computer
to back up your data while you are at home asleep, you need to
make sure you can schedule the backup and that the Mac can
automatically perform it. If this feature is not important to you or if
you are going to use floppy disks, you don’t need this particular
feature.

Data Compression. Compressing your data can save a lot of space
on your backup volume, especially if you use floppy disks or have
several drives to back up. Good data compression can enable you
to put twice as much data on your backup volume than if the data
is uncompressed.

Data Verification. Whenever you do a backup of critical data or
compress it, make sure that the backup is good at the time it is
done by using the backup program’s data verification option.
Although data verification can double the length of time of a
backup, you are sure that your data is safe. The only other way to
verify the integrity of your backup is to restore selected portions of
your backup and manually verify the data.

Network Compatibility. Most backup software enables you to back
up to a file server, but not all packages back up other Macs on a
network to a single storage device. If you need to back up several
Macs over a network, look for software that is made specifically for
backing up networked Macs.

Data Encryption. If you have high security needs, your backup
software should also have the ability to encrypt your data as the
software backs up the data. If you need or use this option, be sure
to perform a selective restore of your data to verily it.

Selective Restores. You might want to restore only one or two files
from your backup. Your backup software should enable you to
perform selective restores to your hard drive.



The following is a list of some backup programs:

B DiskFit Pro (Dantz Development). One of the oldest backup
utilities made for the Mac, DiskFit Pro is a tried and proven backup
utility. If you only have one Mac to back up and intend to back up
to floppy disks, DiskFit Pro is probably the best backup utility you
can get. DiskFit Pro does not have all the features of some other
programs, but it provides sufficient security for a home office or a
personal Mac.

DiskFit Pro also offers a few additional features that make it
unique. It enables you to perform partial backups on two different
backup sets, and vet it keeps all your files on both sets complete.
DiskFit Pro also enables you to add disks to your backup set and
resolve file differences without creating new backup sets. This
feature means that you have only one backup data set. DiskFit Pro
also creates Finder-readable files rather than a single backup file
that can be divided across numerous floppy disks or several
backup volumes.

W FastBack I (Fifth Generation Systems). Another long-standing
package, this program cannot back up networked Macs to a single
device. It does, however, offer most of the other described
capabilities. One unique feature of FastBack Il is its capability to
restore files backed up from an MS-DOS machine to a Macintosh
and vice versa. This feature alone can make this software invalu-
able.

B MacTools Deluxe (Central Point Software). MacTools Deluxe
includes a complete and useful backup utility that has a full set of
basic features. This utility can perform differential backups,
perform scheduled backups, recognize various backup devices,
and perform selective restores. In addition, this package includes
data compression and verification.

B Norton Utilities (Symantec). Like MacTools, Norton Utilities also
includes a backup utility. This utility can perform differential
backups, perform scheduled backups, recognize various backup
devices, and perform selective restores. In addition, this package
includes data compression and verification.

B Retrospect and Retrospect Remote (Dantz Development). This
program’s unique feature is the capability to back up remote
devices over a network. Retrospect Remote is not dependent on a
file server and has most basic backup features listed, plus some
extra capabilities. One feature of Retrospect in general is the
capability to place files that have not been modified in a certain
period of time on a backup device; you can then delete those files
from the hard disk.
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Special Backup Tricks

When the issue is protecting your data, the more weapons in your
arsenal, the more secure the data. The following suggestions might make
your data more secure and maybe make backing up dara easier:

B Backing up to a server. One way to back up several Macintoshes
on a network, if you are using System 7, is to have your backup
software perform the backups to a file server. Because the net-
working capabilities of System 7 are so flexible, you could even
have one drive dedicated to the task of holding backups from ten
other Macs on a network without using an AppleShare file server.
After all the Macs are backed up, you could then back up the drive
that contains the data from the other machines to a tape or
another hard drive. Because all the software listed can perform
scheduled backups automatically, your backups could be done at
night. If you use an SCSI device that has the capacity to hold all the
backed up data, you can then have the Mac that is acting as the
server make another backup, which provides you with two
backups without any trouble.

This type of system works well if you just back up the data from
the other Macs, ignoring their System and application files. This
method is one way to reduce the headache of System backups if
you have limited time for network administration.

B Disk Mirroring. 1f your equipment and data need to be available
always, regardless of what might happen, consider using a second
hard drive and a process called disk mirroring. Disk mirroring
backs up data to another hard drive as you perform your work so
that you can always access your data. Sophisticated disk mirroring
systems can even automatically switch to the backup drive,
preventing any interruption in the computing process.

Almost all the hard drive manufacturers listed at the end of Chap-
ter 2 have devices and software specifically for this purpose. Disk
mirroring capability is expensive, but if going off-line (not being
able to use your computer for any period of time) means a
substantial loss of business or could result in some type of liability,
this technology might be perfect for you.

Archives

Under certain circumstances, you might want to archive data rather than
just back it up. Usually, you archive data when you are running low on
disk space, need to provide an audit trail, or want an additional copy of
all data for security purposes. Whatever your reasons, you can use any of
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the mentioned backup programs to create an archive. Do the archive on
some type of removable media so the archive is easy to store, easy to
access, and easy to copy. If you decide to archive data and the archive is
the only copy of the data, you keep at least two archives. An archive is a
copy of your data that does not reset the backup date.

If you need to keep a copy of your data for legal or tax purposes,
consider using 2 WORM (write-once-read-many) drive; they are accept-
ed by the IRS and the courts as a permanent record of your data trans-
actions.

When you make an archive using backup software, use the Full Copy
option if it is available. This option works as a differential backup
(creates a complete copy without resetting the backup date). After you
have made your archives, treat them as you treat your backups. Keep
copies in different locations. Because archives are usually done so that
you have a permanent record of your data transactions, think about
keeping them in a safety deposit box or a similar secure location.

Data Security

Your specific needs dictate what security measures you need to take.
Data security ranges from password protecting your screen saver to
using high-level security software to encrypt your data and archives. This
section examines the different levels and types of security you can
employ and the software you can use.

Various Data Security Methods

No method is completely secure. The U.S. government probably has the
most foolproof data security system: when sensitive documents are
created by a computer and the computers used in sensitive areas are
replaced, the disk drives from the computers are physically removed and
dismantled, and the platters are destroyed.

Erasing and even formatting a drive do not make the data or part of the
data impossible to get back. Data availability depends on how badly
someone wants the data and what resources are available. Oliver North,
for example, thought that he had adequately protected himself by
formatting his hard disks. The National Security Agency proved other-
WISC.

For most of your needs, one method or a combination of methods listed
in the following sections is adequate to protect data from prying eyes or
industrial espionage.
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If all you want to do is keep someone from looking at your work in
progress while you go to lunch, a screen saver that can be password
protected is adequate. This measure prevents anyone who does not
know the password from looking at your work. Of course, anyone who
wants to look at your data can simply reboot your Mac. If you really want
to keep people out, password protection on your screen saver is only
the first step. You should also use one of the following methods.

File Security

The most basic form of file security is locking a file from the Get Info
box, which protects the document from being accidentally thrown away
or changed.

The next step might be to make the file invisible. An invisible file cannot
be seen from the Desktop and in some Open dialog boxes. If you can see
the Desktop DB and DF files from an Open dialog box, however, your
invisible files are also visible in the dialog box.

The next step in file security is to use a data-encryption utility like the
ones included with Norton Utilities or MacTools. A data-encryption
utility enables you to encrypt a file or folder so that it cannot be read
without the proper password. Usually a program that has encryption
capabilities offers two types of encryption: a quick encryption of some
type and a U.S. government standard called DES (Data Encryption
Standard). DES encryption offers the securest method of encryption.

fyou forget your password, you will never get the file
unscrambled.

Partition Security

If you need to secure more data than just a folder, create a partition on
your hard drive and encrypt the data in the partition. The reason you do
not want to encrypt a huge folder is because decrypting a huge folder
takes half the morning. If you use a password-protected partition, you
can prevent those who do not have the password from mounting your
drive.

There are different ways of encrypting a partition. Some formatting
utilities, like FWB’s Hard Disk Tool Kit, offer the option of password
protecting and encrypting a partition. La Cie's Silverlining offers
partition password protection but not encryption of the partition.

A password-protected partition cannot be mounted, but it can be
recovered. If the partition is encrypted, even if it is recovered, the data



is scrambled and unusable. If your formatter does not provide for
encryption, Norton Utilities has a utility to create a partition, which can
be encrypted and password protected, on drives that are already
formatted. Although Norton Utilities provides this capability, you would
be best off using a formatter that will encrypt a partition. The partitions
made by Norton are less stable than those done by a formatter, so you
stand a greater chance of having problems with your disk drive if you use
Norton for this type of security.

R emember to safeguard your data with a backup. If you
encrypt a partition and it crashes, it is gone. The chances of
ever getting encrypted data off a crashed volume are almost
nonexistent, especially if you encrypt a partition.

Hard Drive Security

Partition security is actually part of hard drive security, and if your
formarter supports encryption, the same methods can be employed for
an entire hard drive as for a partition. Some security utilities go a step
further by preventing someone from even starting your Mac unless they
have a special startup floppy disk that contains the key to unlock the
hard drive and enable it to boot.

The main utility of this type is The NightWatch by Kent Marsh Ltd. Using
this method, you cannot get to the hard drive—even with a recovery
program. If you run across a hard drive you want to use that has been
locked in this manner and you don’t have the key, you must reformat the
hard drive.

Security for Deleted Files

When you trash a file, the file is still accessible. Anyone with a recovery
utility or a disk editor (a utility that actually looks at the sectors of a
drive) can get the file back or see it. If you want the deleted file to be
truly erased and inaccessible, you need a utility that not only deletes the
file but also overwrites it.

Both Norton Utilities and Microcom’s MVP Utilities include programs
that perform this task. These programs or their aliases can be put on the
Desktop so that you can drag and drop a file or folder on top of them to
activate the program and overwrite the file with nonsense characters.
They also usually provide a couple levels of wiping security that deter-
mine how many times the space will be overwritten. The more times a
file is overwritten, the harder it is to recover.
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Ithough you cannot retrieve a file that has been overwritten,

the U.S. government can. The hard drive holds a ghost image
of data that has previously been written to it. The government has
equipment to enable someone to read the ghost images and
retrieve data.

Realizing the Risks of Data Encryption

Using data-encryption utilities poses some risks. If you encrypt data and
then forget your password, you lose the data, unless the utility you use
provides a master password to unlock anything your program encrypts.
A master password, however, makes the software quite a bit less secure.
Anyone who knows the master password for your program, or someone
who has another copy of the program with another master password,
stands a chance of breaking in.

To guard against such a situation, keep a backup of the data that is not
encrypted somewhere safe—like a safety deposit box. If the data is too
sensitive to keep any unencrypted copies, make sure that you keep an
encrypted copy using a password you will not forget, that only you
know, and that is not written down.

In your work environment, you should change your password from time
to time. Someone looking over your shoulder might get a good enough
glimpse of what you type to figure out your password. When assigning

a password, do not use numbers or words that data thieves can easily
guess, such as your birth date, your social security number, and deriva-
tives of your name.

Using Security Software

Before you shop for security software, decide what level of security you
want. If you just need something to keep casual eyes from getting into
your private files when you are not around, the most you would need
are the utilities that come with Norton Utilities, Microcom’s MVP
Utilities, or the MacTools package. If your needs are heavy-duty, look at
the Kent Marsh line of products.



Summary

This chapter has been about keeping track of your data and safeguarding
it. You learned how to navigate through the Mac's hierarchical file
system, and how to open and save files within that system.

You also learned the importance of making backups and following a data
security routine. You learned that without a backup stored in a safe
place, you have no security or hope of restoring your data. If misplaced
data falls into the wrong hands, it could cost you a lot of money.

You also read about encrypring files so that another cannot access
sensitive or deleted information such as bank account data, credit card
numbers, or the inventory of your personal possessions and their values.

This chapter emphasized that data is a commodity, and you need to keep
yours safe.
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