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INTRODUCTION

Just when you thought you had the upper hand on the information
revolution, you and your workplace are about to be blind-sided by
what promises to be a momentous change in the way you do busi-
ness. For years, you’ve lived with promise after promise of the pa-
perless office. Well, guess what?! Intranets are going to help you
establish a paperless office—for real!

Using technology that’s getting heavy rotation on the Internet,
you’ll be able to develop services and applications that your co-
workers can use to streamline their work routines. From now on,
you won’t have to shut down your Web browser when your boss
walks by, as you’ll be using it for your office work. The same thing
with your FTP and email software. We’ll even talk about how you
can use your graphics applications to develop stunning and effective
graphics for your Intranet Web pages. In short, you’ll be using all
of the tools that you’ve been brandishing on the Internet over
these last few years to set up your Intranet—a private Internet.
Well, not 4/l of your Internet software...I haven’t found a legiti-
mate Intranet use yet for Marathon, but I’'m working on it.

I like to think of an Intranet as a concept, rather than a physical
mass of network hardware and chattering computers. Your Intranet
users will utilize services that you’ll develop and nurture. These
services will grow in scope and sophistication along with your
growing administrative expertise. No, I like to think of your Intra-
net as an amorphous information entity that encompasses and en-
hances the lives of your coworkers.
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What | Already Know about You

You probably have some interest in setting up an Intranet in your
organization. Either your boss has assigned you to set one up, or
you’ve seen and heard enough about Intranets to have come up
with the idea yourself. You’ve spent countless hours surfing the
Web, have played around with Web servers, and have maybe
cooked up some HTML. I’m expecting that you’re familiar with
some of the Internet buzzwords such as HTML, HTTP, CGI, and
other hot button items.

You also probably have a couple of Macintosh computers lying
around the office that are idly plugged into your building’s local
area network. You may not even have a local area network, so your
Macs may be connected by some ancient LocalTalk cables to your
seven-year old ImageWriter. That’s okay too. In either case, we’ll
talk about how you can string your existing equipment and coordi-
nate it with some new hardware to develop the basis for a fast and
furious Intranet.

You’ve probably been forced to work with Windows and Unix serv-
ers for your work-related administration. You’ve always had that
soft spot in your heart for the Macs, and you’d love to find a way to
incorporate them into your complement of servers. Your bosses,
however, scoff at the idea, deriding your Macs as toys, as they
maintain a death watch on Apple Computer. In this book, I’ll cover
the many Mac-based solutions that exist for your Intranet needs.
I’m hoping you’ll gain an appreciation for the power and versatility
of your Macintosh computers and will learn enough to be able to
run several of your major Intranet services on your Mac.

Most importantly, if you’re reading this book, or even just glancing
through this section in the bookstore, I’m going to take a wild
guess and say that you’re the type of person who likes to think of
yourself as slightly ahead of the pack. Maybe you were the first one
in the office who understood the potential of Mosaic, back when
the Web was an arcane playground for scientists, engineers, and
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grad students. You’re the type of pioneer who’s downloading
Netscape beta versions and has a folder bulging with Netscape
plug-ins. This type of pioneering spirit is what’s drawing you to the
Intranet.

What This Book Is

This book is a guide to building and maintaining an Intranet with
your Mac. The information presented in this book comes from
several years of my experience with both the Macintosh and the
Internet in general. My experience has been supplemented by
countless other users through email and Usenet postings. Like
many Macintosh Internet enthusiasts, I started out running a crude
Intranet in my office without really knowing it.

There are many facets to the creation and administration of an effi-
cient Intranet. We will cover many of those topics in this book. My
intention is to present as many topics as possible, so that the book
will be sufficient enough to give you a head start on setting up a
Macintosh-based Intranet.

What This Book Is Not

This book is not an introduction to the Internet. Many good books
are out there to introduce you to the terminology used in this
book. If you’re not familiar with the Internet, it will be somewhat
more difficult to come to grips with the concept of an Intranet.
We’ll discuss a lot of Internet terminology in detail here, so previ-
ous exposure to the medium will be helpful.

Furthermore, this book is not an introduction to the Macintosh.
I’m assuming that you’ve used the MacOS enough to understand
the vagaries of pointing, clicking, and dragging. There are not
many strict DOS fanatics out there anymore, so chances are that
you have some experience in window-oriented operating systems.




Building and Maintaining an Intranet with the Macintosh

Getting the Most Out of This Book

This book is presented in a sequential manner that should mirror
your development as an Intranet administrator. Chapter 1 explains
the concept of Intranets in some detail. It discusses how people are
using them, and it will try to spark some creative ideas in you as to
what sorts of services you can provide. In Chapter 2, you’ll learn
about some of the wiring schemes you can use to establish the net-
work part of your Intranet. You’ll be exposed to some of the net-
working protocol and hardware buzzwords as well. Chapter 3
delves into your Mac server options. You’ll learn about some of the
features that you should look for in the Macintosh computers that
you’ll use to base your Intranet services.

Chapters 4 through 9 go into detail about the World Wide Web
portion of your Intranet and how you can effectively customize this
feature as your business link to the Internet. This is a good fraction
of the entire book, but then again, your Intranet Web pages will
play a hefty role in the services you’ll provide to your users. Chap-
ter 4 details the use of several popular shareware, freeware, and
commercial Mac Web servers including WebSTAR, MacHTTP, and
others. You’ll learn enough in this chapter to get these applications
up and running in no time. Chapters 5 and 6 deal with tips and
information you can use to set up effective Intranet Web services.
Chapter 5 talks about how you can set up a Web management phi-
losophy, and Chapter 6 deals with some ways that you can present
your HTML and graphics in a manner that makes your site easy to
navigate and simple to use.

Chapters 7 and 8 are two of the most important chapters in this
book. Chapter 7 deals with the Common Gateway Interface (CGI)
and how you can write CGI scripts using several popular scripting
environments under the MacOS. This chapter primarily covers
AppleScript and Frontier; it also covers other environments such as
CGI programming languages such as MacPerl, C/C++, and others.
Youw’ll also get a quick primer on imagemaps and how you can cre-
ate them by using inexpensive shareware applications.

Chapter 8 discusses how you can incorporate databases as well as
document search engines into your Intranet Web services. It covers
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a popular database, Butler SQL, and an associated CGI, Tango,
that you can use to set up queries of your databases via the Web.
You’ll also look at some options you’ll have to install document
search engines on your Web pages. The importance of these tools
to your Intranet users cannot be overstated. Finally, Chapter 9 de-
tails how you can go beyond HTML and graphics files to incorpo-
rate newer technologies into your Web pages. We’ll talk about PDF
files, VRML, and Java. Links are provided in these chapters to
point you to other more comprehensive resources on these topics.

Chapters 10 through 14 deal with the non-Web elements of your
Intranet. Chapter 10 talks about setting up FTP servers in your
network. Chapter 11 covers setting up email and mailing list servers
in your network. You’ll eventually need to set up a domain name
server, so we’ll discuss how to do just that in Chapter 12. You may
want to insulate your network from the Intranet as well as protect
against accidental tampering from your users; for these reasons,
we’ll talk about how you can secure your Intranet in Chapter 13.
The intent in Chapter 14 is to pull all these tools and topics togeth-
er into a unified manner, detailing the types of Intranet services you
can provide your users. I’ll give you some rudimentary, but inter-
disciplinary, examples of possible services you can offer in your
Intranet. The whole book is summarized in Chapter 15.

Appendix A introduces the software provided on the CD-ROM
accompanying this book. Appendix B gives you several tips on how
to convert or adapt your Intranet capabilities to establish a presence
on the Internet. Appendix C discusses some of the high-end
HTML editors, such as Adobe PageMill and the BBEdit HTML
Tools, that you can use to create your Web pages; we’ll also take a
look at some of the Netscape HTML extensions that you can incor-
porate into some of your Web pages. Finally, there is a glossary of
the more sophisticated terms used in this book.

Conventions

I’ve worked hard to make the presentation of this book as homo-
genous as possible. The material presented here is sophisticated,
and the last thing you need is a steady onslaught of clip art and
cartoons solely designed to break up the text (as well as your
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concentration). However, there are several conventions that I em-
ploy that should enhance the readability of this book.

From time to time, | set discussions and factoids apart from the
flow of the book in special notes.

Software that’s included on the CD-ROM is denoted with a CD
icon.

This symbol = has been used to represent program lines that have
wrapped.

Very often, I'll include text from a script, or a snippet of HTML
code in the middle of the chapter. When I do that, I’ll set it aside in
a monospaced font like this:

HTTP/1.0 200 OK

Date: Thursday, @1-Feb-96 19:15:32 GMT
Server: MacHTTP

MIME-version: 1.0

Last-modified: Friday, 21-May-96 14:11:08 GMT

At the end of each chapter, a list of URLs is presented that pertain
to the material discussed in the chapter. Some of these links are
included in the midst of the text, but the list at the end of the chap-
ter is more comprehensive. Look for the bookmark file on this
book’s CD-ROM. For more information about this CD-ROM, see
Appendix A.

Let's Keep in Touch

Intranets are a new and growing phenomenon. The Information
Age has provided us with almost instant gratification in exchanging
relevant information. I’d like this book to be no different. I'd be
interested to see and hear how you implement the tools and tech-
nologies described in this book. Feel free to contact me with your
observations, or flames, at tobin@pobox.com. Also, please drop by
my Web site (http://www.pobox.com/~tobin) to see how I put
the tools discussed in this book into action.



CHAPTER

Intranets—The Next Big Thing

Ready or not, Intranets are coming to a workplace near you. Intra-
nets are going to profoundly change the way you and many other
people work and do business. Kissing cousins of the Internet, Intra-
nets are emerging in the workplace at a wild pace. It’s a mad rush
as businesses and organizations all over the globe are setting up
private Intranets to allow employees to collaborate on tasks, ex-
change email, access databases, and other tasks—all using familiar
networking technology customized to their particular needs. Much
as the desktop computer transformed the workplace in the 1980s,
Intranets will be transforming the office of the 1990s.

This book provides information on how you can configure an inex-
pensive yet highly flexible Intranet for your organization. While
your Intranet will be based on the Macintosh operating system, you
won’t be limited to serving all-Mac networks. The beauty of the
Intranet, as described in this book, lies within its cross-platform
utility. A lot of the services upon which Intranets are based can
serve Mac clients as well as Windows, Unix, and OS/2 clients. The
services discussed in this book are applicable to nearly all the com-
puters in your organization.

You’re probably thinking, “This is great! I've got to set up an
Intranet...but what is an Intranet?” Intranets are the hottest item
in information technology today. While most of the world has in-
vested large amounts of resources scrambling to get connected to
the Internet, some organizations have set up private networks sepa-
rate from the rest of the world. These private Intranets, as they are
called, are focused entirely on the needs and affairs of the organiza-
tion. Safely ensconced from the general Internet community
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behind secure barriers, these Intranets look very much like tiny
little Internets serving hundreds or thousands of people instead of
millions. Intranets do not have to be located in the same geograph-
ical location; you may have Intranet users in remote parts of the
country that enjoy the same services and security as those users at
your home site.

Your Intranet will be more than a self-contained network of rout-
ers, hubs, and other connection hardware. Your Intranet will be
more of a concept than anything else. Users within your organiza-
tion may already have network access to internal services or services
out on the Internet. However, there may not be a coherent theme
to the services available to members of your group. Sure, it’s great
to have email and maybe even access to a file server within your
group, but what if you could enhance and streamline the work that
people are already doing? What if you could provide services
through your Intranet that are even above what is available to them
currently? Your Intranet is less about wiring up computers to talk
to one another and more about empowering your organization
with new tools and capabilities beyond what’s currently available.

The concept of Intranets is not new. People have been sharing data
and exchanging email for several years now. In fact, many organiza-
tions conduct business using groupware applications. Groupware
usually refers to a proprictary application that enables users to ex-
change data and email as well as collaborate on documents. The
difference between commercial groupware applications and Intra-
nets is that undil this point, commercial groupware has tended to be
built upon proprietary protocols and applications. The emphasis of
Intranets has been the use of the open architecture embodied on
the Internet, except they are adapted for the specific needs and
purposes of the organization. TCP/IP-based Intranets are being
constructed as low-cost alternatives to commercial groupware.

Intranets use the same tools and technologies as the Internet, but
are adapted for private use. Many of the services provided by Intra-
nets rely on the same networking protocols upon which the
Internet was founded. Some services that major companies have
provided on their Intranets include the following:
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O Web forms to allow employees to update personnel informa-
tion such as vacation balances, health plan preferences, or
retirement account balances

O Databases linked with Web pages to manage internal paper-
work as well as collaboration on corporate documents

O Videoconferences to allow users to communicate in real time
with users throughout the company or throughout the world

O Corporate email service to allow users to exchange messages
throughout the company or throughout the Internet

O Archives of meeting minutes, technical reports, or corporate
memoranda

The rapid pace of Intranet construction and acceptance is aided by
the familiarization of millions of people by the Internet and the
World Wide Web (WWW) in particular. Within the past few years,
millions of people have used the Web or similar facilities offered by
the major online services such as America Online, CompuServe,
and Prodigy. An Intranet, therefore, requires very little training for
the average employee.

The Emergence of the Intranet

It’s ironic that corporate America, which resisted the Internet as
long as possible, is leading the charge to developing private Intra-
nets. In retrospect, Intranets are a natural progression from the
Internet for the following two reasons:

O Floundering of online transactions. Despite great advances
in encryption technology, online commerce on the Internet
has not yet taken hold. As a result, software companies needed
a new market for which to develop products.

O Proliferation of desktop computers. Within the last 10
years, personal computers have become inexpensive enough to
permit widespread usage throughout corporate America. Fur-
thermore, with employees connected to local area networks
for printing and email, these networks became fertile ground
for conversion to Intranets.
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As a result, it is projected that within a few years, sales of software
and hardware devoted to Intranets will not only outstrip that asso-
ciated with the Internet, but will outstrip it several times over. We
have become used to thinking of the Internct as a large system link-
ing millions of computers together. The indications are that if the
Intranct concept takes hold, we’ll think of the Internet as a medi-
um that links together millions of Intranets.

Groupware versus Intranets

The idea of using a local area network to foster collaborative efforts
in the workplace is not new. As mentioned earlier, groupware de-
scribes the class of software that allows users to exchange email,
documents, and electronic forms. Most notable in this class is
IBM’s Lotus Notes application; other commercial groupware appli-
cations include Novell’s GroupWise and Microsoft’s Exchange.
Lotus Notes serves millions of users around the world, allowing
them to collaborate on projects.

Groupware, like Lotus Notes, is based on a proprictary format.
Third-party software companies cannot casily extend the function-
ality of commercial groupware. Furthermore, groupware applica-
tions often are based on a networking protocol rather than the
Transmission Control Protocol /Internet Protocol (TCP/IP) used
by Intranets and on the Internet.

In contrast to commercial groupware, Intranets are based on open
Internet protocols such as HTTP, FTP, and SMTP. While commer-
cial groupware is moving toward TCP /IP, Intranets are built na-
tively around the protocol. Intranets are being developed around
the World Wide Web, with programmers customizing pages using
HTML and CGI scripts. With people already using the Web on a
daily basis, there is almost no learning curve with Web-based Intra-
nets. Intranets are truly cross-platform, meaning that scientific,
technical, and academic users running Unix workstations can par-
ticipate as well. It costs much less to run an Intranet. Several types
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of Web browsers are on the market in addition to freeware and
commercial Web servers. These browsers are no more than $40 per
desktop and often can be obtained more inexpensively in bulk;
Microsoft’s Internet Explorer is even distributed free of charge.
Intranets can be comprised of several different servers and can be
accessed by any browser adhering to HTML standards. This is in
direct contrast to commercial groupware applications, which do not
easily work with other systems.

Intranets, however, are much less sophisticated than commercial
groupware systems. Software suites like Lotus Notes and Microsoft
Exchange are polished products that allow collaborative document
processing, email, and electronic forms distribution. In contrast,
Web-based Intranets are almost always homegrown without major
third-party technical support. For example, if you want your mar-
keting departments to be able to access a database containing sales
data through your Intranet, a Web-based interface will need to be
developed by your internal development staff. This interface will
likely need to be developed or implemented by a local or out-
sourced programmer who will be your sole source of technical
support.

Commercial groupware also excels in protecting your data. TCP/
IP is a very well-understood protocol. This makes for great devel-
opment opportunities, but is a disadvantage for security reasons.
While there are proposals for secure TCP/IP layers, such as
Netscape’s Secure Sockets Layer (SSL), secure Web transactions
do not enjoy the same level of confidence with users as does
groupware.

Furthermore, applications such as Notes are better at allowing col-
laborative document processing. In this type of endeavor, users can
work on the same document with each adding revisions to the final
version. No widespread collaborative solution exists for Intranets at
this time.

Table 1.1 compares the features of groupware and Intranets.
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Table 1.1 Commercial Groupware versus Intranets

Commercial
Feature Groupware Intranet
Protocol non-TCP/IP TCP/IP
Architecture Proprietary Open
Third-party support Limited Comprehensive
Cross-platform Mac/Windows Mac/Windows/Unix
Security Advanced Intermediate
User base 3 million 15-20 million

(potential)

Collaborative tools Advanced Minimal
Cost/Desktop $100-200 Free-$40

Intranets offer much of the functionality of commercial groupware
at a lower cost. However, commercial groupware offers more in the
way of security and capabilities at this time.

The Future of Groupware

The future struggle between commercial groupware and Intranets
should prove to be interesting (and beneficial to the user) as the
two sides gradually incorporate one another’s capabilities. Com-
mercial applications, such as Lotus Notes, with millions of users
aren’t going away overnight. Microsoft Exchange is being aggres-
sively marketed by Microsoft as a groupware solution. In fact, IBM
and Microsoft are developing Web-friendly versions of their group-
ware applications, allowing them to work better with Web servers
and browsers. In contrast, Netscape Communications recently
acquired Collabra, a maker of a groupware application that rivals
Lotus Notes’ capabilities. Netscape promises more groupware capa-
bilities in its next version of its Web browser.

In all likelihood, users will benefit from the struggle between
Netscape, Microsoft, IBM, Novell, and other vendors. Both group-
ware and Intranets are converging on the same goal albeit from
different directions. The end result of this competition will be a
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series of inexpensive products that allow full cross-platform collabo-
rative capabilities.

Uses for Your Intranet Server

Your organization spends a great deal of resources disseminating
information throughout its workforce. An Intranet server can
streamline the flow of information between personnel using a cen-
tralized information server. Your Intranet server can be harnessed
for just this task.

In-House Documentation Archive

If your filing system is anything like mine, memoranda vanish with-
out a trace once they hit your desk. The lucky ones make it to the
recycling bin; at least they’ve got a chance to see the light of day as
another memo. The Web makes an ideal platform for use as a docu-
ment archive; in fact, that was the purpose for which it was original-
ly designed.

Nowadays, internal documents are generated on a computer and
are stored somewhere in electronic form. These documents can be
stored in a database for access through an FTP or Web browser. In
this manner, documents can be accessed through an interface be-
tween the document database and a specially configured Web page.
If these reports and memoranda were consolidated within a group,
personnel within that group would have access to the entire hold-
ings within that database. Later in this book, we’ll talk about how
such an interface can be implemented.

For an example of how such an archive was developed for the
Unix platform, check out the WebLib home page at http://
selsvrstx.com/~weblib

Your Intranet also can be used to disseminate policy statements and
administrative news. By establishing a home page on your server
associated with administrative news, personnel would be able to
consult this page for policy statements and directives from manage-
ment. Company newsletters and HelpDesk information could also
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be posted on this server. In this manner, your organization would
save a great deal of resources that would be required to print and
distribute these directives among the workforce. Some alternative
uses for an internal document server include the following;:

O Management directives

O Organizational newsletter

O HelpDesk information

O Report and memorandum archive
O Searchable employee directories

O Organizational charts

In-House Software Archive

Large organizations usually standardize on some type of office au-
tomation software. Sometimes this software is purchased in large
quantities for the use of employees throughout the organization.
Rather than allocating valuable HelpDesk resources to install and
configure the applications on personal computers throughout the
company, the software could be stored on a centralized FTP server.
The software would have to be covered under a site license or some
arrangement that adheres to software licensing agreements. In-
structions on how to load this software could be accessible through
a HelpDesk Web page.

Electronic Malil

In addition to World Wide Web and FTP services, your Intranet
can handle the administration of electronic mail throughout your
organization. You have several commercial and shareware
Macintosh options for serving email to your users. We’ll discuss
your email options in Chapter 11, “Email Services.”

Bulletin Boards

Usenet was one of the earliest services offered on the Internet. It
enables users from all over the world to post or request information
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on highly specific topics. Universities, government agencies, and
large companies often set up local groups in conjunction with the
public Usenet groups. These local newsgroups pertain to issues
internal to the organization and exist as a means of information
dissemination and collaboration to some degree. Setting up a
Usenet feed to your Intranet is a daunting task. Usenet feeds re-
quire several gigabytes of storage since megabytes of new postings
are generated each day.

You can still set up Web-based bulletin boards that fulfill the same
function as Usenet groups. There are several shareware and com-
mercial bulletin board applications at your disposal. Moreover,
these applications will allow you to customize the output and oper-
ation of your bulletin boards more completely than a standard
Usenet client. We’ll talk about Web-based bulletin board software
in Chapter 14, “Sample Intranet Applications.”

Videoconferencing

You probably are familiar with QuickTime on the Macintosh and
even Windows. QuickTime is an extension bundled with the
MacOS that allows you to play movies using a variety of movie
players. However, you can even use SimpleText to view some types
of movies. Coupled with Intranet technology and the right equip-
ment, you can record movies and play them over the Internet.
With the right software, you can even videoconference between
workstations.

Your Intranet can support videoconferencing if both parties have
the correct (and often inexpensive) equipment such as Connectix’s
QuickCam or any other Mac-compatible video camera. Provided
that remote users have the proper equipment and network configu-
ration, you can even set up videoconferences inside your Intranet
with employees who are in different parts of the country. You may
not experience the full 32 frames per second that you see on televi-
sion, but videoconferencing is the next best thing to being there.
See Chapter 14, “Sample Intranet Applications,” for more about
videoconferencing,.
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Why the Macintosh?

NOTE i
o)

I’ll do my best to avoid a deep excursion into the operating system
(OS) wars that have pitted PC and Macintosh users against one
another. However, there’s an interesting similarity between the Mac
and the World Wide Web; as the Macintosh simplified personal
computing with a revolutionary graphical interface, the Web offers
the same friendly face for the Internet. The Mac and the World
Wide Web have spurred explosive growth in personal computing
and the Internet.

I won't spend a lot of time telling you why the Macintosh is

a better platform than a PC running Windows 95, but I'll let
Apple tell you. Check out The Macintosh Advantage at http://
www.apple.com/whymac/default.html.

Interestingly, Apple Computer has not benefited from the wild
expansion of the personal computing market. Estimates of the
Macintosh computer’s share of the personal computing desktop
market range from 7-12 percent as of this writing. While that is a
larger share than that held by DOS or OS /2 machines these days,
it’s a distant second place to Microsoft’s formidable troika of Win-
dows 3.1, Windows 95, and Windows NT. There are several expla-
nations for Microsoft’s dominance of the desktop market, but for a
desire to avoid another skirmish in the OS holy war, I don’t intend
to discuss them here.

Holding Its Own on the Net

The services that you will provide on your Intranet basically are the
same services available on the Internet, but adapted for your own
internal use. This book will tell you how to develop an Intranet
using the Mac as a server platform. Even though the number of
Macintosh computers is far outweighed by PCs running Windows,
DOS, and OS§/2, there are many Internet server applications writ-
ten for the Mac. This section will discuss how you can adapt these
applications to construct your Intranet. First, look at just how pop-
ular the Macintosh is as an Internet server platform.
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According to a recent survey, Unix remains the most popular plat-
form on which to institute an Internet server. This can be explained
by the fact that TCP/IP is natively incorporated into the Unix OS.
However, this survey showed some interesting statistics regarding
the percentage of World Wide Web sites running under the
MacOS. The results of this survey, tabulated in Table 1.2, show
that of all Internet-capable operating systems, the MacOS operates
the second-largest number of WWW servers.

- The full results of the survey performed by M;rau a Chrcago con- bt

 sultingfirm, are available at http://www.mirai.com/survey/. Mi
- expectsto have results‘from an updated survey avallablj in. mld- ;

9%

Table 1.2 Percensage of WWW Servers by OS (performed by

Mirai, Oct. 1995)

Servers Percentage
SunOS§ 21.0%
MacOS 17.0%
Solaris 10.4%
Windows 9.7%
Other Unix 6.5%
Windows NT 4.5%
HP 4.1%
DEC-OSF 3.8%

_ BSD 3.4%
AIX 3.2%
SGI/IRIX 3.0%
Other OS 2.6%
0S,/2 Warp 1.1%
NeXTSTEP 0.7%
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Microsoft’s Windows OS is found on 7 to 8 times as many desktop
machines as the MacOS. Surprisingly, the MacOS runs nearly twice
as many Web sites as MS Windows. Furthermore, the survey found
that 40.9 percent of all respondents created World Wide Web site
graphics using MacOS graphics applications. Windows and Unix
accounted for 28.4 percent and 25.3 percent of all WWW graphics
development, respectively.

Advantages of the MacOS as a WWW
Server

Several explanations exist for the Macintosh’s popularity as a World
Wide Web server. The MacOS networking protocol, AppleTalk, is
natively built in to the operating system. Although the Mac’s native
networking protocol, AppleTalk, is not routed along the Internet,
it was a natural progression for Apple to develop EtherTalk in the
late 1980s. EtherTalk allowed the Macintosh to use the AppleTalk
protocol across a much faster Ethernet connection. Apple eventual-
ly developed MacTCP, which supports the movement of TCP/IP
packets over the AppleTalk network.

Ease of Use

In 1993, the first World Wide Web servers were developed for vari-
ous flavors of the Unix OS. By that time, Internet applications for
the Macintosh had several years of heritage. The TCP/IP environ-
ment was well-defined for the Macintosh. The first Web server for
the Macintosh, MacHTTDP, was introduced shortly thereafter. With
a double-click of the mouse, MacHTTP could be brought up and
running. With the MacOS, there is no need to work with processes,
daemons, and arcane configuration files. In contrast to Unix’s ar-
cane command-line interface, MacHTTP sports a menu-driven
interface and a small, but simple-to-use configuration file.
MacHTTP had brought simple-to-administer Web service to the
masses.

The Frugal Mac

With the advent of the Power Macintosh in 1994, the performance
gap between the MacOS platform and the Unix world narrowed.
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The PowerPC chip running the MacOS is a descendent of the mi-
croprocessor architecture found in IBM’s RS6000 workstation
series. Moreover, it is much less expensive to operate a Power Mac
World Wide Web server. A low-end Unix machine can be pur-
chased for $10,000. Maintenance and configuration costs would be
much higher than a similarly configured Power Mac. Furthermore,
you can spend far less for a high-end Power Mac Web server. We
will discuss the recommended configuration for a Macintosh World
Wide Web server later in this book. My first Web site ran for several
years on a Macintosh Ilci powered by a Motorola 68030 processor.
I only recently moved the server to a Power Mac.

- As ofthls wnﬁn : Ap’ ) le»s only modeis forthe: desktop are con-
- trolled by the PowerPC hip. This class of computers s referred to

- as Power Macir tosh. For the sake of simplicity, I lI contmue to ,' kL
e rtothe computer platform ‘as the Macmtosh Xt

The Secure Mac

Another advantage of the MacOS over Unix is the inherent security
built into the operating system. Unix was designed to allow users to
access systems remotely. Hence, there are ways to compromise its
security. The MacOS was built as a desktop operating system. The
file-sharing capability of the Macintosh is crude when compared to
the Internet’s Telnet capability; however, this lack of sophistication
is an advantage. There is no way to tunnel into the MacOS using
another protocol. We’ll talk more about securing your Intranet in
Chapter 13, “Intranet Server Security.”

Multitasking

Much is made of the fact that the MacOS is not a true multitasking
operating system. It’s true that you can run as many applications
simultaneously as the resources on your Macintosh will allow, but
the applications are not really running at the same time. Instead,
the applications are competing for microprocessor time.

The MacOS is a cooperatively multitasking operating system. The
main difference between Mac multitasking and true multitasking, as
used in Unix, Windows NT, and OS/2, is that the MacOS, rather
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than the applications, is responsible for the bookkeeping required
to run concurrently. Under the MacOS, applications relinquish
control themselves and store their operating state themselves. Un-
der true multitasking, the operating system takes care of these tasks,
doing a much better job than the individual applications can. As a
result, applications run much more smoothly under true multitask-
ing than cooperatively multitasking operating systems.

Macintosh World Wide Web server administrators claim that a lack
of preemptive multitasking doesn’t prevent the Mac from remain-
ing a viable platform for WWW service. They claim that network
connections are the biggest obstacle to fast Web service. The most
heavily accessed Web sites, such as Apple Computer’s World Wide
Web site, enjoy close to 100,000 accesses each day; that’s only
slightly more than one access per second. A high-speed network
connection can transmit the HTTP instructions very quickly. The
Mac conceivably would have enough time to answer the Web
client request and send the network data on its merry way before
receiving the next hit. A slower network connection means that the
Mac frequently entertains simultaneous accesses. There is a definite
disadvantage to the multithreading environment as opposed to the
multitasking environment in these high-access cases. Conceivably,
this problem could be solved through the use of a network of ma-
chines set up to handle different HTTP requests as Apple has done
with its Web site.

When Not to Use a Mac as an Intranet
Server

Because the emphasis of this book is the use of the Macintosh as an
Intranet server, it’s awkward to discuss situations where it may not
be the optimal server solution. As mentioned previously, Unix is
designed with inherent preemptive multitasking capability. This
reduces the chance that a labor-intensive process will clog up the
processor path. Therefore, systems with tens of thousands of hits
cach day will experience a heavy processing load. If the site is main-
ly serving small text or graphics files, a high-end Power Mac would
have no trouble handling that load.
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However, some Intranet sites are more sophisticated and serve
more than just text and graphics. More sophisticated sites run ex-
ternal scripts that generate other Web pages or interact with data-
bases. The MacOS does not have the same caliber of tools to run
these scripts as does a Unix workstation. Hence a site that processes
a lot of external scripts will incur a larger processing load than a
system that just serves graphics and text.

There are several ways to run CGI scripts under the MacOS and
we’ll discuss those later in this book. These scripts cause the server
to run much slower than if it were simply serving text and graphics.
A server that expects several tens of thousands of hits per day and
that is designed to repeatedly execute intricate CGI scripts may not
be suited for implementation on a single Macintosh. A high-end
Unix workstation or a network of multiple Mac servers may be
more suitable for such a heavily accessed server.

Waiting for Copland

Transition of the Macintosh user base from the Motorola 680x0
chip architecture to a platform built around the PowerPC chip was
painless for many reasons. Apple spent a great deal of time develop-
ing a PowerPC-based OS that could emulate the chip instructions
of the 680x0 class of microprocessors. While ensuring backward-
compatibility, Apple sacrificed performance; the 680x0 emulation
requires more computational load than if the PowerPC were to
execute an application written for its own chip instruction set. This
is true of the MacOS as well; much of the operating system is bor-
rowed from the 680x0 chip instruction class and is only being emu-
lated on the PowerPC. This OS emulation has a negative impact on
system performance.

Apple plans to release a new operating system in late 1996 that will
utilize the native PowerPC instruction set. The new MacOS, code-
named Copland (but also referred to by its probable name System
8), will also offer several desirable features including true preemp-
tive multitasking, enhanced multithreading and protected memory
partitioning (which will help prevent a program crash from bring-
ing down the system). Many of the disadvantages that server ad-
ministrators find using the MacOS in comparison with Windows
NT and Unix should greatly diminish with the introduction of
Copland.
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Summary

My intent in this chapter was to introduce you to the concept of
Intranets and to give you a feel for their relationship to the Inter-
net. The concept of Intranets is not new; commercial groupware
has provided much of communication and collaborative document
processing offered by Intranets. However, TCP/IP-based Intranets
are being constructed as low-cost alternatives to commercial
groupware.

Furthermore, you saw that there are many advantages to basing
your Intranet on Macintosh computers. Mac users have been work-
ing the Internet for years, so a large stable of tools and applications
exists for the Macintosh. These same tools can be adapted for use
in your Intranet. The inherent advantages of security, price, and
ease of use have made the Mac a popular server platform on the
Internet. This book will tell you how to make this popular Internet
platform work for your Intranet.

Chapter 2, “Wiring Your Intranet,” talks about how to construct
the basic infrastructure of your Intranet. It discusses wiring and
Internet connection options and how you can provide remote
access to your Intranet. Feel free, however, to skip past this chapter
and read one of the following chapters:

O Chapter 4, “Macintosh HTTP Servers,” to learn about the
different software you can use to set up World Wide Web
services on your Mac.

O Chapter 7, “Writing CGI Scripts,” to learn about writing
scripts for your Web site. These scripts enable you to process
data from HTML forms and return customized Web pages.

O Chapter 8, “Databases and Document Searches,” to learn
about how to allow your Intranet users a means of accessing
your databases and searches document archives.

O Chapter 9, “Beyond HTML,” to learn some techniques to
spruce up your Web site beyond just using conventional

HTML and graphics. We’ll discuss Java, RealAudio, and other
cool topics.
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O Chapter 13, “Intranet Server Security,” to learn how you can
configure hardware to provide secure transactions within your
Intranet and out to the Internet.

O Chapter 14, “Sample Intranet Applications,” to learn about
some services you can provide using the Web, FTP, and email
technologies discussed in this book.

O Appendix B, “Establishing an Internet Presence,” to learn
more about adapting or expanding your Intranet to provide
services to the Internet.



CHAPTER

Wiring Your Intranet

Before we talk about all the services that you’ll provide on your
Intranet, we need to talk about the hardware involved in your own
internal network. To keep from putting the proverbial cart before
the horse, we’ll need to talk about your Intranet configuration as
well as the computing hardware that you’ll use to deliver the
services we discussed in the previous chapter. The following chapter
discusses the types of Macintosh computers that you’ll be using to
serve your Intranet. However, this chapter discusses the physical
setup of your Intranet all the way down to the network connections
on your users’ desktop computers.

You may be working for a company or organization that already has
an existing network. Your desktop computer may be already wired
to the Internet, and you can even access a file server or email server
from your site. This is fine, and it really gives you a leg up on using
this book. You’ll be able to march on to Chapter 3 and read about
which Macintosh computers to use for your Intranet servers.

However, if you are with a smaller organization, or maybe you’d
just like to learn more of the networking technology that network
administrators throw around, this chapter is for you. This chapter
covers the following topics:

O A brief primer on networking hardware and protocols
O Some possible wiring schemes for your network
[0 Ways to get connected to the Internet

[ Providing access to your Intranet from remote sites
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If you’re like me, you’re pretty comfortable with computers and
you are undaunted by the concept of networking. However, you
may not be up on a lot of the current terminology needed to fully
understand your network. The next few sections cover the terms
and buzzwords you’ll need to understand and plan your Intranet’s
infrastructure.

Network Protocols

Information is transferred along networks such as an Intranet in
packets that are strings of data no more than 500-1500 bytes in
length. The manner in which they are transferred across a network
is referred to as a network protocol. Packets are constructed differ-
ently using different network protocols, but usually they contain
the desired information encapsulated by a header with data that
details whether or not the packet arrived intact. Take a look at
some of the network protocols you can use on your Mac-based
Intranet.

TCP/IP

TCP/IP is a multilayered family of protocols upon which the Inter-
net is built. Similarly, many of the services discussed in this book
are based on TCP/IP. Many services such as FTP, Domain Name
Service, and email are transmitted using TCP/IP. TCP/IP is com-
prised of two protocols: Transmission Control Protocol (TCP) and
the Internet Protocol (IP). However, these two protocols are used
together so often that you’ll frequently see Intranets referred to as
TCP/IP-based networks.

IP

Network protocols work to move packets across a network. Along
the Internet, as well as your Intranet, IP defines the structure of
the data packets that stream between clients and hosts. IP doesn’t
concern itself with the content of the data inside the packets, but
is more concerned with providing a means of transporting that
packet.



Chapter 2 Wiring Your Intranet 27

You’re probably familiar with one aspect of IP, the IP address. Ev-
ery computer on the Internet maintains an IP address, much like
every working telephone maintains a phone number. If you’re
connected to the Internet, you’re probably more familiar with
your desktop computer’s host name, which is something like

spanky.dc.anyplace.com.

In reality, your host is known throughout the Internet using an IP
address that’s actually a unique numerical address. This address
consists of four numerical fields: each field consists of a number
from 0 to 255. Each IP address is associated with an easier-to-
remember host name. You usually refer to the host names, but your
computer works with the IP address. Your computer requires the
use of a domain name server to associate a host name and an IP
address; this is discussed in detail in Chapter 12, “Providing Do-
main Name Service.”

IP packets, which can contain files or partial files sent by FTP, email
messages, or Web browser requests, contain two destination IP
addresses—the packet’s final destination and that of your local
router, which can further relay the packet to its source. From this
router, the packets will bounce between other routers until they
arrive at their destination. Routers are discussed in a later section in
this chapter.

if you are sendi'ng_'an IP packet to another computer served on the
same router as your computer, that router likely will have that
destination computer's address stored in its table. In this case, the
two IP addresses in the IP packet will be the same.

TCP

Your email message, file transfer, or Web browser request is made
up of many IP packets. They may arrive at the destination comput-
er in or out of sequence. They may take different paths between
your computer and the final destination. Whereas IP doesn’t care
about the content or nature of the packets, TCP is the mechanism
that breaks your request into packets, sends them across your Intra-
net or the Internet, and reassembles them in the correct order.
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If these IP packets are not received in a proper order, TCP queries
the sender for the original data until it receives the proper packet.

Even if it’s waiting for one tardy little packet, which it expected at
the beginning of the transmission, TCP will allow your computer

to reassemble the packets into the desired data format. This makes
TCP/IP a very robust protocol upon which to base your Intranet
transmissions. Furthermore, basing your Intranet on TCP/IP ser-
vices allows you to interact more fully with the Internet.

MacTCP

Since the late 1980s, Apple has produced an adaptation of the
TCP/IP layer for the Macintosh. Implemented as a control panel,
MacTCP offers a means for Mac users to directly take advantage of
TCP/IP services. MacTCP comes bundled with System 7.5; this
integration of MacTCP and the MacOS allows a seamless interface
for many TCP /IP applications. This is in contrast to PCs running
Microsoft Windows, where there are many TCP/IP implementa-
tions for that operating system.

AppleTalk

Much like Unix, the MacOS has an advantage over most operating
systems in that it utilizes a networking protocol that is native to the
operating system. This protocol, AppleTalk, is built into the
MacOS and allows easy printing and file sharing between comput-
ers. Since the early days of the Macintosh, users have been able to
print documents simply by connecting cabling between their com-
puters and a printer. AppleTalk would automatically configure the
document for processing on the printer and send the requisite in-
formation to the device.

AppleTalk is not nearly as robust a network protocol as TCP/IP.
AppleTalk does a lot of checking to make sure that the receiving

computer is getting the correct information. The packets are of a
different format but still are pushed through routers that are spe-
cially configured for AppleTalk.
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Whereas TCP checks with the sending host to request wayward
packets, AppleTalk engenders a great deal of communication be-
tween the sending and receiving hosts while packets are being
transmitted. Network protocol specialists refer to AppleTalk as a
chatty protocol for this reason. The rate at which a network can
pass packets is known as the network’s bandwidth. Because of
AppleTalk’s propensity for chatty communications, you won’t see
the bandwidth out of AppleTalk networks that you see out of
TCP/IP networks.

Apple does offer a version of AppleTalk for Windows. Running an
Intranet solely based on AppleTalk would be possible, but not very
easy. File sharing and printing would be possible, but much of the
more powerful Intranet tools, such as Web browsers and FTP cli-
ents, require TCP/IP. You’ll still use AppleTalk for your file sharing
and printing, but AppleTalk alone will not serve all of your Intranet
needs.

Open Transport

Open Transport (OT) is a new networking technology that greatly
enhances Macintosh network services. Although OT 1.0 was origi-
nally released in late 1995, it wasn’t until OT 1.1 came out a few
months later that the bugs had worked out to a degree that en-
sured full use of the software for all Macintosh computers. OT will
allow enhanced networking for Macintosh computers on TCP/IP
and AppleTalk networks.

Open Transport supersedes both MacTCP and the AppleTalk soft-
ware found in System 7.5.2 and earlier. Open Transport is fully
PowerPC native, so Power Macs will see a networking performance
boost. Furthermore, OT enables you to reconfigure your IP ad-
dress on the fly; you can bring up another IP configuration simply
by selecting an option on a popup menu without having to reboot
your Mac. Chapter 4, “Macintosh HTTP Servers,” talks more
about IP streams and the 64-stream limit imposed by MacTCP; OT
allows you maintain as many IP streams as your microprocessor and
RAM will allow.
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Network services found in future versions of the MacOS (Copland
and beyond) will be based on Open Transport. By the time you
read this, many Macintosh Intranet server applications will be re-
configured to take advantage of Open Transport advantages. Run-
ning OT will present your server with a great deal of advantages.

Wiring Protocols

As mentioned previously, you may already have existing wiring in
your office. You may not be required to string up a series of cables
to interconnect all your computers. In that case, you’re one lucky
administrator. However, this section will cover cabling terminology
that is valuable to administrators with and without existing cable
systems.

Ethernet

Although it’s often, and incorrectly, referred to as a cabling system,
Ethernet actually is a standardized cabling and signaling specifica-
tion and refers to a slew of media and services. You can run many
protocols over Ethernet including AppleTalk and TCP/IP. You also
can run these protocols over a variety of wiring types including
copper coaxial cable, fiber-optic cable, and unshielded twisted-pair
cabling.

Apple’simplementation of AppIeTaIk thatruns over Ethernet;s |
known as EtherTalk.

Several types of Ethernet cabling systems are available for you to
use to wire your Intranet. As of this writing, the most common
scheme is twisted-pair cabling or 10BaseT. 10BaseT has ousted
much of the old 10Base2 or coaxial thin-Ethernet cabling found in
older local area networks (LAN); 10Base2 looks very much like the
coaxial cable that leads into your cable TV set. 10BaseT connection
hardware, such as routers and hubs, which we’ll discuss below, is
more expensive than 10Base2 but performs better under noisy or
high-traffic environments. Furthermore, 10BaseT wiring is cheaper
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than thin-Ethernet and requires less skill to install. 10BaseT, to the
untrained eye, appears very similar to common telephone wiring,
even down the modular phone jack. Many computers have adapters
that accept 10BaseT wiring. 10BaseT wiring is much lighter and
casier to work with than thin-Ethernet cabling; network administra-
tors find it easier to troubleshoot problems on 10BaseT networks
than on thin-Ethernet systems.

What's behind the name 10BaseT? The naming convention for
10BaseT, 100BaseT, and other cabling conventions is simple. For

- 10BaseT, the “10" stands for the transmission rate in megabits/sec
(Mbps). The “Base" means that the cable admits baseband trans-
missions rather than broadband transmissions. The “T" stands for
twisted-pair, meaning that 10BaseT Ethernet is running over un-
shielded twisted-pair cabling. Therefore, 100BaseT is similar to
10BaseT except that it transmits data at 100 Mbps.

With 10BaseT, you are limited to speeds of 10 Mbps. 100BaseT is
a new Ethernet variant that supports network transmission speeds
of up to 100 Mbps. Because of some confusion in the standards
process, there are several competing 100 Mbps Ethernet implemen-
tations. 100VG-AnyLAN is a 100 Mbps Ethernet implementation
that offers some enhancements over 100BaseT, but has little indus-
try support.

If you are working in an existing Intranet or LAN, chances are that
it's based on 10BaseT. You may want to boost the productivity of
your Intranet by providing 100BaseT. This is not a position to be
taken lightly, as there's more that's involved than just replacing
your hardware. All of your ancillary equipment, from your desktop
computers' network interface cards (NIC) to the connection hard-
ware behind the scenes, will have to be upgraded to accommo-
date 100BaseT. You may be able to use your existing wiring, but
there still is a considerable amount of time and expense associated
with such a move.
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Your Ethernet-based Intranet wiring will require more than just
cabling. We’ll talk about ways to segment your sections of your
Intranet in the section “Connection Hardware.”

FDDI

Fiber Distributed Data Interface (FDDI) is a high-speed net-
working technology used as an alternative, in some instances, to
100BaseT. FDDI is almost always transmitted along a fiber-optic
cable, which provides good signal-to-noise performance, but can be
implemented along twisted-pair cabling as well. Like 100BaseT,
you can get 100 Mbps along your FDDI connections; however,
100BaseT is limited to 250m-long segments, whereas FDDI con-
nections can be several kilometers in length. Therefore, FDDI lends
itself to use as a backbone transport mechanism. You can use FDDI
segments to connect segments of your Intranet to one another.

On the flip side, FDDI is several times more expensive than
100BaseT or 100VG-AnyLAN. Furthermore, it is difficult to in-
stall. FDDI network cards are still more expensive than 100BaseT
cards at this point, so running FDDI to the desktop is costly. FDDI
may be supplanted by future technologies, such as ATM one day,
but currently remains a popular backbone implementation.

ATM

Ask a network administrator about ATM and you won’t hear about
automatic teller machines. Instead, you’ll hear about the Asynchro-
nous Transfer Mode (ATM), which has been heralded as the next
big advance in high-speed networking. In contrast to FDDI, ATM
allows transmission speeds of over 600 Mbps. Furthermore, ATM
is a scalable architecture, meaning that it can be implemented down
to the desktop or as a backbone transport mechanism.

As a disadvantage, ATM is still an evolving architecture and is not
yet in wide use. ATM connection hardware is more expensive than
other options, making it more costly to implement as a full Intranet
solution.
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Connection Hardware

Your desktop computers will be connected to a network outlet by
some network cable. The network outlet is connected to some type
of connection hardware. This hardware funnels your network traffic
in and out of your Intranet, and for large Intranets, your hardware
intelligently routes your traffic to its destination and shields you
from unwanted traffic. We’ll talk about some of the hardware you’ll
use to bind your organization’s computers into a full-fledged LAN.

Routers

If your Intranet is large, you’ll want to have hardware in place that

" makes intelligent choices about directing your network traffic. For
example, if you have a user trying to connect to a Web browser in
one building, that traffic need not be broadcast to users on a net-
work in another building. Routers, also called gateways, are used
just for this very purpose. A router can be a regular computer run-
ning routing software or it could be a dedicated piece of hardware
that is used only for routing data packets throughout your Intranet.

Routers maintain tables that they use to check whether they need
to pass data to another section of your Intranet. Each packet con-
tains the address of its destination, so routers inspect these address-
es and send the packets off to the LAN that is closest to that final
destination. This process is repeated as packets bounce from router
to router until they arrive at their destination. This method of pack-
et transfer occurs throughout the Internet and will work the same
way through large Intranets.

Routers are improving with time and are posing less and less of a
performance hindrance to your traffic. Usually network administra-
tors shield large parts of a LAN behind different routers to insulate
portions of the network from one another. Router software is im-
proving in capacity and functionality and can more efficiently direct
your network traffic to its proper destination. Routers can work
with different protocols, such as AppleTalk and TCP/IP, providing
the router software is configured with the appropriate software.
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Bridges

A bridge will connect to distinct segments of your network cabling
and transmit traffic between them. Routers are in effect bridges,
but standard bridges apply no intelligence to the traffic passing
through them. You use bridges to extend the length of your net-
working cable. 100BaseT has a maximum segment length of 250
meters; you can connect several of these segments together with
bridges to extend the network over long distances.

Learning bridges are a special form of bridges. Learning bridges
actually take notice of the hardware address attached to the packets
transferring between segments. Each device on your Intranet,
whether it’s a printer, a computer, or a router, maintains a unique
address, known as a Medium Access Control (MAC) address, asso-
ciated with the network interface. Network cards have unique
MAC addresses, as do computers such as Quadras and Power Macs,
that contain built-in networking hardware. Learning bridges take
notice of the MAC addresses on either side of the connection and
record that information for further use. Some packets that are di-
rected to computers within the bridged segment need not travel
outside the bridge. A standard bridge would blindly pass the packet
on and eventually a router would bounce the packet back inside the
bridge to the destination. A learning bridge would know that the
source and destination computers are on the segment and would
not transfer the packet out to the other segment. This prevents
undue network traffic outside the affected segments.

Routers and bridges perform essentially the same function but are
concemned with different elements of the Ethernet packet. Routers
are concerned with the destination IP address, whereas bridges are
concerned with the actual MAC address. Routers slow traffic
somewhat, as calculations are made as to where the packets need
to be directed. Bridges place fewer restrictions on the packets but
cannot segregate traffic to remote LANs as routers can. Usually,
several Ethernet segments are bridged together behind a single
router.
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Hubs

A hub is an amorphous term used to describe a variety of network
connection hardware. Hubs, also known as concentrators, connect
several network entities together in a star-like fashion. You can
hook up routers, bridges, and even cable segments to a hub. The
hub acts to coordinate the traffic from all of its connections and
move it out to another portion of the LAN. Conversely, hubs also
receive traffic and divert it to the proper input port.

Getting Wired on the Inside

You’ve read about wiring and hardware that can connect your seg-
ments together. Now it’s time to put this knowledge together to
develop a coherent and scalable Intranet architecture. My intent is
to give you a general feel for how you can deploy your network
components so as to create a robust and scalable Intranet. I’ll re-
frain from making any specific recommendations for any make and
model of any of your networking hardware.

Wiring Schemes

In developing a comprehensive wiring scheme, start big and work
your way down. First, look at your Intranet’s connection to the
Internet and work your way down to the desktop. The implemen-
tations discussed in this section are by no means the only way that
you can institute your Intranet but are more of an illustration at
how the connection hardware and your cabling can be combined to
form a usable network.

Deploying Your Routers

Depending on the size of your Intranet, you may want to install
more than one router. If you plan on instituting a firewall or any of
the security measures mentioned in Chapter 13, “Intranet Server
Security,” you’ll need at least one router to regulate traffic in and
out of your Intranet. This router will filter out traffic that does not
belong in your Intranet. Similarly, it will direct traffic coming out
of your Intranet to the proper destination.
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If your Intranet is small, say 100-200 nodes, you may well be
served by using only one router. This would suit a small network
where traffic flows throughout the entire Intranet. However, your
organization may be large enough that your network could exist
over several buildings. Some types of traffic, such as email, printing,
and file sharing, often occurs within a building. You don’t necessar-
ily want to blast these packets throughout your Intranet, so routing
according to buildings is a good idea.

The Backbone's Connected to the...

The function of your Intranet’s backbone is to coordinate and ex-
pedite your network traffic. This backbone will connect the major
parts of your Intranet by using a high-speed Ethernet medium. If
your Intranet lies between several remote sites, such as buildings,
your backbone will link your building routers into a high-speed
network. If your small Intranet is served by a single router, you
can use a high-speed network medium to connect several network
segments.

For connections between routers that lie geographically distant,
FDDI is a good choice for a backbone transport medium. FDDI
brings fault tolerance and proven technology to your Intranet back-
bone. You can string FDDI segments that are several kilometers in
length. Furthermore, stringing fiber optic cable over long distances
will allow you to avoid many of the performance and reliability
issues that come with stringing long lengths of copper wiring. You
can deploy this FDDI backbone as a ring structure. In this way,
routers have a continuous path to one another and there are fewer
chances that some anomaly or obstacle will impede your network
performance.

If your Intranet is small and only consists of a single router, you can
still construct a backbone between your hubs. You can connect the
hubs via a high-speed backbone. Installing FDDI in such a
geographically contained environment may be cost-prohibitive.
Therefore, one of the 100 Mbps Ethernet options, such as
100BaseT, makes an excellent backbone for a small Intranet.
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NOTE

6

Your backbone will most likely provide the fastest transmission
speed within your Intranet. Therefore, it's a good idea to connect
those machines, which may see a lot of internal Intranet access,
such as Web and FTP servers, directly to your backbone. If that's
not possible, these servers should have their own connection to a
local hub. If high-traffic servers are placed on a segment with oth-
er nominally-used nodes (such as printers or normal desktop com-
puters), these other nodes, as well as your server, will notice a
huge performance hit. Providing these servers with an isolated
high-speed network access will improve their performance.

Building Bridges

No matter what the size of your Intranet may be, you will likely
need to segment your client desktop computers. A segment is just a
segregation of geographically contained network hosts. You may
have 10-20 computers on a segment, which is often referred to as a
rib. You can wire these segments using 100BaseT cabling. In fact,
you can even string 100BaseT cabling down to the desktop. There
are many 100BaseT NICs for Macintosh computers and PCs, and
100BaseT interfaces come standard with many high-end Unix
workstations.

Bridging these segments allows you to overcome the 250 meter
limit imposed on 10BaseT segments. Advanced bridges, as we dis-
cussed in the above section, will actually filter out packets that do
not need to traverse outside of the segment. These bridges will
connect to various hubs deployed throughout your Intranet.

Deploying Your Hubs

Like bridges, hubs will play a large part in your Intranet architec-
ture regardless of the size of your network. For large Intranets,
you’ll deploy hubs inside your principal routers. If you choose to
deploy a router for each building, for example, on your network,
you can install a hub on each floor in your building. These hubs
receive and disburse traffic from several connected bridges.
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Smaller Intranets can use hubs to access the 100BaseT backbone.
You can still use the hubs to distribute traffic throughout your
backbone. You can even bridge a couple of segments and concen-
trate those bridges in your hubs. This smaller Intranet model is
simply a scaled-down version of what we’ve proposed for a larger
Intranet model.

Tapping into the Desktop

To connect your users to the network, you’ll have to provide them
with NICs. These cards will need to work with the medium that
you’ve defined on your segment. 100BaseT NICs for PCs and
Macintosh computers are becoming more prevalent. You’ll need to
construct segments that are not crowded with users, but also ad-
here to the 100BaseT 250 meter limit. These two constraints are
mutually exclusive and require a great deal of consideration when
planning your segments.

NOTE Many newer Macintosh computers come with onboard network
o) interfaces; you simply purchase a transceiver that works with the

segment Ethernet medium. You could also circumvent the onboard
network interface and purchase direct 100BaseT cards that plug
into NuBus slots on your Mac. 100BaseT NICs that have been
developed for the new PCl-based Power Macs offer a huge in-
crease in performanice over the standard onboard network
interface.

Connecting to the Internet

Although your Intranet is primarily concerned with the needs of
your business, you’ll still need to exchange information with the
outside world. For this reason, you’ll have to have some sort of
connection to the Internet. This opens a Pandora’s box of con-
cerns. Security is a major concern, as giving your Intranet access to
the Internet conversely gives the Internet access to your Intranet.
Your Intranet security options are discussed in Chapter 13, “Intra-
net Server Security.” You’ll also have to provide a roadmap for your
users to get out onto the Internet; likewise, you’ll have to direct
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Internet users to those hosts that you decide to provide access.
Domain name service is discussed in detail in Chapter 12, “Provid-
ing Domain Name Service.” As far as what you plan on publishing
to the Internet, you can skip to Appendix B, “Establishing an
Internet Presence.”

First and foremost, you need to acquire a physical connection to
the Internet. The popularity of the World Wide Web, online
services, and the Internet in general has given rise to a wealth of
options for you to connect to the Internet. Over the past year or
two, many companies have started to offer Internet access over
phone links, much like the online services have done for their pro-
prietary systems for years. These companies, known as Internet
Server Providers (ISP), provide you with access to the Internet for
a monthly fee. Let’s look at your options.

Getting Your Own Connection

The Internet is comprised of a large number of smaller networks
combined together over a high-speed backbone. If you need
high-speed access to the Internet, you may want to tap into this
backbone. The Internet was initially developed out of the U.S.
government’s desire to link federal labs with academic institutions.
Until recently, the U.S. government oversaw the operation of the
Internet backbone. This responsibility is now divided between sev-
eral Network Access Providers (NAP). These NAPs tend to be large
telecommunication companies such as Sprint, MCI, and some of
the regional Baby Bells.

T1 or T3 Lines

You can purchase a T1 or T3 line directly from the NAP that ad-
ministers the Internet backbone in your area. This is what ISPs do.
You can circumvent the ISP and purchase an internet connection
from a NAP. A T1 line is rated at 1.5 Mbps, whereas a T3 line is
much faster, rated at 45 Mbps. You’ll need to purchase an IP router
as well as a T1 adapter. This T1 adapter converts the packets ob-
tained from the T1 line into a format usable on your Intranet. The
advantage of a T1 line is that you pay a fixed fee regardless of the
traffic volume. However, this cost is in the neighborhood of several
thousand dollars per year.
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NOTE

,

Fractional T1 Lines

You can actually purchase a fractional T1 line from a NAP. The
bandwidth of such a line is rated at roughly 256 Kbps. One advan-
tage to the fractional T1 approach is that you’ll have the necessary
equipment in place if you decide to take the plunge and purchase
full T1 access in the future. The other advantage is that fractional
T1 is obviously cheaper than normal T1 access.

Using an Internet Service Provider

Your other option is to go through an ISP for your Internet access.
You’ll pay access fees and maybe even usage fees according to the
traffic volume flowing in and out of your Intranet. You won’t have
to worry about maintenance and upkeep of Internet connection,
but you’ll pay dearly for the convenience.

Conventional Modems

Many ISPs are configured like the commercial online services. You
dial the ISP’s phone number over conventional phone lines using a
14.4 or 28.8 modem. This is an extremely slow way to access the
network but is definitely your least expensive option. It may be
incongruous for your Intranet to be based on 100BaseT wiring
while relying on modems for Internet access; however, this is your
least complicated option as you need no other hardware, outside of
your users’ modems, to make the connection. You can even set up
modems that your users can use over the Intranet as shared devices
much as printers and file servers are used; keep in mind that these
shared modems would be serving several people simultaneously,
thereby fracturing the already slow modem bandwidth.

The terms 14.4 and 28.8 are used as shorthand for 14,400:and
28,000 Kbps: modems throughout the book. Most 28.8 modems
also use compression algorithms, which can effectively boost your
connection speed under ideal conditions to 56 Kbps. In reality, line
losses and limitations of the phone line will cause you to average
out to about 75 percent of your modem’s top-speed capacity.
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One disadvantage of using modems for Internet access is that many
analysts feel that copper phone wiring is nearing the theoretical
speed limit of data conversion. You probably won’t see faster mo-
dems than 28.8 modems in the future. Communication technology
will likely banish modems to the dustbin of history as new and
more efficient communications protocols are implemented.

ISDN

One technology that shows more promise is the Integrated Services
Digital Network or ISDN. ISDN goes one step better than modem
technology. Whereas modems encode and decode data into a for-
mat suitable for transmission over phone lines, ISDN encodes the
data into a digital form and transfers it over the conventional phone
lines.

ISDN provides a maximum of 128 Kbps, so it far outstrips the ca-
pabilities of conventional 28.8 modems. ISDN modems exist and
are being produced in rapid numbers as more ISPs are providing
the service. However, you’ll pay both an access fee and a usage fee
for ISDN from most ISPs. Your ISP will charge for the privilege of
receiving the service and will also charge you by the amount of
time the connection is active. The telephone companies are begin-
ning to provide ISDN access at competitive rates, but flat-fee ISDN
service is rare (where a flat fee is charged regardless of the connec-
tion time or traffic volume).

ISDN is a very new service, and like ISPs a few years ago, is the
scene of intense and aggressive price competition. This is good for
you, the consumer, as it may not be long before flat-fee ISDN ac-
cess costs what ISPs charge for 28.8 Kbps access today.

Colocation

Yet another option is for your organization to sign on with an ISP
and locate your server with the ISP. In this way, your server will
have immediate access to a T1 line or greater. You’ll have to con-
nect to the servers via FTP (with your Web server to test the
HTML upload) to update your servers. It also would be a little
sticky to arrange for your users to have access to the server if you
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set up some type of firewall. With colocated services, you’ll avoid
any kind of linkage fees that you incur with the other ISP services;
however, you’ll get charged per megabyte of storage.

You have a variety of Internet access methods that vary from slow
and cheap to fast and expensive (see Table 2.1).

Table 2.1 Comparison of Internet Connection Schemes

Service Speed Advantage Disadvantage
Modem 28 Kbps  Inexpensive Slow access speeds
hardware
ISDN 256 Kbps  Less expensive  Access and usage fees
hardware still high
Fractonal T1 256 Kbps Allows upgrade  Expensive to install
toT1 and maintain
T1/T3 1.5 Mbps/ Access is directly Expensive
45 Mbps  from Internet
Collocation ~ Same as Cheaper than Servers must be ad-
ISP owning T1 line  ministered remotely

Registering Your Nodes

After you’ve set up your Internet connection, you’ll need to start
registering your node names with the InterNIC organization. Be-
fore you even set up your users’ host names, you have to submit
your proposed domain name. (Domain names are discussed further
in Chapter 12, “Providing Domain Name Service.”) This chapter
gives details on how you can register your domain name, as well as
how the Internet domain hierarchy is organized. For this reason,
the discussion of node registration is deferred to Chapter 12.
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You can divide your Intranet into subnets. A subnet is a group of
machines that are grouped together by function (not necessarily
geography). You can assign two or three of the four fields in the
standard IP address. For example, IP addresses on all the comput-
ers defined in the 128.183.250.xxx domain start with the same
first three fields. You may want to set up different subnets
throughout different locations in your Intranet. By setting up sub-
nets, you can improve network hardware performance as well be
able to restrict Web access to certain subnets (look in Chapter 4,
“Macintosh HTTP Servers").

Providing Remote Access to Your Intranet

One service that your users will find most beneficial is the ability to
access your Intranet from a remote site. As a result, you’ll need to
provide the same services away from the office that your Intranet
users receive in the office. They’ll need to be able to check their
email, Web-based administrative forms, schedule meetings, and
download files via FTD.

SLIP and PPP

I purchased a 12 Kbps modem in 1990 along with my Macintosh
IIsi (which with a 20 MHz 68030 chip seemed pretty fast to me at
the time). In just over five years, the average baud rate of a Mac or
PC modem has increased over 20 times! While 28.8 Kbps is still a
far cry from the bandwidth provided by ISDN or T1 lines, it is
tantalizingly close to giving you the impression that you’re on the
Internet for real.

Two protocols allow you to emulate TCP/IP over a conventional
phone line: Serial Line Internet Protocol (SLIP) and Point-to-
Point Protocol (PPP). A computer running SLIP or PPP over a
modem connection needs to be connected to a computer that
serves those protocols. When connected, the client computer
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appears to the Internet as just another node, although a very slow
one. You’ll be able to take advantage of any TCP /IP application
such as email, Web browsing, FTP, and other services from any
location with a phone.

PPP is generally perceived as more reliable than SLIP, although I've
never seen a study that validated this commonly held belief. How-
ever, PPP is used more heavily than SLIP, by both Windows and
MacOS users. To serve PPP, you'll need to procure a specific PPP
server, such as offered by the Xylogics Remote Annex (http://
www.xylogics.com). The Remote Annex machine is specifically
configured to route protocols such as AppleTalk and TCP/IP over
phone lines.

NOTE What about Apple Remote Access? Apple Remote Access (ARA) is
used similarly to PPP, in that ARA users appear as nodes on Apple-
Talk networks while connected through a phone line. Performing
tasks on an AppleTalk network is much slower through ARA than
it is under normal AppleTalk. Earlier in this chapter, we discussed
the fact that AppleTalk is a much chattier and less efficient proto-
col than TCP/IP; this becomes painfully obvious when running
ARA, even over a 28.8 modem.

o

Using ARA, you can perform any function that you can over a real
AppleTalk network. You can mount a remote volume and even
print a file on a remote printer. However, file sharing is prohibit-
ively slow over ARA, and a transfer of an equivalently sized file
takes much less time using FTP than when using ARA. Running a
remote application such as a word processor or spreadsheet is not
practical over ARA.

Using Xylogics Remote Annex server, you can provide ARA service,
but you need to weigh the burden of administering an additional
service like ARA over the benefits it would bring to your Intranet.
With the exception of remote printing, there appears to be few
advantages of ARA over PPP.
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Summary

A great deal of material was covered in this chapter, but you’ll need
to examine many of the resources listed in the links at the end of
this chapter for more information on setting up and maintaining
your network hardware. The intent of this chapter was to expose
you to the issues you’ll face in building your Intranet from the
ground up. If you already participate in an existing local area
network, my hope was to educate you about much of the current
networking terminology. In either case, networking hardware is a
rapidly evolving market, and through careful planning, you can
plan your resources so as to build a robust infrastructure with
which to develop your Intranet.

From here, we’re going to spend the next several chapters discuss-
ing your Intranet Web services. You can of course jump to the fol-
lowing related chapters in the book:

O Chapter 12, “Providing Domain Name Service,” to learn
about how Domain Name Service and how you can imple-
ment a domain name server on a Mac.

O Chapter 13, “Intranet Server Security,” to learn how you can
configure hardware to provide secure transactions within your
Intranet and out to the Internet.

O Appendix B, “Establishing an Internet Presence,” to learn
more about adapting or expanding your Intranet to provide
services to the Internet.

Links Related to This Chapter

Apple Open Transport http://www.macos.apple.com:80/
Home Page macos/safe /network/
transportover.html

Mark Sproul’s Open  http://msproul.rutgers.edu/
Transport Page macintosh /OpenTpt.html

Xylogics ' http:/ /www.xylogics.com
Remote Annex
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Usenet comp.dcom.modems
comp.dcom.cabling
comp.dcom.lans.ethernet
comp.protocols.ppp
comp.sys.mac.hardware



CHAPTER

Choosing Your Server Hardware

With the introduction out of the way, it’s time to talk about the
hardware upon which you’ll build your Intranet service. The popu-
larity of the Macintosh as an Internet server platform makes it an
ideal choice as the foundation of your Intranet.

One of the criticisms leveled at Apple regards the large number of
different Macintosh models sold and then discontinued by the
company. This means, however, that there are a significant number
of models that you can use as Intranet servers. The newer machines
coming out of Apple, on the other hand, sport new technology
that poses a distinct advantage over the earlier models.

The following are some of the questions you will face when select-
ing your killer workstation:

O Do you go for an older Mac or a new workstation?
[0 What’s all this business about PCI and Open Transport?

[0 What type of specialized Web servers is Apple offering these
days?

O Should you run Unix on your Mac:?

These topics will be addressed in depth in this chapter. Keep in
mind that Apple has plans for new computer models in the near
future (what else is new?). Specific Macintosh models will be dis-
cussed here, but the intent of this chapter is to introduce you to
your current and future hardware options and give you enough
information to make an informed decision about your server.
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Out-of-the-Box or Off-the-Shelf?

Any budding Mac WebMaster will talk about how he started using
MacHTTP on an old SE /30 that he found abandoned on a shelf in
an old broom closet. My story started some years ago on a lovable
Macintosh Ilci computer that I used for my word processing and
general engineering work. It hummed away on my desk serving
HTML while I did work. I eventually upgraded its RAM and disk
space and tossed an accelerator card inside.

My souped-up Macintosh Ilci did a fine job at serving my Web
page and a 5-second audio greeting from my daughter. I started
experimenting with imagemaps, CGI scripting, and even some ru-
dimentary database work. It wasn’t long before I moved my server
to a Power Mac running WebSTAR (MacHTTP’s commercial de-
scendant), which was far more capable of handling the extra work-
load.

More about MacHTTP, WebSTAR, and other HTTP servers is dis-
cussed in Chapter 4, *Macintosh:-HTTP Servers."

Another yarn I spin is about the email system we used in our office.
Some time ago, we decided to move from a proprietary mail appli-
cation to a more open system. We moved our new post office to a
Macintosh Ilci, which ended up serving about 100 users. Keep in
mind that this is a recent story. This mail server is still humming on
a six-year-old computer! Granted, that Macintosh Ilci does little
else but serve email, but imagine running a similar system using an
old 386-based machine.

You probably have a similar story to tell. The fact is that even your
older Macintosh can play a part in your Intranet as low-level
WWW, FTP, domain name, or mail servers. Having said that, the
newer Macintosh computers sport many new features that allow
them to excel as network servers.

As an Intranet administrator, you’ll want to build a service that is
robust and, most importantly, inexpensive. If your office has a
strong Mac presence, chances are that you can incorporate a lot of
seemingly obsolete models into your service. Your organization



Chapter 3 Choosing Your Server Hardware

49

may be large enough and your ambitions grand enough that you
will require the latest and greatest Macintosh computers to run
your Intranet applications. Your Intranet actually is a combination
of several different services such as FTP, Web, email, domain name
service, and others. You may want to emphasize different Intranet
services in your organization; serving these particular elements will
require more robust hardware. '

Your decision between using new or used Mac hardware really de-
pends on the sophistication of your Intranet. There’s a place for
your older Macintosh II series machines and Quadras, as well as for
some of the new gee-whiz Power Mac computers. You will most
likely deploy older machines for some purposes and newer ma-
chines for more arduous tasks. These issues are discussed in the
following section.

Using Older Macintosh Computers

Newer Macintosh computers, like any other desktop computer,
simply work and move data faster than older models. However,
there are instances where you can use your older machines as serv-
ers within your Intranet. Some of the less computationally intensive
services offered by your Intranet will be email and domain name
service. Any of the late-model Macintosh II series would work well
as an email or domain name server. These services require transfers
of small amounts of data from a hard drive back out to your Intra-
net.

When you start talking about large-scale data transfer, such as with
FTP and Web servers, you may be better off procuring a newer
Power Mac. In addition to a more optimized architecture, the pe-
ripherals associated with the new machines, such as hard drives and
the onboard Ethernet connection, are simply of a more advanced
design. Hard drive access time, defined as the amount of time it
takes for a drive to locate a desired sector on a disk, has decreased
steadily in recent years as advances in hard drive technology have
occurred. The 16-bit network cards in older machines are going to
transfer data more slowly than modern onboard Ethernet connec-
tions. In addition to working faster than your older models, it’s also
likely that your newer computers will come equipped with more
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hard drive space and RAM than your older models, making them
more useful for storing and serving large amounts of data.

Even the slower machines will work well as low-level FTP and Web
servers if you have relegated them to low-level tasks. The MacOS is
a robust operating system, and the older machines have retained a
great deal of their utility. The slower processing speed of the older
Macintosh computers is not an absolutely limiting factor for use as
Intranet servers. In the following section, the real data transport
limitations of your computers will be discussed.

Your Server's Bottleneck

It’s hard to believe that only a few years ago, Intel and Motorola
microprocessors ran at 4 to 8 MHz. This is in comparison to the
150 MHz Pentium and PowerPC processors used by high-end
computers today. The history of desktop computing to date has
been dominated by a relentless drive to increase the speeds of these
chips. If the 1980s were the decade of the CPU, however, the
1990s promise to be the decade of the network connection.

All of a sudden, the issue is no longer how fast your processor is,
but rather how fast your network connection is. Think about i,
what would you rather be doing? Running Netscape Navigator on a
Macintosh Ilci with a high-speed fiber connection or a Power Mac
with a 28.8 modem?

Personally, I'll take the lici. Nowadays, network bandwidth is king.
The 1980s saw an exponential growth in CPU speed. | feel that
the 1990s will see a similar growth in network access. At home,
I've already gone from using a 1200 baud modem that | pur-
chased in 1990 to using a 28.8 modem. | have a powerful new
Power Mac at home running on a 28.8 modem, but it's a lot less
useful for Net applications than my older and slower Power Mac
at the office with a fast Ethemet connection. The higher speed
access by the typical end-use has changed the overall content of
the Web. I'm never going to knock a computer with a high-speed
microprocessor, but for Internet and Intranet applications, I'll take
a slower computer with a faster connection any day.
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Regardless of whether you’re serving email, Web pages, or any oth-
er TCP/IP traffic, your true bottleneck is going to be your ability
to get data in and out of your computer. The processing speed is
important, but a slow network connection will be the most signifi-
cant factor affecting your Intranet performance.

There are two elements to this network connection: your bus speed
and your network connection. Your microprocessor uses a data bus
to transfer information to other peripherals such as hard drives,
network cards, or video cards. To communicate with an Ethernet
network, the Mac passes data to an Ethernet card in an expansion
slot. Newer Macintosh computers actually have the Ethernet con-
nection built into the motherboard. Until recently, Apple used the
NuBus standard to communicate to cards in expansion slots. Re-
cently, Macintosh computers have been developed to use the Pe-
ripheral Component Interconnect (PCI) standard to transfer data
to peripheral cards in expansion slots. The PCI standard supports
data transfer at faster rates than does NuBus and is an accepted
standard in the Windows/Intel computer platform. PCI is dis-
cussed further in the section “The PCI Architecture” later in this
chapter.

Your network connection is what allows your Mac to communicate
with a larger collection of computers. In the old days, Macintosh
computers used to be grouped together in AppleTalk networks
using LocalTalk connections. AppleTalk is the MacOS-native net-
working protocol; you use it to print documents or share files with
other computers. LocalTalk connections are extremely slow in com-
parison to Ethernet connections; Ethernet traffic can move up to
40 times faster than traffic on a LocalTalk network. Therefore,
many Mac networks have discarded LocalTalk and now use Ether-
net as a basis for their local area networks, as we discussed in Chap-
ter 2. You probably could have figured out the naming convention,
but AppleTalk is referred to as EtherTalk when run over an Ether-
net network.

Therefore, both your data bus speeds and your network connection
are bottlenecks in your Intranet. A fast processor will not help you
get data in and out of your computer any faster. For Intranet
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applications that require fast data transfer, maximizing your data
bus and network connection speeds will result in greater server
performance.

This is not to say that processor speed is irrelevant. You may want
to relegate certain tasks to ancillary computers. You may, for exam-
ple, want to offload the tasks of executing CGI scripts or database
queries to a separate computer, leaving a primary computer to serve
HTML. These ancillary computers will be executing intensive tasks,
and faster Power Macintosh computers will naturally execute them
more rapidly.

Deploying Your Hardware

Depending on the scope of your Intranet services, your server com-
plement may be comprised of several different Macintosh comput-
ers. Another factor in this deployment is the size of your Intranet.
For a small 10-person office, you may be able to fit all the services
discussed in this book onto one computer. For a large organization,
consisting of several hundred to a thousand users, you may divide
your server functions between several computers of varying capabil-
ities.

The first thing you’ll need to decide is which services you want to
provide. These services will likely include the following:

O Web-based administrative information, such as database que-
ries, document collaboration, and bulletin boards

O Electronic mail distribution
O Document archival through FTP

O Domain name service provision to allow your Intranet users
to talk to the Internet
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You’ll have to decide which Mac models you want to use for these
services. You’ll also need to decide, based on your resources, how
many computers you can spare for this effort. My advice is to think
big. Plan for twice the computer you think you will need and ex-
pect to generate twice as much network traffic than you anticipate.

Your Web services will likely be the centerpiece of your Intranet. If
at all possible, you’ll want to procure a newer Mac, or Mac clone,
with the most memory and hard drive space you can afford. If a
new Mac is out of the question, you need to find the most potent
Mac in your arsenal for recycling as your main WWW server. The
types of models you should consider are discussed in the sections
“The Macintosh Family Tree,” and “Apple Internet Server Solu-
tions,” later in this chapter.

Figure 3.1 shows a suggested tree of evolution for your Intranet
hardware configuration. The progression of server evolution
marches from left to right as you acquire more resources. If you’re
just starting out with a small Intranet and not much in the way of
spare change, for example, you can easily set up WWW and email
servers on two older Macintosh computers. As your Intranet be-
comes more popular, managers will probably flood you with cash,
so you can replace the WWW server workstation with a new Power
Mac or Workgroup Server. Your Intranet may become even more
popular within the company, so you may get a promotion as well as
a staff. You may decide to add FTP services and a new Mac on
which to host them. This can become an even bigger hit; so you
may become a huge hero in the company. As your budget and staff
grow, you may decide to provide domain name service allowing
users to access the Internet; this will enable you to share the HTTP
load between several Macintosh computers like the big kids do.
Soon your whole organization may be buzzing about how you’ve
turned things around with your Intranet, and you’ll chuckle think-
ing about how you started with just a pair of old Macintosh com-
puters.
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Figure 3.1  You can add services and model upgrades as your
Intranet grows and you acquire more resources.

Macintosh Models Available to You

This section discusses some of the different types of Macintosh
computers offered by Apple. Some of the new technology offered
by Apple is exciting and poses some great benefits for your Intranet
services. This section discusses some of this new technology while
also revisiting some of the older types of Macintosh computers that
you can recycle as Intranet servers.

The Macintosh Family Tree

Since its introduction in 1984, the Macintosh has grown and ma-
tured in performance and reliability. Even though the MacOS looks
different nowadays, the system works pretty similarly to what was
on the original Mac. Apple has produced several families of the
Macintosh in this time span. The models that should interest you
are outlined as follows:

O 68030/68040 machines. Any Macintosh II-class or Quadra-
class machine, except for the Macintosh II itself.

O Power Macintosh computers. Any Mac powered by the
PowerPC chip series.
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O Workgroup Server. A special class of Macintosh designed
especially to serve documents via AppleTalk or EtherTalk.

Note that the Performa class of Macintosh computers, which is
provided primarily through consumer channels and geared to the
home user market, is not mentioned. As a result, it comes bundled
with a great deal of software appealing to a home user, but nothing
especially useful for your Intranet.

68030/68040 Machines

The Macintosh IIx was the first Mac based on the Motorola 68030
chip that was comparable to the Intel 80386 chip. Other 68030-
based Macintosh computers include the Macintosh Ilcx, Ilci, IIsi,
IIfx, and IIvx computers as well as the LC class of Macintosh. The
faster 68040 chip powers the Quadra and Centris classes of
Macintosh computers. Apple no longer manufactures computers of
this class; only Power Macs and other PowerPC-based computers
(PowerBooks, Workgroup Servers, and so on) are produced at this
time. However, these older machines can be upgraded with extra
RAM to be extremely reliable servers. While their performance will
be markedly below that of newer Power Mac computers, these sys-
tems can easily run the latest MacOS versions.

The term 680x0 refers to'the chip architecture used onthepre-

Power Mac models. Along with the models discussed above, some -
- 680x0-based Macintosh computers included the original Mac, the
~ Macintosh Classic, the SE SE/30 and the Macintcsh IL. ’

Power Macintosh

In carly 1994, Apple began the transition of the Mac architecture
from the Motorola 680x0 architecture to an advanced chip known
as the PowerPC. To ensure backward compatibility with earlier
Macintosh computers, Apple built a 680x0 emulator into the
MacOS. When Power Mac computers run software originally de-
signed for an older Mac, the software is run in a slightly slower
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emulated mode. Therefore, those commercial and shareware appli-
cations written specifically for the PowerPC Macs will run much
faster and seamlessly than their 680x0 equivalents.

The Power Mac computers will run future versions of the MacOS.

With several Web and FTP server applications optimized to run on
the PowerPC chip, the Power Mac is an ideal platform upon which
to base your Intranet services.

Apple Internet Server Solutions

Apple has developed Power Mac computers that are specifically
designed to operate as high-performance network servers. Known
as the Apple Internet Server Solutions (AISS), these computers are
differentiated from Power Macs in their expandability, robustness,
and bundled software. These extra features cause the AISS ma-
chines to be more expensive than normal desktop Power Mac com-
puters. AISS configurations are used to serve many high-traffic Web
sites.

Apple Workgroup Servers

As of this writing, Apple produces three different Apple Workgroup
Server (AWG) models: the 6150, 8150, and 9150. The models
continually are updated with faster versions of the PowerPC micro-
processor. These servers differ from the conventional desktop
Macintosh computers in the following ways:

O AWGs come with larger disk drives than those found in con-
ventional Power Macs and also contain room for multiple disk
drives.

0O AWGs come with digital audio tape (DAT) drives and backup
software to use to safeguard information on your disks.

O AWGs come with various network management applications
that help troubleshoot server problems.

0O AWGs support data safety, using a system of Redundant Array
of Independent Disks (RAID). RAID is a means of grouping
relatively inexpensive drives as a single logical unit to achieve a
faster and more reliable disk storage system.
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Like Apple’s newer Power Macs, the AWG PowerPC processors
reside on upgradeable daughtercards. This means that you can pop
the microprocessor out of the logic board and replace it with a

much faster version, thereby protecting your investment in the
machine.

AWGs currently are used as high-performance Web sites in many
locations. At this time, Apple Computer maintains a QuickTime
VR Web site comprised of a system of three AWG 8150s in tan-
dem. This system of servers, combined as a “redundant array of in-
expensive computers,” or RAIC, publishes 3 GBs of data each day.

AISS Software

Bundled with the AWG servers, Apple offers a CD-ROM that con-
tains a great deal of software that you can use to set up your Intra-
net Web services. This software includes a variety of applications
including a WWW server, an HTML editor, a domain name server,
CGI scripting tools, Tango and Butler SQL database applications,
and other software. The CD-ROM is only available by purchasing
one of the AWG server models and is not sold separately. Many of
the applications listed on the AISS CD-ROM are provided as demo
versions on this book’s CD-ROM.

Macintosh Clones

It was not until 1995 that the first Mac clones began to appear. For
the first time, Apple Computer was no longer the sole source for
Mac. The most robust and competitive offerings come from Power
Computing Corp. The reliability and compatibility of these com-
puters have received high marks from analysts and users. These
computers cut few corners and furthermore appear to offer a lot of
Mac for the buck.

Currently, the high-end of Power Computing Mac clones come in
132 and 150 MHz PowerPC versions. Besides exceptionally quick
processors, these computers offer several amenities that lend to
their use as Intranet servers; these amenities include large amounts
of RAM and hard drive space. The PowerWave series, as the high-
end computers are known, do not come with the networking tools
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NOTE

(o))

that accompany the AWGs; instead, these computers are compara-
ble to the high-end desktop Mac models. However, Power Com-
puting offers a great deal of flexibility in constructing and selecting
the various options for your computers.

Other Hardware Concerns

The Mac models you choose for your server options will depend on
your resources. There are some additional considerations you’ll
need to keep in mind when selecting and configuring your comput-
er hardware.

Buying RAM

The more applications you run on your machine, the more RAM
vou’ll need to add to your Mac. Most Power Macs come with 8
MB or 16 MB of RAM. If you expect your servers to sce a lot of
traffic, or if you expect to run multiple servers on the same com-
puter, load the computer with as much RAM you can afford. RAM
is rarely a bad investment, as RAM requirements for Mac applica-
tions have increased with time. It’s a safe bet that as your server
applications grow in sophistication over the next few years, their
RAM requirements will grow as well.

You can install RAM on many Macintosh computer models your-
self. When doing so, pay close attention to the instructions for
your computer. Some models require you to install RAM chips
(also known as Single- and Dual-Inline-Memory-Modules—SIMMS
and DIMMs) in pairs in certain slots on your Mac's motherboard.
Power Macs use DIMMs, while older Macintosh computers use
SIMMs.

One useful utility used by many Mac owners is Connectix Corp’s
RAM Doubler. RAM Doubler is a memory management tool that
allows applications on your Mac to use more RAM than what’s
physically installed on the computer.
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When you look at the About this Macintosh option (found under
the Apple icon at the upper left of your desktop), you see a display
similar to that shown in figure 3.2. You see a listing of the active
applications currently running; you can also tell how much RAM is
allocated to each application and how much RAM is available to
the application. RAM Doubler effectively doubles the RAM in-

stalled using SIMMs or DIMMs.
&l System Software7.5.2
td e o 15
Mackitesh © Apple ter, Inc. 1583-~1993
Total amount of installed RAM bl . Apple Computer, ino. 13831 Amount of RAM
Total aMOUNt OF RAM | Total Memorgr” __ 32aes o oo focks 16T available for other
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Figure 3.2 A lot of the RAM reserved for your applications is not
available for other applications. Amonyg other memory-saving fea-
tures, RAM Doubler distributes unused RAM to other applica-
tions.

RAM Doubler does this in the following three ways:

O RAM Doubler distributes the RAM unused by the applica-
tions to other applications that need it. By selecting an appli-
cation icon and opening the Get Info box (done by pressing
Command-I), you can reserve a certain amount of RAM for
the application. Normally, the application doesn’t use all the
RAM you’ve reserved for it (as seen in figure 3.2). RAM
Doubler redistributes this RAM to other applications.

O Many applications reserve some of their allocated RAM for
certain tasks such as launching or quitting. RAM Doubler
compresses and redistributes this RAM to other applications
as needed.
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O As a last resort, RAM Doubler will reserve space on your hard
drive for virtual memory. You’ll notice a performance hit
when this happens, as your hard drive will be accessed fre-
quently in these instances.

RAM Doubler is compatible with many older Macintosh computers
as well as the newer models. Check with your individual server ap-
plications to see if they’re compatible with RAM Doubler.

Buying Big Enough Hard Drive Space

Along with RAM, you’ll always need more disk space than you
think. In addition to RAM requirements, hard drive space required
for server applications has grown in recent years. Many high-end
Internet and Intranet administrators combine several hard drives
into a single unit using RAID technology (which is discussed in the
section “RAID? later in this chapter).

Buying Scaleable Machines

One advantage of the Workgroup Servers discussed earlier is their
scalability. These machines give you enough space to add peripher-
als such as hard drives, CD-ROM drives, backup tape drives, and
other such devices. Using old hardware is nice and inexpensive, but
be sure that your solutions are scaleable in that you can add mod-
ern peripherals as needed. The old Macintosh II with the 8-bit
Ethernet card may not be the best networking solution for you.

New Macintosh Technology

The Mac has undergone a radical makeover in the last two years.
Because of heavy competition from Windows/Intel-based PCs, the
Mac has become less costly, more powerful, and more laden with
features than ever before. Some of these new advances will be dis-
cussed in the following sections.
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The PCI Architecture

The expansion slots in the back of your Mac accept cards that pro-
vide a variety of functions. You can insert a video card, a graphics
accelerator card, a CPU accelerator card, an internal modem, an
Ethernet card, or a variety of other cards. Until recently, the slots in
the back of your Mac accepted cards using the NuBus standard. In
late 1995, Apple began to build the Macintosh with a different type
of expansion bus. This standard, the Peripheral Component Inter-
connect or PCI, is new to the Mac but is actually popular with
Pentium-based PCs.

Cards and boards adhering to the PCI standard will deliver higher
performance at a lower price than those based on the NuBus stan-
dard. This move to PCI has many graphics and video professionals
drooling at the thought of using high-end PCI video cards. Fur-
thermore, as PCI cards are very popular with the larger Intel-based
PC market, it is hoped that many of these cards will now become
available, with minor modifications, to the Power Mac. The cross-
over between these markets remains to be seen, but many of your
peripherals will take advantage of this new bus standard.

RAID

RAID is a means of combining a series of disks into a single con-
glomerate that acts as a single drive. This enables you to store

data with more reliability than if you stored your dataon a
similarly sized single hard drive. For example, if you have five 1 GB
disks, you have a better chance at recovering your data if one of
those drives crashes than if you were operating a single 5 GB disk.
Therefore, for systems where you are storing or publishing large
amounts of data, RAID is a desirable storage option. Apple RAID
software is included with the AISS CD-ROM.

Open Transport

Open Transport (OT) is Apple’s new PowerPC-native networking
and communications system for the MacOS. Open Transport 1.0
was released with the first PCI-based Power Macintosh computers
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in late 1995; this release gave many users of these Macintosh com-
puters a lot of trouble, so it wasn’t until OT 1.1 was released a few
months later that the system came into widespread use.

Open Transport actually replaces the conventional AppleTalk and
TCP /1P implementations under the MacOS. Much of this is trans-
parent from a user’s perspective. As an Intranet administrator, the
most obvious benefit you will see is the ability to employ more than
the 64 TCP/IP streams allowed by MacTCP. Think of an IP
stream as a toll booth. A packet of information has to get in and
out of your server using an IP stream. The more toll booths you
have, the shorter your wait to get through. Similarly, the more IP
streams you have, the more data you can get in and out of your
server. Under OT, the number of streams you can maintain are
constrained by your RAM and processor power.

By the time you read this, most MacOS Internet applications will
have OT-compliant versions available. These applications should see
an improvement over the MacTCP versions.

Unix on the Macintosh

There seems to be some strange and mysterious alliance between
Unix and the MacOS. Despite the arcane command-line driven
interface behind Unix, many Mac users seem to be conversant with
the operating system. Unix ruled the Internet long before Mac and
PC users discovered it. Many of the Internet protocols are natively
supported within Unix. Furthermore, NCSA’s original httpd Web
server originated under Unix. Many Web and Internet/Intranet
tools exist under Unix. Now Unix exists on the Mac.

Running Unix on the Mac has several advantages. For one thing,
Unix is natively multitasking, meaning that processes can be run
simultaneously; this allows operations, such as Web services, to be
greatly enhanced. Until Copland, the next major MacOS release,
Mac users will have to make do with multithreaded processing.
Similarly, the MacOS file system has difficulties with large file sys-
tems; Unix has no such problems. Several flavors of Unix have been
ported to the Mac, and several Mac Internet servers are actually
running Unix.
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Apple Unix

Apple Unix (A/UX) is the original Unix port to the Mac, courtesy
of Apple. Apple Unix had a cult following within the Mac commu-
nity. A result of the PowerPC consortium was that Apple threw its
weight behind IBM’s Unix implementation, AIX. Apple Unix is no
longer supported by Apple but is still used as a server platform.
Apache, the popular freeware alternative to NCSA’s httpd Web
server, for example, is developed and available under A/UX.

Apple recently released two new servers, Network Servers 700 and
900, which actually run a version of AIX with a slight MacOS
tinge. These servers are geared toward publishing production mar-
kets, but it will be interesting to see if these machines will be used
for high-powered WWW servers.

MachTen

MachTen from Tenon Intersystems is a commercial port of Unix to
the Mac. MachTen 4.0 is developed for the PowerPC platform.
MachTen runs on top of the MacOS so that you can easily alternate
between the two operating systems. MachTen comes bundled with
NCSA httpd and other IP tools that support advanced networking
protocols not yet supported by OT.

Linux

Linux has taken the PC world by storm. Linux is a freely distrib-
uted port of Unix to the Intel PC market. Originally developed by
a European college student, Linux source code is freely accessible;
successive versions of the OS have been developed through a group
effort of the Internet community. As an open system, no one really
owns Linux, but Apple recently threw its weight behind a Linux
port to the Power Mac. This port should be available by the end of
1996 and will give many Mac users an inexpensive but powerful
Unix presence.
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Why Unix?

Many Mac users have a special attachment to the Mac because of
the MacOS’s ease-of-use and expanded functionality. This begs the
question of why Mac users would be interested in running another
OS on their computers? Until Copland, Unix will be the only way
that Mac Intranet administrators can beat the MacOS file system
limitations and lack of muldtasking. Furthermore, more WWW
servers are running on top of Unix than any other operating
system (the MacOS rates second—see the latest survey results at
http://www.mirai.com/survey). Hence, there are many freely
accessible Unix tools that you can use on your Intranet.

Summary

The Macintosh platform has undergone huge changes in recent
years. The next few years promise to be even more transitional, as
the wild ride of the Internet/Intranet will continue to drive soft-
ware and hardware development. You will need to keep abreast of
the different developments in the Mac hardware field in order to
keep your Intranet services as flexible as possible.

For the next few chapters, we are going to discuss some of the soft-
ware that you’ll use to construct your Intranet services. Chapter 4
discusses “Macintosh HTTP Servers,” but feel free to jump to any
of the following related chapters:

O Chapter 13, “Intranet Server Security,” to learn how you can
configure hardware to provide secure transactions within your
Intranet and out to the Internet.

O Chapter 14, “Sample Intranet Applications,” to learn about
some services you can provide using the Web, FTP, and email
technologies discussed in this book.

O Appendix B, “Establishing an Internet Presence,” to learn
more about adapting or expanding your Intranet to provide
services to the Internet.
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CHAPTER

Macintosh HTTP Servers

It was shortly after the introduction of Mosaic in late 1993 that
Chuck Shotton developed and released MacHTTP. At that time,
MacHTTP was a freeware port of the commonly used Unix HTTP
server from the NCSA. It enabled a Macintosh with a reasonably
fast network connection to serve HTML files and graphics. Like
most Macintosh applications, MacHTTP was simple to launch,
configure, and maintain. A few clicks of the mouse, and you were
off serving Web pages.

There is a good chance that your Web service will be the most visi-
ble part of your Intranet presence. If your organization is connect-
ed to the Internet, most of your users not only have access to Web
browsers, but also have experience with them as well. You’ll include
FTP and email services within your Intranet suite of capabilities,
but your Web services will most likely be the cornerstone of your
service. Great care must be taken in the configuration and opera-
tion of your Web server software. The servers discussed in this
chapter go way beyond the power and performance of the original
MacHTTP application. We will discuss some of the options you
have for the Intranet Web service including the following:

O An overview of the HyperText Transport Protocol
[J Installation and configuration of MacHTTP
O Installation and configuration of WebSTAR

[0 Installation and configuration of InterServer Publisher
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OO Use of some shareware and freeware HTTDP servers

O A contrast and comparison of the available server options

Introducing Terms and Technology

Before discussing implementation and use of the various HTTP
servers for the Mac, let’s cover some of the terms and technology
that are used in this book. Although the servers mentioned here
offer plug-and-play operation, to fully configure and utilize your
server to its full potental, you’ll need to understand some of the
basic nomenclature.

This is where the book gets a little dry. Page after page of software
description can get a little...well, boring. However, these descrip-
tions are necessary to understand the workings of the program. My
intent is to make the documentation task-driven rather than
feature-driven. When you read software documentation, notice that
the literature steps you right across the menu bar, spitting out a
paragraph on each menu. That’s good for reference material, but
the approach in this chapter, as well as the rest of the book, is to
teach you how to work the various tasks, like adding users or set-
ting privileges. It’s my sincere hope that this chapter, as well as the
following chapters, will be more informative than if you were just
to plow through your software documentation.

HyperText Transport Protocol

HyperText Transport Protocol (HTTP) is the most common meth-
od of transporting data between Web browsers and clients. The
protocol was developed in 1989 for the purpose of transporting
documents along the Internet via a hypertext interface. In contrast
to FTP, an HTTP connection between computers requires few
resources. The protocol was designed to nimbly recover text and
other data from HTTP servers with very little overhead required
from the browser or server computers.

The HTTP specifications undergo periodic review by a committee
of Internet specialists. As with most committees, these specialists
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take a great deal of time and care before approving new sets of
standards. The current standard is HTTP/1.0, which supersedes
the original HTTP/0.9. Further versions of HTTP are under re-
view; they will provide greater capabilities to Web browsers in the
areas of performance and security.

An HTTP connection between a Web client and server can be sepa-
rated into four separate actions:

O Connection launch. The HTTP server constantly listens on a
certain IP port for a request from a Web browser. This port
usually is specified as port 80, but nonstandard ports can be
included in the URL. ‘

O Client request. After a connection is established, the browser
sends a request to the server. In addition to querying the
server regarding a CGI script, or a certain image, sound, or
HTML file, the browser sends a little information about itself
(mainly the type of file formats it can understand).

O Server response. The server, having digested the request
from the browser, sends an HTTP message to the browser.
The server communicates to the browser the following infor-
mation: the level of HTTP being supported, the format used
to convey the response, and the response itself.

O Connection close. Having sent the message, the connection
is terminated by either the client or server.

- An Internet Protocol (IP) port is a channel through which informa-
. tion enters and exits your computer Think of IP ports as channéls .

" on aCB radio; your radio can send and receive conversations on.
multiple channels on the same radio. Your computer contains
many IP ports that are implemented in software rather than hard-
ware, Different types of IP traffic (HTTP, Usenet, email, and so on)
are directed to different ports on your computer. ;
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Depending on your security arrangement, which we'll discuss in
Chapter 13, “Intranet Server Security,” you may want to direct
your Intranet Web services to a nonstandard IP port, thatis, a
port other than 80. You may want to assign your Web server to a
port that is higher than that used by normal IP traffic such as
8080. In this way, if Internet users have access to your server, they
will not immediately be able to access your Web site.

As opposed to FTP or Telnet connections, the HTTP connection
does not stay open. As a result, a server can maintain many more
HTTP connections for a given length of time than it can support
remote logins.

For more specific information on HTTP, visit the World Wide Web
Consortium HTTP draft specification at http://www.w3.org/
hypertext/WWW/Protocols/HTTP/HTTP2.html.

MIME

The Multimedia Internet Mail Exchange (MIME) message repre-
sentation protocol is a means of conveying information about a file
that is being sent through the Internet. This protocol conveys in-
formation about the message through MIME headers but leaves
the message content or body in the form of plain ASCII text, For
this reason, MIME is an excellent means of transferring files be-
tween different platforms. For example, you can use the email pro-
gram Eudora to send a graphics file from your Mac to a PC user. If
the PC user also is running Eudora, or any other MIME-capable
mail reader, the program will read the MIME header and attach
the relevant tag to the file to make it readable by the correct
application.

Much like HTTP, MIME content headers are under a standards
process. The key information in the header is the MIME type and
subtype that identify the type of message content. The MIME type
usually will consist of one of the types listed in Table 4.1.
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Table 4.1  Common MIME Types

Type Column

Application Defines client applications

Audio Defines audio formats

Image Defines image formats

Message Used for electronic mail messages

Muldpart  Used for transmission with multiple parts

Text Defines text formats
Video Defines video formats
X-string Denotes an experimental MIME type not recognized

as a standard

The content header is comprised of a type and subtype. The sub-
type specifically defines the message content within the context of
the MIME type. An HTTP server, for example, will send the fol-
lowing MIME type/subtype in response to a Web client query:

text/html

This header information tells the browser to expect some text, and
specifically, some HTML text. Web browsers, as opposed to other
applications, understand that MIME types need to be interpreted as
HTML and displayed accordingly. Similarly, a MIME header con-
taining the information

image/gif

would tell the browser the following ASCII text actually is a GIF
image. The browser then displays the GIF within the window or
launches a GIF-viewing application.

A variety of MIME subtypes are defined for each type. The HTTP
server needs to correlate the type of information it’s serving to a
certain MIME type. Ifit’s serving a JPEG file as part of a Web
page, for example, it needs to know that
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[0 The file is a JPEG formatted-file
00 Image/JPEG is the standard MIME classification for that file

The We