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each of these models features two LAN interfaces instead of one-either Ethernet, 
Token Ring, or one of each. They are designed for use in envi ronments that need 
the increased density as a way to segment an existing LAN, or as a cost-effective 
way to link mixed-media LAN installations over wide area networks (WANs) . All 
Cisco 25 13-2515 models come standard with Frame Relay, X.25, X.25 DON, 
and SMDS software, providing access to packet-switched networks and Perma­
nent Virtual Circuits at remote sites. All models also come standard with \1.25 bis 
and Integrated Services Digital Network (ISDN) signaling software for access to 
circuit-switched networks. 

Cisco 2500 Series Router 

The great thing about these routers is that they provide dual LAN and dual WAN 
connectivity. We'll discuss that in a bit, but believe me, it's a great idea! 

Farallon's Netopia Internet Router 

Netopio ISDN Internet Router 

The Netopia Internet Router is a single-port ISDN-to-Ethernet 
WAN router. Netopia offers on-board LAN connections for 
10BaseT, EtherWave, and AUI, so you can plug and play with 
virtually any existing LAN. Netopia offers a built-in NT1 with 
"U" interface, so no external ISDN device is needed. The Nero­
pia comes in three flavors: 630, 640, and 440. The only differ­
ence between the 630 and the 640 is that the 630 supports up 
to five simultaneous LAN users while the 640 can support an 
almost unlimited number of users. For networks using Local­
Talk, the Neropia 440 is a perfect solution. It integrates an 
AppleTalk-to-TCP/IP gateway with a router for Ethernet and 
LocalTalk connectivity. It includes MaciP for dynamic T CP/IP 
addressing, and it provides AURP tunneling that allows Apple­
Talk file sharing and print services over the Internet. 

Automated TCP/IP addressing with DHCP means a greater number of users can 
be served with fewer IP addresses. Netopia offers a built-in PC card slot for remote 
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configuration with an analog modem, as well as full SNMP network manage­
ment, so remote sires can be set up and monitored from a central location. Auto­
mated connection profiles and scheduled connections reduce costs and add 
Internet access controls. Comprehensive security includes IP firewall filtering, 
callback, PAP, and CHAP security protocols to prevent unauthorized use. 

Shiva's LANRover and Integrator 

The Shiva LAN Rover is one of the longest-standing ARA servers on the market. 
Shiva hasn't watched the competition pass it by, though. They have gone out and 
actively developed the LANRover so that it now not only supports ARA dial-in, 
bur also dial-out and LAN-to-LAN WAN capabilities. The LANRover's LAN-to­
LAN (two LANRovers are used as half-routers) capabilities over analog or digital 
lines include switched-56, modem and PPP, X.25, V.34, and ISDN. The LAN­
Rover/E Plus supports a single Ethernet connection-the LANRover/T supports 
Token Ring connections-along with eight modular ports for analog or digital 
line connections. 

~~ , ..... , ..... ,_ 
SctW,.,u v~~ [thcmet £~t f.u.ert~et OniOff 
(US.-! (U,.._.) 

Front (/eh) and Bock (right) of a LAN Rover/ £ Plus 

Shiva also has a newer product called the Shivalntegrator. There are two products 
in the Shivaintegrator family. The 100 model is an ISDN access server that sup­
pons the Basic Rare Interface, providing two channels for interoffice connectivity. 
The 500 model is what they call a "central site concentrator" that supports Pri­
mary Rare Interface and provides up to 46 simultaneous connections. Both mod­
els offer what Shiva calls "Tariff Management" features to minimize costs, which 
are basically types of spooling and keep-alive auto-answering capabilities. 
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Global Village's OneWorld Network Modem Combos 

One World Network Modem Combo 

With the One World Combo telecommunication server, G lobal Village Commu­
nication introduces a product that provides the capabilities of a FAX server, a 
remote access server, and a network modem all in a single unit. W ith One World 
Combo, everyone on the office network of Apple Macintosh (or clone) computers 
can take advantage of advanced telecommunication services, without needing 
individual dedicated modems and phone lines. OneWorld Combo supports the 
28,800 bps PowerPort Platinum modems for the highest communication speeds 
currently available. One World Combo lets people in the office FAX directly from 
their computers as quickly and easily as they print documents. Global Village 
includes its GlobalFax software that provides easy-ro-use yet sophisticated FAX 
capabilities. The OneWorld Combo also provides Apple Remote Access (ARA) 
1.0/2.0 services, so that remote users can dial in to access the office's AppleTalk 
network. With the One World Combo server's network modem support, the staff 
in the office can also dial out directly from their Macintosh computers to connect 
to on-line services and access remote resources. 

Tribe Computer Works' Tribelink8 

The TribeLink8 is Tribe Computer Works' eight-port PPP remote access router. 
It uses standard phone lines with PPP connection software (as opposed to Apple's 
ARA connection software) or it uses ISDN lines. Not only is it a remote access 
router, it also provides full TCP/IP integration and IP gateways for AppleTalk 
remote users. It can be used as a remote access server and as a LAN-to-LAN router 
at the same time. 



;~!:-· 
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Tribelink8 PPP Dial-In Server 
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TribeLink8 provides multiple levels of protectio n. RADIUS, a server-based 
authentication system , gives network administrators enhanced accounting by pro­
viding derai led connection logs rhar can be stored o n rhe RADIUS server. N l ses­
sions between rhe TribeLink8 and the RADIUS server are encrypted. Maximum 
connection rimes can be established for each user by day, week, or month, and 
users are informed when they have exceeded the al lowed connection time. Two 
levels of PPP-srandard authentication protocols prevent unauthorized users from 
access ing the network. The C hallenge H andshake Authenticatio n Pro tocol 
(CH AP) veri fies connection requests using encrypted passwords. Password 
Authentication Protocol (PAP) confirms with clear-text passwords. Apple Talk fil­
ters allow zones or individual network devices to be hidden from remote access 
users on a per-user basis. Tribe's management tools track user connections, record 
the identity of all callers in a log, and allow the administrator to disconnect a user. 
\Vhen routing IP, administrators can further control network access by suppress­
ing RIP and setting up static routes. 

\Y/e think this is one of the best PPP dial-in routers available. 
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Software routers aren't our choice for performance-based routers. Because they are 
software-based, the computer on which they are running should be the fastest 
computer possible. Putting a software router onto something like a Mac Ilsi with 
an Ethernet card wouldn't provide a robust or fast Ethernet-to-LocalTalk connec­
tion. However, putting an Internet Router onto an 81 SO Server that also has ARA 
makes one of the best Internet Access servers for remote users. 

Apple's Internet Router 

This router offers local and wide area networking flexibility. You can connect your 
local work groups over industry-standard network types, including LocalTalk, 
Ethernet, and Token Ring. As your network grows larger and more global, the 
Apple Internet Router lets you choose among several wide area options. You can 
link remote sites to your network through a dial-up connection over a standard 
modem, or you can add one of the Apple Internet Router Wide Area Extensions 
(available separately) to link your Apple Talk networks using X.2S or TCP/IP. 

The Apple Internet Router features the Apple Talk Update-based Routing Proto­
col (AURP), a powerful wide area networking standard. AURP ensures that wide 
area links function efficiently, substantially reducing the traffic over wide area net­
works. With AURP, you can be certain that you're maximizing the use of your net­
work resources. 

Because the Apple Internet Router software runs on a broad range of Apple Mac­
intosh computers and Workgroup Servers (pretty much everything except the 
PowerBook series), you can tailor your router configurations to meet your cost 
and performance requirements. Like other Macintosh computer-based software, 
the router is easy to use, configure, and support. Even a network novice can have 
the router up and running and can begin to make use of its powerful features 
within minutes. In addition, the router has built-in support for the Simple Net­
work Management Protocol (SNMP), so it can be easily monitored by any 
SNMP-based management station. 

The router supports all the connectivity ports that the host computer has 
installed. This means, at the very least, that the host computer has an Ethernet 
port and two serial ports that may be defined as LocalTalk ports or dial-up ports. 
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By adding a Token Ring card or Ethernet card to the computer, you can increase 
the number of ports supported by the router. Realistically, I'd never add more than 
one other card ro the router, as that would really decrease the router's performance 
on a busy network. 

II• Untitled- I . ( 

~ Router Name: I Acme Software Router I 
Router Por-ts D•s:criptton Shtu.s Settings 
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Apple Internet Router Setup Screen 

W ith the Wide Area Network extension, you can set the router up to tunnel rather 
than route through a TCP/IP segment, if you desire. The router supports network 
hiding on the exterior routing ports, as well as device and type hiding on all ports. 

If you are looking for an easy to configure ISDN router, this is the one I'd recom­
mend. The other one that I'd be willing to recommend is the Neropia Internet 
Router from Farallon, although irs scope and access is limited only to ISDN as the 
WAN connection feature. 

Apple's Remote Access Server Software and Hardware 

Apple's Remote Access server comes in two flavors-a single-port version called 
the ARA Personal Server and a four-port per card version called the Multipart 
Server. While you can have four ports per card, don't have more than two cards 
per computer. Tests we have conducted show that putting more than two cards in 
any given server can bog it down. By the way, these are N uBus, not PCI cards. 

T he Apple Remote Access Multi port Server is designed to streamline administra­
tive tasks, while maximizing administrator productivity and control. The software 
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installs in minutes and features AppleShare admin-based management capabili­
ties, as well as industry-standard Simple Network Management Protocol (SNMP) 
support. This allows administrators to flexibly manage and maintain connections. 
Adding ports is simple, and the server features an automatically generated activity 
log that can be exported to a variety of programs for further analysis. 

The Apple Remote Access Multipart Server offers a host of security features that 
allow administrators to maintain the integrity of the network. These features­
such as password aging, location validation, and the ability to filter access to ser­
vices-make it one of the most secure remote access servers available. Because its 
security architecture is supported by leading third-party security vendors, admin­
istrators can choose to augment the server's built-in security features with addi­
tional challenge-and-response security modules. 

Apple's ARA servers offer only modem-based and POTS-based connectivity sup­
port. They do not support ISDN at this time. 
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GLOBAL VILLAGE'S INTERNET START-UP PACKAGE 

Global Village has come up with a great idea: Not only do they provide a hardware 
connectivity device for Internet access, but they provide the Internet access as 
well. They call it the Global Center Internet Service, and it consists of their box 
that provides a 28.8 modem or ISDN-based connection and all the software you 
need to connect your office to the Internet. 

Here's the deal: You receive an Ethernet-based Internet box and management soft­
ware that is used to connect your office to the Internet. This device and manage­
ment software works hand-in-hand with CE Software's QuickMail server to allow 
everyone with QuickMail e-mail to also have Internet e-mail and other services 
access. The Internet connection is initiated through Global Village ISP (Internet 
Service Provider) POP (Point of Presence) on the Internet. Global Village pro­
vides the corporate user with Domain Name registration, as well as Internet Class 
C licenses. 

Global Village takes this further by providing the corporation with a World Wide 
Web site, sample pages, tracking reports, and management tools. We cover the 
setup and integration of this system within the next two chapters. 
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Model of a TCP/IP-to-AppleTalk Gateway 

Many of you are predominantly Apple Talk users who use TCP/IP only as a means 
to access information on the Internet. Then there are even more folks out in the 
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real world who use TCP liP as their sole or predominant networking protocol for 
everyday usage. Because of speed differences, larger packets, and other political or 
budgetary issues, many corporations are turning more and more to TCPIIP as a 
protocol methodology. Therefore, in any book about Apple Talk networking it is 
necessary to include a discussion about TCP liP. This includes knowing how TCP I 
IP addressing works and how to route or gateway to TCPIIP protocols for Mac­
intosh users utilizing both TCPIIP services and Apple Talk on their networks. 

Before this instigates a lengthy discussion about whether TCP liP can replace 
Apple Talk, think of this: how many printers do you have that support TCPIIP 
and Apple Talk, and how many support only Apple Talk? Are you willing to replace 
those printers today? How many computers can you load Open Transport onto 
and have it work? If you are willing to give up your Apple Talk-only printers and 
can load Open Transport onto all your other devices, then yes, you can remove 
Apple Talk from your network. If you are not ready for all of that, you will be a 
two or more protocol network for a while. 
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SELECTING YOUR ISP AND INTERNET CONNECTION 

Since only part of your connectivity is going to be the WAN connection between 
your sites, make sure that the Internet service provider (ISP) you are choosing is 
right for your needs. Papers and magazines are full of horror stories about compa­
nies that chose the wrong ISP. Many of the books published about Web design 
and other Internet issues are full of statements like, "Your ISP is your friend." Take 
it from us: Our ISP is an arrogant so-and-so for the most part, and we always have 
to make things a federal case when changing a portion of our service. 

Fortunately for us, the Web has some great pages that rate and list service provid­
ers. One of them is shown in the next set of pictures on the left, and its URL is 
http://www.iworld.com/. Another one, shown on the right, is maintained regu­
larly and covers alternatives to straight ISP connections. Can you find this page 
on the Internet? Can you find other pages like these? As an exercise, I'm not going 
to give you this page's address-find it yourself! 
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Sample /SP Rating Pages 

319 



Designing Apple Talk Network Architectures 

320 

Planning the Necessary Internet Connectivity 

This is pretty simple. To reach the Internet, you have to have an ISP. The ISP can 
provide these services to you, or you can provide them yoursel£ The more you 
provide yourself, the more management capabilities you will have and the more 
"uptime" you will likely have. These services include the following: 

• Domain name registration 

• Domain Name Server 

• POP3 mail server for e-mail 

• Class license from the Internet 

Domain Name Registration 

For your organization to have a domain name, you need to register your name 
with the lnterNIC. Registration for this name is around $150.00 for two years 
and has to be done through the InterN! C. You need a form for this, which can be 
obtained through your ISP. 

Domain Name Server 

You need a Domain Name Server running somewhere. This is mapped by the 
lnterNIC so that people can find you. Your ISP can provide this service for you, 
or you can run the software yoursel£ Either way, plan for this and have a clear 
understanding of whose responsibility it is. If you are planning to use your own 
DNS, see the companion book to this one, Apple Talk Network Services, also pub­
lished by AP PROFESSIONAL. 

POP3 Mail Server 

If you don't have a point of presence (POP) mail server, your ISP needs to provide 
that for you, or you need to install and run one yourself. If your ISP provides the 
mail server for you, you will need an SMTP gateway from your mail system to 
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your ISP to send and receive e-mail on the Internet, or your own POP3 mail 
server. Again, gateways and mail servers are covered in Apple Talk Network Services. 

Class License from the Internet 

Obtain this class license from your ISP, or at least coordinate it with your ISP. 
Unlike Apple Talk numbers, you can't just make theses up and use your own. You 
have to play nice with the rest of the world, and to manage this, everyone obtains 
their numbers from the same place. 
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This is the short course on TCP/IP protocols for you faithful Apple Talk users. If 
you need something more hardy, again, refer to our primer on AppleTalk and 
Open Transport. 

TCP/IP networking is broken down into many different protocols, very much 
like AppleTalk, even though we hear about the Transmission Control Protocol 
(TCP) and the Internet Protocol (IP) most often. Even though IP is responsible 
for routing packets from one network to another, it doesn't guarantee that the 
packets will arrive intact or even in the proper order. It is TCP that breaks the data 
into the different packets and then verifies that those packets have arrived at their 
destination intact and in the correct order. 

Whereas Apple Talk uses AFP for file sharing, TCP/IP networks use the File Trans­
fer Protocol (FTP) for file transfer. Whereas Apple Talk networks have proprietary 
protocols and Power Talk for e-mail, TCP/IP networks use the Simple Mail Trans­
fer Protocol (SMTP) for universal e-mail. 

Internet Protocol 

IP handles routing datagrams based on destination address. It allows for the inter­
connection of multiple networks by routing datagrams across network boundaries 
when necessary. Higher-level protocols (such as TCP) pass data to IP for routing 
to a destination. The higher-level protocol must handle all the necessary tracking 
of datagrams, as in which ones belong together, which ones have been acknowl­
edged, and so forth. IP does not need to know anything about a datagram other 
than where it is going. It may seem like the higher-level protocols do all the work. 
However, IP has quite a job in moving datagrams to their destination since they 
may be routed through several networks, including Ethernet, serial lines, phone 
lines, and even satellite links. 
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Transmission Control Protocol 

TCP ensures reliable stream-oriented communications between cooperating pro­
cesses. Because TCP calls on IP services, these processes can exist on machines in 
different networks. Since IP provides unreliable, connectionless datagram deliv­
ery, applications that use only IP can be error prone. Datagrams are lost, delayed, 
corrupted, accidentally duplicated, or delivered out of order. Rather than requir­
ing every application program to check for such errors, TCP provides a general 
solution to the problem of reliable delivery of datastreams. 

In keeping with the layered approach to networking, most systems that support 
TCP /IP provide a software interface to the TCP functions, allowing application 
programs to set up sessions with cooperating processes, listen for requests for ses­
sions, send and receive data, and close sessions. The Application Program Inter­
face (API) to TCP varies from machine to machine. 

Setting up a session, also referred to as a virtual circuit connection, is analogous to 
dialing a phone call before starting to talk to a remote person. It is necessary before 
data can be sent. Once a connection is established, the upper-level application 
channels continuous datastreams through TCP for delivery to its peer process. 
TCP puts this data, along with any necessary control and addressing data, into 
units called segments. It then passes the segments to a lower-level protocol, usually, 
but not necessarily, IP. TCP is flexible enough to handle a variety of underlying 
delivery systems. IP divides the segments into datagrams and sends them across 
the internetwork. TCP, on the other end, checks for errors, acknowledges error­
free segments, and arranges them for delivery to upper-level applications. 

Internetwork Naming and Addressing 

For in-depth information on internetwork naming and addressing, please refer 
to books written specifically about TCP /IP, such as /nternetworking with TCPI IP: 
Principles, Protocols, and Architecture by Douglas E. Comer. These books cover 
topics such as addressing, Class A, B, and C networks, subnetting, domain 
names, and fixed versus server (RARP) addressing. We cover the basics of IP 
addressing here, but not in the depth in which these other books cover it. 
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TCP /IP Protocol Services 

The TCP/IP networking environment provides your customers with a rich set of 
protocol services, including the following: 

• Telnet: This is a remote access protocol that enables users to connect to re­
mote systems as if they were directly connected. 

• FTP: This enables your customers to transfer files across networks. Through 
FTP, users' host computers can connect to remote hosts, send or receive files, 
list directories, and implement simple commands across the network. 

• SMTP: This protocol enables users to send and receive e-mail messages 
across the network. 

• SNMP: This provides users with a unified standard for managing their net­
works. SNMP was developed by the Internet Engineering Task Force (IETF) 
to address network management ofTCP/IP internets and to provide a simple, 
reliable network management protocol. 
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IP ADDRESSING 

AppleTalk uses a "network.node.socket" address, such as 154.27.54 to designate 
a computer on network 154 with a node address of 27 and a software socket 
address of 54. The network numbers are assigned by a network manager or 
designer, and can range from 1-65,000, while the node and socket IDs are 
dynamic. IP addresses are a bit different. They are 32 bits in length and are broken 
down into four segments of eight bits each. While the addresses are broken down 
into network and node identifiers, they are assigned in a completely different man­
ner from Apple Talk addresses. Nodes are not assigned dynamically, and network 
numbers aren't made up by administrators. They are instead rationed out by the 
Network Information Center (NIC) directly or through a company's ISP. There 
are several address classes given out by the NIC, most notably Class A-C. By 
examining the first few bits of an IP address, you can quickly and easily determine 
the address class of the license and the rest of the structure of the address. Class A 
licenses reserve the first bit in the address as a 0, Class B licenses reserve it as a 1, 
and Class C licenses reserve the first bit as a 1 and the second bit as a 0. If you 
don't understand this now, you will after reading the next page or two. 

Since some of you may not be used to working with bit-type addresses, we've 
included a small table to help you understand how the addresses work and how 
they convert to standard numbers. Basically, the table shows the four sets of binary 
numbers that make up an IP address in both their binary (bit) equivalents and, 
below that, in their decimal equivalents. 

Binary Number ------~•~ o o o o o o o o 
128 64 32 16 8 4 2 1 

Decimal Number 

IPAddressing Table 

In the binary system, each number is doubled as it moves from right to left. 
Hence, if the first digit in a binary number is 1, double that and you have 2 for 
the second number, and so on. IP addresses have four sets of binary numbers with 
eight bits each. If each of the bits in the binary number are set to "on" or 1, and 
each of the numbers with its bit "on" is added up, the rotal is 255. Therefore, the 
highest IP number is 255.255.255.255, which is a reserved number in the IP sys­
tem used as the overall broadcast address. Likewise, if each of the bits in each byte 
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is set to "off" or 0, the number would be 0.0.0.0, which is also reserved. Combi­
nations of bits being "on" and "off" give us the rest of the ranges from 1-254 in 
each byte of an address. 

00000000 0 0000000 00000000 00000000 
12864 32168 4 21. 12864 32168 4 21 . 1286 4 32 168 4 21. 12864 32168 4 21 

0 0 0 0 

Sample Bit to Standard Number Conversion Table 

Now that you know all of that (I know you already knew ir-1 just wanted to 
review it myself so that I don't get confused), let's look at how the addresses are 
classified and some general rules of addressing. The first and most important gen­
eral rule of addressing is this: 

As a network address becomes longer and takes up more bits, the pos­
sible number of nodes for that address is lessened. 

There can be only so many bits and combinations of bits within an IP addressing 
system. If your network address rakes up half of the bits in the addressing table, 
you are left with only half of the possibilities for creating node addresses. Every­
thing costs something in life, and this is no real exception . To show how this 
works, we will add one bar on top of the addressing table to represent the reserved 
numbers, another bar with a dark border to represent the network address por­
tion, and finally a gray bar to represent the node address portion. 

Class A The first bit of a Class A network is reserved, since it identifies the address class. 
Addresses Class A networks use rhe first byte of an IP address to identify the network, and 

use the rest of the address space to identify sub nets and individual nodes. The first 
bit of the address must be zero. Class A network addresses can be identified by the 
first set of numbers ranging from 1-1 27. T herefore, a computer numbered 
120.8.2.67 identifies it as being node 8.2.67 on network 120. While this doesn't 
allow for many Class A networks, it does allow a lor of nodes on that network. 

(Reserved 

IINetwork Address Node Address 

0 1111000 00 0 0 1 00 0 00000010 01000011 

128 64 32 16 8 4 2 1 . 1 28 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

120 8 2 67 

Class A IP Addressing 
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(/ass 8 The first two bits of a Class B address identify its class. Where the first bit of a Class 
Addresses A nerwork is zero, rhe first rwo bits of a Class B nerwork are a one and a zero. Class 

B nerworks use the first two bytes of the address to identify the nerwork and the 
last rwo byres to identify the node. Notice in the following table that all we did to 

change the number from the original table was to change the reserved bits at the 
front of the address. This changes the ini tial decimal number from 120 to 184. 
Also notice that the number ofbits reserved for node IDs has been reduced by one 
whole byte! 

(Reserved 

- .. 1 ----=-NiiWO=c:i1i:..::..:::A:::dd::18811==-----' Node Address 

1 0111000 00001000 00000010 0 1 000011 

128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

184 

[/ass ( 
Addresses 

8 2 67 

Closs 8/P Addressing 

The nerwork address range has shifted from an eight-bit nerwork identifier to a 
16-bit nerwork identifier. The node identifier has shrunk from a 24-bit identifier 
to a 16-bit identifier. Therefore, the range for C lass B nerworks begins at 128 and 
ends at 191. T hus, 184.8.2.67 identifies nerwork number 184.8 and node 2.67. 

Continuing on a theme, if the first three bits of the address are 110, this identifies 
the address as a Class C address. Class C nerworks use the first three bytes of the 
address to identify the nerwork and the last byte to identify the node. The nerwork 
address is now 24-birs long and the node address is now only 8 bits long. The 
range for C lass C nerworks begins at 192 and ends at 255. H owever, nerwork 
addresses with a first byte value greater than 223 are reserved for special C lass D 
multicast addresses, which we won't cover at this time. Therefore, the identifier 
2 10.1 92.52.10 identifies node 10 on nerwork 210.192.52. 

(Reserved 
llllll!r-~-----~N~,~~~~Ad7W.~M~-------~ Nod~ Address 

11 0 11 000 0000 1 000 00000010 01000011 

128 64 32 16 8 4 2 1 . 1 28 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

216 8 2 67 

Closs ( IP Addressing 
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Now that we have covered the basics of network addressing, it's time to consider 
what has to happen to an address if you divide your network into subnetworks 
using routers. With Apple Talk, you would simply make up another number and 
assign your network that number. With IP, you have to play with all the rest of the 
network administrators in the world. Therefore, you have to learn a few rules 
before you decide to divide your network into its various realms of feudal power. 

The IP Mask 

IP masks are used to indicate which portion of an address is used for the network 
address and which portion of the address is used for the node address. Under­
standing how to mask is easy. For every segment of the address which is dedicated 
to the network number, place a mask. In other words, follow this simple table and 
you'll be fine. 

Class Network Node Mask 
A 3 255.0.0.0 
8 2 2 255.255.0.0 
c 3 1 255.255.255.0 

IP Masking Table 

IP Subnets While the organization of IP network addressing per se allows the Internet a man­
ageable and efficient routing structure, IP subnetting allows network designers 
and administrators to perform the same types of organization as the Internet. Just 
like dividing AppleTalk networks into subnetworks, subnetting an IP network 
performs the same management of traffic. It also limits the broadcast packets by 
using the node address bits as additional network address bits, and therefore the 
standard structure of an IP address can be modified to create a subnetwork. This 
moves the logical "dividing line" between a network address and a node address, 
thus creating more "networks" while losing a certain number of possible node IDs 
for the address. While this works "locally" in Company X's network, the Internet 
still interprets all the addresses within the license as standard IP addresses. 
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Defining the 
Subnet Mask 

To define a subnetwork within any given license a bit mask, called the sub net mask, 
is applied to the IP address. Once a bit is "on" in a mask, that bit in the address is 
interpreted as a network bit instead of a node bit. Thus, as I warned you before, 
as you lengthen the network address you will have less node addresses possible. We 
are going to discuss the basics of subnetting here using the example of a C lass C 
license, which is the most common of all licenses. Let's take the Class C address 
range of2 16.8.2 .0. If the network is not subnetted, all computers consider them­
selves to be on the same network and listen to the same broadcast packets. 

128 64 

The standard subnet for a Class C address is 255.255.255.0. In creating a com­
mon Class C subnet that divides the network into four subnets, the subnet mask 
would be used to extend the network portion of the address by one byte. The sub­
net mask would become 255.255.255.192. The top two bits of the last byte are 
used for the subnetwork address and the fast six bits are used for the node IDs within 
those subnetworks, with the subnet incrementing by 64 each time. 

Node Address 
1 1 1 1 1 1 0 0 0 0 0 0 

32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

255 255 255 192 

T he above subnet mask wi l l divide a Class C network Into four subnetworks. 

Subnetwork 1 
Node Address 
0 0 0 0 0 0 

128 64 32 16 8 4 2 1. 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

216 8 2 0 

Node Address 
0 0 0 0 0 0 

128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

216 8 2 64 

Node Address 
0 0 0 0 0 0 

128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1 

216 8 2 128 

Node Address 
0 0 0 0 0 0 

128 64 32 16 8 4 2 1 . 128 64 32 16 8 4 2 1. 128 64 32 16 8 4 2 1. 128 64 32 16 8 4 2 1 

216 8 2 192 

Closs ( Subnet Mask 
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If given a Class C license, the four subnetworks with their subnetwork numbers 
and masking would be broken down as shown in the following diagram. 

Subnetwork 1 
Sulmet: 216.8.2.0 
Sulmet Mask: 255.255.255.192 

Subnetwork 2 
Sulmet: 216.8.2.64 
Sulmet Mask: 255.255.255.192 

Subnetwork 3 Subnetwork 4 
Subnet: 216.8.2.128 Subnet: 216.8.2.192 
Subnet Mask: 255.255.255.192 Sulmet Mask: 255.255.255.192 

Breaking Down a Gass C into Four Subnetworks 

Setting the Broadcast Address 

Whereas Apple Talk networks have a set broadcast address for every network, the 
broadcast address for IP has to be set per subnetwork and is usually set to all 1 's. 
Therefore, the standard broadcast address for the Class C network 216.8.2.0 
would be 216.8.2.255. However, that doesn't take into account subnet masking. 
The basic rule is that a broadcast address for a subnetwork should be the highest 
node address within the subnet. 

Subnet 
216.8.2.0 
216.8.2.64 
216.8.2.128 

Mask Broadcast 
255.255.255.192 216.8.2.63 
255.255.255.192 216.8.2.127 
255.255.255.192 216.8.2.191 

216.8.2.192 255.255.255.192 216.8.2.255 

Broadcast Addresses for Each Subnet 
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Setting the Rest of the Addresses 

Along with the network, subnet mask, and broadcast addresses to set for IP, there 
are a few more setting to configure before you are ready to roll. These include the 
name servers (along with the domain name), the default gateway, and how you are 
going to handle individual node addressing. 

TCP/ IP 

CoMtot m: I Ett>trntt •I 
S.tup 

eon~~g~ro: I -.,.ny • I 

P Addrns: I I 
Oomltn nam•: ln•tfrontt.rs .oom I 

Routtr odchH: I 
~======: Hamt stf"Ytr addr' .: I 

Open Transport TCP/ IP Control Panel 

IPAddress 

This is the node's IP address. This should be filled in using "dot" notation, mean­
ing something like 157.22.252.17 (but please don't use this one, since it's mine). 

Domain Nome 

Your domain name must be registered with the lnterNIC committee. Once that 
is accomplished, your Domain Name Server (DNS) can be set within your net­
work or at your Internet service provider. Enter that information into the Domain 
name field exactly as it comes back from the !nterNIC committee. Somebody once 
asked me if spelling matters. Yes, of course it duz (that's a joke, folks). 
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SubnetMask 

This is the same subnet mask that you gave to the subnetwork router when you 
set up the network. This, too, needs to be filled in using dot notation. Again, here's 
a sample from our system which I'd rather you not use yourself unless you know 
why you need to use it: 255.255.255.192. 

Router Address 

Any time a packet must be sent outside of the local subnetwork, it must be sent 
through a router. With Apple Talk, each computer holds an RTMP stub that has 
the address of the last router from which it heard. With IP, you need to know the 
address of the router or routers that are the default gateways to the world outside 
of your subnetwork. Type in either the router's address in dot format or a list of 
router addresses in the same format. 

Domain Name Server Address 

Finally, you need to know the address of the Domain Name Server with which 
you are working. If this is inside the company, use that address. If it is outside the 
company, say at the ISP, guess what? You need that address, too. 
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CONFIGURING YOUR ROUTERS FOR TCP /IP 

Now let's cover setting up your routers for IP. We take a small network with Ether­
net and LocalTalk connectivity and show how the routers that are already set up 
for Apple Talk can be set up for IP as well. The following diagram shows the net­
work I'm describing. There are a total of eight subnetworks, not including the net­
work link to the ISP. Apple Talk Networks 1-1, 950-950, 1800-1800, and 2000-
2000 are all Ethernet networks that can directly support IP. Networks 3, 4, 5, and 
6 are all Local Talk networks that can't directly support IP since their Physical lay­
ers do not match. Therefore, we need an alternative for setting up these users for 
IP traffic. We show the router names as well as the IP addresses for each subnet in 
the larger type, with Apple Talk information in smaller type. 

Link to ISP 10.22.252.0 

/ 
FRAMEWANlOISP MR900i 

'/ 
184.8.2.64 ! 184.8.2.0 184.8.2.128 

/ 2000.21/ / 
1800. 1800 • 950 

/Mvr:::;ter 184.8.2.192 
RISC :Router4000 / 

1·1 o::----~~ 

lnterRoute5 ~rAoule~s1s:~~~~~'22a7 

~~---~~~ ~6~---~ 
Mid-size LAN Showing Apple Talk and IP Network Addresses 
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Setting up the WAN Router 

The WAN router for this network has two basic ports: a port to the WAN and a 
port to the Ethernet network. Both of these have to be configured before connec­
tivity to the Internet can be established. When setting up your WAN port config­
uration, you need your IP address, subnet mask, broadcast address, and the 
remote node IP address from your service provider. These are all set by your ISP. 
Trust me, if they give you the wrong information, you'll never get configured. 
Make sure that you double-check everything with them before you launch into 
the nitty gritty of configuring your routers. 

lilEJ~ IP Conflg - WRN A - MR9001 ~fi!I~ 
-I8JIP On 

r-181 Numbered Interface 

IP Bddreu: 1• 8.22.252.75 I 
Network IP Subnet ~atl<: 1255.255.255.9 I 

/Link to 15P 10.22.252.0 Network IP Broadcast ftddre11: I• 8.22.252.255 I 
Remote Node IP 8ddre11: It 8.ZZ.Z5Z.1 I 

OIRAM:WANI"DISP 0 MR900i 

./ 
(I ll OK I Cancel l 

lei 

~9001 184.8.2.0 )}!B~ TCP/IP Conflg - Ethernet R - MR9001 ~i! 
2000.21 / 

0 I 
-® IP Routing Q IPOff 

IP Bddren: ltB4.8.2.1 I 
2000.2010 J 
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Network IP Subnet Matl<: 1255.255.255.192 1 

Network IP Broadcatt 8ddre11: jt86.8.2.63 I 

~ OK II I Cancel l lfii 

Setup Configuration for the Sample WAN Router 

When configuring your Ethernet port for the router, you need to know the IP 
address for the router port itself, the network subnet mask, and the network IP 
broadcast address. The reason that I emphasized the router port's address is 
because each of your nodes can be set for static (manual) addressing or some type 
of server-based addressing. The routers and other fixed devices on your network, 
such as printers and servers, should all have manual addresses. Your routers must 
have manual addresses set for each port. When setting the address of a router, it is 
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usually smart to set the address as the first couple of addresses for that subnetwork. 
Ergo, your first router should be 1, with the second router as 2, and so on. It 
makes management easier down the road. 

If you use decent software, you should receive a suggestion for a subnet mask. 
Once that is set, the software should enter your broadcast address automatically 
for you. If your software doesn't suggest the correct broadcast address, remember 
that it is the highest number in the sub net range. 

Setting up the LAN-LAN Router 

184.8.2.64 184.8.2.0 184.8.2.128 

184.8 .2.192 

TCP/ IP Conflg- Ethernet R - MR9001 ~liR Mi~ TCP/ IP Config- Ethe rnet C- MR90DI 5' 

@ IF Routing 0 If Off @ IF Routing 0 IF Off 

I P Rddreu: 11 84.8.2.2 I IP Rddreu: 11 84.8.2.129 I 
Network IP Subnet Maol<: ]255.255.255.192 I Network IP Subnet Mask: ]255.255.255. 192 I 
Network IP Broadcaot Rddreu: ]1 86.8.2 .63 I Network I P Broa dca• t Rddreu: ]1 86.8.2.191 I 

II 01( ll I Cance l l 
~ 

II 0 1( II I Cancel l Jj 

ilil~ TCP/ IP Conflg - Elhernet B - MR900i i;lil~ TCP/ IP Config- Elhernet 0- MR9001 

@ If Routing 0 IP Off @ If Routing 0 IP Off 

IP Rddreu: ]184.8.2.65 I IP Rddreu: ]184.8.2.193 I 
Network IP Subnet Maok: 1255.255.255.192 I Network IP Subnet Ma sk: 1255.255.255.192 I 
Network IP Broadca• t Rddreu: 1186.8.2.127 I Ne twork IP Broadcatt Oddreu: 11 86.8.2.255 I 

II 0 1( II I C~ ncel l ~ II OK II I Cancel l IQi 

Setting up a LAN-LAN Ethernet Router with IP Routing 
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We have already configured one of the networks for TCP/IP protocols-the net­
work that the LAN router shares with the WAN router. Therefore, one of the IP 
addresses for that LAN is in use by the WAN router's Ethernet port. When setting 
up the second router for that network, we know that the router's IP address has to 
be at least the second address in the range. Given the sub net masking that we have 
performed to create the four subnetworks, we set up each of the routers with the 
appropriate information and routing setups. It's not that hard to do. 

Setting up Your Router as an IP Gateway 

lffiJ - - 7 TCP/IP Config- Ethernet R- MR900i -- ·--·--=41ml! 184.8.2.192 
-® IP ftoutlag Q IP Off 0 

~terRoute/~ 
1-1 

IP ftddren: 1184.8.2.1 94 l 
Network IP Subaet lofasl<: 1255.255.255.192 l 
Nehuorl< IP Broadcast Bddren: 1186.8.2.255 I 

lntcrRode/5Seriall2267 
3.144 

A II It 01< I Cancel I 
~ 0 0 

4 6 

~!Iii - IP Configuration- LocaiTalk R -lnterRoute5~ IE~ IP Configuration - LocaiTalk B -lnterRoute5 ~!IDE 

I8JIP Forwarding On I Etberoet a ·I ~ I P Forwarding Oa I Etbcmct 8 •I 
.-- I P Bddreu Raaget: IP ftddreu Baaget: 

Flnt IP ftddreu In Baage: 1186.8.2.214 I Flnt IP Bddreu In Bange: 1186.8.2.224 I 
Number of Dynamic Rddrcuet: [!] Number of Dynamic ftddrenes: !!!] 
Number of static Rddreuet: D Number of Static ftddrcuet: D 

II 01< lt I Cancel I 
IW 

(1 01< I I Cancel I 
~ 

IDID~ IP Configuration - LocaiTalk C -lnterRoute5 ~ "~ IP Configuration - LocaiTalt D -lnterRoute5 ~H 

I8JI P Forwarding On I Etbernet II •I ~ IPForwardlng On I Etbernet A •I 
IP Rddreu Ranges: IP Rddrcn Banget: 

First IP llddreu Ia Bange: lt86.8.2.234 I Flnt IP ftddreu In Bange: I• 86.8.2.244 I 
Number of Dgaamlc Bddrenet: l!iJ Number of Dynamic Bddreuet: [!!] 
Number of Static ftddreues: D Number of static Bddreues: l!::J 

(1 01< tl I Cancel I [ij 
(1 01< It I Cancel I 

Iii 

/nterRoute/5 Ading as on IP Forwarding Gateway 
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Now that you have your IP routers set up, it's time to figure out how to give IP 
access to your nodes on LocalTalk (IR counts as LocalTalk, remember). If your 
router supports it, the easiest way to do this is to ser up your router as an IP for­
warding router. This allows Loca1Talk or ARA users to access IP addresses over 
other-than-Ethernet Physical layers. At this point, you have tow choices. The first 
choice is to set up your router to use the address space for a single IP subnetwork 
address range. The second choice is to set the router to subnet down to LocalTalk. 

IP Forwarding 

The first choice, IP forwarding, reserves a combination of static and dynamic 
(server-provided) addresses within the given network range. Usually, all you have 
to do is provide the starting address, the number of dynamic addresses, and the 
number of static addresses within the range you desire. 

You can have only one IP gateway per zone. Your users will need to know the 
Apple Talk zone in which the router is located so that they can find it during the 
setup of their workstation's IP addressing. Set up your users for a MaciP Server 
(the service the router registers) and select the router's zone in the user's TCP/IP 
control panel for Open Transport or MacTC P control panel for standard Apple­
Talk users. 

.m TCP/ IP 

Connoolvlo: I ~ltTdc(M .. IP) Tl 
__. IP conflguretlon - Loce1T11Ik R - lnterRouteS~ s.~ 

I Tl 
[8J irFonaar~lng Oo I ... , Ccwlf-t: Us~ HK:P Sf.rvH 

Ethernet 8 
,._,. TroW..., ~p Stn'tr z.ont: 

IP ftddreu Rangeo: l S•l•ct ZOM ... 

first IP Rddreu In Range: 1186.8.2.214 I IP Mcrus: ( a:upplitd bv Hn'tr ) 

Number of Ounamic ft ddreueo: ~ ~lnnamt: le•w•a•• I 
Number of static ftddreuet: ~ 

Sollntii!IUic: < suppHtd bv SH"Yff') 

Routtr .scrHs: < supplitd b\f StrY..- > 

II OK II I Cancel l Iii N.m• • .,.v.,.lddr'.: < supp1kd bv Hf"'nt'" > 

Router Setup (/eh) and Corresponding User Setup (right) 
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IP Subnetting 

If your router is capable of subnetting your Local Talk networks, then you can set 
your routers to route down to Loca!Talk while creating a subnet mask for them. 
Open Transport supports both server-based and manual addressing of Loca!Talk 
nodes as long as your routers are set up as shown in the following screen shots. 
Again, this is a generic routing diagram-actually taken from the screen of a 
Compatible RISC Router-but you'll get the idea. When subnetting down to 
LocalTalk, don't forget that you have to give the Loca!Talk port of the router an 
IP address. Also assign the subnet mask and give some of the devices dynamic 
addresses. If you want to hide the LocalTalk sub net from the rest of your internet­
work, don't turn on the broadcasting of IP routing. If this is on, the routers will 
know of the presence of this subnet. If it is off, it will be hidden from the rest of 
the network. 

IB TCPIJP 

Conntet 'ria: I ~ltT•Ic(Mo<:P) .. I 
S•tup 

Conflq<r• : I Us~ Mac iP Manual~ .. I 
~ IP Conflnuratlon - l oCDITDik A - Mlt Router ii¥¥4!10 MloP HrYtr zen.: ......,. Tr•n!!i 

~~lr ftd drenlng ~et hod: i811POD 
0 Forwarding b•ted on: I .. I 
® Subneltlng 

( S.ltot Zono ... ) 
p Addr'Hs : II I 

Oornn\Mmt: lnotfrontlon.com I 
I r ft ddreu ftange t: Sut>not .,.s~~ : I I 
f irtt I r ftddren In Range: 1186.8.2.215 I 
Number of Dgnamlc Rddrenet: @:] 186.8.2.215-

186.8.2.224 

Number of Static ftddre u eo: D 

Routtf'~HS : I I 
Namt nrvtr tddr.: 

I I 
LocaiTalk lr Subnottlng 

LocaiTalk I r ftddron: 11 86.8.2.214 I 
LocaiTalk If Sub not ~atlc (255.255.255.1921 I 

TCP/ IP 

c.nnootm: I ~ltT•Ic(MM:P) .. I 
S.tup 

0 Broadcatt IP Routing I nformation (ft If) Confi9uf•: I Us~ MloiP Strvtr · I 
M101P s..-v.r ZOM : Mtno Tr•tl!!i 

( Stlf.ct zon •... ) 

II OK ~ I Cancel l l'i' 
IP Addrus: < supp Utd b4.t Hf'Ytf" > 

o.om.in nwnt: IMUIBI& I 
s.bnti !Nsl< : ( supplitd bltl strvtr ) 

Routtr <iddrHS : ( supplitd b\1 strvtr) 

NMM Str'Ytr iddr.: < S\IC)pUtd bl.l StrYtr' > 

Router Setup (/eft) and Corresponding User Setup (right) 
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SETTING UP THE MAC IP GATEWAY 

There is one last item on our agenda. If you don't have a router that is capable of 
acting as an AppleTalk-to-IP gateway, or you don't want to use your router as such, 
you need some way of using your IP services. O ne of the best ways is through the 
Apple IP gateway. This is a software-only product that resides and runs on any 
Mac which is capable of running Ethernet and IP. In reality, I wouldn't go putting 
it on my company's Ilsi, but I wouldn't spend a bunch of money to put it on an 
8100 either. Something like a Ilci or a Quadra is a great computer for this gateway. 

The sole purpose of the MaciP gateway is to deliver IP addresses over Apple Talk 
to users who need them. Configuring the user is simple. Set the Open Transport 
Control panel to MaciP and point it at the zone with the gateway. 

There isn't much to configuring the gateway itself, either. The only real thing that 
you need to know about configuration is that the machine on which the gateway 
is running must be configured for a manual IP address. This, along with the rout­
ers, is one of those incredibly important machines on the network, and therefore 
should always be manually addressed. It doesn't work if you don't do that, by the 
way. T he basic Gateway Information window for our network is shown in the next 
screen shot. It shows a few of the people that have signed in to it- probably 
Netscape surfers. 

GII!IDWIIY I nformlltlon 

% AddrtSJ.tS .Vitllblt: 72 llttworlcoollvtllj : ld1t llus1,i 
Addrtss.s assiQMd: 3 

Nt.rnt>.r of ustrs ooMt<~ttd : 3 Httwork trrors: Low Hi911 

ApploTilk PIOkots 
t:!Jitll!!l!! !!1m! PMdron -- Font ..-dod ld1o Tlmo 

Oortan's CompJttr 1:57.22.2:52.149 1. 1 997'5 6!56:47 0 
Ftlbc's computtr 1:57.22.2:52.149 1, 27 ~ 2:20:19 
Nttwork M~nt 1 ~7.22.2:52.100 1, 1" 9~9 0 :11 :49 

Got•w.., b ..,...,11>1 : On Stop 

Gateway Window 
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Configuring TCP on the Gateway Computer 

When serring up the Mac!P gateway, first set up 
the TCP/IP configuration on the computer on 
which you are running the MaciP gateway. This 
will show the original MacTCP configuration. If 
you are configuring TCP using Open Transport, 
you will "get it" by looking at these screens. ~ 

Elhorn• l (6) 

1. Select the Ethernet port connected to the IP 
network. "EtherTalk" is nor used in this case, 
since that refers to IP encapsulated in Apple­
Talk. Here you are configuring the IP net­
work connection, which is native IP. 

L---··-·-----·----·--
2 .0.6 

MocTCP Control Panel 
2. If the gateway's IP address is manually ob-

tained, enter its address in the IP Address field. Click More ... to reach the 
next dialog box. 

1- obtein AdOress:l c-,----- IP AdOress:---

1 @Monually I! Class:O!J AOdress: 18.127. 11.1 17 

I 0 Seruer I Subnet Mosk: 255.0.0.0 

I 0 Oynomlcolly II 1111111 m 11111111111 1111111111 11 
' Jl Net I Subnet I Node 

I 
Bits: 0 0 24 

1 
'I Net: l1e I 0 Lock 

Subnet: ro--==:J 0 Lock 

~
outing Information:; 

teway Address: J' 1 NoOe: l83261m I 0 Lock 

120.4.56 I r-----Domaln Na;e Se~~;r I nformation:~·= ------·-·-l Oomoln IP Address Defoult 1•- to.com i11e.272 2 I ® ~ 
j .. ,"",....., i11 e27o 12 I 0 !..:. 

[QDJ ~ J..,..,....., lhe270IO I 0 • 

The "More" Window of MocTCP 

3. Under Obtain Address, select Manually if the gateway has a fixed IP address. 
Select Server if it will obtain its address from a server. Most IP gateways will 
use Manually here. 
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4. Fill in the Domain Name Server Information fields as specified by the net­
work manager. 

5. If the gateway has a fixed IP address, first set the subnet mask to the value 
specified by the network manager. Next, in the Gateway Address field, enter 
the IP address of the subnet's IP router. 

Configuring the MaciP Gateway Software 

Once you have set the TCPIIP configuration for the computer itself, set the starr­
ing range for the IP addresses, how many there should be for server-based address­
ing, and how many there should be for manual addressing, if you want that also. 
Finally, you can set ind ividual node security for the gateway by setting a user 
restriction list. That's all there is to that, folks. 

1. Select Automatically assigned in the Addressing Preferences field if the gate­
way will assign IP addresses to clients. Select Manually assigned addressing if 
each client has a fixed address. Select Both if both methods apply. 

Network Restrictions .•. 
~ Gotewoy Setup 

I 
Aatomatlo lP .,..•ssW..: 

Hid• IP sH"vk:•s fnm: @) on)V tM ~"'" listtd 
N~ of ~ddreuts: ~ 0 an adctr'tsus t~t thost Hsttd 

A~Urustftt Pref•r•oc..s; Stwt of Pr-.: J1,7 22 ~2.76 I 
o ........... l);us-

r- Aftp\4tla11r: .. tvort list : 
Endofr.,.. : ,,.,.22ZS2.1:50 

C] o ....... l);us-

@)Both tunual IP NclrHstat: I Remoue ) 

~ofaddr.ssts: ~ 

[gJ Aetrut. t~t•~~ at ~tosh ·~ St.-1 of P r..,. : h57.22~~ I ) .................. , r:=J to: [=:::::J ( Add 
[g) Uu nttvotit ""trkt.ts I set Up ... I tndofr-.: 0.0.0.0 I 

--
l I I It II I I ton~l OK 

( ton eel OK 

Gateway Setup Windows 

2. Each mode can support up to 253 contiguous addresses. Enter the number of 
addresses and the first address in the range for each method that will be used. 

3. SpecifY whether to activate the gateway at Macintosh startup. 

4. SpecifY whether to impose network restrictions. 
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5. Network Restrictions can be used to restrict access to the IP network from 
certain Apple Talk networks. 

6. Use the radio buttons to specify whether you are allowing or denying access 
to listed networks. 

7. Enter the beginning and ending numbers of each Apple Talk network range 
to be included. 
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WHERE TO GO FROM HERE ••• 

There is a lor more that you need to know to route TCP/IP properly. This is just 
the beginning. With the advent of Open Transport, Macintoshes will be able to 
become full IP citizens, with the ability to use BootP, DHCP, and other servers. 
Many vendors are beginning to make a move toward normal Apple Talk services 
running over TCP/IP because of packet sizes, so it might make sense for you to 
really invest some time in learning as much as you can about it. 

In Apple Talk Network Services, we discuss which services might run better under 
Apple Talk and which might run better under TCP/IP. Understanding when to 
move to TCP/IP is just as important as deciding how to move there. 

I hope we've been able to help. As always, if you need to get a hold of us, you can 
(our contact information is on page xv of the introduction to this book). 
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with LT Hubs in 
Concentrator 

Front (/eh) and Bock (right) of a Wiring Rock Populated with Routers, Switches, and Hubs 
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With your wiring system in place, you need to build the rack that will house your 
Ethernet and LocalTalk hubs, your switches, and your routers. This chapter 
explains some of the concepts behind building a single, non-extended rack. We dis­
cuss a single rack only, because we merely want to show how to build one of them. 
The rack we work with has a multipart router, a LocalTalk-only switch, a Local­
Talk-to Ethernet switch, and a Farallon Concentrator populated with both Ether­
net hubs and an InterRoute/5 Ethernet-to-multi-LocalTalk hub router. This 
combination should give you a good idea of what you might expect in the real 
world when connecting systems together, along with the software you need when 
doing it. 

Start with Interconnections 

First, plan the interconnections of the wiring rack devices themselves. If you don't 
have a methodology for connecting them together, you will have a bit of a prob­
lem. Believe me, putting them together on a drawing board is very different than 
putting them together in the real world. I can't tell you how many of our students 
and clients plan their networks without realizing how they are going to connect 
all their devices together. To begin this process, take an inventory of the kind of 
interconnection devices you have on each piece of your rack gear. Taking an inven­
tory of our rack gear, we find that we have the following: 

• The four-port router has DIN-8 standard LocalTalk connections for the two 
LocalTalk ports and has switchable AUI/Rj-45/ThinNet connectors for the 
two Ethernet ports. With Ethernet, this means that we can connect any way 
we want. With LocalTalk, this means that we need StarConnectors for each 
port we want to use. 

• The Local Talk switch does not have a "backplane,,, meaning that if we want 
to connect it to something, like the LocalTalk port of the router, we need to 
use one of the ports on the front panel. That means that we have to give up 
that port and can not use it for end-user connectivity. 
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• The Ethernet-to-LocalTalk switch we are using has an AUI port on the Ether­
net backplane. That means that no matter how we want to connect to Ether­
net, we need to purchase a transceiver of some sort. 

• The concentrator has two Ethernet channels that can be used for "upward'' 
connectivity to the rest of the network. One of the Ethernet channels has an 
AUI port and the other has a ThinNet BNC. 

Debate and Decision 

We could connect the Ethernet-to-LocalTalk switch off one EN port of the router, 
the concentrator off the other EN port, and the LocalTalk switch off one LT port, 
thus using as many ports as possible. Another option would be to connect the con­
centrator and the EN-to-LT switch off one EN port on the router, leaving the 
other port free for future expansion. If we connect all three devices together, we 
need to use a common Ethernet connection methodology. The easiest way to do 
that is to connect them using ThinNet coaxial cables. Both the concentrator and 
the router have BNC connectors and transceivers built in, leaving the EN-to-LT 
switch as the only device for which we need to buy a transceiver. 

We decided to put the three EN devices together on one ThinNer bus, thus leav­
ing the router with a free port for expansion. Given that there aren't too many 
Ethernet computers, the network shouldn't become bogged down with traffic. To 
decrease the possibility of collisions due to NBP requests, we will segregate the 
network into several zones. Building this internetwork will create a total of nine 
different network segments-two Ethernet and seven LocalTalk. The planning 
diagram for this network is shown in the next picture, with the letters describing 
the following: 

A. This is the connecting line for the ThinNet network. It connects from the 
router through the EN-to-LT switch and ends up at the concentrator. The 
concentrator's internal bus takes care of connectivity for the different hubs 
and the lnterRoute/5. 

B. This is the short connection from the LocalTalk port on the router to the port 
on the LocalTalk switch. 
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A 

6 

EN1 

LT1 LT2 
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This shows an 

EN2 

i 

Four-Port Router 

LocaiTalk Switch 

EN-to-L T Switch 

EN HUBS and 
EN-to-LT Router 
and LT Hubs 

internal EN bus. This shows internal 
EN-to-L T routes. 

Planning Diagram for the Wiring Rock 

The next picture shows what the back of the rack would look like with everything 
networked together. Sorry about not being able to draw a ThinNer transceiver, 
but hey, I build networks, I don't do art. We can't afford a great artist-except for 
our covers-so you'll have to use your imaginations a little bit, okay? 
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Back of the Rack 

N ow that the routers, hubs, and switches are physically connected, create the "log­
ical" network. In other words, create the Apple Talk network numbers and Apple­
Talk zones that need to be configured in the routers before they can become 
operational. You really have three routers in this rack-one is the four-port router, 
another is the EN-to-LT switch, and the third is the lnrerRoute/5. However, in 
our configuration, you have only two Ethernet networks. Remembering our def­
initions of routers, that means that only one of the routers has to be a seeding 
router for the Ethernet side. The other two routers can take their cue from this 
first seed router, if necessary. You could seed all your routers. If you do, make sure 
that you enter the exact same information in each one of them, or you will have 
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some real problems. Remember, management of routers should be accomplished 
at the port level, not the device level. Each port is a network or connects to a net­
work, and you manage networks in the real world. 

EN 1 

LT 1 LT 1 

EN-to-LT 
Switch 

LT 1 

Logical View of the Network 
LT2 LT3 

Once you have planned your physical and logical network, create a routing table. 
Do this on paper first. In that way, you know exactly what to enter when you are 
in front of your computer actually setting each router's parameters. Our method 
of creating a table is simple. We include the router's name, port information, seed 
status, network number or range information, and the router's zone list. With 
Ethernet routers, there can be multiple zones, but one of those zones is the router's 
default zone. When creating our table, we usually list the default zone in boldface. 
Since there can be only a single zone on LocalTalk networks, there is no need for 
a default zone or typing the zone name in boldface. If your network already has 
routers in place, ensure that you have the network number/ range and zone infor­
mation for the existing routers. Life can get pretty weird if you decide to put up a 
router on your network with a network number that already exists elsewhere. 

Review of Numbering 

There can be 253 devices per each Ethernet network number. That means that if 
you have an Ethernet network range of 1-1, you can have up to 253 devices. If 
your range is 1-2, you can have 506 devices. Make sense? There are a lot of net­
works out there that have ranges of 1-5000, or an extreme of 1-65000 (right, 
Favian?). In actuality, you don't need that many numbers in a range. LocalTalk 
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EN/LT Switch 

lnterRoute/5 
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networks can have up to 254 devices per network. In reality, it is inadvisable to 
put more than 500 devices on any given Ethernet network and more than 36 per 
LocalTalk network. When creating a network numbering scheme, then, put into 
practice something that makes sense. We always number Ethernet networks so 
that they end with a 1-3, and LocalTalk networks so that they end with a 4-9. 
That way, when looking at a packet trace, if the originating computer came from 
network number 4021, I know that the computer is on Ethernet. Likewise, if it 
came from network number 1766, I know that it originated from a LocalTalk net­
work. It's just our way of doing things. Here is our sample table: 

Port Seed Status Net Info Zones 

Ethernet 1 Seed 1-2 Public, R&D, Senior Staff, Admin 
Ethernet 2 Not Used - -
LocuiTolk 1 Seed 4 Senior Staff 
LocuiTolk 2 Not Used - -
Ethernet 1 Non-Seed Garnered Garnered 
LocuiTulk Bridged Garnered Garnered 
Ethernet 1 Non-Seed Garnered Garnered 
LocuiTolk 1 Seed 5 Admin 
LocuiTolk 2 Seed 6 Admin 
LocuiTolk 3 Seed 7 Admin 

LocuiTulk 4 Seed 8 Admin 
Sample Router Table 
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Front of the Rack 

Once you have everything figured our and 
installed into your routers, it's rime to parch 
the cables together on your new rack. 

The smarr way to do this is to use colo red 
cables from rhe incoming distribution parch 
panel at the top-where the wiring company 
terminated horizontal cable runs going to the 
computers-to rhe appropriate switch or hub 
on rhe bottom. This gives you a visual repre­
sentation of where your cables are going and 
quickly helps you discover to what a computer 
is connected. 

At rhe same time, label nor o nly the patch 
panel positions, but the cables as well. What I 
tell people to do, and what they rarely do and 
always regret nor doing, is to label the parch 
cable in two places. On the end going into the 
incoming distribution panel, place a label that 
says into which port and hub/switch the cable 
is plugged at the other end. G uess how you 
should label rhe end go ing in to rhe h ub or 
switch? How smarr our readers are! Yes, label it 
with the position number of the cable at the 
incoming distribution panel. Front of the Rack 

Once you have connected everything and checked rhe UPS (yes, Joe, you do need 
a UPS on your rack), you are pretty much finished with the rack. You can leave 
feeling good about yourself, knowing that when the time comes, you will be able 
to find and troubleshoot any of the computers. 



CHAPTER 15: 
STRUCTURING A SIMPLE 

LAN/WAN 

Now that we have covered how to install a single wiring rack, let's take a look at 
network planning and installation a different way. We are going to look at what it 
took to build the network shown in the following diagram. 

211-211 
Acme Engineering 
•E-Mail 

311-311 
Acme Marketing 
•E-Mail 

121-121 
Acme Public 
Acme Sales 

111-111 
•Unsecured Net 
•E-Mail 

255o255 o255o000 - subnet mask 
204 o163 o 251.000 - net number 
204 o163 o 25lo 255 - broadcast 

t------r.:.:ciHI Main Mail Server 

~--·~ 

127 117 

OneWorld 
Internet 

Acme Sales Acme Accounting 

Small WAN and Internet-Linked System 

The 
Internet 
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This system has the following basic architecture: 

• Internet feed 

• Unsecured IP/AppleTalk networking area 

• Secured router firewalls separating IP from Apple Talk 

• E-mail server that links to the Internet 

• IP gateway to dynamically assign IP addresses for Ethernet users 

• IP gateway to dynamically assign IP addresses for LocalTalk users 

• LAN and WAN routers 

We will walk through how we conceived of and then installed the networking 
components and critical software configurations. 
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THE APPLETALK NETS 

Let's discuss the original design concept of the networks and internetwork, and 
then we'll cover how that design changed as the needs of the network changed. 
Remember, the structure of your network is not only based upon your architec­
tural needs, it is based upon your services as well. Since this book doesn't cover the 
implementation of services per se, we look at them separately in their own book, 
Apple Talk Network Services. 

Building One 

Building One's network combined two Ethernet networks and two LocalTalk net­
works. Building One is a two-floor building with approximately 75 computers on 
each floor. As there was a mixture of LocalTalk-based computers and Ethernet­
based computers on each floor, the network architecture took that into account. 

Second 
Floor 

Ethernet 

Second 
Floor 

LocaiTalk 

First Floor 
Ethernet 

First Floor 
LocaiTalk 

Building One's Sample Network 

During the design phase of the network, it was decided that the LocalTalk users, 
who were spread out across the two floors of the building, would pretty much 
remain within their LocalTalk network. Mainly, they used limited FileMaker data­
bases and printed to LocalTalk-based Hewlett Packard laser jets. Therefore, 
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extended throughput to Ethernet wasn't needed. The LocalTalk users were segre­
gated, with one floor dedicated to the sales staff and another floor dedicated to the 
accounting staff. 

The Ethernet users, much like the LocalTalk users, were also segregated mainly by 
the floors on which they worked. The first-floor Ethernet users were made up of 
30 sales staff members dedicated to selling to the computer geek-based market. 
They therefore all had Ethernet-based mobile computers. The second-floor Ether­
net users weren't "users" per se. They were made up of the information services 
(IS) staff, the executive staff (who have computers on their desks that look "cool" 
to their golfing buddies), the main file server, the main application distribution 
server (File Wave), the main mail server {QuickMail), and a couple of high-speed 
HPSsi-mx printers. 

Thus, the original design of the network called for a single four-port router to be 
implemented: two ports for Ethernet and two ports for LocalTalk. This router seg­
ments the traffic and the floors themselves. The router selected was the RISC 
Router 3000E from Compatible Systems. 

Buildings Two and Three 

Buildings Two and Three are separated from Building One by about four miles. 
They are both in the same office complex. In the original design of the complex, 
Building Two was the first building, followed by Building Three, and finally 
Building One was built to be the company's corporate offices for MIS, account­
ing, sales, and executive staff. 

Building Two houses approximately 50 Ethernet users. Building Two is mainly for 
the engineering staff that builds the Acme Widgets, and therefore it has many 
CAD workstations, high-speed printers, and a mix of high-end Macs and servers. 
It has its own e-mail system based on QuickMail. 

Building Three has about 20 Ethernet users and contains mainly the marketing 
staff. They had their own e-mail server, along with all the color printers, RIPs, and 
other material needed to create the package designs and marketing material for 
their products and catalogs. 
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Original Network Design Plan 

As originally designed, the networking plan called for three different networks: 
Building One's network, Building Two's network, and Building Three's network. 
The buildings would be linked only by the QuickMail-to-QuickMail bridges. 
Since only Building One's network had a router, it was the only one that would 
need network numbers and wnes. The zones were basic. Sales and Accounting 
were the primary zones, with sales running over from LocalTalk to Ethernet to 
make it easier for the sales staff to find each other. The MIS staff and others in the 
executive department also shared a zone called Acme Public in which they placed 
the mail server and major services that all users could access from time to time. 

111-111 
Acme Sales 

Building 1 

• 
Building 3 

127 
Acme Sales cme Accounting 

Original Network Design 

The network numbers reflect a basic design philosophy for Apple Talk numbering. 
The numbering system is as follows: 

• Each network number ends in 1-6 for Ethernet and 7-9 for LocalTalk. 

• The second digit in each number represents the Boor on which the network 
is physically located. In the event that a network is located across two or more 
Boors, its number shows the originating or lowest Boor. 

• The rest of the numbers indicate the building. 
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Thus, network 127 would designate Building One (1), second floor (2), and Local­
Talk (7). This gives the network administrators an easy way to determine from 
which location a problem originated. 

This plan worked well ... for about a month. It worked until the marketing 
department decided that they needed direct Internet access for researching Web 
pages and, even more important, for Internet electronic mail to their customers. 
This meant a complete change of structure for the network. TCP/IP access would 
need to be added, as well as electronic mail gateways to the Internet itself. 

New Network Design Plan 

The new needs were for full access to the Internet from every workstation on the 
network, as well as security from the Internet and potential hackers, and security 
from abusers of the system within the company. Thus, the company was forced to 
restructure its LAN and WAN designs. When migrating from individual net­
works to a WAN, the connection methodology for the WAN itself had to be con­
figured. The questions at hand were as follows: 

• 

• 

• 

How do you connect all three buildings and the Internet together? 

How do you create a firewall for security to and from the Internet that is still 
easy to administer? 

How do you keep your WAN connection costs down while giving your users 
as much throughput as possible? 

These questions come to a boil when you look at the two possibilities for WAN 
connections: Frame Relay and ISDN. 

Frame Relay would provide for a three-way connection between the three build­
ings that could be left "open" and "running" at all times. Building Two could com­
municate with Building Three without having to be routed through Building 
One's router. Tariff management would not be necessary with Frame Relay, as 
there aren't line usage charges like !SON's long distance charges. Frame Relay also 
provides a methodology for extending the WAN connections between any new 
buildings that might be built. Thus, Frame Relay was chosen for the building-to­
building routing plan. 
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ISDN allows for bandwidth at the basic rate that is twice that of the 56 kbps 
Frame Relay lines chosen for the building-to-building connections. However, 
ISDN is a tariffed protocol that charges for long distance calls and thus couldn't 
be used for any building-to-building WAN routing. What ISDN offers, though, 
is a fast and efficient methodology for accessing Internet ISPs. Accessing the Inter­
net only when needed, ISDN's up and down connection methods won't cause any 
network interruptions. Therefore, owing to twice the throughput and local calls 
being placed to the ISP, thus making it as inexpensive as an access system, ISDN 
was chosen as the Internet access methodology. 

The WAN access methods were thus divided into Frame Relay for building-to­
building access and ISDN for Internet access. The only thing left was to select an 
ISP. When selecting an ISP, the following was taken into consideration: 

• E-mail POP3 server 

• SMTP gateway to QuickMail, the company's e-mail system 

• Basic security levels for different types of access 

• Web page management and servers 

• Domain Name Server and domain name management 

Acme Widget was accessing the Internet for the first time and didn't want to man­
age its own POP3 server or any special QuickMail SMTP gateways. It also did not 
want to manage its own Domain Name Server or Web server. Finally, it wanted 
an easy way to manage basic Internet security. Acme Widget turned to Global Vil­
lage for both the WAN router and basic Internet access service. Global Village 
would provide the ISP service, as well as domain name registration, class licensing 
for IP addresses, mail server presence, mail server gateway software, and even some 
basic security. Therefore, a new design was created, as shown in the next picture. 
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211-211 
Acme Engineering 
•E-Mail 

311-311 
Acme Marketing 
•E-Mail 

121-121 
Acme Public 
Acme Sales 

127 

111-111 
•Unsecured Net 
•E-Mail 

--s 
OneWorld 
Internet 

The 
Internet 

Acme Sales cme Accounting 

Final Apple Talk Network Numbering and LAN/WAN Architedure 

Building One 

For Building One, the Ethernet network that was previously split between floors 
was now consolidated into network 121-121, originating on the second floor 
with the MIS shop. Another router was added to the second-floor's Ethernet net­
work providing access to the other buildings via Frame Relay. The first-floor's 
original Ethernet LAN, network 111-111, was converted into what Acme Widget 
called the unsecured LAN. This means that this LAN is the one that holds the 
Internet access router from Global Village. This is the only LAN with both TCP/ 
IP and Apple Talk running on it. The two LocalTalk networks were left alone. 

Buildings Two and Three 

There weren't any major changes to Buildings Two and Three. The only changes 
were the addition of a WAN router for each of the buildings, and having the 
QuickMail servers now send data through the WAN using ADSP, which is much 
faster, instead of sending data between the routers over their modems. 
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WAN 

The WAN between the buildings was given network number 16. This designates 
that the Compatible Systems' RISC Routers could handle 16 D LCis to create a 
meshed architecture on Frame Relay, but with more than that, there would be 
problems integrating with other routers. The WAN used a non-extended network 
architecture and therefore only received a single network number and single zone. 

Zones 

Buildings Two and Three each gained a new default zone appropriate for the 
departments that were housed in the buildings. Acme Sales and Acme Public were 
both placed into network 121-121, as they were combined during the restructur­
ing. Network 111-111 's default zone became "•Unsecured Net." The bullet 
ensures that the zone name goes to the bottom of the list. The WAN was given 
the zone name WAN to ensure that it, too, would be at the bottom of the list. 

Finally, another zone was added wherever there was a mail server. This zone was 
called "•E-Mail" and each of the e-mail servers on each of the LANs was placed 
into it. By designating the zone name this way, the name is at the bottom of the 
list and finding mail servers is easy. There is only one zone to search through. By 
not making it a default zone, most users won't accidentally be placed into it. 
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Once the company redesigned its standard Apple Talk networlcing setup, it had to 

deploy TCP/IP services to the users on the network, as well as for the purposes of 
Internet access. Before this could be accomplished, the company needed to con­
nect its new Global Village O ne World Internet router with Global Village's Inter­
net Service Center. This was performed offline, meaning that the Global Village 
box was not connected to the rest of the network. This was primarily because of 
securi ty. Also, since this was the first time that Acme Widget was connecting to 
the Internet, the network administrator decided to test the connection on a sepa­
rate network. If something went wrong, there would be fewer pieces to consider 
in the problem-solving equation. 

First Steps-Initiating the Connection 

~ 

Before the connection to Global Village could be established, the administrator 
had to set up his own computer correctly. Global Village's server uses a standard 
TCP/IP number on the server box itself and on the user's computer when initially 
signing in or after you lose your connectivity information. Thus, to start, the 
administrator set MacTCP to the manual address mode and entered the node's IP 
address along with the gateway address for the router. 

MacTCP 
- Obtain Address:--, I IP Address: 

Q 0 Seruer Subnet Mas II:: 255.255.255.128 

Ethorhi<(O) 

® Manu1111y I Cl11ss:[£] Rddress: 204. 163.224.2 

0 Dynamically ~~ !IIIII ~~ tlli ~~~~~~:I: I ~~Te (IIIII 

I PAddrt ss : J J I 

1 I 
L_·--··-···----------··-··---··-·-··-___1 

2.0.6 

I 
Bits: 24 I 7 

Net: I 1411&+ tJ 0 Loci!: 

t[_R_o-ut-tn_g_ln-f -orm- et-to-n:_j-1
1 

Subnet: lo I 0 Loci!: 

Gateway Rddress: I Node: l2 I 0 Loci!: 

1204.163.224.1 ~ :---Domam Name Server Inf ormation:-

(~ IIi , .. , ~: .. , .. , .. ~I~ 

MacTCP Control Panel( left) and SeNing up the Administrator's Computer (right) 
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Entering Registration Information 

Once the computer was set the right way, the Internet router was turned on and 
the Global Village Management software was installed on the same computer run­
ning the Q uickMail server. Global Village's router is easy to work with. A registra­
tion screen appears and prompts you through every step. The first and biggest step 
is figuring out how many TCP/IP addresses you need and filling out that infor­
mation correctly. 

• C:ll~'alCer.ti!:-
h,re: ru.~· ~r .. tce,; 

All organizations that conned to the Internet mJSt conned through a valid Internet Protcx:ol 
(IP) network assigned by e.n Internet service provider (lSI') cr the Internet Assigned Nunber 
Authority. 
C l-oose • Alloco. te IP Network "lf you don l have cr pie.n to use e.n existing IP netwcrk, a.nd 
we wille.ssi~n you one. 
Choose "Have valid IP network" it you plan to use an existing IP network. (If an ISP 
assigned yourslte a range of Class C !Pad dresses, contac t the!SP to find out lfyou can 
transfer the network to a different ISP.) 

@ Alloc:a.telP nehnrl. 0 Ha"" ...Jid 1P netwodt 
How rmny internet users will you have? 

At present?~ 
ln3years?~ 

In5years?~ 

How rmny internet users wiD you have? 

!Paddreosfor j ··u·, 1 ~, ~,, ~ 1 
Mail Server - ~ - ·· -·~-

IP addmsfor j :u-1 16,_ ~,-! 1 1 
Internet sener · -

Number of 1 ~~ II/ 
netwcrk bits - :_ 1/ 

TCP/ IP Address Information Window 

After the address information is filled out, the next step is the domain name reg­
istration information. This is basically how others on the Internet will find you. 
Network Frontiers uses the domain name netfrontiers.com. Acme Widget Corpo­
ration fi led for acmewidget.com. T he administrator filled out his request and sent 
it in to Global Village. Global Village then obtained the required domain name 
for Acme Widget, which takes about 30- 60 days. 
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• 11 - - , Gob,11Center 
In terntl't S.."r vices 

We also need to know wlu!theryour~tlon has a registered Internet dana.in name 
(the narre by which your company is known on the Internet. 
CIDoseC,.II: a"""' domain name if you have rever been assigned an Internet name by an 
Internet service provider or the Inemet Ass!~ Nwnbers Authority. 

Cl'oose Useezistlngdc:mainnameifyou have been assigned a domain name and you want 
to haw all Internet e-rmil routed to this dormin narrE. 

Clxx>se c.,.~~: a,..,.. subdomalnname if you haw an existing domain but want to register 
a subdormin norm. When you choose this option. Internet e·rmil goes directly to the 
sli>dormin rather than tot he prinw'y dOill&ln where il is then rerouted. 

@ Create a new domain name 

0 Use an existing dormln narre .... Enter your site's dormln or sli>dormin narre: 

O Createanewsubdomainname I 1117 

Domain Nome Registration Window 

After the rest of the information was entered, including billing information and 
contact point registration, the company sent the registration information to Glo­
bal Village. The company was registered and running-albeit with a temporary 
domain name-within about 30 minutes. The network information that came 
back stared that the IP network number for Acme Widger was 204.163.251.000. 
They were assigned a C lass C IP range. 

Initial Security Decision 

The initial decision to segment IP away from AppleTalk was security-based. 
Therefore, IP would be routed only into the networking system via the Global 
Village box, and then Apple Talk would be routed to the rest of the network. A 
MaciP gateway would be ins talled on network 111 -11 1 to support users that 
wanted access to the Internet. Internet e-mail would be directly supported 
through QuickMail's Global Village Internet gateway. 



211-211 
Acme Engineering 
•E-Mail 

311-311 
Acme Marketing 
•E-Mail 

121-121 
Acme Public 
Acme Sales 

127 

Chapter 15: Structuring o Simple LAN/WAN 

111-111 
•Unsecured Net 
•E-Mail 

255.255.255.000 - subnet mask 
204.163.251.000 - net number 
204.163.251.255 - broadcast 

J---fo.ul~Main Mail Server 

117 

~--s 
OneWorld 
Internet 

The 
Internet 

Acme Sales Acme Accounting 

Final Setup of Networking Information 

While this might not prove to be the best long-term solution, it's a great start. It 
uses Apple Talk's native ability to dissuade hackers to keep security tight during the 
initial network construction and testing phases. 

Setting up QuickMail' s Internet Gateway 

The last thing to be done was to set up an Internet mail gateway to the outside 
world. Since Global Village installs the mail gateway software onto the QuickMail 
server during installation procedures, there was really not much to setting up the 
rest of the gateway itsel£ Within the QM Administrator application, the network 
administrator selected to create a new gateway called, appropriately enough, 
INTERNET. This was so that users could easily distinguish which MailCenter 
should be used when connecting to the outside world. The type was set to be Glo­
bal Center. They filled in the password, but we don't show you that because of 
security (so there! Thphphphpht!). 
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Online 
Online (File-based) 

GloboiCenter'" 
Printer 
QM-Oirect 
QM - llnk 
OM - QM 
OM-Script 

MaiiCenter: I INTERNElj 

~=====~ Pa ssword: 

Type: GlobaiCenter'" 

Possible Types of Mai/Centers (leh) and Creating a New MaiiCenter (right) 

Once the Mail Center was created, a custodian was chosen. In this case, it was the 
administrator, as he's the only one who manages any of the devices on the net­
work. The mail logs were to be sent to the administrator every five days for review. 
Otherwise, the MailCenter is managed directly clu ough GlobaiCenter Manager. 

Name: INTERNET 

Type: GlobaiCenter'" 

[,-P-11-s-sw_o_r_d:""'J 

( Custodian: J (None) 

0 Cleor log euery r..1 
®Send log euery ti!IJ dllys 

nrontigun.' ... g ( OK J ( Cllncel 

Setting up Housekeeping for the MaiiCenter 

When finished , the QuickMail server had rwo MaiiCenters: one fo r the internal 
users and one for mail going to the Internet. 

Filt-buf'd SH'vH': not ~tin 

1.; MERHALMAL 

~INTERNET 

OM Rdmlnlstrlltor 

Shtus 

QuickMail Administrator Window Showing Newly Created INTERNET Mai/Center 
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5-4-3 rule, 204-205 
defined,204 
following, 205 
illustrated, 205 

10Base2 specification. SeeThinNet 
10BaseF, 171, 182 
10BaseT, 182 

Ethernet twisted pair, 15 
nodes per segment, 16 
specification, 9, 10 

50-ohm resistors, 11 0-111 
1 00 BaseFX. See Fast Ethernet 
100BaseT. See Fast Ethernet 
100-Mbps hubs, 195-196 

architecture design issues, 206-207 
Class I, 206 
Class II, 207 
hub hops for, 207 
See also Fast Ethernet; hubs 

120-ohm resistors, 20, 110-111 
802.3u standard, 195 

A 

Access Node Hub (ANH) configurations, 307 
addresses 

aging process, 213 
Ethernet, 13 
extended, 261 
node, 12 
subnetwork, 329 

addressing (IP), 325-327 
Class A, 326 
Class B, 327 
Class C, 327 
first bit, 326, 327 
general rule for, 326 

INDEX 

table, 325 
See also Internet Protocol (IP); TCP/IP 

Administrator view 
defined, 12 
illustrated, 13 

Advanced view 
defined, 12 
illustrated, 13 

American Wire Gauge (AWG), 7 
angle pulls, 60 

illustrated, 60 
See also conduit 

Anixter, 58 
Apple 10T/5 hub, 190-192 

characteristics, 191-192 
connections, 191 
cross-over connector, 192 
illustrated, 190 
ports, 190 
See also hubs; repeaters 

Apple Internet Router, 12, 270-271 
defined,270 
port support, 312-313 
Setup screen, 271, 313 
SNMP support, 270, 312 
using, 312 
WAN extension, 313 
See also router(s) 

Apple minihub 
backplanes and, 204 
computer connection to, 138 
training room implementation, 138-139 
See also hubs; repeaters 

Apple Remote Access server, 313-314 
ARA Personal Server, 313 
Remote Access Multiport Server, 313-314 
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Apple Talk 
Address Resolution Protocol (AARP), 1 0-11, 

13-14 
cabling, 5 
control panel, 11-13 

illustrated, 12 
Open Transport and, 12-13 

node addresses, 12 
Phase 2, 245 
Remote Access Protocol (ARAP), 282 

Apple Talk Network Services, xv, 320, 321, 343, 355 
Apple Update-based Routing Protocol. See AURP 
ARA,282 

dial-up networks, 246 
Asante 

Asante FAST 10/100 Bridge bridges, 227 
FAST 100BaseTX, 196 
ReadySwitch 5104, 227 

as-built drawings, 102 
AT&T wall jacks, 108 
attenuation 

defined, 182 
example, 183 
testing, 81 
in UTP media, 183 
See also capacitance 

attenuation-to-crosstalk ratio (ACR), 81 
AURP, 249, 312 

defined,257 
network numbering conflicts and, 252 
rules, 280 
support, 280 
See also RTMP; WANS 

authority, 101 
auto-negotiation, 195 

B 

backbone pathways, 165-167 
backbones 
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collapsed, 27 4-275 
distributed, 201-203, 276-277 
distributed switched, 234-235 
hierarchical, 203-204 
switched, 233-234 

Basic Rate Interface (BRI), 295, 307, 309 
Basic view, 12 
Bay Networks 

BayStacks, 171-172 
EtherCell Ethernet-to-ATM switch, 228-229 
Ethernet workgroup switch, 227-228 

bearer service 
defined,294 
ISDN, 294 

best route algorithm, 250 
BNC connectors, 10 
boundary router design, 276 
Bozo No-Nos 

jack installation, 54, 55 
networks, 1-2 
redundant routes when renumbering, 254 

bridges, 209-235 
architecture design issues, 231-235 
Asante FAST 10/100 Bridge, 227 
bridge identifier, 217 
collisions and, 21 0 
configuration of, 217 
defined,209-210 
designated, 217 
destination addressing, 21 0 
directed traffic and, 214 
filter capabilities, 214 
filtering rate, 215 
forwarding rate, 215 
frame filtering, 215 
frame forwarding, 215 
functions of, 213-221 
implementation of, 222-230 
loop isolation, 215-218 
MAC, 213 
manageable, 217 
model, 209 
network traffic and, 21 0 
promiscuous mode, 215 
QuickMail, 357 
referring to, 212 
repeaters vs., 231-233 
root, 216-217 
sample table, 214 
self learning, 213-214 



in serial, 23 5 
sets per network, 235 
Spanning Tree Protocol implementation, 216 
switches vs., 211-212 
time-out factor, 213 
translational, 213, 218-219 
two-port, 210 
types of, 213 
uses, 180, 210 
See also switches 

broadcast addresses, 330 

c 
cable bends, 56-67 

90 degree, 61 
between pull points, 67 
radii, 59, 60, 92 

fiber optic, 160 
for one-inch conduit, 166 

reverse, 61 
RFP and, 92-93 
See also conduit 

cable cutters, 11 0 
cable organizers, 164 
cable runs 

concurrent, 71 
electrical considerations and, 71-72 
electromagnetic fields and, 71 
fluorescent lights and, 71 
inspecting, 69 
measuring, 68-69 
rules for, 70-71 
table, 71 
See also cable bends; cables; cabling 

cables 
bundling of, 70 
CATS, 69 
CLR, 69 
CMR,69 
drop, 45, 50-52 
entrance paths, 9 3 
extra, 107 
fiber, 157-160 

bend radius, 160 
CATS, 158 

cost of, 154-155 
cross-sections, 159 
defined, 152 
fact vs. fiction, 154-156 
indoor vs. outdoor, 160 
installation, 165-170 
multi-mode, 152-153, 157-158 
security of, 156 
single-mode, 152, 157-158 
space determination, 160 
speed of, 154 
types, 159 

inspecting, 69 
jumper, 99 
labeling, 70 
National Electronic Code classification, 69 
patch, 46, 50-52 
plenum rated, 67, 69 
pulling pressure, 70 
recording lengths of, 71, 95 
RFP planning information, 1 05-1 06 
riser, 69 
spare, 111 
testing, 70-71 
voltage requirement, 49 

cable trays, 67 
cabling, 1-17 8 

Apple Talk, 5 
basics, 47-49 
choosing, 47-48 
coaxial, 14 
color schemes, 48 
contractors, 67 
costs, LocalTalk over two-pair, 22 
fiber optic, 151-178 
illustrated examples, 2 
importance of, I 
LocalTalk, 5 
mismatches, 70 
neatness, 67, 9 3 
RG-58NU, 28 
RG-58 C/U, 28 
RG-59, 28 
termination, 197 
ThinNet, 28 
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trunk, 24 
twisted pair, 7 
See also cables; cabling plant 

cabling plant 
conference room implementation, 118 
cubicled office, 123-126 
small office, 122 
training room implementation, 129-131 

capacitance 
defined, 183 
determining, 183 
example, 183 
testing, 81 
See also attenuation 

Carrier Sense Multiple Access/Collision Detection. 
SeeCSMAICD 
CAT3 standard, 46-47 
CAT4 standard, 47 
CATS standard, 46 

cables, 69 
compliant-components, 47 
concentrators, 76 
distribution panels, 75 
horizontal cabling, 94-95 
jacks, 54, I 08 
patch cables, 51-52 
UTP, 48 

Centillion, 100 EtherS peed, 229 
CE Software, QuickMail server, 315, 360, 363, 

365-366 
Cisco 2500 series router, 307-308 
Cisco switches, 172-17 4 

chassis, 172 
Cisco 3000, 172, 173, 174 
installation, 173 

Class A IP addressing, 326 
Class B IP addressing, 327 
Class C IP addressing, 327 

breaking down into subnetworks, 330 
subnet mask, 329 

CLR cable, 69 
CMR cable, 69 
coaxial cable, 14 
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daisy chain with, 28-29 
See also cables; cabling 

collapsed backbone, 27 4-275 
illustrated, 275 
networks, 274 
routers, 274-275 
See also backbones 

collision domains, 222 
Compatible Systems, 303 

3000E,218 
Ethernet-to-LocaiTalk printer boxes, 219 
Micro Router 1 OOOR, 305 
RISC Router 3000E, 264-265 
RISC Router 3400R, 305-306 
RISC Router 40005, 265-266 

concentrators, 76, 193-194 
common backplane, 193 
defined, 194 
illustrated, 194 
See also hubs; patch panels 

conductors, connectivity of, 49 
conduit, 56-67 

angle pulls, 60, 63 
basics, 67 
bend radii, 59, 92 
bends between pull points, 67 
cable-pulling and, 65 
contractors and, 66 
diameter compliance, 92 
EIA/TIA table, 58 
examples, 64-66 
flexible U bends, 66 
high school example, 56 
junction box runs, 57 
metal flex, 57 
metallic tubing, 57 
pull boxes and, 60-64 
pull box runs, 57 
RFP and, 92-93 
rigid metal, 57 
rigid PVC, 57 
rules for running, 67 
run measurements, 59 
S-curve, 65 
section length, 67 
sizes, 58-59 
space between, 64 



standard, 57 
structured wiring systems, 45 
types, 57 
U pulls, 60 
See also junction boxes 

conference room, 116-119 
bird's-eye view, 117 
cabling plant, 118 
cost table, 118-119 
daisy chain, 118 
floor plan, 116 
LAN connection, 117-118 
transceivers, 118 

connections 
logical, 349-351 
repeated, 231 
switched, 232 

connectors 
BNC, 10 
cross-over, 192 
Ethernet, 9-11 
EtherWave, 136 
fiber optic, 160-162 
PhoneNET, 7, 18 
RFP and, 94 
SC, 161-162 
specifications, 94 
ST, 161-162 
StarConnector, 18, 19, 23-26 
types of, 10 

construction companies, 88-91 
contact, 88 
See also contractors 

contention, 232-233 
ISDN, 297 
on switched network, 233 

contractors 
bid costs and, 89 
bonds, 89 
cabling neatness and, 93 
certification, 89 
conduit and, 66, 67 
damage and, 90 
damage caused by, 90 
installation and, 89-91 

liability insurance, 89 
qualifications, 88-89 
references, 89 
scope of work done by, 91-92 
submittals from, 89 

contracts, timetable, 87-88 
cost tables 

Apple minihub training room, 139 
cubicled office, 126 
daisy-chained Ethernet over two-pair with 

Silver Streaks, 33 
Ethernet over 1 0Base2, 29 
Ethernet training room, 135 
EtherWave training room, 137 
fiber optic cabling, 168 
infrared conference room, 119 
LocalTalk training room, 134 
PhoneNET daisy chain, 22 
radio frequency conference room, 119 
small office, 145-149 
trunk network, 26 

cross-connect panels, 129 
cross-over connectors, 192 
CSMAICD 

algorithm, 194 
standard, 195 

CSU/DSUs, 304 
cubicled office, 123-126 

bird's-eye view, 125 
cabling plant, 123-126 
cost table, 126 

D 

daisy chain, 123 
drop cables, 124-125 
dual jacks, 124 
floor plan, 123 
labeling, 124 
LocalTalk implementation, 123-126 
measurement, 124 
termination, 125-126 

daisy chain networks, 17-33 
coax, 28 
conference room implementation, 118 
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cubicled office implementation, 123 
Ethernet, 27-33 
illustrated, 18 
PhoneNET LocalTalk, 18-22 
reach, 20 
segments, 20 
small office implementation, 121 
use of, 17 

data jacks, 53-55 
568A, 53 
568B,S3 
bad installation of, 54 
CATS, 54 
installation, 54 
pin/pair assignments, 55 
specifications, 55 
See also wall jacks 

Data Link Connection Identifier (DLCI), 300, 
304 

Design and Planning of Apple Talk Networks, 213 
The Design and Planning of Enterprise-Wide 

Apple Talk lnternetworks, 215 
device hiding, 256, 280 
dial-on-demand routers, 296-298 
Digital Ocean 

defined,41 
Grouper, 41-42 
RF products, 41 
Starfish, 42, 230 
See also radio frequency (RF) networks 

directed traffic, 214 
Direct Sequence Spread Spectrum (DSSS) RF 

band,41 
distributed backbone, 201-203 

defined, 202 
illustrated, 202 
network, 276 
packet hopping across, 203 
routers, 276-277 
See also backbones; hub hops; hubs 

distributed switched backbone, 234-235 
defined,234 
illustrated, 235 
See also backbones 

distribution panels, 75-76 
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See also patch panels 
distribution racks, 98-99 

equipment racks, 98 
grounding and bonding, 98 
jumper cables, 99 
patch panels, 98 

domain name, 331 
Network Frontiers, 363 
registration, 320, 331 
registration window, 364 

Domain Name Server (DNS), 331 
address, setting, 332 
using, 320 

drawings, 1 00 
as-built, 102 
See also RFP 

drivers, 111-112 
drop cables, 45, S0-52 

cubicled office implementation, 124-125 
defined, SO 
RFP and, 93-94 
rules for, 51-52 
small office implementation, 144 
specifications, 93-94 
total length of, 51 
training room implementation, 131 
See also patch cables 

dumb hubs, 193 

E 

EWTIA, 47 
568 standard, 7 6 
569 standard, 60, 61, 73 
606 approved database, 83 
607 standard, 73, 74 
TSB-31, 76 
conduit table, 58 

electrical 
RFP and, 95-96 
tape, 107 

Electrical Industries Association, Telecommunica­
tions Industries Association. See EWTIA 

Engage Communication ExpressRouter, 306-307 



equipment racks, 98 
EtherCell, 228-229 

characteristics, 229 
defined, 228 
illustrated, 228 
See also switches 

Ethernet 
addresses, 13 
backplane, 202 
bandwidth, 190 
concentrator, 193-194 
connectors, 9-11 
control panel software, 11-13 
development of, 9 
Fast, 9, 15, 171, 195-196 
illustrated network, 239 
mini-multiport repeaters, 190-192 
networks, 247 

extended addresses, 261 
range numbering, 261 

NICs, 9-10 
number of devices per network, 15-16 
printers and, 9 
remote repeaters, 186-187 
specification, 9 
topologies, 15 
training room implementation, 131-135 
twisted pair cabling, 14-15 
wiring, 14-15 
wiring distances, 16 
workgroup switch, 227-228 
See also LocalTalk 

Ethernet daisy chain networks, 27-33 
with EtherWaves, 29-31 

cost table, 31 
illustrated, 29 

illustrated, 27 
options, 27 
with ThinNer, 28-29 

cost table, 29 
illustrated, 28 

with Tut Silver Streak, 31-33 
cost table, 33 
illustrated, 32 

See also daisy chain networks; Ethernet 

Ethernet drivers, 14 
Ethernet-to-ATM switches, 228-229 
Ethernet-to-LocalTalk switches, 347 
EtherTalk, 9-16 
Ether Waves 

connectors, 136 
defined,29 
Ethernet daisy chain with, 29-31 
Farallon, 30 
illustrated, 29 
power passage architecture and, 30 
RJ-45 jacks, 30 
self-terminating, 31 
small lab implementation, 122 
training room implementation, 136-138 

expansion adapter, 192 
ExpressRouter, 306-307 

defined,305 
EngageDialer, 307 
illustrated, 306 

extended addresses, 261 
extended networks, 247 

defined,247 

F 

range, 278 
zone list, 279 
zones, 248 
See also non-extended networks 

face plates, 55 
Farallon 

AirDocks, 7 
EtherMac Printer Adapter, 218, 223-224 
EtherWave, 30, 218 
EtherWave Serial, 218, 223-224 
lnterRoute/5, 268 
Liaison software router, 263 
Netopia Internet Router, 308-309 
PhoneNET PC, 6, 7 
PhoneNET StarController, 189-190 
StarCommand software, 189 
StarRourer, 267 

Fast Ethernet, 9, 195-196 
892.3u standard, 195 
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classes, 195 
defined, 195 
fiber switch, 171 
hub hops, 195 
migrating to, 195 
stackable hubs, 196 
transmission speed, 15 
See also Ethernet 

fault isolation, 184-185 
FDDI, 171 

networks, 247 
fees, RFP and, 1 0 1 
fiber optic cabling, 151-178 

advantages of, 178 
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backbone pathways, 165-167 
interbuilding, 166-167 
intrabuilding, 165-166 

bend radius, 160 
cable organizers, 164 
CATS, 158 
connectors, 160-162 
cooper vs., 154-156 
cost of, 154-155 
cost table, 168 
couplings, 160-162 
cross-sections, 159 
defined, 152 
expected losses, 169 
fact vs. fiction, 154-156 
future of, 178 
grounding clamp, 164 
horizontal, 165 
implementation, 171-177 
indoors vs. outdoors, 160 
installation, 165-170 
multi-mode, 152-153 
parts, 157-164 
patch cables, 162-163 

cross section, 163 
strands, 162 

patch panels, 163 
SC connectors, 161-162 
security of, 156 
single-mode, 152 
space determination, 160 

speed of, 154 
ST connectors, 161-162 
T carrier speeds, 158 
testers, 170 
testing, 169-170 
types of, 159 

fiber repeaters, 171-176 
fiber switches, 171-176 
filtering rate, bridge, 215 
floor plans, 78-79 

cable drop markings, 78 
conduit entrance paths, 80 
illustrated, 79 
reading, 78 
See also labeling 

FM-0, 49 
FOIRL (fiber optic inter-repeater link), 177 
Foree 

fiber testers, 170 
ST310, 99 

frame filtering, 215 
frame mesh, 301-303 

defined,301 
for four networks, 30 1-302 
full, 301-303 

Frame Relay, 281, 299-304 
advantages/disadvantages, 304 
choosing, 358 
connection costs, 304 
connection hardware, 304 
connection speed, 304 
CSU/DSUs, 304 
defined,299-300 
DLCI, 300 
functioning of, 300-301 
hub/spoke design of, 301 
international service providers, 291 
meshed exterior routers, 301-303 
meshed networks, 252 
multipoint network, 300 
permanent connection, 300 
PVC, 299-300 
sample RFQ for, 291 
set up, 300-301 
speed, 304 



Sprint story, 288-289 
tariff management and, 358 
uses, 304 
See also ISDN; POTS; WANs 

FTP, 324 
full frame mesh, 301-303 

defined,301 
illustrated, 302, 303 
setting up, 303 
working with, 303 

G 

gang boxes, 55 
gateways, 317-343 

AppleTalk-to-IP, 339 
defined,258 
function of, 238 
IP 

QuickMail, 365-366 
setting up, 339-342 
setting up router as, 336-338 

MaciP, 339-342 
TCP/IP-to-AppleTalk, 317 

Global Village 
domain name registration window, 364 
GlobalCenter Internet Service, 315, 362 
Management software, 363 
OneWorld, 310, 362 
registration information, 363 

GraybaR, 28, 53, 58, 192 
grounding clamps, 164 
guarantee, RFP and, 1 0 1 

H 

hard seeding, 260, 279 
headers, routers and, 244 
hierarchical backbone, 203-204 

defined,203 
illustrated, 204 
See also backbones; hub hops; hubs 

hop counts 
defined,262 
maximum, 263, 279 

reduction, 254 
routing table and, 262-263 
rules for, 279 
weighting, 255 
See also hub hops 

horizontal runs, 68-71 
defined, 45 
RFP and, 94-95 
for small office implementation, 144 
wiring description for, 94-95 
See also vertical runs 

hub hops, 195, 198-199 
for 1 00-Mbps repeaters, 207 
hierarchical backbone and, 204 
illustrated, 199 
physical implementations of, 199-205 
See also hubs 

hub repeaters. See hubs 
hubs, 188-194 

5-4-3 rule, 204-205 

Index 

1 0-Mbps architecture design issues, 198-205 
100-Mbps, 195-196,206-207 
cabling design issues, 197 
distributed backbone, 201-203 
dumb, 193 
Ethernet, 132 
Farallon PhoneNET StarController, 189-190 
FDDI, 171 
hierarchical backbone, 203-204 
interconnecting, 193 
interconnect port, 200-20 1 
LocalTalk, 132, 200 
mini-multiport Ethernet, 190-192 
multiport, 188 
on two floors, 200 
rack-mountable, 192-193 
retiming, 190, 198 
smart, 193 
stackable, 193-194, 198-199 
training room implementation, 128-129 
See also repeaters 

impedance testing, 81 
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implementations, 115-149 
Apple LocalBridge software, 226 
bridge, 222-230 
conference room, 116-119 
cubicled office, 123-126 
fiber optic cabling, 171-177 
of hub hops, 199-205 
router, 264-271 
small lab, 120-122 
small office structured wiring system, 140-149 
software routers, 312-313 
software server, 313-314 
switch, 222-230 
training room, 127-139 

Industrial, Scientific, and Medical (ISM) bands, 41 
infrared (IR) networks, 36-39 

building, 38-39 
components, 36, 38 
conference room implementation, 119 
device types, 36 
diffused, 36-37 
illustrated, 36, 39 
IR adapters, 38 
Photonics and, 37-38 
RF networks vs., 40 
See also wireless networks 

Inside Apple Talk: Second Edition, 243 
inspections, RFP and, 1 0 1 
installation, fiber optic cabling, 165-170 
Integrated Services Digital Network. See ISDN 
interconnectivity, 179-235 

center, 179 
port, 200-20 1 
wiring rack, 346-349 
See also bridges; gateways; hubs; repeaters; 

routers; switches 
lnterExchange Carrier (IXC), 292 
Internet Protocol (IP), 322 
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addressing, 325-327 
Class A, 326 
Class B, 327 
Class C, 327 
first bit, 326, 327 
general rule for, 326 
table, 325 

broadcast address, 330 
defined,322 
forwarding, 337 
gateways, 336-338 

QuickMail, 365-366 
setting up, 339-342 

masks, 328-330 
Class C, 329 
defined, 328 
defining, 329-330 
table, 328 

node address, 331 
subnets, 328 
subnetting, 338 
See also TCP/IP 

Internet Router, 270-271,312-313 
lnternetworking with TCPIIP: Principles, Protocols, 

and Architecture, 323 
lnterNIC, 320 

domain name registration, 331 
lnterRoute/5, 268 

defined, 268 
illustrated, 268 
as IP forwarding gateway, 336 
See also Farallon 

invitation, RFP, 86 
ISDN, 281, 294-299 

advantages/ disadvantages, 299 
B channel, 295 
bearer service, 294 
BRI,295,307 
choosing, 359 
compatibility, 294 
connection costs, 299 
connection hardware, 299 
connection models, 296-298 
connection speed, 299 
contention problem, 297 
D channel, 294-295 
dial-on-demand, 295 
dial-on-demand routers, 296-299 
international service providers, 291 
payment, 298 
PRI,295 
research before buying, 287 



routers, 271, 313 
routing, 298 
setup, 296 
speed, 299 
uses, 298-299 
Web pricing pages, 287 
See also Frame Relay; POTS; WANs 

isolation 
multicast, 247-249 
subnetwork,246-247 

ISP (Internet service provider) 
class license, 321 

J 

ratings, 319 
selecting, 319-321, 359 
services, 320-321 
Web ratings page, 319 

jacks. See data jacks; wall jacks 
jumper cables, RFP and, 99 
junction boxes 

K 

angle and U pulls, 60 
feeder trays, 66 
illustrated, 66 
large, 66 
structured wiring systems, 45 
too narrow, 62 
training room implementation, 131 
See also conduit 

Kalpana switches. See Cisco switches 

L 

labelers, 11 0 
labeling, 77-80 

checking, 79 
cubicled office implementation, 124 
descriptions, 77 
drop locations, 141-143 
example, 77, 80 
floor plans and, 78-79 

importance of. 77 
points, 77 
RFP and, 99 
rules for, 79-80 
structured wiring system, 46 
wiring rack, 352 

labor costs, small office implementation, 149 
LANart Managed Hub, 175-176 

costs, 175 
illustrated, 175 
use example, 175-176 

LAN-LAN routers, 335-336 
LAN routing, 257-280 

architecture design issues, 272-280 
architectures, 272 
LAN-to-LAN connectivity, 245-246 
LAN-ro-WAN connectivity, 245 
LocalTalk-ro-Ethernet connectivity, 273 
See also routing 

LANRover, 309 
LANs 

bridged, 213 
conference room and, 118-119 
putting together, 345-352 
repeater connections, 182 
showing Apple Talk and IP network 

addresses, 333 
structuring, 353-366 
virtual technology, 220-221 
See also WANs 

LANsurveyor, 255, 275 
Lanrronix FOIRL, 177 
LAP Manager, 13 
LaserWriter bridge software, 225-227 

characteristics, 226-227 
function of, 226 

LATA map, 290 
LATAs, 290 
LocalBridge software, 225-227 

characteristics, 226-227 
implementation, 226 

Local Exchange Carrier (LEC), 292 
LocalSwitch, 8, 222-223 

characteristics, 223 
connecting, 223 
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function of, 222 
illustrated, 222 
ports, 223 

LocalTalk, 6-9 
bridge software, 225-227 
cabling, 5 
cabling illustration, 2 
cubicled office implementation, 123-126 
devices per network, 8 
hub network, 188 
hubs, 200 
illustrated network, 238 
infrared (IR) technology and, 7 
modem port for, 6 
Network Interface Card (NIC), 6 
PhoneNET daisy chain, 18-22 
resistors, 111 
rules review, 7-8 
small lab implementation and, 122 
speed, 8 
switches, 346 
topologies, 8 
training room implementation, 131-135 
trunk network with StarConnectors, 23-26 
twisted pair for, 7 
wiring distances, 8 
See also Ethernet 

LocalTalk-to-Ethernet routers, 273 
logical connections, 349-351 
loop 

M 

isolation, 215-218 
resistance, 81 

MaciP gateway, 339-342 
addressing preferences, 341 
AppleTalk network range, 342 
DNS, 341 
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IP address, 341 
network restrictions, 341-342 
obtain address method, 340 
purpose of, 339 
setting up, 339-342 
setup windows, 341 

software configuration, 341-342 
TCP configuration, 340-341 
window, 339 
See also gateways 

MaciP Server, 337 
MacPPP, 282-287 

Config PPP control panel, 282-283 
connection, testing, 285 
connect times/intervals, 285 
echo interval, 286 
hanging up on close, 286 
idle timeout, 286 
IP control panel, 285 
login script, 284 
modem information, 283-284 
password preferences, 285 
terminal mode, 284, 286 
user preferences, 285 

MacTCP, 282 
administrator, 362 
~ontr~! p~nel, 282, 340, 362 
more wmdow, 340 

See also TCP/IP 
MaiiCenter, 365-366 

housekeeping, 366 
types of, 366 
See also QuickMail 

main closet, 72 
defined, 72 
RFP and, 97-98 
See also wiring closets 

Managing Apple Talk Networks, 189 
materials, 102-1 03 

submittals, 103 
See also RFP 

measurement, cubicled office implementation, 124 
meshed exterior routers, 301-303 
Micro Router 1 OOOR, 105 

defined, 305 
illustrated, 305 
See also Compatible Systems 

Micro Test 
Fiber Eye, 170 
PentaScanner, 82, 99, 112-113 

mini-multiport Ethernet repeaters, 190-192 



mixed media suppon, 185 
modem criteria, 294 
multicast isolation, 247-249 

extended networks, 248 
non-extended networks, 248 
spelling/capitalization, 248-249 

multi-mode fiber cables, 152-153 
CATS, 158 
defined, 152 
distances, 158 
illustrated, 152, 159 
installation rules for, 175 
rules for, 153 
single-mode vs., 15 7-158 
See also fiber optic cabling 

multipoint tunnels, 251-252 
defined,251 
examples, 252 
illustrated, 252 
See also tunneling; tunnels 

multipon routers, 264 
multiprotocol routers, 238 

N 

NBP Lookup 
forwarding, 243 
packet, 241 
Reply, 241, 244, 256 
Request, 240, 241, 242 

near end crosstalk (NEXT), 81 
Netopia Internet Router, 308-309 

automated TCP /IP addressing, 308 
defined,308 
illustrated, 309 
See also Farallon 

NetStacker repeaters, 161 
Network control panel, 11-13 

defined, 11 
illustrated, 11 

Network Frontiers, domain name, 363 
Network Interface Cards (NICs) 

auto-negotiation, 195 
Ethernet, 9-10 
LocalTalk, 6 

spare, 111 
See also connectors 

network number(s), 244 
identified, 247 
ranges, 261, 350 
review of, 350-351 
routing table, 272 
rules, 280 
scheme, 259, 351 
startup range, 278 

networks 
ARA dial-up, 246 
Bow No-No, 1-2 
collapsed backbone, 274-275 
daisy chain, 17-33 
distributed backbone, 276 
Ethernet, 24 7 
extended, 247 
FOOl, 247 
Frame Relay, 300 
hiding, 280 
infrared (IR), 36-39 
logical view of, 350 
non-extended, 246 
non-routed, 140-142 
radio frequency (RF), 40-42 
remapping, 253 
renumbering, 280 
routed, 242-244 
structuring, 353-366 
Token Ring, 247 
trunk, 23-26 
weighting, 255 
wireless, 35-42 
See also subnetworks 

network structure example, 353-366 
architecture, 354 
Building One, 355-356,360 
Building Three, 356, 360 
Building Two, 356, 360 
design plan 

new,358-361 
original, 357-358 

Frame Relay and, 358 
ISDN and, 359 
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ISP selection, 359 
network numbering and LAN/WAN 

architecture, 360 
TCP/IP in design plan, 362-366 
WAN, 361 
WAN access methods, 359 
zones, 361 

node addresses, 12 
non-extended networks, 246 

defined, 246 
zones, 248 
See also extended networks 

non-seeding, 260 

0 

OLT (optical loss testing), 169 
OneWorld, 310,362 

defined,310 
illustrated, 31 0 
See also Global Village 

Open Transport, 12-13, 343 
addressing support, 338 
defined, 12 
loading, 3 18 
TCP configuration, 340 
TCP/IP control panel, 331 
views, 12-13 

Open Transport Primer, 243 
OSI model, 180 
OTDR (optical time domain reflectometer), 169 

p 

packets 
filtering, 215 
forwarding, 214, 215, 253 
full length of, 211 
hop counts, 254 
killing, 211 
NBP Lookup, 241 
RTMP, 250, 262 
store-and-forward technology, 211 
wire speed, 215 

pair scanner, 1 07 
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Panduit 
jacks, 109 
labelers, 110 
raceway, 1 08, 130 

patch cables, 46, 50-52 
CATS, 51-52 
with computers, 51-52 
defined, 50 
fiber optic, 162-163 

cross section, 163 
strands, 162 

identification, 52 
illustrated, 50 
labeling, 80 
materials, 50 
RJ-45, 50 
RJ-11, 50 
rules for, 51-52 
small office implementation, 147 
total length of, 51 
training room implementation, 129 
See also drop cables 

patch panels, 46, 75-76 
12-port, 163 
concentrator, 7 6 
disassembled, 163 
distribution, 75-76 
fiber optic, 163 
labeling, 80 
moving cables in, 76 
pin/pair assignments, 76 
punching down to, 76 
RFP and, 98 
rules for, 76 
small office implementation, 147, 148 
training room implementation, 129 

pathways 
backbone, 165 
fiber optic cabling, 165-167 
interbuilding, 166-167 
intrabuilding, 165-166 
RFP and, 102 
underground, 167 

PentaScanner, 82, 99, 112-113 
defined, 112-113 



illustrated, 113 
See also Micro Test 

permits, RFP and, 101 
PhoneNET 

connectors, 7, 18 
daisy chain 

building, 19-22 
cost table, 22 

family, 18-19 
PC,6 
StarConnector, 18, 19 
StarController, 189-190 
terminating resistor, 19 

Photonics Cooperative, 37-38 
adapters, 37-38 
networking products, 36 
product use illustration, 38 

piping. See cabling 
Plain Old Telephone System. See POTS 
Plain Tree switches, 174 
plenum rated cables, 67, 69 
Point-to-Point Protocol (PPP), 282 
point-to-point tunnels, 251 
POP3 mail server, 320-321 
POTS, 281, 292-294 

advantages/disadvantages, 293 
connections, 292 
connection speed, 293 
connector hardware, 293-294 
costs, 293 
defined,292 
modem criteria, 294 
speeds, 293 
uses, 293 
See also Frame Relay; ISDN 

PPP Server dialog box, 282-283 
Primary Rate Interface (PRI), 295 
printers 

Ethernet and, 9 
TCP/IP support, 318 

protocol addresses, 13 
pull boxes, 60-63 

bends between, 67 
bends outside of, 63 
bends within, 63 

conduit runs for, 57 
placement of, 61 
running cable through, 65 
sizing, 61 
width, 61 
See also conduit 

punchdown jack, 25 
punchdown tool, 25 
PVC (Permanent Vinual Circuit), 299-300 

Q 

QuickMail 

R 

administrator window, 366 
bridges, 357 
Internet gateway, 365-366 
server, 315, 360, 363 

raceway 
Panduit, 108 
underground, 167 
wall-mounted, 92-93 

rack-mountable hubs, 192-193 
dumb, 193 
illustrated, 192 
smart, 293 
See also hubs; repeaters 

radio frequency (RF) networks, 40-42 
building, 42 
conference room implementation, 119 
drawback, 40 
DSSS band, 41 
frequency bands, 41 
illustrated, 40 
IR networks vs., 40 
See also wireless networks 

ReadySwitch 5104, 227 
redundant routes, 253-254, 279 

defined,255 
to renumbered network, 253-254 

reflection, 21 
Remote Access server, 313-314 
remote Ethernet repeaters, 186-187 
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repeaters, 181-207 
bridges vs., 231-233 
cabling design issues, 197 
connectin.g with, 182 
fault isolation, 184-18 5 
fault management capabilities, 182 
fiber, 171-176 
hub, 188-194 
LANart Managed Hub, 175-176 
LAN connections with, 182 
mini-mul tiport Ethernet, 190-192 
mixed media support, 185 
model of, 181 
NetStacker, I6I 
between nodes, I98 
remote Ethernet, I86-I87 
signal effects of, I84 
signal regeneration, I82-184 
switches vs., 231-233 
Tut, 186-187 
two-port, 186-I87 
uses, 180, I81-182 
XC 1500 UTP two-port, 33 

Request for Proposal. See RFP 
resistors 

50-ohm, 110-111 
120-ohm, 20, 110-111 
color codes, 21 
colored bands and, 22 
LocalTalk, Ill 
PhoneNET, 19 
tolerance color codes, 22 

retiming hubs, 190, 198 
reverse bend, 61 
RFP, 85-106 
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acceptance of bids, 104-1 05 
as-built drawing, 1 02 
cable drop information, 105 
cable planning information, 1 05-1 06 
conduit/cable bends currently installed, 92-93 
construction company, 88-91 
contract timetable, 87-88 
cutting/patching, 104 
distribution rack specifications, 98-99 
electrical considerations, 95-96 

equipment samples and, 90 
follow-up, 1 06 
general considerations, 1 00-1 02 
guarantee, 1 01 
invitation for proposal, 86 
jumper cables, 99 
last page of, 1 06 
main closet, 97-98 
materials, I 02-103 
parts list, I 06 
patch panels, 98 
pathways, 102 
permits, fees, inspections, I 0 I 
point of contact, 87 
products, 102-104 
proposal preparation and submission, 87-88 
protection, cleaning, repairs, I 04 
rules, codes, regulations, 1 00 
scope of work, 91-92 
sealing penetrations, 1 04 
site location, 88 
site walk-through, I 06 
submittals, 103 
telecommunications outlets/connectors, 93-94 
testing, 99-I 00 
training room closet, 97 
when to generate, 85 
wire management, 99 
wiring closets, 96 
wiring description for CAT5 horizontal 

cabling, 94-95 
wiring labels, 99 

RFQ sample, 29I 
RG-58 A/U cable, 28 
RG-58 C/U cable, 28 
RG-59 cable, 28 
Rip-Tie, 112 
RISC Router 3000£, 264-265 

defined, 264 
illustrated, 265 
multiple, 264-265 
See also Compatible Systems; router(s) 

RISC Router 3400R, 305-306 
defined,305 
illustrated, 306 



See also Compatible Systems 
RISC Router 4000S, 265-266 

defined, 265 
illustrated, 266 
uses, 266 
See also Compatible Systems; router(s) 

riser cables, 69 
RJ-11 jacks, 55 

illustrated, 50 
LocalT alk hubs and, 200 

R]-45 jacks, 30, 55 
illustrated, 50 
LocalTalk hubs and, 200 

roller pads, 112 
root bridge, 216-217 

defined,216 
identifying, 217 
See also bridges 

router(s), 237-256, 305-311, 334-335 
address, setting, 332 
collapsed backbone, 274-275 
communication with, 242-244 
communication without, 240-241 
connecting virtual switch, 220 
connectionless data transfer, 240 
default zone, 279, 350 
defined,238 
dial-on-demand, 296-298 
distributed backbone, 276-277 
enable status, 260 
forwarding, 243-244 
four-port, 346 
hardware-based, 264 
headers and, 244 
hop count reduction, 254 
illustrated, 239 
implementations, 264-271 

LAN router/bridges, 264-266 
LAN router/repeater and router/ 

switches, 267 
software routers, 270-271 

initialization, 258-261 
as IP gateway, 336-338 
ISDN, 271,313 
LAN-LAN,335-336 

list of, 249 
LT-to-EN, 258, 273 
meshed exterior, 30 1-303 
multipart, 264 
multiprotocol, 238 
networks connected via, 240 
ports, 259, 260 
seeding, 260 
software, 264 
start speed, 279 
between subnetworks, 242-244 
TCP/IP configuration, 333-338 
types of, 264 
uses, 170, 238-244 
weighting, 255 

routes 
redundant, 253-254, 255, 279 
weighting, 255 

routing 
ISDN, 298 
LAN, 257-280 
LAN-to-LAN, 245-246 
LAN-to-WAN, 245 
rules, 277-280 

AURP, 280 
hop counts, 279 
network numbers, 278 
network zones, 278-279 
seeding, 279-280 
WAN links, 280 

split-horizon, 249 

Index 

See also AURP; router{s); routing tables; RTMP 
Routing Table Maintenance Protocol. See RTMP 
routing tables, 261-263 

aged out of, 249 
creating, 350 
entry state, 262 
function of, 261-262 
hop count, 262-263 
information, 350 
network range, 262 
next router addresses, 263 
ports, 263 
sample, 262, 351 
zones, 262 
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See also AURP; RTMP 
RTMP, 249, 257-280 

defined,257 
packets, 250, 262 
stub, 250 

s 

in Transport layer, 257 
See also AURP; LANs 

SC connectors, 161-162 
sealing penetrations, RFP and, 1 04 
seeding, 260 

rules for, 279-280 
types of, 260 
See also router{s) 

segments, 323 
Shiva 

Integrator, 309 
LANRover, 309 

signals 
attenuation of, 183 
capacitance effect on, 183 
repeater effect on, 184 
strengthening, 183 

Simple Mail Transport Protocol (SMTP), 324 
Simple Network Management Protocol (SNMP), 

270,312 
TCP/IP, 323, 324 

single-mode fiber cables, 152 
CATS, 158 
distances, 158 
illustrated, 152, 159 
multi-mode vs., 157-158 
See also fiber optic cabling 

site, 106 
location, 88 
walk through, 106 
See also RFP 

small lab, 120-122 
bird's-eye view, 121 
cabling plant, 122 
daisy chain, 121 
design, 121 
EtherWaves and, 122 
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floor plan, 120 
LocaiTalk and, 122 
ThinNer and, 122 
Tut Silver Streak and, 122 

small office structured wiring system, 140-149 
bird's-eye view, 141 
cable runs, 145 
cost table, 145-149 

horizontal cable, 146-147 
jacks, 147 
labor, 149 
patch cables, 147 
rack building, 147-148 

drop cable information, 144 
drop length planning table, 143 
floor plan, 140 
horizontal lengths, estimating, 143-144 
jack information, 144, 147 
labeling drop locations, 141-143 
office tour, 140-141 
office without walls/wires, 142 
overview with numbering system, 142 
patch cables, 14 7 
patch panels, 147, 148 
planning runs for, 141-145 
wiring rack system, 147-148 
See also structured wiring systems 

smart hubs, 193 
soft seeding, 260, 279 
software routers, 264 

Apple Internet Router, 270-271, 312-313 
drawbacks, 270 
implementations, 312-313 
See also router{s) 

software servers, 313-314 
Spanning Tree Protocol, 215-218 

defined,216 
example of, 216 
how it works, 216-217 
implementation, 216 
single path creation, 218 

stackable hubs, 193-194, 198-199 
common backplane, 193 
defined, 194 
illustrated, 194 



retiming and, 198-199 
as single hub, 202 
See also hubs 

StarCommand software, 189 
StarConnectors, 18 

illustrated, 19 
LocalTalk trunk network with, 23-26 
training room implementation, 131 
See also Farallon 

StarController hubs, 189-190 
characteristics, 189-190 
illustrated, 189 
See also Farallon 

Starfish, 42, 230 
characteristics, 230 
defined, 230 
See also Farallon 

StarRouter, 267 
defined,267 
illustrated, 267 
See also Farallon 

ST connectors, 161-162 
structured wiring systems, 3, 43-83 

Category 5 standard, 46-47 
components, 45-46 
concept of, 43-44 
conduit, 45, 56-67 
data jacks, 53-55 
drop cables, 45, 50-52 
flexibility of, 44 
horizontal runs, 45, 68-71 
illustrated, 43 
infrastructure, 43 
junction boxes, 45, 60, 66 
labeling, 46, 77-80 
parts ratings, 46-47 
patch cables, 46, 50-52 
patch panels, 46, 75-76 
small office, 140-149 
testing, 81-83 
vertical runs, 45, 56-67 
wall jacks, 43, 45 
wiring rack, 46, 73, 74, 75 

stubs 
extensions, 197 

flat wire cable, 24 
subcontractors. See contractors 
subnet masks, 332 

Class C, 329 
creating, 338 
defined,329 
defining, 329-330 
setting, 332 

subnetworks 
addresses, 329 
dividing into, 246 
hiding when tunneling, 256 
integration, 246 
IP, 328-332 
isolation, 246-247 
node IDs, 329 
numbers, 242 
renumbering, 252-254 
router between, 242-244 
See also networks 

switched backbone, 233-234 
defined,233 
illustrated, 234 
See also backbones 

switches, 209-235 
architecture design issues, 231-235 
architecture overview, 212 
BayStack, 172-173 
bridges vs., 211-212 
Cisco, 172-17 4 
EtherCell, 228-229 
Ethernet-to-ATM, 228-229 
Ethernet -to-LocalT alk, 34 7 
Ethernet workgroup, 227-228 
fiber, 171-176 
functions of, 213-222 
implementation of, 222-230 
LocalTalk, 346 
model, 209 
multiport, 210, 211 
Plain Tree, 17 4 
ReadySwitch 5104, 227 
referring to, 212 
repeaters vs., 231-233 
virtual, 220-221 
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See also bridges 
System 7.5 Network control panel, 11-13 

T 

T carriers, transmission speeds, 158 
TCP/IP, 318, 322-324 

addressing, 318 
configuration setup, 340-341 
naming/addressing, 323 
in network structure design plan, 362-366 
printer support, 318 
protocol services, 324 
registration information, 363-364 
router configuration for, 333-338 
security decision, 364-365 
SMTP, 322 
See also Internet Protocol (IP); Transmission 

Control Protocol (TCP) 
Tech Works hublet, 190 
telecommunication outlets, 93-94 
telnet, 324 
termination 

cabling, 197 
cubicled office implementation, 125-126 

testing, 81-83 
ACR, 81 
attenuation, 81 
cable, 70-71 
capacitance, 81 
fiber optic cabling, 169-170 
impedance, 81 
importance of, 81 
loop resistance, 81 
MacPPP connection, 285 
NEXT, 81 
recording, 82 
RFP and, 99-100 
rules for, 82 
wire mapping, 81 

ThickNet, 9 
nodes per segment, 15 
uses, 14 

ThinNer, 9, 10 
cable segment, 28 
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Ethernet daisy chain with, 28-29 
nodes per segment, 15 
small lab implementation and, 122 
uses, 14 

tie-downs, 112 
Token Ring networks, 247 
tools, 1 07-113 

cable cutters, 110 
cables, 111 
drivers, 111-112 
labelers, 110 
markers, 110 
NICs, 111 
PentaScanner, 82, 99, 112-113 
resistors, 110 
rollerpads, 112 
tie-downs, 112 
wall jacks, I 08-109 

topologies 
daisy chain, 17-33 
Ethernet, 15, 16 
LocalTalk, 8 

training room, 127-139 
Apple minihub, 138-139 

cost table, 138-139 
defined, 138 
illustrated, 138 

cabling plant, 129-131 
closet, 72 

RFP and, 97 
See also wiring closets 

components, 127-128 
cross-connect panel, 129 
drop cables, 131 
Ethernet, 131-135 

cost table, 135 
hubs, 132 
illustrated, 133 
layout, 132 

EtherWave, 136-138 
cost table, 136-138 
defined, 136 
illustrated, 136 

floor plan, 127 
hub system, 128-129 



junction boxes, 131 
LoaliT~k. 131-135 

cost table, 134 
hubs, 132 
illustrated, 133 
layout, 132 

Panduit raceway, 130 
patch cables, 129 
patch panel, 129 
side view, 130 
StarConnectors, 131 
w~l jacks, 131 

transceivers 
spare, Ill 
types of, 10 

translation~ bridges, 218-219 
defined,213,218 
examples of, 218-219 
Far~on, 223-224 
illustrated, 219 
limitations, 219 
See also bridges 

Transmission Control Protocol (TCP), 323 
API, 323 
defined,323 
segments, 323 
See also TCP/IP 

Tribe 
LoaliSwitch, 8, 132, 222-223 
TribeLink8, 31 0-311 

CHAP, 311 
defined, 310 
illustrated, 311 
PAP, 311 
RADIUS, 311 

TribeStar, 129, 132, 218, 268-269 
defined, 268 
illustrated, 269 
TribeStar IP, 269 

TribeSwitch EN, 224-225 
trunk networks, 23-26 

building, 24-26 
cable, 24 
cost table, 26 
with extended stub, 24 

illustrated, 23 
w~l jacks, 25, 26 
wiring, 26 

tunneling, 250-252 
defined,250 
hiding when, 256 

tunnels 
multipoint, 252 
point-to-point, 251 

Tut remote repeater system, 186-187 
Tut Silver Streak 

defined, 31 
Ethernet daisy chain with, 31-33 
product illustration, 32 
proprietary b~un, 32 
segment nodes, 33 
sm~l office implementation and, 122 

twisted pair cables 
Ethernet, 14-15 
LocalTalk, 7 
See also cables 

u 
uplink connections, 138 
U pulls, 60 

junction box illustration, 60 
See also conduit 

UTP {unshielded twisted pair), 32, 48-49 
attenuation in, 183 

v 

CATS cable, 48 
rules for running, 70-71 
See also cables 

vendors 
contract timetable, 87-88 
poim of contact, 87 
See also RFP 

vertiali runs, 56-67 
defined, 45 
See also horizont~ runs 

views 
Administrator, 12-13 
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Advanced, 12-14 
Basic, 12 

virtual circuit connections, 323 
virtual switches, 220-221 

defined, 220 
illustrated, 220 
router connecting, 220 
uses, 221 
See also switches 

voice-grade telephone lines. See POTS 

w 
wall jacks 

AT&T, 108 
CAT5, 108 
cubicled office implementation, 124 
labeling, 80 
MOD-TAP, 109 
Panduit, 109 
small office implementation, 144, 147 
structured wiring system, 43, 45 
training room implementation, 131 
trunk network, 25, 26 
types of, 1 08 

wall-mounted raceway, 92 
horizontal, 93 
vertical, 93 

WAN routers, 305-311 
configuration for, 334 
ports, 334 
setting up, 334-335 

WANs 
defined,281 
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finding salespeople and, 288-291 
illustrated, 353 
knowing locations and, 290-291 
knowing services and, 289-290 
links, rules for, 280 
network standards, 281 
network structure example, 361 
sample design, 245 
structuring, 353-366 
technology overview, 292-304 
See also LANs 

weighting, 255 
Wellfleet, 303 

AN WAN router, 307 
router/hub, 307 

wireless networks, 35-42 
infrared (IR), 36-39 
radio frequency (RF), 40-42 
uses, 35 

wire management, 99 
wire mapping, 81 
wire speed, 215 
wiring 

distances 
Ethernet, 16 
LocalTalk, 8 

Ethernet, 14-15 
horizontal runs, 45, 68-71, 94-95 
rack, 46 
trunk, 26 
vertical runs, 45, 56-67 
See also wiring racks 

wiring closets, 67, 72-73 
components, 72 
defined, 72 
designing, 72 
drainage troughs, 73, 96 
flooring, 73 
HVAC system, 73, 96 
location of, 72 
main closet, 72, 97-98 
multiple, 73, 96 
RFP and, 96 
rules for, 73 
training room, 72, 97 
UPS system, 73, 97 
wiring racks, 73, 74, 96 
See also cable; cable runs; conduit; wiring racks 

wiring racks, 73, 74, 75 
back of, 349 
front of, 352 
gear inventory, 346-347 
illustrated, 75, 148, 345 
planning diagram, 348 
power strip, 148 
putting together, 345-352 
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debate and decision, 347-348 
interconnections, 346-349 
labeling and, 352 
logical connections, 349-351 
patching cables and, 352 
rack front, 352 

RFP and, 96 
rules for, 7 4 
shelves, 148 
single, 346-352 
small office implementation, 147-148 
specifications, 73 

X.25, 294 

z 
Zone Information Table (ZIT), 243 

zone(s), 242 
addresses, 248-249 
default, 279, 350 
defined, 247 
extended network, 248 
hiding, 256, 260, 280 
home, 248 
list of, 248, 279 
multiple, 248, 350 
name lengths, 278 
names, 251,259 
network structure example, 361 
non-extended network, 248 
number of, 278 
routing table and, 262 
rules for, 278 
See also router(s) 
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