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Meanwhile, the host organism (like the downtrodden flu sufferer)
gets more and more sluggish; instead of applying its efforts to useful
endeavors, most of its energies are used to combat the virus.

Software viruses are constructed by deviant offshoots of the pro-
grammer community. The legitimate members of that community
have several technical terms for these people, of which only one is
printable: loser.

The loser composes the virus code and then “hides” it inside an
existing, benign piece of software destined to be widely distributed.
Almost any program will do, but games are popular virus carriers;
they tend to get passed around from user to user quite a bit. Finally, the
loser uploads the newly infected program to a public BBS.

Now here you come, an innocent, trusting, peace-loving
telecommunicator. You download the game, not knowing that it’s
been infected, and run it on your Mac.

Here's where the action begins. When the infected program is run,
the virus code implanted inside it wakes up and installs itself inside
your computer’'s memory, independent of the host program. That
virus program remains inside your computer for the rest of your
session, until you switch off your Mac and its memory is thereby
erased. While in memory, the virus has one goal: to find more clean,
uninfected programs, and infect them by making copies of itself and
inserting the code inside the application.

One of the things that makes viruses so sinister is that once
installed, they run as independent entities. You can quit the host
program (the infected game or whatever), and even delete it from your
hard drive, but that virus program runs continuously and infects other
programs until you turn the machine off.

And just as every Mac program operates differently, every virus
operates in its own distinct manner. Most viruses infect only applica-
tions, but some attack only your System file (as the System file’s code
is executed every time you start your Mac, it’s an easy target) or your
Finder. Some can also attach themselves to documents, and more still
infect the invisible files (such as the Desktop files) that your Mac uses
for its own housekeeping.
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Viral Symptoms

Up to this point you have noidea that your computer hasbeen infected.
However, the virus can indeed have an effect on your Mac’s speed.
Computer viruses generally wind up slowing your machine down,
because more and more of your Mac’s time gets devoted to generating
new copies of the virus. Worse, dozens of copies of the same virus can
be wreaking havoc in your system all at once!

And you don’t just take a performance hit. Viruses are usually tiny
(generally taking up less than 5K on your hard drive), but as more
copies are made and more programs become infected, those 5Ks keep
on adding up until you discover that your 40Mb hard drive, which as
far as you know contains just a 5Mb System Folder and 4Mb of
applications and documents, has no free space left.

Finally, the viruses often have an effect that their loser designers
didn’t intend: They can cause good software to create system error
after system error. Whena virus copiesitself into memory, itisn’t polite
about where it installs itself. If it sticks itself into a chunk of memory
that your word processor needs, your word processor can bomb.

This is just a generic operational scenario. With some viruses, you
don’t even have to run an infected application for the virus to infect
your system! The mere act of inserting an infected floppy infects your
system.

The rest of this section contains nothing but encouraging
information.

Encouraging Information

Your Mac can’t become infected by a virus that was designed for a
different type of computer. So folks who use PCs have to cope with
over a thousand different kinds of viruses, but the Mac community has
only about a dozen to deal with.

Actually, let’s gloat on this a bit (we’re Mac owners—we’re good
at gloating). The Macis harder to program than a PC, which in this case
is an advantage; the losers generally don’t want to expend all the effort
involved in writing a Mac virus.
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AViral Rogue’s Gallery

Though new viruses appear every now and then (maybe several per
year), fouraccount for most Macintosh infections: Scores, nVIR, INIT29,
and WDEF.

Scores is one of the first Macintosh viruses. According to legend, it
was written by a disgruntled programmer, after being canned by his or
her employer, a computer-game publisher. Scores was supposed to
prevent the company’s games (which were never released, as it turns
out) from running properly. The most obvious indication that your
Mac has been infected by this parasite is when you find that your
Scrapbook file and Note Pad file have acquired generic document
icons, as shown in Figure 10-1.

Scrapbook File  Note Pad File

Rinh

Scrapbook File  Note Pad File

Figure 10—1: Scrapbook and Note Pad icons in their normal state (top) and after
Scores infection (bottom)

One of the nasty aspects of nVIR is that it comes in two varieties:
nVIR A and nVIR B. And if a disk has been infected by both, the two
viruses can spawn new viruses containing parts of both varieties! It
entertains as it infects: If you have MacinTalk (a software-based speech
synthesizer that worked with System 6 and earlier versions) installed,
nVIR occasionally causes your Mac to exclaim “don’t panic!” when
infected programs are run. If you don’t have MacinTalk, your Mac just
beeps.

Whereas the first two viruses are so widespread because they’ve
been around for a long time, INIT29 is extremely virulent, spreading
quickly. An infected Mac generally presents you with a message
saying that your disk needs minor repairs, and asking if you want to
repair it.
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The WDEF virus is historic; it's regarded as the first virus specifi-
cally designed to avoid detection. WDEF infects the invisible Desktop
file found on all disks and hard drives. The Desktop file is used by the
System and so is opened the instant the disk is inserted (or mounted,
in the case of a hard drive). WDEF is clever; as soon as you stick in a
disk, the virusisinstalled and copied onto any other Desktop files it can
find. On the bright side, as it only infects Desktop files, it’s practically
impossible to contract a WDEF infection from a file you download
from a BBS.

There are a bunch more, of course, but again these four are the most
popular. So to speak.

Howto EradicateaVirus

I've saved the best news for last: With a minimum of effort, you can
configure your Mac so that any existing infections are completely
eradicated and, moreover, your Mac is protected against further
infection! Atleastit’s safe from known Mac viruses. The known viruses
contain snippets of distinctive code that sit conspicuously on your
hard drive. Just as your word processor can search for a specific word
in a document, a special virus-seeking program can search for, and
remove, known viruses from your hard drive.

Several such search-and-destroy programs exist, but none can top
Disinfectant, a freeware program written by John Norstad of North-
western University.

Disinfectant (available from must bulletin boards, on-line services, and
user groups) is an example of everything that's good and decent in the
Macintosh community. When viruses first began to appear, many
different programs were written and sold or given away to combat
them. When Disinfectant came along, the entire Macintosh community
decided to band together and support this one free, commercial-quality
program. No one makes a dime from Disinfectant; the program exists
purely for the good of the community. Commercial virus-killing pro-
grams are available—more on them later on—but they cost money and
won't protect you a lot better than Disinfectant.

Disinfectant was designed for simplicity. You run the program and
click on the Disinfect button, shown in Figure 10-2. While you go make
yourself a sandwich, the program goes off to battle.
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€ File Edit Scan Disinfect Protect @® °
Disinfectant i Ea0FF———————"1[1=
=

Disinfectant 2.5.1 | Cinderella «

Please read the “Quick Start ” section of the manual O
before running Disinfeotant for the first time. It will
tell you how to use this program to check your system D
for viruses, remove any viruses which you may have on
your system, and protect your system against future
infections. To read the manual, select the " Disinfectant
Help * command in the Apple menu.

—

Filez scanned :

Infected files:

Errors:

Cinderella

Disk scanning run started. =
2/17/92,1:26:51 PM. [ Drive ]
Disk scanning run completed.

2/17/92,1:28:30 PM. [ Scan I]isinfect_]
149 total files.

No infected files were found on this disk. [ Cancel Quit ]

O

Figure 10-2: Disinfectant’s operational window

Disinfectant then examines every file on every mounted volume
for viruses. If your hard drive is clean, you see the screen shown in
Figure 10-3.

i
Disinfectant 2.5.1

Please read the “Quick Start* section of the manual
before running Disinfectant for the first time. It wil

tell you how to use this program to check your system
for viruses, remove any viruses which you may have on
your system, and protect your system against future
infections. To read the manual, select the “Disinfectant
Help ¥ command in the Apple menu.

Cinderella

Disk scanning run started.
2/17/92,1:26:51 PM.
Disk scanning run completed.
2/17/92,1:28:30 PM.

149 total files.

No infected files were found on this disk.

<]

Figure 10-3: A clean bill of health
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If Disinfectant comes across a virus, however, you get a message
like the one in Figure 10—4:

Q
Disinfectant 2.5.1

Please read the "Quick Start * section of the manual
before running Disinfectant for the first time. It will

tell you how to use this program to check your system
for viruses, remove any viruses which you may have on
your system, and protect your system against future
infections. To read the manual, select the "Disinfectant
Help” command in the Apple menu.

Cinderella
DeathPaint
488 File infected by \YDEF.
Last modification 1/22/92, 11:32:29 AM.

Figure 10—4: Disinfectant found an infection

Disinfectant then removes the virus from the infected file (in this
case, DeathPaint). Disinfectant is always as good as its word; if it tells
you it's found no viruses on your drives or that it’s found and removed
them, you can be sure that your drive is clean—just about (see the next
section).

For best results, get into the habit of regularly scanning for viruses.
If you run your virus-eradicator once a week or so, you can stop an
infection before it affects your whole hard drive.

TheCatch

There’s a catch. A program like Disinfectant is trained to search for
specific patterns of data on your hard disk—patterns known to repre-
sent malignant viruses. Unfortunately, the losers who write viruses
keep writing newer viruses, with which your current version of
Disinfectant may not be familiar. Remember, Disinfectant has to know
about a particular strain of virus for it to be recognized. So if I were to
write a new virus on May 28, 1993, your copy of Disinfectant, released
on February 8, 1993, wouldn’t give it a second glance.
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Still, that’s no reason to worry. As soon as you hear about a new
virus—on line, in a magazine, in a user group newsletter, or wher-
ever—get a new, updated version of Disinfectant. Information about
new viruses travels to Disinfectant author John Norstad much faster
than the viruses themselves can spread.

If you want to make sure your drive doesn’t become infected in the
first place, you can either take a defensive posture and try to avoid any
exposure to any viruses, or an offensive posture and resign yourself to
the fact that viruses will find your system eventually, but try to render
them impotent before they infect.

Defense: Avoiding Hotbeds of Viral Activity

Viruses can be everywhere, theoretically, but certain environments
and activities enhance your chances of contracting a virus. Most
viruses are found on bulletin boards, in public computing areas, and
on networks.

Bulletin Boards If you're a loser and you want your new virus to be
exposed to as many innocent users as possible, attaching the virus to
a popular shareware program and uploading it to a BBS or commercial
on-line service is a good plan. Home users shouldn’t worry about the
software you download, though; almost all services (public BBSs and
commercial on-line services) “quarantine” all newly uploaded soft-
ware in a special file area. The system operators screen these programs
for viruses before releasing them into the general file areas. On some
BBSs, you can download these new files, but they’re always clearly
labeled as untested. If the untested label worries you even a little, wait
a few days for the sysop to test the program in question.

Public Computing Areas Most viruses are passed from disk to disk
rather than on line, so it follows that any spot where people insert
diskettes into a computer is going to be a hotbed of viral activity. In
places like desktop publishing service bureaus (where dozens of
people bring diskettes with documents to be printed) and college
computing laboratories (where students insert and eject disks all day
long), use caution. Push open the write-protect tab on your diskette (as
shown in Figure 10-5) before sticking it in the drive; this makes it
impossible for any data (viruses included) to be written onto it.
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Untocked

(Cannot see light

through hole)

e

Figure 10-5: Lock your disks before inserting them into a Mac that's in a public place

Locked
(Can see light
through hole)

If this isn’t feasible (you have data of your own you want to put on
the disk, say), then bring in a copy of Disinfectant and scan that hard
drive before inserting your floppy.

Networks Unfortunately, the network that shares files can also share
viruses. If your Macintosh network shares only printers, then there’s
nothing to worry about. If your network uses file servers (volumes on
aremote computer that you can mount on your desktop as if they were
built into your own Macintosh), or you use System 7’s built-in file
sharing feature, you can run into some virus trouble. Imagine Bob and
Sally on a network, both using the office file server. If Sally inserts an
infected disk in her machine, the virus will eventually infect both her
internal hard drive and the file server, since the file server is just
another volume, and viruses will try to infect every volume it can find.
Bob has the file server’s volume mounted on his desktop, too, so the
viral contamination can infect his hard drive through the remote
volume.

This scenario is a nightmare for the people whorun large networks.
There can be a hundred Macs on the net, and if even one Mac becomes
infected, the entire network eventually slows down to a crawl.
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Unfortunately, if you're on a network, it’s almost certain that your
network administrator will demand that you keep your office Mac
connected, so in this case the only solution is to go on the offense.

Offense: Preventing Infection Before It Happens

If you're worried about viruses running amok in your Mac’s memory,
you need special software in memory, too, searching for viral activity.

Disinfectant comes with a special Protection INIT that does exactly
that. When installed, this INIT looks for the presence of known viruses
in your computer’s memory. If you attempt to launch an infected
application, the INIT immediately quits the application and presents
you with an alert, as shown in Figure 10-6.

The application “DeathPaint” is
infected by the nDIR virus. Use

Disinfectant to remove the virus.

Figure 10-6: Disinfectant's Protection INIT alerts you as soon as you try to launch
an infected application

It's not “OK,” of course, but click the OK button anyway. Now run
the Disinfectant application to remove the virus from DeathPaint.
Disinfectant’s Protection INIT also prevents the virus from spreading
to other disks. Your files are safe.

If you're still worried, you need SAM (Symantec Anti-Virus for
Macintosh). With the SAM Control Panel installed, SAM scans every
disk you stick inside your Mac for viruses before your Mac knows that
the diskis there. If the disk is clean, SAM hands it to your Mac. If itisn’t,
the disk is immediately ejected; viruses have no chance of infecting
your Mac because infected disks never get mounted! Devious!

Of course, the Disinfectant Protection INIT and the SAM Control
Panel have the same Achilles’ heel as other virus-scanning programs:
They have to know specifically what viruses to scan for. Though SAM
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has an expert mode that can detect suspicious activity from a virus it
knows nothing about, the number of false alarms you receive in this
mode almost negates its worth.

Similar to SAM’s expert mode is Gatekeeper. Like Disinfectant, it's
free—a Control Panel written by Chris Johnson for the good of the
community. Rather than looking for known viruses, Gatekeeper looks
for any activity that seems suspicious, as in SAM’s expert mode. Most
viruses work in similar ways: by modifying existing code, installing
new resources inside files, and so forth. Whenever the Gatekeeper
Control Panel sees a program engaged in suspicious activities, it
“vetoes” the attempt, blocks the action, and snitches on the naughty
program, as shown in Figure 10-7.

Gatekeeper has vetoed an attempt by “DeathPaint”
to violate the “Res(System)” privilege against
“System”. [ RddResource(nlViR, 0) ]

)

I—

Figure 10-7: Gatekeeper’s veto alert

In this example, Gatekeeper suspects that DeathPaint is an infected
program because it attempted to add a new resource to the System file,
a popular activity for viruses. In addition to the alert, Gatekeeper
maintains a log of all suspicious activity it’s ever encountered.

But some nonviral applications perform legitimate actions that are
on Gatekeeper’s “hit list.” Font/DA Mover, for instance, also installs
resources into the System file. They’re nonviral resources known as
fonts and desk accessories—but Gatekeeper still blocks the action. To
prevent false alarms, Gatekeeper allows you to create a list of excepted
applications, as shown in Figure 10-8.
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Control Panel =a0—=——=|

{ ® Override — Disable Gatekeeper
{ ® Settings — Change Modes, etc.
® Log — Yiew the Log File
. ® Privileges — Create, Edit & Delete

{ Retrospect

{ SUM Backup

{ SUM Disk Clinic
SUM Encrypt
SUM Recover

{ SUM Tools

Figure 10-8: The Gatekeeper Control Panel lets you create an exceptions list

Here, for instance, you give permission to the decompression
program Stufflt to fiddle with external files and resources without
Gatekeeper’s interference.

Gatekeeper is invaluable when teamed with a virus-hunter INIT
like Disinfectant’s. The one danger of Gatekeeper (or SAM in its expert
mode) is that too many false alarms may cause you to trash the
program after a few days.

If the freeware is so good, why buy a commercial virus-eradicator
like SAM (Symantec Anti-Virus for Macintosh) or its main competi-
tion, Virex (from Microcom)? One of the advantages of the commercial
programs is that you can update the program yourself without having
to wait for a new version to be released. Or, for a small fee, you can have
updates sent to you automatically whenever a new virus appears on
the scene.

SAM and Virex both allow you to type in a search string (the
pattern of data that identifies the newly discovered virus) to update
your software so it can recognize new viruses. These search strings are
easy to come by—Symantec posts them on line, usually within days
after a new virus is discovered, and it also has a telephone hot-line you
can call to learn the latest search strings.
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Another advantage of the commercial offerings is that they are a
complete solution—both SAM and Virex include an application that
lets you scan for and eradicate viruses plus a Control Panel to keep your
Mac safe from infection without any intervention on your part.

Electronic Break-ins

Some people are apprehensive about having a modem connected to
their computers. Doesn’t that mean a hacker, armed only with your
home phone number, can call in from across the country to plunder the
files on your hard drive?

Actually, you shouldn’t use the term hacker in this context. A hacker is
a true software artist, one who writes software solely because he or
she enjoys the programming art. Someone who writes viruses and
breaks into computer systems should be properly referred to as moron
or loser. ‘

Many of the popular newsweeklies improperly identify computer
criminals as hackers. When this happens, I'm always sorely tempted to
send them an angry letter and a dead fish.

Such an attack is extremely unlikely to happen. No one can break
into your system unless you leave the modem on, leave the computer
on, leave a BBS program running, and set up an account for the
miscreant, complete with full access to your entire hard drive, before-
hand.

If you're using AppleTalk Remote Access (ARA), an electronic
break-in is slightly more likely, if a loser knows your modem’s phone
number and manages to guess your password. If thisbothers you in the
least, be sure to use ARA’s callback feature, which verifies your
identity by automatically dialing a predetermined phone number—
where you and your modem are—before allowing access.

In any event, the chances are slim that anyone wanfs to break into
your Mac.
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Password Security

A password is a computer’s sole means of determining whether you
are exactly who you say you are.

If you're logging onto a simple, free public BBS, it's a trivial
problem. But when you start using commercial services such as
CompuServe or America Online, the stakes go up. When an evening of
spirited on-line activity can result in a three-figure bill, the importance
of a secure password is evident.

Even on free BBSs, though, the idea of someone else logging in
under your name should make your flesh crawl. A stranger reading
mail intended for your eyes only? Someone sending public mail under
your name? Exploiting the extra privileges you’ve earned as a valued
BBS user?

Good, now you're all riled up. Let’s start with the basics.

How to Protect Your Password

Here are some guidelines for keeping your passwords safe and secure.

Don’t write down your password anywhere. Memorize it! No
kidding, people actually scribble down their password on a piece of
paper and leave it right in their desks! I've even seen some terminals
with passwords written on them!

Don’t share your password with anyone—not your friends, not
your spouse, not your mother. A secret password becomes immedi-
ately and irrevocably tainted the instant you share it with someone
else. The other person might write it down somewhere where total
strangers can see it. Resist the temptation to share, no matter how much
you trust or love the other person.

Use a different password on every system. On most of the larger
services, passwords are encrypted so that the system managers have
no idea what they are, but most of the public BBS programs lack that
feature. If a sysop is unscrupulous, he or she may take the password
you use on his or her systemand useit to try to getinto some of the other
systems you use!

Change your passwords regularly—once every month or two. This
helps to minimize the damage that can occur if a moron or loser
manages to learn your password; then, if someone else is using your
account without your knowledge, it’s for three or four weeks at most.
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Change your password the instant you think it may have been
compromised. If you suspect that someone was looking over your
shoulder as you logged onto CompuServe, immediately change your
password. Remember, evildoers need only a few hours to run up
hundreds of dollars in on-line charges.

Finding a Bulletproof Password

Now that you know how to protect a password, let’s talk about how to
select one. The big weakness of passwords is that to be effective, they
have to be memorized. Therefore, a lot of people choose passwords
they know already, such as their own names, the names of their
spouses and children, birthdays, anniversaries, and the like.

Avoid these passwords like the plague; people who have any idea
of who you are can guess your password with a minimum of trial and
error. Similarly, if everyone knows you're an avid Beatles fan, a
password like LENNON will be a miscreant’s fourth or fifth try.

The best of all passwords is a random string of letters and digits,
such as 8skdl-12, but this can be difficult to memorize. You want to
find a happy medium between easy-to-memorize (your name) and
easy-to-forget (random passwords). A Iot of the trivial information
stuck in your brain makes good fodder for passwords. The license
number of your grandmother’s car, the name of a memorable grade-
school teacher, the capital of North Dakota—they’re all bits of infor-
mation that you won’t forget but no one else would ever connect with
you. This simple solution works for most of your password needs.

I'have about forty different accounts on various systems, each with
aunique password that is changed monthly. Even if you use only eight
or nine passwords, you may need a system to keep all your passwords
straight. A famous dodge is the use of a key book—a novel or reference
that acts as a source of new passwords. For some time, Andy used The
Book of Lists in this way; if he forgot a password, he’d remember that
it had something to do with blues singers, and after rereading the
relevant article and making a few guesses, BLIND-LEMON would let
him right in.
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One of the best systems is to memorize one ridiculously long,
random password (such as 82IDJD92839DKI209), and use that pass-
word to encrypt a file containing all of your system passwords. Many
commercial programs such as Stufflt (or shareware programs, such as
MacDES) can take a standard file generated by your word processor
and turn it into psychedelic spaghetti. If someone attempts to read the
file without entering a special password, the document appears to
contain nothing but gibberish characters. It's a perfectly safe way to
record passwords; when I'lose one, I can now use that huge password
to unscramble my master list and read off the forgotten password.

These are just suggestions, of course. The best password scheme,
like the best diet plan, is the one you like enough to stick with for the
duration.

Password Scams

Finally, I’d like to fill you in on one of the oldest scams in the book.
You've logged onto your on-line service. You’ve been working solidly
for a half an hour when your terminal burps and displays a message
like this:

Connection to host lost. Please log in again.
Password:_

Beware! It's possible that this message isn’t being generated by the on-
line service, but by some vile miscreant trying to swipe your password!
The miscreant has written a program that displays that message on
your screen, stashes your password to a special file, then returns you
to the on-line service. Later, he or she logs back on and picks up a file
containing the hundreds of account names and passwords the fake
logon program managed to collect.

If you're ever asked for your password a second time for any
reason, your best bet is to hang up your modem and log in all over
again. If it was a genuine error, then you’'ve lost nothing; if it was a
scam, you'’ve protected your password!
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Parting Shots

If you heed a few precautions and use common sense, you'll never
experience viral infection, nor will your computer ever be broken into.
At the least, download a copy of Disinfectant or Gatekeeper, or
both. They’re free, so you have nothing to lose but a few minutes of
downloading time. It's well worth it for the peace of mind they
provide. If you want more peace of mind, buy SAM or Virex.

I've used SAM since the day it was introduced, and I'm happy to
report that my system has never become infected. SAM has indeed
alerted me to the presence of an infected disk or file on several
occasions, but I've never had a raging infection.

Finally, be sure to protect your passwords. Failing to do so could
have dire consequences for your reputation and your wallet.

SeeYouOnLine

Let me know how you're doing. Please, feel free to send me a note via
electronic mail the next time you log on. You'll find me at 76004,2076
on CompuServe, LEVITUS on America Online, MCI Mail, and
AppleLink, and R.LEVITUS on GEnie.
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Appendix A

archive A special file format that applications and files are generally
transformed into before they're uploaded to an on-line service. A
special archiving program can take multiple files—an application and
its documentation files—and combine them into one file so all the
program’s components can be downloaded together. This combined
file is then compressed to make it smaller. The archived file, after
downloading, must be restored with a compatible dearchiver. The
most popular archive formats are Aladdin Systems Stufflt (signified by
a .SIT at the end of the file name) and Bill Goodman’s shareware
program Compact Pro (formerly known as Compactor; signified by
.CPT at the end of the file name). Some archived files are self-extracting
(signified by .SEA at the end of the file name), which means they extract
automatically when you double-click on them, so no dearchiving
software is necessary. Most archiving programs can create self-extract-
ing archives.

ASCII American Standard Code for Information Interchange. The
international standard for assigning numbers to characters; for
example, capital A is 65 and a space is 32.

283
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asynchronous communication Means of sending data from one
device to another. Asynchronous means that characters are not sent at
a constant rate; pauses of any length can occur between characters.

AT Command Set Standard set of commands (developed by Hayes
and often referred to as the Hayes Command Set) for controlling the
operation of a modem. Called the AT set because with few exceptions
all commands begin with the letters AT (attention!).

autoanswer Refers to either a feature or a mode of operation of a
modem. A modem with autoanswer can automatically answer the
phone when a call comes in. Usually, you turn this feature on with the
command ATS0=1 or off with the command ATS0=0.

autoredial A feature in both modems and communications software
that allows a busy number to be redialed automatically until a connec-
tion is made.

batch A special mode of downloading or uploading where a list of
several files can be sent one after the other without any intervention on
the part of the user.

baud/baud rate The speed of transmitted data; the rate at which
discrete signals leave the modem, not taking into account stop and
parity bits. Baud is short for bits audible. Commonly, but incorrectly,
used to denote modem speed. For the correct term, see bps.

BBS Bulletin board service or system. BBS canrefer toany service you
can access by modem, but usually means a small, local public system
as opposed to a large commercial service.

Bell 212A  An old standard for communications at 1200 bps. Almost
all modems have Bell 212A compatibility.

binary System by which numbers can be represented as 1s and 0s.
Also, in Mac telecommunications, refers to a transmitted file that is not
a text file and not in Macintosh format; for example, an application for
MS-DOS computers.
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bit A single binary digit, either an on or an off signal. All data travels
through your modem as bits of information.

bits per second See bps.

block A piece of data being transmitted from one place to another.
When you download a file, the file is split into blocks of identical size
and transmitted one at a time. The size of the blocks (how much data
they contain) varies depending on which file-transfer protocol you
use.

board Short for BBS.

bps Bits persecond. Correct term to denote how fast two modems are
communicating. See also baud and cps.

bulletin board See BBS.

byte Eight bits of information, representing a single number or char-
acter.

carriage return The Return key on your keyboard, which usually
brings the cursor to a new line. ASCII code 13. Sometimes shortened to
CR.

carrier The noise your modem makes across the phone line as it’s
communicating with another modem. A message such as NO CAR-
RIER or CARRIER LOST from your modem or a telecom program that
means the modem can no longer sense the presence of another modem
on the line.

CCITT The international organization (part of the United Nations)
that develops and defines the standards used by modems and other
phone equipment. CCITT stands for International Telephone and
Telegraph Consultative Committee (translated from the French). Any
modem standard that begins with V. (as in V.42) is a CCITT standard.
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character A transmitted entity (a letter, number, or symbol) that
represents real data, as opposed to numbers being transmitted as part
of an error-checking scheme or info transmitted as part of the commu-
nications protocol. See also cps.

chat mode Using a special area on a BBS or other on-line service to
communicate interactively with another user. In chat mode, commu-
nication is usually one-on-one. See also conferencing.

checksum A number that describes data that’s just been sent. The
receiving computer calculates a checksum for the info it has received
and compares it with the checksum provided by the sending com-
puter. If they’re not identical, an error occurred in transmission.

commercial Refers to software or to on-line services that you pay for.
Compare to BBS, freeware, shareware.

communications parameters A group of settings that determines
how data is transmitted and received. Parameters usually include bps
rate, data bits, stop bits, and parity settings.

Communications Toolbox The Mac’s special set of built-in routines
for establishing connections, emulating terminals, and transferring
files. The toolbox is built into all versions of System software later than
7.0,and itisavailable as a system extension for earlier versions. See also
Appendix C, The Macintosh Communications Toolbox.

communications tools Drop-in modules for the Communications
Toolbox that add extra features to all programs built upon the toolbox.
Three classes of tools exist: connection, terminal, and file transfer. See
also Appendix C, The Macintosh Communications Toolbox.

compiler A feature of a telecom program’s scripting language that
translates scripts into faster, more efficient machine code.

conferencing Using a special area on a BBS or other on-line service
where several users at a time can discuss a subject live. In conference
mode, what you type can instantly be seen by all other users in the
conference area. See also chat mode.



Appendix A = Glossary 287

connection An open line of communication between two computers.

control key A special key that sends a character when you use it with
another key on the keyboard. Ctrl-C means “hold down the Control
key and press C. On older Macs that don’t have a Control key, another
key stands in, typically Option.

cps Characters per second. Refers to the rate at which actual data
(characters you've typed, the numbers that make up a file being
downloaded or uploaded) are transmitted. Looking at cps or through-
put of a transmission is more valuable than the simple bps rate, as CPS
tells you how much speed was gained with a data-compression
protocol (like V.42bis) or how much was lost either to an inefficient
protocol or a noisy phone line. Multiply CPS by ten to get an approxi-
mate bps rate. If the throughput of a V.42bis download was 1380 cps,
it means that the data compression gave you the speed of a 13,800 bps
modem.

CRC Cyclical redundancy checking. An error-checking technique
used in many file-transfer and modem hardware protocols, most
notably the XMODEM CRC file-transfer protocol.

Ctrl key See Control key.

CTS Clear to send. A hardware signal between computer and mo-
dem that signals that one of the two is ready to receive data from the
other.

cursor The place on the screen, usually represented by a solid or
flashing block or underline character, where the next thing you type
will appear.

databits The number of bits that make up each character of data. As
part of the communications parameters, it's generally set to 7 or 8 (8 is
more popular). Sometimes referred to as word length.

DCE Data communications equipment. Technical term for amodem,
most accurately the modem that establishes a communications link.



288 Appendix A = Glossary

dedicated phone line A phone line that’s used for telecommunica-
tions exclusively, as opposed to one that’s used for voice and data.

default A settingthata modem, telecom program, or BBS chooses for
you until you change it yourself.

direct-connect A connection between two computers that's made
without the use of modems or telephone lines, usually by cabling one
machine’s serial port to the other’s.

disk capture Inacommunications program, refers to saving all data
into a text file as it comes in.

doors Special areas of a BBS where you leave the BBS and temporarily
use a different program. Typically, doors are games, databases, and
specialized mail readers.

download To have data transmitted from the on-line service to your
Macintosh. Can refer to all data (messages, listings, and so on), but
usually refers to files. Can also be used as a noun (“Get this file, it's a
good download”).

DTE Dataterminal equipment. A technical term that usually refers to
your computer.

DTR Data terminal ready. A hardware signal generated by a com-
puter or a modem that says it’s ready to communicate.

dumb terminal Keyboard and monitor with no processor of their
own. Used for accessing mainframe and minicomputers. Macintosh
telecommunications software can often emulate dumb terminals,
making it possible to log onto a mainframe or mini from your Macin-
tosh instead of a dumb terminal.

echo A message base shared with several BBSs across the country.
Also short for Local Echo.

E-mail Electronic mail. Can refer to any message you send to some-
one else via a modem, but usually means a private message that can be
read only by the sender and the receiver.
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error checking Any scheme by which transmitted data is verified at
either the sending or receiving end.

escape A special keyboard character that’s often used to terminatean
activity or back up. On older Macs that lack an Escape key, you can
usually use the tilde key (~).

external modem A modem that exists as a separate component and
connects to your Mac via a serial port. Compare with internal modem.

file-transfer protocol A scheme for breaking up a file into efficient
blocks that can be transmitted from one computer to another and
reassembled at the other end. See also FTP.

flow control A scheme that stops and starts the flow of data as
necessary. For instance, it can prevent data from being transmitted
when the receiving modem isn’t ready for it.

forum An area on an on-line service dedicated to a special interest
group.

freeware Software that may be freely copied for personal use.

FTP A file transfer protocol used largely on UNIX systems. The term
FTP is also used on the Internet to designate special sites offering
software for downloading (as in ftp.apple.com).

full-duplex A communications mode where data can flow in both
directions simultaneously.

gateway A link between one on-line service and another. For ex-
ample, an America Online or CompuServe user can send mail to
someone on the Internet (and vice versa) by means of a gateway.

half-duplex A communications mode in which data can flow in both
directions, but only one direction at a time. Half-duplex usually
involves turning on Local Echo so you can see what you're typing.

handshaking Schemeby which two devices synchronize their opera-
tions so communication can take place.
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hardware-handshakingcable A specialmodem cable wired forhard-
ware handshaking.

Hayes Command Set See AT Command Set.

Hayes-compatible Denotes a modem that uses the Hayes or AT
command set (but doesn’t necessarily come from Hayes Microcom-
puter Products). Almost all modems are Hayes-compatible.

hostmode A special feature in some communications programs that
turns your computer into a miniature BBS and allows other people to
exchange messages and files.

host system The computer you dial into and connect to.

HST High-speed technology. Proprietary communications protocol
of USRobotics.

initialization string A string of AT commands a telecom program
gives to your modem every time you launch the application. You use
an initialization string to set certain modem features (echo, maximum
transmission speed, turning off the speaker) that you’d normally use
only with this specific program.

installer A special program that’s used to install certain applications
and perform upgrades to System software.

internalmodem A modem that installs inside your Mac, mounted on
an expansion card.

Internet An international network connecting almost every com-
puter system on the planet to every other system, including most
commercial services.

K Short for kilobyte; 1024 bytes of data.

Kermit A file-transfer protocol used chiefly on mainframe
computers.

keyboard buffer A feature of telecom software where what you type
goes into a one-line editing window and is sent to the modem only
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when you press the Return key. Until you press Return, you can edit
the line using the mouse and other Mac features such as cut, copy, and
paste.

LAPM Linkaccess procedure for modems. An error-checking proto-
col that is part of V.42.

leased line A special kind of phone line that maintains a direct link
between one computer and another.

library An area on an on-line service where files are available for
downloading.

lineeditor A primitive word processor thatlets you workononlyone
line of text at a time. Once you go to the next line, it's difficult to make
changes to a previous line; you have to type the whole line again. Most
BBSs and on-line services provide a line editor for composing
messages.

line noise Thebackground static you hear on phone lines. Major line
noise can make communications difficult if not impossible, causing
random bursts of nonsense characters to pour into your terminal
window.

Local Echo Feature in telecom software and modems that automati-
cally sends whatever you type to the terminal window as well as to the
service you're connected to. Turn Local Echo on if you’re communicat-
ing at half-duplex or you are directly connected to another computer
via a serial cable.

logging off The procedure for terminating your on-line session and
disconnecting the phone call.

loggingon After yourmodem hasconnected toan on-lineservice, the
procedure by which the service grants you access to the service.
Usually involves typing in your name and password.

MacBinary A scheme by which the two forks of a Macintosh file are
combined into one when it's uploaded to a non-Macintosh computer,
and separated again when downloaded by another Mac.
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macro A simple (usually one-line) series of commands that your
telecom software can attach to a single button or keystroke. See also
Script.

mainframe A large computer usually found in colleges and corpora-
tions. Also the computer running most large commercial on-line
services.

MNP Microcom networking protocol. Microcom’s standard for error
checking. Levels 1 to 4 are in the public domain and built into many
modems as part of V.42. Levels 5 and above include data compression
and are available only in Microcom modems.

modem The device that takes the data from your computer,
transmogrifies it into noise, and sends it across the phone line. Like-
wise, it takes whatever noise is sent to it, transmogrifies it to data, and
sends it to your Mac. Short for modulator/demodulator.

modemdriver Insometelecom programs,aspecialfilethatprepares
the program for a specific modem.

multiuser Type of on-line service that can accommodate many users
on the service simultaneously.

null modem A special cable or adapter that allows two computers to
be directly connected to each other with serial cables instead of
modems.

NVRAM Nonvolatile RAM. A special kind of memory in most mo-
dems that maintains your modem settings when you turn the modem
off. You can store settings to NVRAM by using the command AT&W.

offhook Themodemstatusequivalentto havingthe phone’sreceiver
off the hook (but not necessarily being connected to an on-line service).

offline Not connected to another system.

onhook The modem status equivalent to the phone’s receiver being
on the hook.
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on line Having an active link to another system.

on-line service Denotes any other computer you connect to with
your modem. Sometimes used to refer specifically to commercial
services as opposed to free, public BBSs.

originate mode Modem status in which the modem is the originator
of the phone call.

packet A chunk of data comprising a part of a transmitted file with
some error-checking and file-transfer protocol data. Similar to a block
but more specific.

parity A rudimentary method of error checking. After sending some
data, the sending computer sends a parity bit, which indicates whether
an even or odd number of binary 1s were transmitted. Supplanted by
more modern schemes, parity these days just means even or odd, a
setting in your communications parameters.

password A special word that, theoretically, only you know. An
online service uses a password to confirm your identity when you log
on.

post To leave a message for public consumption. Sometimes used as
a noun: “I read your post yesterday.”

protocol A standard set up for certain procedures, as in handshaking
protocols, file-transfer protocols, error-checking protocols, and so on.

QuickB, B+ Proprietary file-transfer protocols used by CompuServe.

round-robin dialing Special dialing mode in some telecom software.
A list of on-line services is dialed one at a time, until connections have
been made with each of them.

RS-232 International standard for serial communications.

RS-422 Type of serial ports on the Macintosh, basically RS-232 with
a few enhancements.
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script A list of instructions you can write and have a telecom program
follow. Many telecom programs include scripting capabilities. A script
can do simple tasks (automatically log onto a service for you) as well
as complex tasks (serve as a graphical front end to an on-line service or
turn your Mac into a BBS of its own). A script is more versatile than a
macro.

serial communications Method of transmitting data from one device
to another, where all bits of data are sent one at a time, single file.

serial port One of several of your Mac’s connectors that support serial
communications. On most Macs this is either the modem or the printer
port, both of which use the RS-422 standard. You can also add more
serial ports by buying an expansion card.

Shareware Try-before-you-buy software. If you use a shareware
program for longer than the stated evaluation period, you're honor-
bound to register your copy by sending the developer a check.

start/stop bit The communications parameter, usually set to either 1
(by far the most popular), 1.5, or 2, that defines how one machine
signals that the flow of data is about to begin or end.

sysop Short for system operator. The person who runs a BBS and has
complete power over it and those who use it.

terminal Any device used to read and write on-line information. As
opposed toamodem, which takes information and moves it someplace
else.

terminal emulation A feature of telecom software that allows your
computer to perform like adumb terminal. The most popular terminal
emulation is VT100/VT102.

terminal window In a telecom program, the window in which info
you type gets sent to the modem, and in which the info that’s received
is displayed. Only what’s typed into the terminal window is
transmitted.
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throughput A speed rating that reflects how fast data was sent or
received, not taking into account overhead such as communications
data, information sent as part of a file-transfer protocol, and so on.
Usually given in ¢ps (characters per second).

TTY Short for teletype. The simplest form of terminal emulation.
upload To transmit a file from your Mac to an on-line service.
V.22 The CCITT standard for 1200 bps communications.

V.22bis The CCITT standard for 2400 bps communications. Compat-
ible with Bell 212A.

V.32 The CCITT standard for 4800 and 9600 bps communications.

V.32bis An improvement to V.32 that adds 7200, 12,000, and 14,400
bps speeds.

V.42 The CCITT standard for error-checking modems that includes
LAPM and MNP error control.

V.42bis An extension of V.42 that adds on-the-fly data compression
and uncompression.

VT100/VT102 The most widely used form of terminal emulation.

window Part of a Mac screen, or a block of data transmitted with a
file-transfer protocol.

word length See data bits.

word-wrapping Onsome on-line text editors, the ability to automati-
cally putaword onanew lineif itdoesn’t fit on the line you're currently

typing in.

XMODEM Filetransfer protocol. Also known as XMODEM checksum.
One of the most widely supported (but not most widely used). Alter-
native versions are called XMODEM CRC and XMODEM 1K.
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XON/XOFF A scheme of software flow control (as opposed to hard-
ware flow control) where two ASCII characters signal when the flow
of data should be paused and resumed.

YMODEM File transfer protocol. An improvement over basic
XMODEM, faster because it sends eight times as much data before
pausing to check if the data was sent properly. A special version,
YMODEM-G, is better for use with error-checking modems.

ZMODEM File transfer protocol. Currently runs the fastest and
offers the most features.



The AT

Command Set
Appendix B

This appendix summarizes all the commands your modem under-
stands. Its purpose is to give you a good reference. When you need to
figure out why you can’t get error checking to work on your modem,
for instance, you can skim through this list and find the command you
need.

All of the most useful and popular commands—dialing, answer-
ing phone calls, setting parameters—are the same forall modems. Less
common commands can be different for different modem brands,
however. You may find one or two commands here that don’t work
with your modem. Remember to use your modem’s manual as your
primary reference, and treat this appendix as a companion to your
modem’s manual—not a replacement. Your manual will contain a
detailed list of all the AT commands that work specifically with your
modem.

This appendix has two lists of commands: the basic command set
and the extended command set.

297
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Basic Command Set

The basic command set controls day-to-day modem use. Nearly all
modems, from the cheapest to the most complex, support most of these
commands.

When you see a lowercase italic n, it is a placeholder for a numeral.
For example, Sn means you type an S followed by a numeral. Also, the
character 0 is always the number zero, and not capital O, except in the
ATO commands.

+++ Escape When you're on line, type three plus
signs in rapid succession, then type nothing for a
second or two, to switch the modem from on-line
mode to command mode. On most modems, your
link to the remote system remains active and you
can switch back to on-line mode by entering ATC
or ATO at any time. A few modems hang up
before entering command mode, though, so
beware. Usually you can enter a command to
modify this behavior; check your modem
manual.

A/ Repeatlast command The last command given
to the modem is executed again. Useful for
manually redialing a phone number.

A> Repeatlastcommand continuously Thelast
command given to the modem is executed over
and over again until you hit any key. Dialing
commands are repeated a maximum of ten times
(as mandated by a Canadian telecommunications
law).
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Cancel Pressing any key stops whatever the
modem’s busy doing at the moment. If it’s dial-
ing the phone, it stops and goes back to com-
mand mode. If it’'s repeating a command, it stops
repeating.

Attention Lets the modem know that what
follows is a command to be carried out and not
data to be transmitted. With the exception of the
four commands already listed, all modem com-
mands must begin with AT. You can concatenate
many AT commands in one line. For instance, the
command ATMOE1&KODT 555-1827 turns off
the modem speaker, enables Local Echo mode,
disables all error-checking modes, and dials the
phone. The command is executed only when you
press Return at the end of the line.

Answer Forces the modem to go off hook and
try to answer whatever’s going on in the phone
line at the time. You use the A command when
you're talking on the phone with someone who
wants to send a file to you. You both turn on your
telecom programs, your friend enters ATD, you
enter ATA, and that phone call switches from
two people talking to two computers communi-
cating. You can also use this command to have
your modem answer a phone while it’s ringing.
Don’t confuse this command with ATS0=1,
which tells your modem to answer the phone
automatically whenever it rings.
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Bn

Cn

High-speed modulation The number n deter-
mines what handshaking method the modem
uses when establishing a connection with another
modem. The number varies from one manufac-
turer to another. For instance, on a USRobotics
Courier HST, ATBO (the default) allows the
modem to make connections using the V.32
protocol. ATB1 forces the modem to establish
connections using its proprietary HST protocol
only; if the modem you're trying to connect to is
not an HST, no connection is made.

Transmitter enabled/disabled The transmitter
is that part of the modem that transmits a carrier
signal across the phone line, which allows it to
transmit data. If you enter ATCO, this transmitter
is disabled and the modem can only receive data.
The default is ATC1, which allows the modem to
both transmit and receive. There are some brands
of modem that don’t support this command—
check your manual.

Dial The most popular command. This com-
mand forces the modem to go off hook and dial a
phone number you specify. To dial 555-8817, you
enter ATD5558817 or ATD 555-8817. Most
modems ignore hyphens, parentheses, and
spaces. Usually, when you don'’t specify a dialing
method, pulse dialing is used.
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The next eleven commands allow you to modify the dialing string. Just
‘as you need enter only one AT in a command line, you need enter only
one D on your command line, followed by as many single-character
dialing commands as you need. See the DW entry for an example.

The D commands are listed in the approximate order of their
usefulness.

DE Touch-tone dialing Dials the number using
touch-tones, as most push-button phones do. It's
a faster way to dial the phone.

D, Pause A comma causes the modem to pause for
two seconds in the middle of dialing the phone.
Use a pause if your office phone system requires
you to dial a 9 for an outside line. If two seconds
is too long or too short for you, you can modify
the delay with the S8 command. Also, additional
commas add two seconds each.

D; Return to command mode after dialing Nor-
mally, after your modem dials a number it waits
to see if another modem answers your call, and it
establishes an on-line connection if one does.
Putting a semicolon at the end of the dialing
command, however—as in ATDT 555-2882;—
forces the modem to go back to command mode
immediately after dialing. This command is
handy if a pal asks you to dial his or her com-
puter. If his or her spouse answers the phone
before your pal’s modem does, your modem
won't shriek in the spouse’s ear. If a modem does
answer, you can connect by typing ATD.

DP Pulse dial Dials the number using pulses in-
stead of tones, as a rotary phone would.
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Dl'

D!

DW

D@

DR

DL

Dial the letters that follow Onsome modems, a
straight quote symbol dials the letters that follow

as numbers. For example, ATDT "HOG-WILD is
the same as ATDT 464-9453.

Flash The equivalent of holding down the
switch-hook of the phone briefly. On some phone
systems, you do this to transfer a phone call.

Wait for a second dial tone  When your modem
comes to a W in the dialing string, it pauses and
listens for a second dial tone before proceeding. If
you use a calling card to dial a toll-free access
number, wait two seconds, enter a code, and then
wait to get a second dial tone before dialing the
number, you can use a string like this: ATDT 1
800555-2918,12345 W 555-1928.

Wait for silence Halts the dialing command
until a predefined period of uninterrupted silence
occurs. Useful if your office phone system re-
quires you to listen to the entire introductory
sequence before you can dial the extension you
want. ATDT 555-2938 @ 7726 dials the number,
waits until the electronic voice stops, then dials
the extension.

Reverse mode Some old modems are originate-
only, and you can connect to them only by add-
ing an R at the end of the dialing command.

Redial Redial thelast dialed number. Use A /to
repeat the last command, whatever it was; use
ATDL to redial the last number even if you've
been giving the modem other commands since
your last try. This command is not supported by
all modem manufacturers.
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Dial stored number Many modems allow you
to store a short list of phone numbers in memory,
each associated with a digit (usually 0-3). ATDS0
dials whatever number has been stored at posi-
tion 0 in the list. To store numbers, use the AT&Z
command (in the Extended Command Set section
of this chapter).

Echo command characters In command mode,
ATE1 (the default) echoes each character you
type back to you as you enter commands. If you
type ATEO, no characters are echoed in command
mode.

Echo transmitted data By default, this setting is
ATF1 (Local Echo OFF), which means that what
you type gets sent over the phone line and that's
it. If you enter ATFO (Local Echo ON), the mo-
dem also echoes what you type back to you. Use
ATFO when you're on line and you can’t see what
you're typing (or have your telecom program
generate Local Echo for you, which is easier).

Hook control ATHO (or ATH) hangs up the
phone (putting it on hook). ATH1 picks up the
phone, taking it off hook (but does not establish a
connection).

Information Gives a status report on some
component of the modem hardware; each n tells
you something different about the modem.
Usually, ATIO displays a product code that
identifies what make and model modem you
own, and ATI1 and ATI2 calculate checksums on
the ROM and/or RAM of the modem. Otherwise,
In varies from one manufacturer to the other.
USRobotics, for example, has codes that tell you
all the modem'’s current settings, how long the
last phone call lasted, what kind of connection
was made, how it was disconnected, and so forth.
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Ln

Qn

Speaker volume Sets the volume of the
modem’s built-in speaker, from a low of 0 to a
highest setting of 3.

Speaker control Determines when your
modem’s speaker is on. ATM1, the default,
leaves the speaker on while dialing and turns it
off once you're on line. You can silence the
speaker with ATMO0. ATM2 keeps the speaker on
all the time, even while on line, and ATM3 leaves
the speaker off while dialing, turns it on while the
connection’s being made, and then turns it off
when you go on line.

Negotiate connection On some modems, ATNn
defines how your modem connects to another
modem—specifically, how speed should be
negotiated between the two, the order in which
various connection protocols are tried, and so on.

Return on line If you're connected to another
modem and you use the escape code (+++) to go
off line for a moment (to give your modem a few
commands), ATO puts you back on line. ATO1,
used rarely, and only at 2400 bps, forces your
modem and the one it’s connected with to rene-
gotiate their connection.

Result codes Your modem sends you the mes-
sages CONNECT 2400, BUSY, and NO CARRIER
to let you know how a certain operation went.
Under the default setting, ATQO, these codes are
displayed as necessary. ATQ1 suppresses them
completely, and ATQ2 suppresses them only
when the modem has answered a phone call.
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Set S-register value Your modem'’s S-registers
are variables in its memory that determine certain
technical aspects of how your modem operates.
The number of S-registers in a modem can range
from a handful to several dozen. I've listed the
ones you'll want to know about.

The next nine commands ooi'rtrql a specific S-register parameter,
where x is the setting you can change.

S0=x

S2=x

Sé6=x

Specify phone rings before answering Specifies
the number of times the phone rings before your
modem answers an incoming call. ATS0=0 (the
default) means “Don’t answer the phone at all!”
ATSO=6 lets the phone ring six times before
answering. This gives you (or your fax machine)
an opportunity to answer first. This is probably
the most important S-register for casual users.

Change escape character Contains the ASCII
code for the modem’s escape character. Normally
it's 43 (the plus sign), but if you have to use
exactly that same sequence to do something on
line, you can change the escape sequence to
something else (such as *** or @@@) by entering
that character’s ASCII code (x) in S-register 2.

Seconds to wait before dialing Sets how many
seconds the modem waits, after it’s gone off
hook, before dialing a number. Normally, it's two
seconds, but if your phone system takes a long
time to give you a dial tone, you can increase this
number as needed.
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S7=x Seconds to wait for carrier Sets how many
seconds the modem waits, after dialing the
number, for the other modem'’s carrier signal.
Increase it if your modem keeps hanging up
before the remote modem has a chance to emit its
shriek.

S8=x Seconds to wait percomma Determines how
many seconds the modem waits when it runs into
a comma in a dialing string. The default is two
seconds.

S9=x Tenths of a second to wait for carrier
Determines how many tenths of a second your
modem waits for the other modem’s carrier
signal.

S10=x Tenths of a second to wait to reestablish
carrier Determines how many tenths of a second
your modem waits before hanging up when the
carrier is lost. If your lines are noisy, your
housemates pick up extensions while you're on
line, or you have call waiting, your modem may
not be able to detect the remote modem’s carrier
signal on the phone line and may hang up. By
increasing this number, your modem waits
longer for the carrier to be reestablished before it
hangs up.

If your problem is call waiting, a better solution is merely to inserta *70
before the number you want to dial; on most phone systems, this turns
call waiting off for the duration of the call. Call your phone company if
*70 doesn't work. '
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Specify touch-tone notes Determines, in tenths
of a second, the duration and spacing of touch-
tones generated by your modem. Increase the
number if your modem is dialing too quickly for
your phone system to keep up.

Wait before command mode Determines how
long (in fiftieths of a second) your modem waits,
after you type +++, before going into command
mode.

Return S-register value Returns the current
value in S-register n. To find out how long your
modem waits when it encounters a comma, enter
ATS8?. If you haven’t changed this setting from
the default, the answer is 2.

Verbal/numeric result codes When the modem
tells you what kind of connection was made, you
can specify English (No Carrier) or a cold, inhu-
man number (3)? Usually the default is ATV1,
English, but you can switch to numeric mode
with ATVO.

Result code set Determines how full a range of
result codes you want the modem to return to
you. At ATX0, the modem typically gives you
only one of five messages (OK, CONNECT, RING,
NO CARRIER, and ERROR). At its highest set-
ting, it gives you the speed, error checking,
compression level, and so on. The number of
different levels available and the info each level
provides varies depending on your modem.

Reset modem Hangs up the modem if it’s off
hook and restores all the modem’s settings to
what they were the last time you used AT&W to
save modem settings. On some modems, you can
flip a switch and use ATZ to restore the modem
to its original factory settings.
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Extended (Ampersand) Command Set

The extended command set addresses more subtle, more device-
specific modem features than the basic command set. If you want touse
any of these commands, check your modem manual to make sure your
modem supports the command.

 Aliextended commands are also precedediby AT, .

RS —— - —_—— PR e il

&Bn Mac-modem communicationspeed Defines
how fast the Mac and the modem send data to
each other. Under the default, AT&BO, the mo-
dem always changes the speed at which it com-
municates with your Mac to match the speed of
its current on-line connection (if it’s getting data
from a BBS at 2400 bps, it sends data to the Mac
at 2400 bps). With AT&B1, no matter how fast or
slow the modem’s talking to the BBS, it maintains
the same speed exchanging data with your Mac.
Set modems with built-in data compression to
AT&B1.

&Cn Carrier detectmodem toMac Withcomputers
other than Macs, the modem can maintain a
carrier with the computer just as it maintains a
carrier with the BBS with AT&C1 (the default).
Being a Mac user, you should use AT&C0, which
tells the modem to always assume the carrier is
present.
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Data terminal ready (DTR) signal Mac to
modem Determines how DTR is to be used
between Mac and modem. If you aren’t using a
hardware handshaking cable, and you have a
cable that supports DTR, use AT&D2, which
enables use of the DTR signal. It can be used to
force the modem to hang up. If you don’t have a
hardware-handshaking cable, issue an AT&D0
command to override reliance on DTR (other-
wise, the modem won’t accept any commands
from your Mac).

Restore defaultsettings Restoresall the
modem'’s original factory settings. Useful when
you've been issuing commands willy-nilly and
now nothing works. To make those factory
settings permanent, enter an AT&W.

Hardware flow control of transmitted data If
you have a hardware-handshaking cable, use
AT&H1 to have the modem use the clear to send
(CTS) signal to control the flow of data from the
Mac to the modem. If you don’t have a hardware-
handshaking cable, use either XON /XOFF soft-
ware flow control (AT&H2) or (if you like to live
dangerously) no flow control at all (AT&HO).

Software flow control of received data Similar
to &Hn, but without the hardware option. AT&I0
(the default) disables software flow control, and
AT&I1 uses XON/XOFF flow control.
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&Ln

&Mn

&Nn

Data Compression If your modem has V.42bis
or MNP data compression, this command lets
you define how (or if) it's used. AT&KO disables
data compression, and AT&K2 makes data
compression always available (as long as the
modem you're connected to has data compres-
sion). AT&K1 enables data compression when
you've set AT&BO (constant modem/Mac
communications rate, which is required for data
compression to work properly), and disables it
when you haven’t set AT&BO.

Leased line If you're using a leased line, use
AT&L1. If not, use the normal phone line setting,
AT&LO (the default).

Errorchecking enable/disable Turnsthebuilt-
in error-checking features of your modem on or
off. With the default, AT&M4, the modem tries to
make a connection that uses hardware error
checking, but settles for less. AT&MO turns off all
ARQ error checking (you use it if ARQ negotia-
tion is interfering with your connection). AT&MS5
forces the modem to accept only an ARQ connec-
tion and hang up if that’s not possible.

Variable modem/modem communication

speed Normally, two modems chat with each
other to decide the fastest speed both can use to
communicate. If you're running a BBS and want
to ensure that only 2400 bps callers get through,
however, you can use AT&Nn to set the speed of
communication; all others are disconnected.
Check your modem manual for the n settings for
your modem.
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Received datahardware flow control Ifyou
have a hardware handshaking cable, use AT&R2.
Otherwise, use the default, AT&R1, which
overrides hardware flow control.

Data set ready For the most part you can accept
the default (AT&S0) which ignores DSR signal-
ing. To use a system with DSR signaling, use
AT&S1.

Test mode Initiates technical self-tests to verify
that your modem is operating OK. Use this
command when you’re trying to get technical
support for your modem over the phone and the
rep from the modem company tells you what
tests to run.

Write Saveany changes you've made to the
modem’s settings to a special area of its memory
so you won't lose the changes when you turn the
modem off.

Store phone number Stores phone number x at
position 7 in the modem’s built-in phone book. If
Ientered AT&Z1=16178640712, then wheneverI
gave the command ATDS1, the modem would
dial the BCSe*Mac BBS for me.

Show stored phone number Shows what phone
number has been stored in position n.



The Macintosh

Communications Toolbox
Appendix C

You don’t need to use the Macintosh Communications Toolbox (CTB)
to go on line, but it’s an important part of System 7 and Apple’s new
modular System software strategy. If you use Macintosh communica-
tions software, chances are you'll have to deal with the CTB someday.

The Macintosh telecom software market has three kinds of
applications:

* CTB-ignorant These applications have no Comm Toolbox
features whatsoever, which is a shame.

¢ CTB-savvy The programmers have decided to augmenta
more or less standard telecom program with CTB features of
their choosing. This is probably the most powerful level of
CTB support, as it gives you the best of both worlds. ZTerm
0.9 is still a hands-on program, but it allows you to use any
serial port registered with the toolbox. Software Ventures

313



314 Appendix C » The Macintosh Communications Toolbox

MicroPhone II 4.0 can work directly with the hardware and
use built-in functions, but it can also use just about any CTB
tool. Hayes Smartcom II gives you the option of turning CTB
support on or off; with the features switched off, all the
Connection menu items and the like are wiped away to
reveal a standard Mac telecom program interface.

¢ CTB-dependent These programs embrace the Comm
Toolbox, depending on it for all communications functions.
Done right, a CTB-dependent application is great—
PacerTerm is probably the cleanest-looking telecom program
for the Mac, considering all its power. Done wrong, how-
ever, a CTB-dependent program is awful.

Background

Over the years, Apple Computer has made hundreds of millions of
dollars on the Mac, and for a simple reason: simplicity. All programs
work in much the same way, with consistent commands. When you
buy a new printer, all you have to do is drop a driver for it into the
System Folder, and all Mac programs can print to it. Ditto for fonts and
Control Panels, but not telecom software.

All communications softwaredoes the same things (dial the phone,
emulate a terminal, download a file), but each program does things in
adifferent way. And what if you want your Mac to emulate a different
terminal? Or connect to another computer over AppleTalk instead of
a modem? Or use a new, faster file-transfer protocol? The simple
solutions to all three problems is to buy a new telecom program.

Atleast it was that way in the past. Recently, Apple has created an
extensjon to the Macintosh System, dubbed the Macintosh Communi-
cations Toolbox, to make communications easier for both users and
programmers.
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When the CTB succeeds, it succeeds admirably. Indeed, communi-
cations software that integrates the CTB’s features is the simplest and
most functional telecom software available for any computer. But it
doesn’t always succeed. In this appendix, you'll learn about the
Communications Toolbox—what it is, what its components are, how
to install it, its advantages, and how it works.

WhatlstheCTB?

The Macintosh Communications Toolbox is a standard package of
built-in routines that all Mac programmers can call upon in their
programs. Dozens of such packages exist, either burned into your
Mac’s ROM chips or tucked away inside your System file. All Mac
programs use windows and menus (and all Mac windows and menus
look alike) because all Mac programs use other toolbox functions—
such as the Window Manager and the Menu Manager—to include
those features. Instead of writing code from scratch, programmers
need only write a few simple lines that call upon functions that Apple
burned into Mac. The programmer can write a really hot program with
relatively little effort; the user sees standard routines that look and
behave the same way.

Whereto FindtheCTB

The Communications Toolbox, being a relatively new concept, isn't
burned into ROM; it’s part of your System file. All copies of System 7
come with the CTB already installed, but if you're using any version of
System 6, you’ll have to install the Comm Toolbox routines to make
any CTB features available to your software.

; justin .
ersaliy cheered and reasonably com_ like
S aventually bumed lnto the ROM ~of‘.a| newMa

"l the new featurs
! 32-b1t QunckDra :
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If you're running System 6.0.x, the Comm Toolbox lets you know
it’s been installed by displaying its icon in your welcome screen shown
in Figure C-1. Every copy of System 7 has the CTB already installed so

you won’t see a special icon at startup.

Figure C—1: Icons denoting that the CTB has been installed and loaded (left) or not

loaded (right)

You can also detect the presence of the Comm Toolbox in your
System Folder. If you're using System 7, open your Extensions folder
within the System Folder. If you're using System 6.0.x, look for the

Communications Folder, shown in Figure C-2.

=] Communications Folder SSeeog|

11 items 6,947K in disk 273K available
)

Drivers Fonts
TTY Tool YT102 Tool VT320 Tool
Apple Modem Tool Hayes Modem Tool AppleTalk ADSP Tool Serial Tool
583

¥MODEM Tool Text Tool —

%
K] =&

Figure C-2: The System 6.0.x Communications Folder
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What's wrong with this picture? Apple says the Comm Toolbox makes
telecommunications simple, and has modular tools thatall work
,together seamlessly But look at those icons: They're jigsaw puzzle
pieces and none of them can fit togetharproperlyl
Betterto have impossible consand a great piece of software than the

other way around.

The Communications Folder (System 6) or Extensions Folder (Sys-
tem 7) holds the collection of modular tools that perform most telecom-
munications functions.

Whatthe CTB Contains

The Comm Toolbox performs only three types of functions, so it has
only three kinds of tools: connection tools, terminal tools, and file-
transfer tools, as shown in Figure C-3.

Figure C-3: Icons for connection tools, terminal tools, file-transfer tools (left to right)

¢ Connection tools You use connection tools to establish a
connection between two computers. Most of you establish a
connection using two modems and a large phone company,
but that’s one of a myriad of ways to link two computers.
You can use an AppleTalk network, to chat with someone in
the building a few floors up; a direct serial connection, so
you can link with a DOS laptop and exchange data; or a
satellite-based communications system, to get data from a
field office in Istanbul.

* Terminal tools You use terminal tools to provide terminal
emulation (see Chapter 3). If you need a new terminal
emulation not included with your CTB-savvy telecom
program, merely obtain that terminal tool and drop it into
the Communications Folder (System 6) or Extensions Folder
(System 7).
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» File-transfer tools You use the file-transfer tools to send a
file from one computer to another. The more file-transfer
tools you have, the better. If your CTB-savvy telecom soft-
ware doesn’t support a new and more efficient file transfer
protocol, merely obtain a file-transfer tool for that protocol
and drop it into the Communications Folder (System 6) or
Extensions Folder (System 7).

AdvantagesoftheCTB

The three types of CTB tools leave the wetware (you) out of much of
those three processes. The connection tools, for instance, operate
completely in the background. When you tell your telecom program to
connect to a remote computer, you needn’t know all the technical
details involved. You need not know that it’s activating your modem,
dialing a phone number, waiting for a response, then establishing a
connection at a particular speed and with particular parameters. You
need not know that an AppleTalk connection is made by sending
packets out through the network port, looking for a specific target, and
so on. To set the process in motion, all you do is issue a command that
results in a connection to another computer.

The second benefit the CTB offers is selective expandability. A
telecom program written for the Comm Toolbox will never become
obsolete. When a new file-transfer protocol comes along, you need
only put the tool for that protocol in your the Communications Folder
(System 6) or Extensions Folder (System 7), and your communications
software will support it.

Or, if you buy a pocket electronic organizer (for example, a Sharp
Wizard or Casio BOSS), you need not rely on its substandard orga-
nizer-to-Macintosh data-transfer program if the manufacturer
enclosed a special connection tool, which you could use with your
favorite CTB-savvy communications software.

Though Casio and Sharp don’t currently offer connection tools for
their products, Apple’s handheld personal digital assistants
(codenamed Newton and scheduled forrelease in early 1993) probably
will.
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A non-CTB communications program is like a Swiss Army knife. |
never leave the house without mine, but if | needed a new tool, I'd
have to leave the old knife at home and buy a new one that had the
tool | needed. |

The third benefit—a minor point—is that the Comm Toolbox offers
asimple way to use as many serial devices as you want. Normally, once
you've plugged something into the printer port and the modem port,
you can’t use any more serial devices (unless, of course, you're using
a TelePort ADB modem; see Chapter 2). The Comm Toolbox, however,
offers infinite flexibility. Devices such as expansion cards with mul-
tiple serial ports, modems available for use only on a network, and
modems that plug into an ADB port need only register themselves
with the Comm Toolbox, and all those devices can be available to your
Mac at the same time. It's a trivial thing for most of you, but essential
for folks who want to run their own BBS from a Mac, for instance.

Finally, the Comm Toolbox works hard to bring something of a
standard interface to telecommunications. All the tools have their own
standard user interface items, so if you know how to configure the
Apple modem tool in MicroPhone II, you'll know how to deal with it
in Smartcom IL

Another minor point: The CTB makes telecom software easier to write.

- The simple task of writing a program that dials a modem and opens a
terminal window can exercise most programmers, but with the CTB it's
reduced to two easy pages of code. This makes it cost-effective for
software publishers to incorporate telecommunications features into
their software.

Imagine a spreadsheet program that, upon command, could dial into
a corporate database, grab the data it needed, and plug it into a
spreadsheet. Without the CTB, this feature’s limited value would not be
worth the substantial development time. With the CTB, such a feature
could be implemented in a couple of days.
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Arguments Against CTB

The CTB is another layer between you and your hardware. I've railed
on this subject before; keep in mind that your modem has lots of built-
in features, and to take advantage of them you need a program thatlets
you talk to the modem, not just to the CTB.

Second, the standard Comm Toolbox tools (the ones Apple gives
you for free) aren’t so great. The first (and current, at this writing)
version of the Apple modem tool doesn’t give you access to modem
functions such as error checking and data compression. None of the
file-transfer tools offer an efficient file-transfer protocol. The standard
terminal tools seem to have a hard time keeping up with the flow of
data when used on a slow Mac such as a Plus or a Classic.

To be fair, the idea behind the Comm Toolbox is for programmers
to write and distribute their own improved tools. Hayes, for instance,
already has its own Hayes modem tool, which is a vast improvement
on the Apple tool whether you're using a Hayes modem or not. At this
writing, though, the Comm Toolbox has been out overa year and third-
party tools are still scarce.

Installing the Macintosh Communications Toolbox

If you're a System 7 user, you can skip to the following section. System 6
users who do not see the startup icon shown on the left in Figure C-1 (and
thus don’t have the CTB installed), have to go through the installation
process.

Using the Installer (System 6 only)

The Comm Toolbox arrives on two floppies, and it usually accompa-
njes all communications software that requires it. You can also get the
CTB package from many user groups, as well as online services and
APDA (Apple Programmers and Developers Association).

The Installer disk contains a working System and Finder, the
Installer program, the Installer script for the Comm Toolbox, and a text
file that lists any major changes or warnings you ought to be aware of.
The disk has all the tools necessary to open your System File, implant
the Comm Toolbox code, and close it again.
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- Warning: Don't cut the power to your Mac while the Installer is running!
 It's writing data to your Sy file, and any disturbance could damage
your System file. e :

Here’s how to use the Installer disk: Shut down your Mac, put the
Installer disk in the floppy drive, and start the Mac. Your Mac boots
from the floppy disk rather than your hard drive, thus making it safe
to perform the installation on the System file on your hard disk.
Double-click on the Installer, click on OK in the welcome screen, and
you should see the greeting in shown in Figure C—4.

Easy Install

Click Install to place
¢ Macintosh Communications Toolbox 1.0

on the hard disk named
= Cinderella

£lact Bisk

Customize

Figure C—4: The Comm Toolbox Installer

Apple makes the Installer simple and foolproof. Click on the
Switch Disk button until the name of the hard drive you want to install
the toolbox on appears where you see Cinderella in Figure C—4, then
click on the Install button. After a few minutes, the CTB will be
installed.
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By the way, to remove the Comm Toolbox from your hard disk—it
takes up a fair amount of memory and disk space, and not everyone
wants to use it—hold down the Option key while running the Installer.
The process is similar to installation, except that the result is the
removal of the Comm Toolbox from the selected drive.

Installingthe Basic Connectivity Set.

The second disk contains the individual CTB tools, known as the Basic
Connectivity Set. If you're using System 7, chances are excellent that
these tools have yet to be installed. Drag the tools onto your System
Folder and the System will put all the tools in their proper place. If
you're using System 6, open the System Folder and drag the tools into
the Communications Folder. When you restart your Mac, the Comm
Toolbox is securely installed inside your System.

Usingthe Communications Toolbox

Probably the biggest paradox of the Macintosh Communications
Toolbox is that it was designed and executed by Apple, and yet it's
modal, violating one of the prime directives of Macintosh software
design. With the CTB, rarely can you decide to do something, then
quickly do it; to do almost everything, you must stop and call up a
modal dialog box, which prevents you from doing anything else until
you're through with it. Conversely, most applications allow most
functions to be accessed by a simple, nonmodal menu command.

Still, all CTB applications have a common user interface and the
info in this section can help you learn to use almost anything based on
the toolbox.
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ConnectionTools

The connection tools do nothing more than establish a link between
two computers. Generally,a Comm Toolbox application has two menu
items dealing with connection tools: Open Connection and Close
Connection. The Open Connection option opens the connection to the
remote computer if you're not on line. Thus, if you've selected the
modem tool, it dials a number, waits for a computer to answer, then
goes online. The Close Connection option severs the connection if you
are on line—it hangs up the modem. The Comm Toolbox insulates you
from the details of how these tasks are accomplished.

If you are interested in having some control over the connection,
you can use the Configure Connection option. Selecting this option
brings up a dialog like the one shown in Figure C-5:

I Connection Settings:

'E:%E Connection Type:| Apple Modem Tool |

Modem Settings Port Settings
Baud Rate: 9600
(O Answer Phone Afteri2 | Ri
Parity :
(® Dial Phone Number Data Bits:
o Stop Bits: [_1__]
: X i i
j Redial DTIMGS Handahiake:
ll il Every Seconds Current Port
Dial: - &
Maodem Port Printer Port
Modem : ﬁlages-Compatible Modem |

Figure C-5: The configuration dialog for the Apple modem tool

Figure C-5 shows the configuration dialog for the Apple modem
tool, but all configuration dialogs for the CTB tools work the same. The
top section contains a simple pop-up list of all the tools of that type
(connection, in this case) that are currently available. The rest of the
dialog box contains items for configuring the particulars of each
different tool.
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You get several standard Apple connection tools on theinstallation
disks: the Apple modem tool, the serial tool, and the AppleTalk ADSP
tool.

The Apple Modem Tool Apple offers standard, modem-based tele-
communications with the Apple modem tool. Most of the items in the
dialog box shown in Figure C-5 are self-explanatory, but two of them
bear closer inspection. In the lower right corner of Figure C-5, you can
choose between the printer or the modem port. In fact, it’s a scrolling
selection; if I had a TelePort or four extra serial ports on an expansion
card, icons would appear for each additional port, thus allowing me
access to any available serial device.

Second, the Apple modem tool can handle the peculiarities of
several differentbrands of modems. A pop-up list, shown in Figure C-
6, gives your Mac information to avoid some of the shortcomings of
each model. It's a minor point, since almost every modem you can buy
is Hayes-compatible.

.............. i Par
(® Dial Phon{ apple 300 Dat.
Apple 1200
Apple Personal Modem Sto
Apple Data Modem 2400
Macintosh Portable Data Modem 2400 |  Hen
Hayes Smartmodem fent Pe
............................. US Robotics Courier
Microcom AX I
Dial: Telebit Trailblazer

Figure C—-6: Altemate modem configurations in the Apple modem tool



Using the Communications Toolbox 325

This is as good a time as any to slander the mothership. See those first
four Apple modems on the list? Don’t buy any of them. When folks
leave messages on BBSs along the lines of “Hey, my modem'’s acting
screwy and | don't know why,” the first question everyone usually asks
is “Is it an Apple modem?” and the response is usually “Yes."

Apple designs many things very well, but modems aren't one of them.
Apple modems are almost always overpriced, underpowered, and prob-
lematic. Remember the AppleFax modem? The one that rarely: worked
properly and was eventually withdrawn from the market?

Once you've specified configuration parameters as shown in Fig-
ure C-5, you connect to a remote service merely by issuing the
Establish Connection command.

The Hayes Modem Tool A superior alternative to the Apple modem
tool is the Hayes modem tool, written and distributed by a major
manufacturer of telecommunications hardware and software.

Remember the discussion in Chapter 4? You want to make sure
your Mac talks to your modem faster than the modem talks to the
remote BBS.

The Apple modem tool is useless with V.42bis or any other mode
of data compression. You can set the speed to 38,400 as we recom-
mended in Chapter 4, but when you connect, the Apple modem tool
slows down the terminal speed to match the 9,600 bps communications
speed. To communicate at a faster speed, use the Hayes modem tool
(Figure C-7), which is smarter.



326 Appendix C = The Macintosh Communications Toolbox

Connection Settings:
E}i@ Connection Type:| Hayes Modem Tool |

Port Settings
Transmission speed: Flow control: | Xon/Xoff
Bits per character: Stop bits: E Parity :

Connection

Port Limits Current Modem
Modem
Limit port speed
m to maximum of : E l@_p
Never change port speed; Madern Port Printer Port
use speed above
[/ & [

V-series

Figure C-7: The Hayes' modem tool

Figure C-7 shows one of the five dialogs for configuring the Hayes
modem tool. In this dialog, you can instruct the tool to always connect
tothe modem at the highestspeed possible, and toalways keep the Mac
to modem speed constant, no matter how fast or slow the modem is
sending data through the phone line.

You can also fine-tune the dialer, specify numerous setup strings,
turn the modem speaker on and off, and so on. You can’t use all the
Hayes tool’s features with modems manufactured by makers other
than Hayes, but even so, the Hayes modem tool is a necessity if your
software uses the Comm Toolbox.

The tool is free, but Hayes maintains tight control on how it's
distributed. Most free software can be sold by user groups or down-
loaded from public bulletin boards, but the only way to get the Hayes
modem tool is to buy a Hayes product or to download the tool from
Hayes' corporate BBS. The Hayes BBS is a free call at 800-US-HAYES.

Serial Tool The simplest of all the connection tools is the serial tool.
It opens a direct serial connection to whatever serial device is hooked
up to the selected port. The dialog box in Figure C-8 shows the settings
for the serial tool.
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Connection Settings:
:
Connection Type:| Serial Tool |

Port Settings Current Port
Baud Rate:
Parity : &
Data Bits: Modern Fort Printer Port
Stop Bits: I::] (:31 I':>

Handshake :

When Closing Document
D Hold Connection

Figure C-8: Connection settings for the serial tool

Use the serial tool to link with a laptop computer you've plugged
into a serial port, or to create a “direct” connection to your modem, as
you have with almostallnon-CTB software. With the Appleand Hayes
modem tools, the modem can’t see what you type until it has made a
connection to a remote system; with the serial tool, you give your
modem configuration commands and get responses as you press
Return.

Unfortunately, when you use the serial tool, you lose a lot of user-
interface items. You have to dial the phone by manually entering a
dialing command, and you can’t use electronic phone books.

AppleTalk ADSP Tool In the context of this book, you probably
won’t use the AppleTalk ADSP Tool often; it establishes a direct
connection between any two Macintoshes on an AppleTalk network.
You can use this tool to swap files from office to office, but the file
sharing feature of System 7 already does that. You can also use this tool
to chat with someone a few floors away, but that is handled more
elegantly using QuickMail’s conference feature.
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File-Transfer Tools

If you're going to be downloading files using a Comm Toolbox
application, you have to buy some third-party file-transfer tools. Until
you do, here’s a rundown of the mediocre set of tools you get for free:
the XMODEM tool and the text tool.

Use the file transfer tools like the connection tools: Normally, you
just type Command-S or Command-R or choose Send or Receive from
a menu, and the program sends or receives using whatever protocol’s
been set, with whatever settings. You are prompted for a file or file
name if necessary. To change the transfer protocol or its settings, pull
up the dialog box.

The XMODEM Tool The configuration dialog for the XMODEM
tool, shown in Figure C-9, shows mostly the features you learned
about in the discussion of XMODEM in Chapter 5, so I'll hit some of the
high (or low) points.

File Transfer Settings:
File Transfer Method: [ HMODEM Tool |

Method: Transfer Options: Standard

<,> Transfers any Macintosh file. Received File Options

Timing Options

Timeout After Seconds

Use Filename Sent by Remote Computer
Retry Up To Times E Y P
I:] Enable Auto Receive

——

Figure C-9: The XMODEM tool

As shown in Figure C~10, you can turn off MacBinary when you're
transmitting non-Macintosh binary files.
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Fiethind ;

@

Figure C~10: Various methods of file transfer under the XMODEM tool

® MacBinary
MacTerminal 1.1
Straight BE100ER
RMODEM Text

In the Transfer Options pop-up shown in Figure C-11, you can see
the CRC and 1K Blocks options, with 1K being the most efficient
protocol available here. CleanLink is more or less standard XMODEM,
with no error checking. Use it where the hardware is doing the error
checking for you already (as is the case with a V.42 or MNP-equipped
modem). Unfortunately, CleanLink is only supported in Comm Toolbox
applications, so it has limited use.

Transfer Cpdions: ® Standard
CRC-16 |

1E BElozks

CleanLink

= Received F

Figure C-11: XMODEM transfer options

Text Tool The text tool, whose settings are shown in Figure C-12, is
used for transferring text with no error checking. This tool is merely an
aggregation of the menu commands a non-CTB application would
giveyou for dealing with incoming and outgoing text; the left halfis for
pacing how fast a text file is sent to the remote computer (some systems
fail if you send text too fast), and the right half decides what formatting
is imposed on the file as it’s received.



330 Appendix C « The Macintosh Communications Toolbox

File Transfer Settings:

File Transfer Method:[ Text Tool |

Yhen Sending Text ...
Timing Line Endings
Delay Per Character: g ] . "
@ (60ths of Second) : End Lines With:
H v
Delay Per Line: YWrap Lines at Column: 80 ........
(60ths of Second) D L wrap 99

Figure C~12: Text tool

Terminal Tools

Most folks need only the most basic terminal emulation: Send what I
type through the modem, and take whatever comes back and put it on
the screen. The CTB offers the VT102 tool and the TTY tool.

The VT102 Tool You can choose the VT102 tool as your modem tool.
The VT102 tool handles basic terminal text admirably, and it also
allows on-screen graphics modes such as boldface text and the draw-
ing of lines and boxes and other special graphics characters. The
terminal settings for the VT102 tool are shown in Figure C-13.
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Terminal Settings:
Terminal Type:[ UT102 Tool

Yidth:| 80 Columns Scroll Text
Size: @uump O Smooth
General
Characters ! s . 80
[:IShow Control Characters This is a sample of UT
. This is a sample of UT
EI Auto Wrap to Next Line This is a sample of UT
] tnsert Characters This is a sample of UT
Keyboard ] origin at Screiling Margin [ inverse video

Figure C-13: Terminal settings for the VT102 tool

Only two highlights are worthy of mention. First, the VT102 tool
can use inverse video (in your terminal window, you see white letters
on a black background rather than the usual black-on-white). If your
Mac doesn’t have Color QuickDraw (a Classic, SE, Plus), however, this
feature may not function properly.

Second, look at the Scroll Text radio buttons. Do you want text to
bump up onelineata time (quicker) or to scroll smoothly up, as if it was
being inched up on a roll of paper (prettier and more like what a dumb
terminal would do)? Whatever you choose, it doesn’t affect operations.

The TTY Tool For the simplest level of emulation, use the TTY tool.
It's basically a typewriter: It takes whatever comes in and puts it on the
current line. When a carriage return comes across, it goes to the next
line.

Useitin the rare cases when asystem has trouble dealing with your
VT102 tool. The terminal settings for the TTY tool are shown in Figure
C-14.
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I—Fmettlngs:

Terminal Type:

(.

] Text Cursor
[ on Line = o OBlock
-1 D Local Echo @ Underline
Yidth: Seroll Text
Size: @ Jump O Smooth
Characters

D Show Control Characters
D Auto Wrap to Next Line

Holding Down Keys Will
Auto Repeat Keys
D Repeat Control Keys

1 ) g0

—

This is a sample of T
This is a sample of T
iThis is a sample of T

[:] Swap 'Backspace’ and ‘Delete’

D New Line on a Return

| e ———————————————————————————

Figure C-14: Terminal settings for the TTY tool

Parting Shots

Youdon’t have to deal with the CTBif you don’t want to; programmers
will always be able to choose how much Comm Toolbox support
they’re going to incorporate into their software.

Atthis writing, your best bet is to look for CTB-savvy software and
hope for better third-party tools.



Manufacturers’
Addresses

Appendix D

Accu/Weather (On-line service)
60 Leveroni Court

Novato, CA 94949

(415) 883-3000

Aladdin Systems (StuffIt)
165 Westridge Drive
Watsonville, CA 95076
(408) 761-6200

America Online (On-line service)
8619 Westwood Center Drive
Vienna, VA 22182

(800) 827-6364

(703) 883-1509
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Applied Engineering (QuadraLink)
PO Box 5100

Carrollton, TX 75011

(800) 554-6227

(214) 484-1365 (fax)

Baseline Publishing (DoubleTalk)

1770 Moriah Woods Boulevard, Suite 14
Memphis, TN 38117

(901) 662-9676

CompuServe (On-line service)
5000 Arlington Centre Boulevard
Columbus, OH 43220

(614) 457-0802

Creative Solutions (Hurdler)
4701 Randolph Road, Suite 12
Rockville, MD 20852

(301) 9840262

Dialog (On-line service)
3460 Hillview Avenue
Palo Alto, CA 94304
(415) 858-3785

(415) 858-7069 (fax)

Dow Jones & Company (On-line service)
PO Box 300

Princeton, NJ 08543

(609) 520-4641

(609) 5204662

Everex Systems (Modems)
48431 Milmont Dr.

Fremont, CA 94538.

(800) 628-3837 or (510) 498-1111
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Farallon (Timbuktu Remote)
2000 Powell Street, Suite 600
Emeryville, CA 94608

(510) 596-9000

(510) 596-9020 (fax)

FreeSoft (White Knight, Okyto)
105 McKinley Road

Beaver Falls, PA 15010

(412) 846-2700

(412) 8474436 (fax)

GEnie (On-line service)

401 North Washington Street
Rockville, MD 20850

(301) 340-4000

Global Village (Modems)
1204 O’Brien Drive
Menlo Park, CA 94025
(415) 329-0700

(415) 329-0767 (fax)

Hayes Microcomputer Products (Modems)
PO Box 105203

Atlanta, GA 30348

(404) 441-1617

(404) 441-1238 (fax)

Lexis/Nexus (On-line service)
PO Box 933

Dayton, Ohio 45401

(800) 227-4908

Logicode Technology, Inc. (Modems)
1817 DeHavilland Dr.

Newbury Park, CA 91320

(805) 4994443
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MCI Mail (On-line service)
1111 19th Street NW, Suite 500
Washington, DC 20036

(800) 4446245

Microcom (Modems, Carbon Copy Mac, Virex)
PO Box 51489

Durham, NC 27717

(919) 490-1277

(919) 490-6672 (fax)

Pacer Software (PacerTerm)
7911 Herschel Avenue
LaJolla, CA 92037

(619) 4540565

Practical Peripherals (Modems)
31245 La Baya Drive

Westlake Village, CA 91362
(818) 706-0333

Prodigy (On-line service)
445 Hamilton Avenue
White Plains, NY 10601
(800) 776-3449

Prometheus (Modems)
7225 SW Bonita
Tigard, OR 97223

(503) 6240571

Radio Shack (Teleprotector; phone jacks and phone cords)
2000 stores nationwide
consult your Yellow Pages

Serius (Serius Programmer)
1981 E. 4800 South

Salt Lake City, UT 84117
(801) 272-7788

(801) 277-2440 (fax)
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Shiva (NetModem, NetSerial)
1 Cambridge Center
Cambridge, MA 02142

(617) 252-6300

(617) 252-6852 (fax)

Software Ventures (Microphone II)
2907 Claremont Avenue

Berkeley, California 94705

(800) 3366477

(510) 848-0885 (fax)

Spider Island Software (TeleFinder)
4790 Irvine Boulevard, Suite 105-347
Irvine, CA 92720

(714) 669-9260

Supra (Modems)
7101 Supra Drive SW
Albany, OR 97321
(503) 967-9075

(503) 967-2401 (fax)

Symantec (SAM—Symantec Ant-Virus for Macintosh)
10201 Torre Avenue

Cupertino, CA 95014-2132

(408) 253-9600

(800) 441-7234

Synergy Software (VersaTerm Pro)
2457 Perkiomen Avenue

Reading, PA 19606

(215) 779-0522

(215) 3700548 (fax)

Telebit (Modems)

1315 Chesapeake Terrace
Sunnyvale, CA 94089
(408) 7344333
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USRobotics (Modems)

8100 North McCormick Boulevard
Skokie, IL 60076

(708) 982-5001

(708) 9825235 (fax)

Zoom Telephonics (Modems)
207 South Street

Boston, MA 02111

(617) 423-1072



A Smattering of
BBSs

Appendix E

Sometimes, the most difficult step when you begin to telecommunicate
is the problem of finding the number of a local BBS. Once you have one
number, you can ask other folks on that BBS for others.

Although I assembled the modest list in this appendix from many
sources—BBS listings downloaded from BBSs, requests on commer-
cial services for people to give me BBS numbers, and word-of mouth—
it's hardly comprehensive; no list is.

The most reliable method of finding a Mac-oriented BBS in your
area is to call your local user group. Call Apple at (800) 538-9696,
extension 500, and ask for the name and number of the closest Macin-
tosh user group.

Finally, remember a basic rule of etiquette: For these and any other
BBS numbers you obtain, always voice-dial the number first at a
reasonable hour of the day, in case the number belongs to a real person
and not a computer. After all, this list was put together months before
you're reading it, and BBSs do have a tend to fold up now and then.
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(201) 387-9232
(212) 645-9484
(212) 597-9083
(214) 739-0645
(214) 6444781
(214) 644-4781
(214) 394-9324
(215) 895-2579
(215) 895-2579
(303) 444-5175
(310) 549-9640
(401) 739-6403
(404) 4470845
(410) 922-7743
(419) 893-0121
(419) 6910279
(419) 536-8967
(510) 8492684
(514) 935-4257
(518) 381-4430
(519) 672-7661

The Rock Pile BBS
NYMUG BBS

Metro Area MUG BBS
MACRO Mouse

The Mac Shack

Mac Shack
MacExchange
DragonKeep IV (Drexel U.)
DragonKeep IV
MacLeisure
Mac-HACers
MacStation

Atlanta Macintosh Users Group
INS BBS

Zephyr

Amy’s Place
MacToledo

BMUG

MAC-LINK

MECCA

Wonderland



(601) 992-9459
(602) 495-1713
(606) 572-5375
(607) 257-5822
(608) 221-3841
(617) 864-2293
(617) 8640712
(617) 849-0347
(617) 354-8873
(617) 739-9573
(619) 5761820
(702) 359-4999
(717) 285-2535
(719) 6371458
(802) 388-9899
(818) 965-6241
(908) 388-1676
(912) 7647701
(914) 562-8528
(916) 455-3726
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MacHaven BBS

Arizona Mac User’s Group BBS
MacCincinnatus

Memory Alpha

Mad Mac BBS

BCSeMac 9600

BCSeMac 2400

The Graphics Factory

Channel 1

The World

San Diego MUG BBS

Nevada Mac/ AMUG

The Mouse House

Scorpion

Green Mountain Mac BBS

The Drawing Board

New Jersey Mac Users Group BBS
MicroLine

Mid-Hudson Mac

MacNexus
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Serial Wiring

Diagrams
Appendix F

You'll rarely need to know what signals go through what wires in a
Macintosh serial cable. Say you get a new laptop computer, and you
can’t find a proper cable to connect it to your Mac. With these pinout
diagrams, you'll be one step closer to making your own cabling
solution.
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The Macintosh Serial Connector

Figure F-1 shows a diagram of a Mac serial connector, seen from the
cable’s end.

Figure F~1: Mac serial connector

The signal assignments are as follows:

Pin Function

1 Output handshake
Input handshake
Transmit data (-)
Signal ground
Receive data (-)
Transmit data (+)

General purpose input (not all models)

W N W N

Receive data (+)
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The RS-232 Connector

Most serial devices have a 25-pin connector. The end of such a cable is
depicted in Figure F-2.

Pin 13 Pin 1

O000000000O0O00O0
O0000O0O0OO00OO0O0O0O0

) )

Pin 25 Pin 14

Figure F-2: RS-232 25-pin connector

The important pins are these:

Pin Function

1 Protective ground
2 Transmitted data
3 Received data

4 Request to send (RTS)

5 Clear to send (CTS)

6 Data set ready (DSR)

7 Signal ground

8 Carrier detect (CD)

20 Data terminal ready (DTR)
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hqx, 175

.sea (also known as self-extracting
archive), 174

.sit, 174. Seealso Stufflt

ZIP, 175

1200 bps modems, 33

2400 bps modems, 33

A

Accessing your desktop computer
remotely, 259, 261
Accu/Weather, 196
Acoustic coupler, 27
Acronyms, 236-240
ADB Modems, 45, 78
Additional dialing commands, 38
Adjust carriage returns, 146
Advanced message editing, 143-145
All caps (typing in), 231
Alverson, Dave, 83
America Online (also known as AOL),
2, 202-209
custom software, 204
Departments, 203
disadvantages of, 208
downloading files, 204
Industry Connection, 207
Instant Messages, 235
lack of threads, 207

nonstandard terminology, 207
reading messages, 204
welcome screen, 202
window handling, 204
Angle bracket, 140
AOL. (See America Online)
AppleLink, 196
Apple’s User Group Connection, 97
AppleTalk Remote Access, 261, 278
Applied Engineering, 77
QuadraLink, 77
Archiving files, 171-176
ASCIL, 27, 162
ASCII-grams (also known as
Emoticons, Smilies), 141, 240
Asterisks, 141
AT command set (also known as Hayes
commands), 34, 35
basic command set, 298-307
concatenating, 92
extended (ampersand) command
set, 308-311

B

Baseline Publishing, 252
Basic command set, 298-307
Basic Macintosh and modem setup, 22
Baud (also known as bits audible), 32
BBS
addressing a message, 126
BCSeMac, 7
BCSeMac BBS, 118
Channel 1 BBS, 187
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choosing a BBS, 188-189

corporate BBSs, 188

downloading a file, 15, 17

echoed message forums, 190

entering a message, 11

getting an account, 112

graphical user interface, 191-193

handles, 234

how to find the number of a local
BBS, 96-97

leaving a new message, 125

list option, 130

logging off, 19

logging off properly, 235

logging on, 111

main menu, 122

message waiting, 11

messages order, 14

messaging, 123-150

networked BBSs, 189-191

paging, 235

paging the sysop, 235

point software, 191

premium services packages, 193
194

private messages, 123

public messages, 12, 123

reply to message, 11

running your own, 253-256

sending a message, 11

signing on, 110

special features of, 189-195

specifying file-transfer protocol, 17

subject of message, 11

superboards, 187
text-only interface, 191
time limits, 234
untested /new files section, 16
using ZMODEM to download files, 17
welcome screen (of a BBS), 9
BBS software, 254-255
Hermes, 255
Second Sight, 255
TeleFinder, 192, 255
WWIV, 255
BCSeMac. See Boston Computer
Society
Bell 103 (also known as V.21), 34
Bell 212A (also known as V.22), 34
Benefits of on-line services, 201
Berkeley Macintosh Users Group. (also
known as BMUG), 97, 184
BiModem, 164
BiPlane, 154
Bits audible (also known as baud), 32
Bits per second (also known as bps), 32
BIX. See Byte Information Exchange
Bleacher seats, 40
BMUG (also known as Berkeley
Macintosh Users Group), 97, 184
Boston Computer Society (also known
as BCS), 7, 97, 184
Box seats, 41
Bps. See bits per second
Bridging networks, 261
Bug fixes, 156
Built-in speaker, 31
Built-in word processors, 64



Bulletin boards, 273

Button palettes, 58

Byte Information Exchange (also
known as BIX), 196-197

C

Call Waiting, 24, 101
Carbon Copy Mac, 263
CB simulator, 235
CCITT. See International Consultative
Committee for Telephony
CE Software, 3, 262
Cellular modems, 23
Changing subject headings, 231
Channel 1 BBS, 187
Characters per second, 170
Choosing a BBS, 188-189
Chronological messages, 138-139
CIM. See CompuServe Information
Manager
CIS. See CompuServe
CI$. See CompuServe
Claris, 207
Comm Toolbox. See Macintosh Com-
munications Toolbox
Commercial databases, 3
Commercial on-line services. See On-
line services
Commissioner’s box, 43
Communication parameters, 94
common settings, 95
data bits, 94
data rate, 94
parity, 95
stop bits, 95

Index 349

Communications programs. See
Telecom software
Compact Pro, 172
CompuServe (also known as CIS),
2, 209-216
Associated Press wire, 209
Books in Print, 209
CB simulator, 235
CIM, 212
CompuServe Almanac, 210
CompuServe B, 60
CompuServe Information Manager,
212213
CompuServe Navigator, 212, 214~
215
Congressgrams, 210
disadvantages of, 210, 212
Dow Jones News/Retrieval, 209
Federal census data, 209
Macintosh Applications forum, 211
Macintosh forums, list of, 211
MacUser, 211
MAUG, 211
messages scrolled off, 210
OAG, 209
Who's Who, 209
ZiffNet/Mac, 211
Computer-grade lines, 23
Concatenating AT commands, 92
Congressgrams, 210
Connection problems, 105-108
ConTEXT I, 144, 161
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Controlling Macs remotely, 263-264
Carbon Copy Mac, 263
Timbuktu Remote, 263

Corporate BBSs, 188

Cps. See Characters per second

Creating a new message, 125

Creating an archive, 175

Creating services in your telecom

program, 100

Creative Solutions, 77
Hurdler, 77

CTB. See Macintosh Communications

Toolbox
CTS, 76
cut and paste, 144

D

Data bits, 94
Data compression, 36-37, 92-93
MNP Level 5, 37
V.42bis, 37
Data compression standards, 37
Data fork, 169
Data rate, 94
Data-grade line, 23
DataPhone, 27
De-archiving, 172
Decompressing files from an archive,
172
Dedicated phone line, 22
Deleting your messages, 150
Demo software, 156
Diagnostics, 38

Dialing, 102
automatic, 104
features, 62
manual, 98
with a telecom program, 99
Dialog, 197
Disinfectant, 270, 275
Protection INIT, 275
DoubleTalk, 252-253
Dow Jones News/Retrieval, 197, 209
Downloading files, 153-181
efficiency, 170
file-transfer protocols, 162
progress indicator, 168
retries, 168
status of, 168
untested files, 159
where to find files to download, 158
DTR, 76, 82
Dumb terminals, 60

E

E-Mail, 123

E-mail gateways, 262
Echoed message forums, 150
Efficiency, 170

Electronic break-ins, 278-281
Electronic mail, 123

Elm, 219

Elm mail reader, 220

Emac, 41

Emac 2400, 41



Embelishing your messages, 140
angle bracket, 140
asterisks, 141
insider telecom lingo, 140
Emoticons (also known as ASCII-grams
or smilies), 141, 240
large emoticons, 244
Eradicating a virus, 270
Error checking, 35-36
MNP (Microcom Networking
Protocol) , 36
V.42, 36
Expanding files from an archive, 172
Extended (ampersand) command set,
308-311
Extended result codes, 38

F

Farallon, 263
Fax machines, 25
Fax modems, 47
Fax software, 46
QuickLink IT/Fax, 48
TelePort, 49
Fax transmission speed, 50
Fax/voice/data switches, 24
Fiber-optic lines, 23
FidoNet, 190
File archives, 171-176
File-transfer protocols, 5, 59, 161-165
ASCII, 162
BiModem, 164
CompuServe B, 60
HyperProtocol, 164

Index 351

Kermit, 163
overhead, 170
Quick B, 60, 165
which to choose, 165
WXMODEM, 165
XMODEM, 17, 59, 163
XMODEM 1K, 60, 163
XMODEM Checksum, 60
XMODEM CRC, 59, 163
YMODEM, 17, 60, 163
YMODEM-G, 60, 164
ZMODEM, 17, 24, 59, 164
Finding a bulletproof password, 280-
281
Finding files to download, 158
Fixed modem/DTE rate, 93
Flaming, 232
Forward and reverse scan, 133
Free software, 3, 154-157
FreeSoft, 67, 252
Freeware, 3, 154-157
ftp.apple.com, 219

G

Games, 194

Garbage on the screen, 106

Gatekeeper, 276

General Electric, 216

GEnie, 216

Getting an account, 112

Global Village Communications, 45
PowerPort, 46
TelePort, 45

Graphical user interface, 191-193
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H

Handle, 234
Handshaking, 90
Handshaking protocols, 76
Hardware control, 63
Hardware flow control, 63
Hardware handshaking, 63, 76
Hardware handshaking cable, 77, 82
Hayes, 33, 42, 43, 66
Optima 9600, 42
Ultra 9600, 43
Hayes Command Set, (also known as
AT command set), 34, 35
basic command set, 298-307
concatenating, 92
extended (ampersand) command
set, 308-311
Head-to-head games, 259
Help Desk, 124
Hermes, 255
Host modes, 63, 251-252
using scripts instead of, 252
Hurdler, 77
HyperProtocol, 164

ImageWriter I printer cable, 87
Indicator lights, 31
Information files, 156
INIT29, 269
Insider telecom lingo, 140
Instant Messages, 235
Internal Modems, 44
International Consultative Committee
for Telephony (also known as
CCITT), 33
Internet, 217-224
CompuServe addresses on
Internet, 218
Elm, 219
Elm mail reader, 220
FTP (File Transfer Protocol) sites,
219
ftp.apple.com, 219
newsgroups, 218
NN, 219, 221
NN newsgroup reader, 221
sumex-aim.stanford.edu, 219

K

Kermit, 163
Keywords, 178



L

Leased line, 22

Leaving a new messages, 125

LeVitus, Bob: E-mail addresses, 282

Lewis, Jerry, 227

Lexis, 197

Life as a sysop, 253

Limit on message length, 231

Line editor, 128

Line feeds, 114

Link negotiation, 105

Linking two remote AppleTalk
networks, 262

Local echo, 87

Logging off, 235

Logging on, 111

Logicode, 29

Loran, 65, 258

M

Mac to ImageWriter I printer cable, 87

MacBinary, 169

Macintosh and modem setup, 22

Macintosh applications forum (on

CompuServe), 211

Macintosh Communications Toolbox,
55-56, 78, 248, 313-332
advantages of, 318-319
Apple Modem Tool, 324-325
AppleTalk ADSP Tool, 327-328
background on, 314-315
Communications Folder, 317

Index 353

connection tools, 317
contents of, 317
CTB-dependent applications, 314
CTB-ignorant applications, 313
CTB-savvy applications, 313
detecting the presence of, 316
disadvantages of, 320
file-transfer tools, 318, 328-330
Text Tool, 329
XMODEM Tool, 328
Hayes Modem Tool, 325-326
installing, 320
installing the Basic Connectivity
Set, 322
Serial Tools, 326-327
and System 6.0.x, 316
and System 7, 316
Terminal Tools, 317, 330-332
TTY Tool, 331
VT102 Tool, 330
using, 322-332
using the connection tools, 323-327
what it is, 315
where to find it, 315
Macintosh forums (on CompuServe),
211
MacKnowledge, 72
MacUser, 2, 211
editors and writers, 200
MacWrite, 144
Magazines on-line, 2
Making sure your message relates to
the stated subject, 143
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Making your own modem cables, 343
345

Manual dialing, 98

Marked messages, 134

Marketing hype, 50

MAUG. See Micronetworked Apple
User’s Group

MCI Mail, 198

McSink, 144

Message threads, 139

Message waiting, 11

Messages, 123-150
addressing, 126
advanced message editing, 143-145
changing, 128
changing subject headings, 231
chronological messages, 138-139
chronological order, 138
continuing a message, 129
cut and paste, 144
deleting, 150
deleting or replacing a line, 129
editing, 128
forward and reverse scan, 133
inserting lines, 129
integrity of the message base, 232
limits on message length, 231
list option, 130
maximum lines allowed, 146
marked messages, 134
message numbers, 135
message text, 127
monospaced font, 145
posting a public message, 130

quoting in, 144
reading all new messages, 131
reading messages, 131
reading only messages that interest
you, 132
reading private messages, 131
reading your, 136
relationships between, 138-142
replying to messages, 142-150
saving, 150
search and replace, 129
selecting messages to read, 130
selective scan, 133
subject line, 126
subject-listing, 135
tangled threads, 141
threads, 138, 139
to “flame,” 232
using a text editor, 145
when to change the Subject string,
143
Microcom, 263, 277
Micronetworked Apple User’s Group
(also known as MAUG), 211
MicroPhonelIl, 4, 58, 64-66, 144
Loran, 258
scripting, 258
Microsoft, 3
Microsoft Mail, 259, 262
Microsoft Word, 144
miniWRITER, 144
MNP (Microcom Networking Proto-
col), 36
MNP Level 5, 37



Modem, 4, 26

1200 bps modems, 33

2400 bps modems, 33

9600 bps modem, 33

acronym for MOdulator-
DEModulator, 26

ADB Modems, 45

additional dialing commands, 38

buying a modem, 4

cable, 76

cellular modems, 23

direct-connect modems, 28

European styling, 29

extended result codes, 38

flipping switches, 82

Hayes Command Set, 34

head-to-head games, 259

internal modems, 44

Macintosh modem packages, 27

making a buying decision, 39-43

modem manual, 28

modern modems, 28

network modems, 47

physical features of, 29-32

plug directly into a wall outlet, 30

pocket modems, 44
special Macintosh modem, 27
speed, 32-34
status lights, 79
using with Apple IIGS, 27
using with IBM PC, 27
Modem cable, 76
Modem commands, 88-91
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Modem features

additional dialing commands, 38
built-in help, 38

built-in speaker, 31
diagnostics, 38

extended result codes, 38
indicator lights, 31
password verification, 39
resistance to heat, 31
ringback security, 39
security features, 39
switched phone jacks, 31

Modem games, 260-261
Modem manufacturers

Emac, 41

Global Village Communications, 45
Hayes, 42, 43

Practical Peripherals, 42
Prometheus, 40

Shiva, 47

Supra, 41

Telebit, 43

USRobotics, 43

Zoom Telephonics, 40, 41, 42

Modem port, 77
Modem setup

advanced, 90-93

choosing a port, 83
communications parameters, 94
data bits, 94

data compression, 92-93

data rate, 94

extra serial ports, 77
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handshaking, 90

line in, 78

local echo, 87

making settings stick, 93

parity, 94-95

phone out, 78

plugging in a modem, 77

problems, 81

sending your first commands, 84

status lights, 79

stop bits, 95

troubleshooting, 86-88
Modem speed, 32-34
Modem standards, 33-34

Bell 103 (also known as V.21), 34

Bell 212A (also known as V.22), 34

Hayes, 33

Microcom, 33

USRobotics HST, 33

V.22bis, 34

V.32,34

V.32bis, 34

V.fast, 34
Modem status lights, 79-81

TR and MR lights unlit, 81
Money-back guarantee, 39
Monospaced font, 144
Mudslinging, 232

N

NetModem, 47, 262
NetSerial, 47, 262
Network modems, 47, 262
Networked BBSs, 190
Networks, 274

bridging networks, 261
Nexis, 197
NN, 219
NN newsgroup reader, 221
NO CARRIER, 103
Nulls, 114
nVIR, 269

(o)

OAG. See Official Airline Guide
Okyto, 252-253
On-line conferencing, 180
On-line etiquette, 228-235
On-line services
Accu/Weather, 196
addressing a message, 126
advantages of, 186, 201
America Online, 2, 202-209
AppleLink, 196
Byte Information Exchange, 196
CompuServe, 2, 209-216
Dialog, 197
difference from a BBS, 184



disadvantages of, 186

Dow Jones News/Retrieval, 197
games, 194

GEnie, 216

getting an account, 112
Internet, 217-224

leaving a new messages, 125
Lexis, 197

logging on, 111

MCI Mail, 198

messages, 123-150

Nexis, 197

OAG Electronic Edition, 198
on-line shopping, 195
Prodigy, 199

signing on, 110
ZiffNet/Mac, 199-200

P

Pacer Software, 70
PacerTerm, 70
Package scams, 50
Packet Radio, 23
Paging (on a BBS), 235
Paging the sysop, 235
Parity, 94, 95
Password, 9, 115
never share, 116
never use same on different ser-
vices, 116
never write down, 115
scams, 281
security, 279
verification, 39

Index

Pause between terminal pages, 113
Personal attacks, 232

Phone cords, 26

Phone jacks, 25-26

four-prong to modular adapter, 25

four-pronged jacks, 25
modular phone jacks, 25
Phone lines, 22
adding additional, 25
computer-grade lines, 23
data-grade line, 22
fiber-optic lines, 23
leased line, 22
Pocket modems, 44
Point software, 191
Posting a public message, 130
Power user flourishes, 140
PowerPort, 46
Practical Peripherals, 42
Premium services packages (BBSs),
193-194
Printer port, 77
Privacy boxes, 24
Privacy switches
Radio Shack’s Teleprotector, 24
Prodigy, 199
Prometheus, 40, 72
Protecting your password, 279
Public BBSs, 184
advantages of, 185
disadvantages of, 185
Public computing areas, 273
public-access UNIX system, 221
The World, 221
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Q

QuadralLink, 77

Quick B, 60, 165
QuickLink I, 71
QuickLink II/Fax, 48
QuickMail, 259, 262
Quicktel Xeba, 29

Quoter DA, 145, 146
Quoting in messages, 144

R

Radio Shack, 26

Radio Shack’s Teleprotector, 24
Resource fork, 169

Ringback security, 39

RS-232 connector, 345

RTS, 76

Rumor Manager, 13, 124
Running your own BBS, 253-256

S

SAM (also known as Symantec Anti-
Virus for Macintosh), 275
Sample files, 155
Scores virus, 269
Screen Flipper, 155
Scripting, 61, 256-258
DIAL command, 256
PROMPT command, 256
TYPE command, 256
Scripting languages, 257

Second Sight, 255
Security, 278-281
and passwords, 279
finding a bulletproof password,
280-281
password scams, 281
protecting your password, 279
when using AppleTalk Remote
Access, 278
Security features, 39
Selecting messages to read, 130-136
Selective scan, 133
Self-restraint, 142
Sending files, 157
Serial connection, 77, 344
Serial port, 27
Shareware, 3, 154-157
Shiva, 47
NetModem, 47, 262
NetSerial, 47, 262
Sign-off, 231
Signal to noise ratio, 136
Signing on, 110
Skybox seats, 42
Smartcom II, 58, 66, 6667
Smartmodem, 28

Smilies (also known as ASCII-grams or

Emoticons), 240
Smith Micro Software, 71
Snake Qil, 50
Software handshaking, 76



Software in ROM, 38
additional dialing commands, 38
built-in help, 38
diagnostics, 38
extended result codes, 38
Software Ventures, 64

Software viruses, 267. Seealso Viruses

Specialized telecom software, 252
DoubleTalk, 252
Okyto, 252
Specialty modems, 4449
Speed of downloads at various bps
rates, 166
Spider Island Software, 192
Status line, 57-58
Stop bits, 95
Stufflt Classic, 172
Stufflt Deluxe, 172
Stufflt Expander, 172
sumex-aim.stanford.edu, 219
Superboards, 187
Support, 3
Supra, 41
SupraFaxModem Plus, 41
Switched Phone Jacks, 31
Symantec, 3, 277
Symantec Anti-Virus for Macintosh
(Also known as SAM), 275
Synergy Software, 72
Sysop, 112, 228
life as a sysop, 253

Index

T

Tangled threads, 141

Tchochkes, 63

Technical Support, 3

Tektronix, 61

Telebit, 43
T2500, 43

Telecom software, 4, 53-73
MacKnowledge, 72
MicroPhone 11, 58
MicroPhone 11 4.0, 64
PacerTerm, 70
QuickLink II, 71
Smartcom II, 58, 66
VersaTerm, 4
VersaTerm Pro, 72
White Knight, 57, 67-69
ZTerm, 8, 54, 56, 57, 69, 83

Telecom software features
built-in word processors, 64
button palettes, 58
CompuServe B, 60
dialing features, 62
file-transfer protocol, 59
hardware control, 63
host modes, 63
Quick B, 60
scripting, 61
status line, 57-58
tchochkes, 63
templates, 64
terminal emulation, 60

359
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terminal window, 56-57
WXMODEM, 165
XMODEM, 59
XMODEM 1K, 60
XMODEM Checksum, 60
XMODEM CRC, 59
YMODEM, 60
YMODEM-G, 60
ZMODEM, 59
Telecommunicating person to person,
248-253
TeleFinder, 192-193, 255
TelePort, 45, 49, 78
Templates, 64, 155
Terminal emulation, 60-61, 113
dumb terminals, 60
Tektronix, 61
TTY, 61, 113
VT100,61, 113
VT102, 61, 113
VT340, 61
VT52, 61
Terminal height, 113
Terminal width, 113
Terminal window, 56~57
Threads, 207
Throughput, 50
Timbuktu Remote, 263
Transmitting files, 166-172
Trojan horses, 266
Troubleshooting, 86
TTY, 61, 113
Twilight bark, 190

8]

Un-archiving, 172

UNIX, 217, 219, 222

UnStufflt Deluxe, 172

Untested files, 159

Updaters, 156

Uploading, 157
copyrighted material, 233
inappropriate material, 233

Uploading files, 176-179

Uppercase and lowercase characters,
113

User Groups
Apple’s User Group Connection, 97
BCSeMac, 7, 97
BMUG, 97

UserLand Frontier, 156

USRobotics, 32, 43
USRobotics Courier HST Dual

Standard, 43

\"

V.22bis, 34

V.32, 34

V.32bis, 34

V.42, 36

V.42bis, 37

V.fast, 34

Validation, 117-119
Validation survey, 117, 118
VersaTerm, 4

VersaTerm Pro, 72



Virex, 277

Viruses, 266-268
Disinfectant, 270
encouraging information, 268
eradicating, 270
Gatekeeper, 276
infected program, 267
INTIT29, 269
nVIR, 269
SAM, 275
Scores, 269
Symantec Anti-Virus for Macintosh,

275

symptoms, 268
Trojan horses, 266
Virex, 277
WDEF, 269, 270
worms, 266

VT100, 61, 113

VT102, 61, 113

VT340, 61

VT52, 61

w

Watson, Scott, 68

WDEEF, 269, 270

White Knight, 57, 67-69
host mode, 251

World, The, 221

Worms, 266

Writing your own telecom software,
259-260

WWIV, 255

WXMODEM, 165

Index

X

XMODEM, 17, 59, 163

XMODEM 1K, 60, 163

XMODEM Checksum, 60

XMODEM CRC, 59, 163

XON/XOFF handshaking,76. Seealso
Software handshaking

Y

YMODEM, 60, 163
YMODEM-G, 60, 164

y4

Ziff-Davis, 200

ZiffNet/Mac, 199-200, 211

ZMODEM, 17, 24, 59, 164

Zoom Telephonics, 40, 41, 42
Zoom Telephonics 2400, 40
Zoom Telephonics V.32, 42
Zoom Telephonics V.42bis, 41

ZTerm, 54, 56, 57, 69, 83
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Emoticons

It’s hard to express emotion on line, which is why denizens of the on-line universe use emoticons
(also known as ASClIgrams). The following list shows you just a few of the ways to express
yourself in pure text.

Micro-happy

The Pope

Santa Claus

Happy

Very happy or Big mouth
Half-smile

Dopey grin

Sad

Truly bummed out
Sticking your tongue out
Wink

Shocked!

Pipe smoker

My lips are sealed

No reaction

Has a beard

Has moustache

Has beard and moustache
Is bald

Licking his chops
Drooler

Screaming

Eyeglass wearer

@>--->---

2BI"2B

Scuba diver
Left-handed

Wearing a toupee
Losing toupee in wind
Person is a bozo
Person is Picasso
Cross-eyed

Blotto from drinking all night
Bleah!

Robot

Dunce

Nose is out of joint
Asleep

Has curly hair

Pirate

Buck-toothed
Vampire

Smiley with braces
Drunk

Alfred Hitchcock

A rose: given as a peace offering
“To be or not to be”

SOs!
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