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impossible on many levels.

For the six part, we’d like to thank the entire Open Door family,
who provided the experience and insights we needed to write this
book—along with a whole lot of fun.

The second writing stage was much shorter and more concentrated.
It often felt like we were compressing those seventeen years into
about six months.

For that stage, we’d like to thank all the people at Peachpit Press and
in particular our editor, Cliff Colby. Without you, all the knowledge
we’ve accumulated during the first stage would still be unwritten
and unavailable.
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is your accomplishment as well as ours.
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Getting
Started

Since 1984, the Macintosh has been the computer “for the rest
of us.” By “the rest of us,” Apple meant—and continues to
mean—those of us who want to use the immense power of
the personal computer in the simplest, most intuitive manner
possible. Those of us who want it to be easy! Apple has done
a great job of building and evolving this computer for the rest
of us, even in the face of constant and significant change. That
first 128KB, black-and-white, closed-box Macintosh got the Mac
religion off to a really good start, and Apple has been true to
that religion ever since. Changes such as the advent of desktop
publishing, the addition of color, the transition from the 68000
processor line to the PowerPC, and most recently, the transition
from the Classic Mac OS to Unix-based Mac OS X have all been
managed with “the rest of us” as Apple’s primary focus.

Of all the changes involving the Macintosh, though, one stands
out above the rest in significance: the Internet. Apple was
instrumental in the early growth of the Internet with its inclu-
sion of AppleTalk networking hardware and software in every
Macintosh and later with the addition of the Internet’s native
TCP/IP language to the Mac OS. But it wasn’t until the late
1990s that Apple began to realize that the Macintosh could
easily be made into the Internet machine for the rest of us.
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. When Apple gets going, though, watch out! The iMac and the
. iBook were runaway best sellers for many reasons, but prin-
. cipal among these was that they could be taken out of the box
- and put on the Internet, by the rest of us, in pretty much no
- time at all. It was (and is) easier to get a Mac online than to
- get a VCR connected to your TV!

. With its easy-on Internet, Apple has once again done an excel-
. lent job of taking difficult concepts and making them simple.
. The personal computer was hard to use; now it’s not. Desktop
* publishing was hard to do; now it’s not. The Internet was hard
' to get on; now it’s not.

- Certain aspects of the Internet, however, remain a little scary
. for the rest of us. And the scariest aspect of them all probably
. is security. It’s so easy to get online, can we really be sure that
. we’re safe while doing it? Especially those of us who are used
" to Apple’s pretty much handling everything for us?

- As you’ll see, Apple has addressed many issues associated with
. Internet security while shielding the complexities of those issues
. from the rest of us. The Mac OS probably is the most secure
. OS around. But security is one of those areas in which we all
" have to take some measure of personal responsibility. After
- all, do you really want to put 100 percent of your faith in Apple’s
* (or this book’s authors’) saying, “Trust us”? The Mac and the
- Internet have become far too valuable for the rest of us to do
- that, no?

. This book is a guide to Internet security for the rest of us. It
- focuses on Mac users, but much of it applies to the rest of the
- rest of us who don’t use Macs. Its goal is to present online-
© security issues in ways that can be understood by a wide range
- of users, from those who just bought their first iMac and got
- it online to those who run computer networks either at work
. or at home. It proceeds from the simple to the (somewhat)
. complex and, to a large extent, from the most critical to (some-
. what) less important. So if nothing else, definitely read the
. first few chapters. We think all our chapters are important,
- and we’ve tried to make them easy to understand, but we do
- realize that you may have a limited amount of time on your
- hands, so we’ve tried to put first things first.

. That being said, let’s get started!




1: GETTING STARTED

About This Book

This book is intended for a wide range of Internet users. |
It assumes that you are familiar with the basic aspects of using :
both your computer and the Internet. You should be able to -
send and receive e-mail and to surf the Net with a Web browser, -
for example. Beyond that, no additional experience is required. -
Even if you're an expert Internet user, however, we hope you’ll -

be able to get a good deal out of this book as a whole.

This book is especially important if you’re one of the many
new broadband Internet users. Broadband connections, such as
cable and DSL, are high-speed, permanent links to the Internet. °
Because your computer is potentially online 24 hours a day, -
the security risks associated with a broadband Internet -
connection are heightened significantly. But even if you’re -
connected for only a few minutes once or twice a week, this -

book has a lot to say that you’ll find helpful.

This book definitely focuses on Macintosh users, but the first -
section and most of the concepts throughout apply to Internet -
users in general. It also focuses more on the home user than -
anyone else, although the advanced section looks at security -
in a work environment as well. As far as specific versions of -
the Mac OS go, this book tries to address security issues holis- -
tically and in a version-independent manner. What it says .
should apply to any recent Mac OS, including Mac OS 8, 9, :
and X. If a particular issue is OS-version specific, we’ll say so. :
Because Mac OS X’s Unix base presents a whole new set of -
security issues, we’ve included a chapter in the advanced -

section on Mac OS X security.
We’ve divided the book into four main sections:

General Security Principles is must reading for anyone who’s
interested in getting online safely, regardless of the type of -

computer you're using or your skill level.

Securing Internet Services tells you how to use the built-in .
security features of the Mac OS and third-party applications .
to create a safe online experience. Advanced users may be

familiar with much of this material.

Enhancing Overall Security discusses products that you can add
to your Macintosh to supplement the built-in security features. -
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. Advanced Topics dives into issues that may not apply to “the
. rest of us” as a whole but that apply in many situations. Users
. can read those chapters that apply to their environments.

For up-to-date information on security and on Mac OS X, check out
- our book’s companion website, www. peachpit.com/macsecurity/.

. Finally, a word about privacy. Although the subject is related
. to security in many ways, online privacy is distinctly different.
- This book does not specifically attempt to address online-
* privacy issues, such as how to surf the Web anonymously, how
- to prevent junk mail (also known as spam), or how to ensure
- that Web sites don’t track your buying habits. Securing your
. Mac will help you secure your online privacy, but you may
. want to take other steps as well. Those steps are topics for
- another book.

About the Authors

- The authors, Alan Oppenheimer and Charles Whitaker, work
- for Open Door Networks, Inc. Open Door Networks is a long-
- time Macintosh Internet company, most recently specializing in
- Macintosh Internet security products. Open Door was founded
. by Alan, who serves as its president. Previous to founding
. Open Door, Alan worked on Macintosh networking at Apple
. Computer for more than eleven years. Charles has been work-
- ing with Macs for almost as long.

- Open Door has created several popular Macintosh Internet
- products. Open Door’s ShareWay IP product line is included by
. Apple as Mac OS 9’s popular Internet file sharing feature. Open
. Door’s DoorStop Personal Firewall was licensed by Symantec
. Corp. and is used as the basis for their Norton Personal
- Firewall. And Open Door’s Who’s There? Firewall Advisor
- assists with end-user security analysis.

- In addition to creating great Macintosh products, Open Door
. Networks is also a Macintosh-specific Internet Service Provider
. (ISP) for its home town of Ashland, Oregon. Working at what
. is both a Mac ISP and a Mac Internet security company has
- furnished us with a unique and in-depth perspective on issues
- of Macintosh Internet security. We hope with this book that we’re
- able to convey this perspective to as many readers as possible.




General Security
Principles



What,
Me Worry?

Before we dive into the general principles you need to know
about online security, we think it’s best to start by answering
a couple of questions that you may have.

The first is, “Do I really need to worry about Internet security?”
In these days of intense media hype, it’s easy to look at the
never-ending parade of stories about hacked Web sites, denial-
of-service attacks, and viruses and to wonder how much to
believe. What’s real, and what’s made up? The second, related
question is, “Why would anyone want to attack my machine?”

The answers to these two questions are simply, “Yes, you really
do need to worry about online security” and “People want to
attack your machine simply because it’s there.” We realize, of
course, that you might not want to take our word for these
answers. So consider some statistics.
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- More People on the Net More Often

. Although the Internet has existed, in one form or another,
- since the 1960s, it was not until 1995 or so that it really started
© growing. Statistics on the total number of Internet users are,
- as you might expect, hard to come by, but the number of
- Internet hosts is much easier to ascertain.

Y . An Internet host is a specific computer directly connected
to the Internet, with its own specific Internet address (as
opposed to one assigned from a pool).

. The number of Internet hosts can be determined through what
" is pretty much a computer-driven census. Between 1995 and
- early 2001, this number grew from 5 million to more than 100
- million. That’s a growth rate of nearly 20 times in six years,
- or more than 50 percent a year (Figure 2.1).
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Figure 2.1 A look at the number of Internet hosts per year.

- If you’re interested in a more people-centric figure, the 100
- million hosts in early 2001 translate to about 300 to 400 million
-users. And the trend is expected to continue. One study
- estimates that more than 600 million users will be online by
. the end of 2002 and more than 1 billion by 2005.

- In addition to this rapid increase in the number of users, folks
. are staying online for longer periods of time. There are several
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reasons for this, including that there’s more to see and do on -
the Web than there was before. According to AOL, for instance, -
the average amount of time a user stayed on its system went .

up about 5 times between 1996 and 2000.

The main reason, however, why people are staying online -
longer—and certainly the one that’s most relevant to security— -
is that many of today’s high-speed connections allow users to -
remain on 24 hours a day, if they want. Nielsen/NetRatings -
estimates that the number of users on such high-speed con- -
nections in the United States more than doubled in 2000, :
to more than 11 million. We’ll talk more about the many addi- .
tional security ramifications of permanent high-speed :
connections later in this chapter, but they’re causing the Net :

to be used a whole lot more by a whole lot more users.

More People Doing More Important Things

Just as more of us are online more often, the Net is becoming -
a more important part of our day-to-day lives. Many of us rely -
on e-mail as an essential form of communication. Some of us -
need the Net to do our jobs, either for an organization or for -
ourselves. Many businesses, such as Yahoo! and Amazon.com,
could not even exist without the Net. So whereas in the 1990s, !
the Net was a requirement more for hobbyists and specialists, :
in the 21st century, the Net is essential for the rest of us as :
well. It’s pretty much like water or electricity—we just can’t -

do without it.

With the Internet, we have a utility that we have come to rely .
on and that is accessible by millions (soon to be billions) of -
people. The Net is not only accessible but also affectable. And
for every million additional people on the Net, you know that :
so-many-thousand new hackers will try to affect things. :
Businesses and large organization have to come to recognize
these facts, and most are taking protective measures, if some-
what belatedly. But the same realization has not yet trickled -

down to the rest of us.

We hope that these statistics, along with the rest of this book, :
will help convince you that all of us need to do whatever we |
can to make our online experience a safer one—and that in '

general, doing so is pretty easy.
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- More and More Attacks

- When few of us were on the Net, few hackers were as well.
* And those hackers who were online didn’t have much to hack.
- They generally went after machines running the Unix operating
- system, because Unix machines were more prevalent on the Net
- in the early days and were quite hackable.

\\g r’

To digress for a moment, most of you have probably heard
the term “hacker.” Although sometimes “hacker” just means
“anybody who’s good with a computer,” it recently has
specifically come to refer to someone whose computer skills
are used to cause problems for others, usually over the Internet.
That’s how we’re going to use the term in this book.

- Even as the Internet began to grow from 1995 to 1998, the
. rate of hacker attacks remained relatively low. But recently,
- things have changed dramatically and the number of attacks
- has increased at a rate even greater than the number of users
- on the Net. It’s not clear exactly what changed. Maybe the
- number of machines on the Net reached some sort of critical
- mass that made hacking worthwhile in the eyes of the hackers.
- Maybe the media glorified hacking to such an extent that it
. became “fashionable,” especially for young people. Regardless,
- hacking is definitely on the rise. One good measure of this
- increase is the number of official security incidents reported
by the CERT Coordination Center. The CERT (which at one
- time was short for Computer Emergency Response Team)
- Coordination Center is the major reporting center for Internet
+ security problems.

. As you can see in Figure 2.2, sometime around 1998, the
. incident rate starting increasing significantly, and it’s been
. growing faster than the Internet ever since.

Exactly what an “incident” is and whether it’s directly relevant
- to the rest of us are certainly valid questions. So here’s a statis-
- tic that we believe will hit much closer to home (so to speak):

In a study performed by Open Door Networks on a typical
Macintosh connected through the popular @Home cable
network, during a 30-day period in early 2001, an average
of eight unique unauthorized access attempts were detected
per day.

10
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Internet Hosts and Incidents
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Figure 2.2 The rate of hacking incidents per year.

These access attempts weren’t general incidents at some general -
Internet reporting center; they were specific access attempts -
made against a specific Macintosh on a widely used cable- -
modem Internet service. And this study, conducted by the -
authors, is backed up by many additional reports. At the .
January 2001 Macworld Expo trade show in San Francisco, !
during a network managers’ forum, an audience member |
indicated that his newly installed firewall logged so many access
attempts that he first thought that the firewall manufacturer
was making up those attempts as a marketing ploy! And here’s
just one of the many reports that Open Door Networks has

received on the subject:

“As is probably true with most of your customers, I have been .
astounded at how many unauthorized attempts to penetrate .

my computer there are.”

Machines that the rest of us use on the Internet are getting :
attacked, and they are getting attacked at a significant and -

increasing rate. You do need to worry about online security!

1
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: Why Me?

- We hope it’s pretty clear by now that Internet security is an
- important issue even for the rest of us. But you still may be
- wondering why. Why would someone want to attack your
- machine if it has no secret documents, no Web site to deface,
- no credit-card numbers to steal (we hope)? What possible
- benefit could someone gain from accessing or destroying data
- on your machine?

. These are all good questions. And they have two sets of answers.
. First, you may have more important data on your machine than
- you think. (We’ll look at this issue in the chapter on the phys-
" ical security of your machine.) But even if you’re right about
- the lack of significant data on your machine (maybe all you
- do is play games), there is a second set of reasons why your
- machine is being attacked over the Net.

. Here’s the key point to realize about most access attempts on
. your machine:

No one is specifically targeting your machine.

- You're right—pretty much no one cares about you in particular.
- Most hackers out there just want to break into any machine.
- Many are bored high-school or college students looking for a
- challenge. They want to be able to brag to their friends, “See?
- Look what I can do to this poor sucker’s machine. Am I not cool?”

. Being cool used to mean having a powerful car or being on
. the football team. Now, to a subset of the younger generation,
. it means being able to wreak havoc at long distance and to
- leave your mark. Hacking is (sometimes quite literally) the
- digital version of graffiti.

Another key point to understand is exactly how those access
- attempts to your machine are being made:

Almost all havoc-wreaking is done through prebuilt
applications or scripts.

- The havoc-wreaker doesn’t need to be some geek who slaves
- away for nights on end on a specific application to go out and
- do his dirty work. He (and it usually is a he and a young he
- at that) simply needs to go to any of a variety of Web sites

12
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and download any of a variety of applications or scripts. A -
simple double-click after that, and the hacker (or “script kiddie,” -
as he’s often called) is on his way. )

But how does a script kiddie happen to end up hacking your °
machine? Again, why you? Pretty much because your machine -
was there, and it was your turn. As you’ll see in the chapter -
on Internet basics, each machine on the Net has an address, :
just like a phone number. The hacker’s script either picks Inter- -
net addresses at random or goes through them sequentially. -
The script uses various techniques to see whether there’s a -
machine at that address and concentrates on address ranges -
that are more likely to have lots of vulnerable machines (such
as the address ranges used by popular Internet providers). :
When the script finds a machine at a particular address, it |
moves on to try various built-in attacks against that machine. :
Those attacks usually are the ones that you’ll see if you’ve -
added any sort of logging or monitoring features to your
machine (see the chapters on analyzing security threats and -
personal firewalls for ways to do this). If any attack is suc- -
cessful, the script alerts the hacker running it or logs the -

machine’s address to a file for future exploitation; otherwise, -

it moves on to the next address.

It may seem unlikely that of all the machines on the Net, yours :
is getting chosen at random eight times a day on average. After :

all, there are a hundred million machines. But remember that -

the rate of attacks is increasing faster than the rate of new -
users. A few years ago, lots of new users were getting on the -
Net but not lots of new hackers. Now the hackers are catch- -

ing up. So with all those hackers running all those automated -
tools (on faster computers and faster connections), they just -
happen to hit your machine eight times a day! And if trends .

continue, the situation is just going to get worse.

13
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- It Gets Worse

. For many reasons, you don’t want a script kiddie, or anyone else,
" to gain access to your machine. These reasons are pretty much
' the same as the reasons you don’t want anyone to gain access
- to your house. There also are less obvious, but equally impor-
- tant, reasons. The main one is:

You may never know that someone has gained access to
your computer let alone what they’re doing or have done
with the access they’ve gained.

. Some attackers just leave some sort of calling card (“Kilroy
- was here!”) and don’t do anything malicious. But other attack-
- ers are much more subtle. They may implant an invisible file
- or application (often called a Trojan horse) on your machine
- that could do all sorts of bad things at some unknown time.
- For example:

= The hidden application could spy on everything you’re
doing and then make that information available to the
attacker over the Net. It could notice what Web sites
you go to, for example, or read your e-mail along with
you. Worse yet, it could copy the passwords you type to
access Web services or steal the credit-card numbers you
enter in supposedly secure Web sites.

= The hidden application could be used to launch an
attack on another machine. Attackers often cover their
tracks by launching attacks indirectly, through a series
of machines, sometimes in different countries. Then,
when someone comes looking for the attacker, they find
you instead. Although you may not be legally liable for
the misuse of your machine in this situation, we don’t
think any of us wants to have the FBI or other law-
enforcement agencies knocking on our door.

= The application could be used in concert with similar
applications implanted on other machines for more
advanced, distributed attacks. The most popular of these
is known as a distributed denial-of-service attack. Your
machine, and hundreds or thousands like it, could be
used in concert to flood a particular Web site with traffic,
effectively denying the services of that Web site to

14
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legitimate users. In February 2000, such an attack was
launched successfully against several major Web sites,
including Yahoo! and CNN. And the FBI did go around
knocking on a lot of doors.

Broadband Connections
Are Especially Vulnerable

Any machine connected to the Internet in any way is suscep- °
tible to a random attack at any time. But machines hooked -
up by increasingly popular broadband connections are more -
susceptible than most others. Broadband in general refers to -
any high-speed Net connection, but for the rest of us, it usually -
means a connection through a cable modem or DSL (digital -
subscriber line). The two key characteristics that make broad- .
band links particularly vulnerable to attack are the same
characteristics that make broadband connections so popular :
in the first place: They’re connected 24 hours a day, and they’re

high-speed.

Unlike traditional dial-up connections, in which you call in, -
surf the Net, and then disconnect, broadband connections are -
always active. Because broadband connections are always on, -
the amount of time a computer is vulnerable to Internet attack -
is greatly increased compared with dial-up. Any time your com- .
puter is on, it’s online and vulnerable to attack. Thus, based :
on raw probability, your computer’s going to get attacked much
more often on a broadband connection than on dial-up. Beyond :
this, however, hackers are more likely to go after machines
that are connected all the time because they know those °
machines will be there when they need them, either to activate -
a Trojan horse they’ve installed or for some other nefarious -
purpose. Hackers also may restrict their searches to Internet -
addresses that they know are used for broadband connections, -
because they know that machines on those networks will be .
more useful to them, further increasing the odds of an attack. .

Broadband connections are not only always on but also :
(usually) many times faster than dial-up connections. Speed :
provides many advantages to a hacker. Hackers look for -
machines by sending out a query or “probe” to successive
addresses until a machine answers and tells the hacker it’s -

15
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- there. If a hacker is looking only for machines with fast con-
- nections, he can find them quickly because they answer his
. probe faster. And when a hacker finds a machine, he can carry
. out attacks against it more quickly.

- In the chapter on managing passwords, for example, you’ll see
- that speed is essential to a dictionary attack, in which the
- hacker tries to figure out your password by trying every word
- in the dictionary. Such an attack is practical only on a high-
- speed connection. Additionally, if the hacker wants to use your
- machine as a launching point for other attacks, speed is
. critical as well.

- Another characteristic of many broadband connections is that
. your machine is assigned the same Internet address for long
- periods of time. Even though many such connections claim to
- give your machine a dynamic address, that address rarely
- changes. So the hacker can pretty much count on your
- machine’s being available at the same address whenever he
- wants to get at it—another big advantage to him over a machine
- on a dial-up connection, because its address changes each time
. it dials in.

- Many of the rest of us still connect through dial-up connec-
- tions, but broadband connections are increasing at a faster rate
- than other Net connections. Broadband connections grew from
- about 4.7 million at the end of 1999 to 11 million at the end
- of 2000, and the number is expect to grow to 20 to 30 million
- by 2004. So even if you’re not using a broadband connection
- today, there’s a pretty good likelihood that you will soon. You
. might as well start thinking about safety now.

16
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But | Use a Mac!

Even after everything we’ve told you about how real the risks :
are, you might still be thinking, “But I use a Mac! Everyone :
says the Mac OS is secure and that the Mac is just 10 percent :
of the machines on the Net. Won’t the hackers go after the -

Windows machines first?”

It’s true that the Classic Mac OS (up through the 9.x series) -
generally is considered to be more secure than either the .

Windows or Unix operating system. Here are a few reasons:

» The Mac OS was designed for a single user.
= It was not designed to be logged into remotely.
= Its source code is not available publicly.

» It does an excellent job of preventing you from opening
security holes accidentally, both through a clear user
interface and through warnings when appropriate.

» It just seems to have fewer security holes.

As supporting evidence for the Mac’s superior security, in 1999 -
the U.S. Army chose the Macintosh as the Web server for its -
main site after its Windows-based server was hacked by a 19- -
year-old. The World Wide Web Consortium (W3C) also states -
publicly that “the safest Web site is a bare-bones Macintosh -

running a bare-bones Web server.”

It’s true that Windows machines represent 90 percent or so of .
the machines out there on the Net. In this case, however, the :
Mac’s smaller installed base ends up being a good thing. :
Remember, most attackers aren’t looking for your specific °
machine; they’re looking for any machine. And because the -
methods of breaking into a Windows machine are different
from those for breaking into a Mac (or a Unix machine), most -
hackers are looking specifically for Windows machines. The -
popularity of Windows machines also has a snowball effect. -
Because most hackers are looking for Windows machines, most .
of the automated scripts that are written target those machines,
so most of the script kiddies, who can’t do much on their own, :
end up attacking Windows machines. And when the script !
kiddies grow up and really start to learn things, guess what :

machines they write new scripts for?

17
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- Once again though, specific statistics are a good idea:

In the Open Door study we mentioned earlier in this chap-
ter, fully 40 percent of all the attacks detected specifically
targeted Windows machines, with another 2 percent target-
ing Unix machines. Not a single Mac-specific attack was
detected during the month of the study.

. So, using a Macintosh does go a long way toward enhancing
. your overall safety against certain type of attacks. But we could
. not identify a good 58 percent of attacks as being against a
. specific type of machine. Also, many other security issues (espe-
. cially those we list in Chapter 3) apply pretty much equally
- to all types of computers. In fact, some might even apply to
- Macs to a greater degree.

- Moreover, as many of you are aware, the Mac OS is transi-
- tioning to Mac 0OS X. Mac OS X has, at its core, the Unix
. operating system. Apple has done a great job of hiding the
. inherent complexities of Unix underneath the covers of Mac
- 0S X, but those complexities are still there. Many of those com-
. plexities are directly related to the myriad security issues that
- have always been associated with Unix. Unix is the environ-
- ment of choice for many hackers, who love its command-line
- complexity and open source code. But until now, there hasn’t
- been much of an installed base for hackers to go after. With
- the sudden flood of Unix-based machines that Mac OS X is
- unleashing, you can bet that the Mac is going to become a
- much bigger target very quickly. As the Mac moves from Mac
- 0S 9 to Mac 0S X, and from an ’80s OS into the 21st century,
. it also moves from a secure, little-targeted OS to a less secure,
. more-targeted OS, with many more unknowns. We’ll have a lot
. more to say about the transition to Mac OS X in later chapters,
. but it’s definitely something to start thinking about now.

See our book’s companion website at www.peachpit.com/
macsecurity/ for up-to-date information on Mac OS X security.
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What, Me Worry Too Much?

We hope that you now see the need to worry about security !
while you’re online. Some of you may now even be so scared |
that you’re thinking about pulling the network connection on :
your Mac right away, especially if that connection’s through -
a cable modem or DSL. But is it possible to be too worried?

Yes.

If you really pulled the plug on your network connection and °
never connected to the Net again, we would have done you a -
great disservice. Like most good things in life, the Net is a -
double-edged sword. But it’s 95 percent good edge and 5 per- -
cent bad. You don’t not drive your car because you might get -
into an automobile accident, and you don’t stay home all the -
time because you're worried that someone might break in. But -
you do put on your seat belt when you drive, and you do lock -
your house when you leave for a trip. So there is an appro- .
priate degree of worry for every situation. '

How much should you worry? Only you can make that decision. -
As is true of everything else, the degree to which you worry -
about online security should be proportionate to the risks -
involved. :

Consider two Mac users. The first connects through a dial-up
modem for maybe an hour a day. He uses his Mac mainly for
reading e-mail and doesn’t keep any important documents or -
data on the Mac. The second is online through a cable modem -
and uses both the Net and the Mac quite extensively, sending -
and receiving e-mail, doing online banking, and keeping track -
of stock portfolios through the Web. She also keeps financial -
records and even a book that she’s writing on the Mac, plus -
some work-related items. Clearly, the second Mac user should .
worry about the security of her machine more than the first. -
This is not to say that the first user shouldn’t worry but that !
he can afford to worry less, because he has less to lose. :

Degrees of worry should translate into degrees of security. As -
you’ll see, you can take many security measures to protect your -
Macintosh while you’re online, just as you can take many -
security measures to protect your house. You can lock the door; -
you can lock the windows; you can put in an alarm system; .

19



INTERNET SECURITY FOR YOUR MACINTOSH

- you can build a security gate. Different degrees of security are
. appropriate for different situations.

- We feel that everyone should at least understand and imple-
" ment the general security principles outlined in the rest of
- Part 1 of this book. Beyond that, you’ll need to assess things
- for yourself. As a rough guideline, here are some factors
- that should increase your “worry index” and, thus, your
- security measures.
. Do you:

» Have a permanent connection to the Net?

= Have a high-speed connection to the Net?

» Leave your Mac on all the time (with a permanent
connection to the Net)?

» Depend on your Mac or the Net to do your job?

» Make extensive use of e-mail, especially for exchanging
documents?

= Keep important documents or records on your Mac?
s Shop online or use other forms of e-commerce?

= Use Mac OS X, Windows, or Unix?

» Have more than one Mac on the Net?

= Provide any services from your Mac, such as file sharing
or a Web site?

fYou may not understand the reasons behind all of these
- questions yet, but you certainly should by the end of this book.
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Physical
Security

The simplest things are often the most important. Have you
ever prepared for a long trip by locking all the windows in
your house, setting timers on the lights, and maybe activating
an alarm system but forgotten to lock the door on your way
out? Many of the precautions we describe later in this book
are like the security measures you take when you’re preparing
for a trip. But the measures in this chapter, along with the
next few chapters, are like locking the door to your house.
They’re easy, they’re something everyone should do, and
they’re things people often just plain forget. If you implement
only the measures in these chapters, you will have gone most
of the way toward a fully secure online experience. On the
other hand, if you skip these chapters and implement only the
more advanced measures later in the book, you will have gone
just a small way toward that secure experience. You will have
locked the windows but left the door wide open.
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- Things that Can Go Wrong

. Before the network existed, the computer did. Keeping your
- computer secure off the Net is half the battle of keeping
* your computer secure on the Net. If you’ve been using a com-
- puter for a long time, you’re probably aware that a long list
- of bad things can happen to your machine. But the popularity
- of the Internet has caused many of us to buy a computer
- for the first time, so we think about Internet security first and
. general computer security second, which is completely back-
. ward. Whether you’re new to computers or a 20-year veteran,
. it’s important to review the list of physical things that can go
. wrong with your machine.

- Theft. If you use a notebook computer or live in a big city,
- you're much more likely to lose the data on your computer
- (not to mention the computer itself) to theft rather than to
- someone hacking your computer over the Internet.

- Loss. Simply losing a desktop computer is somewhat hard, but
- if you’ve ever traveled with a notebook, think about how easy
© it might be to leave it somewhere by accident.

. Hardware or software crash. Computers fail. Sometimes the
. hardware fails, maybe because of a power surge or hard disk
. crash. Sometimes a critical section of the hard disk goes bad,
. and the whole hard disk becomes unreadable. Sometimes a
. piece of software, even the OS itself, fails catastrophically
- and corrupts the hard disk. Regardless, the result is the same:
- Your data’s gone or at least inaccessible. Data can sometimes
- be restored after a crash if you know the right expert, but data
- restoration is not easy.

. Accident. As much as we try to avoid them, accidents happen.
. Especially in a home environment, many accidents can befall
. computers. Drinks can get spilled on them; they can fall while
. we’re moving them; they can be “attacked” by pets and small
- children. An “attack” by your child can be as dangerous as an
- attack over the Net.

. Natural disaster. The effects of a fire, flood, or earthquake
. can be devastating. We should put our loved ones and our-
- selves first when taking precautions against such events. But
. we shouldn’t overlook our computers.

22



3: PHYSICAL SECURITY

Seizure by law enforcement. As computers become part of -
our daily lives, they also become part of criminals’ lives, espe- -
cially Net criminals. These criminals often work indirectly, :
through other people’s computers on the Net. Even though
you’re not involved in a crime directly, your computer could
be seized and inaccessible for a long period.

Just about any of these events will result in significant, if not -
total, loss of the data on your computer. Many of them will result -
in the loss of the computer itself. For these reasons, one of the -
most important principles you can learn from this book is: -

Compared with an attack over the Internet, a physical
offline loss or failure of your computer is more likely to
occur and is almost always more devastating. You should
devote at least as much effort to your computer’s physical
security as you do to its Net security.

Physical Security First

You can do many relatively simple things to protect your com- -
puter physically. Many may seem obvious, but then again, so -
is locking your door. You may not want to implement all these -
security measures all the time, but they’re worth thinking about. .

Protect your computer from theft. Don’t position it in the :
window on a busy street or by a door that’s easily accessible. :
And when you do travel, consider hiding your computer away
somewhere, just in case. If your computer has an external
monitor, you don’t need to hide the monitor—just the main -
computer and associated external hard disks, if any. Consider -
using a lock-down cable and even an alarm system if you're -
in a high-crime area. :

Get a power-surge protector. A surprising amount of com- |
puter failures (and associated data loss) are due to lightning :
strikes or power surges during power outages. While you're :
at it, consider getting an uninterruptible power supply (UPS), -
which will prevent unexpected shutdown of your computer -
during a power loss. Unexpected shutdowns often cause disk -
corruption and data loss.
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. Don’t keep valuable or private information on notebook
. computers, especially ones you travel with. It’s just too likely
. that something bad is going to happen to that computer, and
- you risk not only losing the data but also having that data fall
* into the wrong hands. Almost 90 percent of all computer-related
- insurance claims filed in the United States in 1999 were for
- notebook computers.

- Encrypt data you consider to be confidential. Depending on
- how private that data is, if your computer does fall into the
. wrong hands, you can at least take steps to ensure that no one
. else can see the data. Mac OS 9 makes encrypting and decrypt-
. ing files easy.

" Protect your computer from family and natural disasters.
- Consider using it in an office that’s off-limits to animals and
- small children. If you live in an earthquake area, be sure that
- your computer’s on a sturdy desk.

. Put your computer off-limits to workers and houseguests.
. Although most of your friends and coworkers are trustworthy,
- you don’t want to risk giving them access to your data or com-
. puter. You should protect your computer the same way that
- you protect your hard-copy confidential information, such as
© tax returns.

Back up, back up, back up! This topic is so important that
- we’re devoting the rest of this chapter to it.

- Things Will Go Wrong Anyway

- No matter how careful you are, and no matter how many
. preventive measures you take, something’s probably going to
. go wrong with your computer at some time. For most of us,
. the hard part won’t be trying to recover from the physical loss
. of the computer itself. In fact, the loss may well be the good
. excuse we’ve been looking for to get the latest model. But the
- loss of the data stored on the computer is a whole other matter.
- That data may be irreplaceable.

Many of us who have used computers for a long time know
- that backing up our computer’s data is essential. But even we
. long-time users still don’t back up as often—or as thoroughly
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as we should. Those who are relatively new to computers may -
not even think about backing up at all. Now is the time to .
review whatever backup procedures you may have in place or .
to put some in place if you don’t have any. :

Of all the security measures you can take, both offline and
online, backing up the data on your computer probably is the -
most important, because it protects you both offline and online.

If something goes wrong, due to a physical problem or an online -
attack, a well-implemented backup strategy will go a long way -
toward mitigating the problem. ;

Backup options

Whole books have been written about backing up your com- :
puter’s data, and those books are worth reading. But just as :
the Internet introduces new security risks, it introduces new -
backup options as well.

Many applications can help you back up the data on your -
machine. These applications can even back up your OS and soft- -
ware, although this software can be recovered in other ways as -
well. The most popular backup application for the Macintosh .
is Retrospect from Dantz (Figure 3.1). Backup applications such .
as Retrospect can help you figure out what has changed and |
what needs to be backed up, can automate the backup process, :
can back up to the Net, and can even compress and encrypt -
your data.

Back up files to a backup set
Copy files to a set of media or the Internet

Restore files from a backup set
Recreata & disk or retrieve files and folders

RURACAtE BAR O me SN ahOhc ; ' Figure 3.1 Backup applications

Make an identical copy of & desktop disk or folder :
; Sl like Retrospect can automate

Run a scriptnow the backup process, making it
Or make & document that runs a script when opened o ape
more likely that critical backups

will always get done.
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- Getting a backup application is a good idea. But you should
. make sure that it’s what you need. At times, a backup applica-
. tion may be overkill. If you just surf the Web and check e-mail,
. you may have little to back up. You may need to copy your
- e-mail folder to an external or network drive occasionally, and
- that’s about it. You can upgrade to a backup application later,
* as your computer use gets more advanced.

- The Internet has had a significant effect on the backup process,
- and not just because it makes backing up even more critical.
- One little-noticed side effect of the popularity of the Internet
. has been the demise of the floppy-disk drive. Today’s Macs,
. including the iMac and iBook, do not have built-in floppy
- drives. So if you want to back up these machines locally, you
- may need to get an external backup device, such as a USB or
- FireWire floppy drive, Zip drive, or writeable CD or DVD drive.
* On the other hand, you can take advantage of another of the
- Net’s effects on the backup process by using the Net itself as
- your backup medium.

- You have several ways to use the Internet for backup. Many
. services provide Internet back up, usually for a monthly fee.
. Two Mac-focused ones are BackJack (http.//www.backjack.com)
. and iMacBackup.com. You can also use a backup application
- such as Retrospect to back up over the Net, if you have a server
" to back up to. (But don’t back up to an FTP server—see the
- FTP chapter in the Advanced section for the reasons.)

- An incredibly simple (and free) backup solution is available
- for those of us who don’t need advanced backup features: iDisk.
. Apple’s iDisk provides 20 megabytes of free Net-based stor-
. age that you can use for anything you want. It’s accessible
. from any Mac running Mac OS 9 or later and is built directly
. into Mac OS X. Being from Apple, iDisk is incredibly easy to
- use (backup for the rest of us, so to speak). If you have a
- small amount of stuff to back up, don’t need capabilities such
- as encryption and automation, and are using a machine that
- doesn’t have any external media to back up to, you should
- look at iDisk.

. To use iDisk, sign up for an iTools account through Apple’s
. iTools home page (http://itools.mac.com/). As a side benefit
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of signing up, you get your own mac.com e-mail address. After -
signing up, to back up files to your iDisk, all you do is mount .
the disk through the iTools Web site or directly through the :
iDisk menu item under Mac OS X. Your iDisk shows up on your
desktop like a local hard disk. and you use it the same way
(Figure 3.2). Just drag and drop the files or folders you want °

to back up into the iDisk folder called Documents. That’s it.

3 8 items, 19.9 MBavailable
& Music Pictures
Movies Public Sites
[as=arz]
H"Arl.’:ln
Software About your iDisk

Figure 3.2 iDisk is an incredibly easy to use backup option for
the rest of us. Just drag files to the Documents folder, and
they're automatically backed up remotely.

You also can do any other operations that you can do on a -
local hard disk, so if you want to create subfolders for backup -
or to rename or delete files, you already know how to do it. -
Restoring files is as simple as dragging them in the other direc- -
tion. You can even make an alias to the Documents folder and -
then just drag files to be backed up to that alias. If your iDisk -

is not already mounted, even that step can be done for you.

You secure your iDisk with the name and password you chose :
for your iTools account. iDisk uses AppleShare technology, :
which keeps your password secure over the Net, unlike the -
popular FTP file-transfer technique, which doesn’t (see the -
Advanced section for more information). The files transferred -
to and from iDisk, however, are not encrypted. If you're worried :
that other people might see the contents of the files, you can -

use Mac OS 9’s encryption tools before the transfer.

Even if you use a backup application, keep iDisk in mind: :
It’s especially useful if you're traveling and don’t have access °

to the backup medium you normally use.
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. Good backup procedures

Whether you use an automated backup application or back up
- manually, keep several important items in mind:

. Back up regularly. Depending on how often you make changes
. or get new e-mail, you may want to back up daily, weekly, or
- monthly.

Back up everything you care about. It doesn’t take much more
- time and space to back up everything you don’t want to lose.

- Make sure that you are backing up the right files. If you
. are backing up manually, be sure that you back up in the
. right direction, dragging the newer files over the older ones.
. Wiping out your recent work with your older backup can be
. devastating.

- Check your backups periocdically. You don’t want to find out
- that your backup procedure is not working, or not backing up
- everything that matters, after you’ve lost all your data. If you
- use an automated backup application, try restoring from your
- backups once in a while. If you back up manually, check the
. backup medium periodically to make sure that it is readable.

. Maintain multiple backups. A file can become corrupted with-
. out your noticing it, and you could back up the corrupted file.
- Keeping some of your older backups around may help you
- recover from this situation.

- Keep both local and remote backups. If the only backups
- you have are at home with your computer, you may lose the
. backups along with the computer, for instance due to fire or
. theft. Every so often, move a backup offsite—to a safe-deposit
. box or a friend’s house, for example. Remote backups are also
- handy for use as older backups if both a file and its backup
- become corrupted. If you have a small amount of data to back
" up, iDisk is an excellent option for your remote backups.

Keep your backups in a secure location. Consider encrypt-
- ing your backups if you're worried that the data might fall into
- the wrong hands.
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Managing
Passwords

Physical security is critical to a safe computing experience, and
it makes sense for you to safeguard your Mac whether you surf
the Net or not. When you get on the Net, you need to supple-
ment your good physical-security practices with a few simple
virtual ones, and you’ll be 90 percent of the way toward max-
imum online safety. One of the simplest and most important
online security practices is carefully managing the passwords
that are part of your day-to-day Internet experience.
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. More and More Passwords

. You probably first encountered passwords in the online world
- when you signed up with an Internet service provider (ISP). The
- ISP may have asked you what you would like to use as an account
' name and password. When you dial in to your ISP (or even
- if you use DSL, in some cases), every time you connect, you
- are asked for that account name and password. Your computer
- may be set up to provide that information automatically, as
- shown in Figure 4.1(keep reading to see whether doing this is
. a good idea), but regardless, it’s provided every time you connect.

Your ISP needs this information to make sure that you are
authorized to connect to the Internet through its system.

It may also use this information for accounting, to make
sure that you stay within your total time allowed per month,
although almost all ISPs provide unlimited access these days.

< Setwp

@ Registered User Q) Guest
Neme: |Kingsford ]

Password: I eossees |

D Save password

Number : {541-482-3181

— Status
ldle,

Figure 4.1

Using the Mac's built-in
Remote Access Control
Panel to provide a dial-up
ISP with your account
name and password
before connecting.

. Your account name and password are often also used as your
© e-mail name (the part of your email address before the @ sign)
- and password. E-mail is the second place most of us encounter
- passwords on the Net. You don’t want just anyone who knows
- your e-mail address to be able to read your e-mail, so a pass-
- word ensures that you’re the one looking at it. Most e-mail
. programs can save your password automatically and send it
. each time you read your mail (again, this may or may not be
. a good idea). If you have multiple e-mail accounts, you may
- have multiple passwords, one for each account.
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Web-site passwords

Many Web sites require you to log in with an account name and -
password, using this information to authenticate your identity. -
Web sites want this information for different reasons, how- -
ever. Unlike the passwords you use to connect to your ISP or -
read your mail, some Web-site passwords aren’t really for your
benefit; they’re for the benefit of the Web-site owner. These
passwords let the site owner keep track of information about
you, such as how often you visit the site, where within the :
site you go, and which ads you view. In other words, they -
help the site accumulate marketing data on you, which the -
owner can use internally or sell to others. An example of such -

a site is the New York Times site (http://www.nytimes.com).

Some Web sites, however, use account names and passwords -
for your protection. If you do any sort of financial manage- -
ment or stock trading online, you wouldn’t want anyone who
has your account number to be able to conduct transactions. !
Likewise, if you keep private information online, such as a cal- :
endar or stock list, you wouldn’t want just anyone to access °
that information. When you are managing your passwords for
Web sites, it is important to distinguish between passwords -

that are for your benefit and those that are not.

Web-site passwords are implemented in two ways. The first, -
and increasingly less-common, way is through a dialog box -
that comes up when you first try to connect to the site. The
second way is through a form on the site in which you enter :
your account name and password. The distinction between
these two ways of entering passwords is also important for °
managing your passwords, as we’ll discuss later in this chapter. -

Passwords for other services

Account names and passwords are used in other applications -
as well. If you have multiple users on your Mac, and you have -
Mac OS 9 or later installed, each user can log in separately. -
You also have an account name and password for your iDisk .
and for any FTP (file-transfer protocol) sites that you might .

log in to.
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. If you use the Internet much, you’re going to accumulate a lot
. of passwords. Managing these passwords to keep them (and
- the data behind them) secure is one of the most important
. areas of online safety. Table 4.1 summarizes different types
- of passwords.

. Table 4.1
Service Reason for Password Notes
Internet login ~ Making sure you're authorized Not used for cable
to connect and some DSL
E-mail Making sure that you're the E-mail application
person checking your mail can save password
Web site Tracking your use For the Web site's
benefit, not yours
Web site Securing your data or account For your benefit
Mac login Seeing which user you are Applies only if the
Mac has multiple users
iDisk Securing your data Great for remote
backup
FTP Securing your data Insecure (see the
Advanced section
of this book)

Choosing Good Passwords

- Most people severely underestimate the importance of pick-
- ing good passwords and of keeping those passwords secret.
- Most of us wouldn’t set our ATM personal identification num-
- ber (PIN) to 0000, and none of us would give our PIN to a
- perfect stranger, right? But not choosing good passwords is like
- giving your PIN to a stranger and giving that stranger your
. ATM card as well.

In the online world, your account names and associated
passwords are your digital identity. If someone guesses or
otherwise finds out a name and password for an account,
that person has access to everything in that account. Worse yet,
that person can act as you as far as that account is concerned.

- A good password has two key properties: It should be hard for
- someone else to guess, and it should be easy for you to remem-
. ber. Most people concentrate on the second of these two prop-
- erties when picking a password, but the first is more important.
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Making a password hard to guess

When you’re trying to make up a password that’s hard to guess,

keep several things in mind.

You shouldn’t use information about yourself that someone .
could easily figure out or guess, such as your name or initials; .
the names of your family members, pets, favorite movie star, !
or sports figure; or your hobbies or interests. Even informa- :
tion that you might consider to be obscure, such as your place -
of birth or mother’s maiden name, no longer works for pass- -
words, because that information is available to anyone who -

wants to find it through the Internet.

In fact, you shouldn’t use any English word as a password. .
Computers have become so fast, and have access to so much .
data, that it’s relatively simple for someone to mount a dic- -

tionary attack against your password to a particular service.

A dictionary attack is an attack in which someone tries
every word in the dictionary as your password.

This method may seem implausible to you, but it’s not to some-
one who has a high-speed Internet connection and a moder- -

ately fast computer.

Webster’s Third New International Dictionary of the English .
Language contains around 500,000 entries. Computers can .
easily perform millions of operations per second, but over net- |
works, those operations are much slower. How easy it is for -
a computer to guess your password through a dictionary attack -
depends not just on computer and network speed but also on -
how fast the service responds to a bad password. (As you’ll -
see, a good service responds to a bad password slowly.) Suppose -
that a computer can try only 10 passwords per second, which -
is incredibly slow in the computer world. It would then take -
the computer 50,000 seconds to try every entry in the dictionary— -
only about 14 hours. All that a hacker would have to do is :
start a program in the morning, and he would have tried every :

word in the dictionary by the time he went to bed.

Computers are also very good at guessing, and they guess the
way they try every word in the dictionary: by starting at the -
beginning and going to the end. So a computer could first guess -
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. a, then b, and so on, and then try aa, ab, and so on. A com-
. puter could try all possible passwords of up to four letters,
. whether they’re words or not, in about the same amount of
. time it takes to try every word in the dictionary; there are fewer
- than 500,000 such combinations. So don’t choose a password
- that contains four letters or fewer.

- Computers aren’t so good when they have to guess long non-
- words, though. Trying every six-letter combination at the same
- rate would take a computer about a year. You can’t be sure
- what the real rate will be for a particular service, however,
. and if the computer can try 1,000 passwords per second instead
. of 10, the time to try six letters drops to three days or so. But
- throw in numbers as well as letters for your password, and go
. up to seven characters, and you’re back up to a couple of years,
- even at the faster rate. Eight letters puts computer guessing
- pretty much out of the question with the current technology.
- Also, you can use special characters, such as punctuation, to
- make things even harder.

. What makes a password hard to guess? Here’s a list:

= It should not be anything that’s obviously linked to you,
such as your initials, family members’ names, or place
of birth.

= It should not be an English word or a word in any other
common language.

= It should be at least six characters long—and the longer,
the better.

= It should use numbers and special characters, if possible.
(Don’t use all numbers, though; computers are good at
guessing them too.)

= If the service considers lowercase and uppercase charac-
ters to be different, you should use both.

- Table 4.2 lists some examples.

34



4: MANAGING PASSWORDS

Table 4.2
[EasytoGuess  ~ Hardto Guess
david eiuoiojdue
DLM e667#4
ventura **Eee89
puppet wiopeiur
487637 APEDeokl

Making a password easy to remember

Of course, it’s not hard to choose passwords that are difficult -
for even a fast computer on a fast Net connection to guess. -
The trick is to also choose passwords that are relatively easy -
for you to remember. Unlike computers, humans have trouble -
remembering words as short as three or four letters unless those -
words have special meaning. Throw in numbers and special .
characters, plus uppercase and lowercase characters, and it gets .
difficult to remember one password, let alone the dozen or so
that you may accumulate on the Net. Passwords that are hard -

to guess usually are hard to remember as well.

There are two reasons why passwords should be easy to remem- -
ber. First, if you forget your password, recovering it is going -
to be a hassle. Second, if your passwords are too hard to remem- -
ber, you’re going to write them down, severely compromising -
your online security in the process. We’ll say more about both

of these issues later in this chapter.

Certain passwords are hard for others to guess but not hard -
for you to remember. These passwords are the ones you should -
use. The secret is to figure out a trick that works for you. We -
all have different ways of thinking about things, so the trick -

is different for each of us, but here are some examples:

= Pick a phrase that’s easy for you to remember; then use
the first letter of each word in that phrase. “Four score
and seven years ago” (from Lincoln’s “Gettysburg
Address”) would be fsasya or, better yet, Fsasya if upper-
case and lowercase are different. Still better would be
4sa7ya.
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= If the service allows long passwords, use the whole
phrase (Fourscoreandsevenyearsago), as long as it’s not
linked to you in any obvious way.

= Substitute numbers for letters. Zero can substitute for
the letter o, the digit 1 for the letter [, 5 for an s, even 3
for E (backward). So password would be pa55w0rd.
(Don’t use this password, though; it’s in a lot of special
lists of nonwords that computers should guess first.)

= Use a certain set of keys on the keyboard. The combina-
tions qwerty and asdfg used to be good passwords,
because they’re easy to type, but now they’re too obvious.
Something like 3edcvir4 (down one diagonal and back
up another) still makes sense.

5 Keeping Your Passwords Secret

- As we’ve mentioned, implementing some of the advanced
- security measures in this book makes little sense unless you
- first implement some of the more basic ones, such as physical
- security and good passwords. Likewise, choosing good passwords
. is pointless if you're not going to keep them secret. The best
. password in the world is useless if it gets to the bad guys.
. (Remember the saying, “Three people can keep a secret if two
- of them are dead.”) On the other hand, you may need to tell
' someone your password in certain rare situations.

- How do you tell the difference between someone who really
- needs to know your password and someone who just wants
- to know it? It’s not easy. When you’re establishing an account,
- you need to give the service your desired account name and
. password. From that point on, the service may have a specific
. password policy. With America Online, for example, none of
. its representatives will ask you for your password. Other ser-
. vices may be different, however.

- Always think twice before giving your password to anyone—
- even your spouse, relatives, or close friends. It’s not a question
- of their trustworthiness (although trustworthiness should be an
- important part of that thinking twice); it’s more a question of risk.

©

If you don'’t tell anyone your password, the risk that your
password will be disclosed drops significantly.
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Just the act of communicating your password to someone incurs -
risk. If you speak it, who might overhear you? If you write it .
down (because, if it’s a good password, it should be hard to :
remember), are you sure the person will adequately destroy
the paper on which it was written? If you e-mail it, who may
be spying on your e-mail? (See Chapter S for reasons why you
should never send passwords by e-mail.) Your password is °

much safer if it exists only in your head.

Your password is also at risk of disclosure when you are typing -
it in the application that needs it. Most applications do not -
display the password as you’re typing it, but even so, you .
should be sure that no one is looking over your shoulder at '
what you’re typing (a practice so common that it’s referred to |
as shoulder surfing). If you are in such situations often, you :
may want to consider having the application save the pass- :
word for you, although this practice also involves risks (see °

the following section, “Managing Your Passwords”).

No matter how careful you are, your password could be com- -
promised, and in most cases, you’ll never know. So in addition -
to telling as few people as possible, you can take a couple -
steps to minimize the effect of compromised passwords. The
most obvious step is not using the same password for more :
than one service, especially for critically important services. :
If a hacker does get your password for a particular service, °
you can bet that he’s going to try it in your other services too. -
If you use the same password for multiple services, you increase -

your overall exposure.

A second step to minimize the effects of password compro- -
mise is changing your passwords periodically. You don’t need .
to change them every week, or maybe not even every month, :
but you should change them now and then. The longer you
use the same password, the more likely it is that someone :
knows about that password, even if you don’t tell anyone. An
especially important time to change a password is when you *
have any reason to believe that it’s been compromised. Per- -
haps there was an unexplained access to one of your services, -
or perhaps you noticed someone shoulder-surfing. Most services -
make changing passwords very easy, so if you have any doubt, -

changing your password is worthwhile.
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- Managing Your Passwords

. What with choosing passwords that are hard to guess, main-
- taining different passwords for different services, and changing
* passwords periodically, you probably think you can’t keep track
- of everything without writing all your passwords down some-
- where. Although writing passwords on slips of paper is a
- time-honored tradition, it’s one of those traditions that’s best
. eliminated, especially because better alternatives are available.

. Using the keychain

. Mac OS 9 and Mac OS X have a built-in feature called the
. keychain that helps you manage your passwords in an easy,
. secure way. The keychain, which is a control panel under Mac
- 0S 9, is pretty much what it sounds like: a place where you
* put all your keys (in this case, passwords) for easy access when
* you need them. When you go to a door that needs a key (a Web
- site that has a password, for example), you or the application
- can get the needed key from the keychain and unlock the door
. (or gain access the site).

. To start using the keychain under Mac OS 9, select it in the
. Control Panels folder. Then name the keychain (you can have
- more than one, which is useful if the same Mac has multiple
- users) and create a master password for it (Figure 4.2). This
- password will be used to provide complete access to all the pass-
- words stored by the keychain, so it’s even more important than
- normal that you choose and maintain this password carefully.
- The keychain even warns you if it detects what it considers
- to be a poorly chosen password (Figure 4.3).

hain Name: [Alan’s Keychain

Figure 4,2

Creating a new
keychain to manage
your passwords.

38



4: MANAGING PASSWORDS

. @»‘fipqsmrd Areyuusurewu wanttodnthls?
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Figure 4.3 Choosing a good keychaln password is critical,
since that password can provide access to all the passwords
on your keychain. The keychain will warn you if you seem to
be choosing a password that is easy to guess.

The keychain is a good idea in principle, but it requires spe- -
cial features from most of the applications that want to use it, -
and many current applications don’t have the needed support. -
Those that do include the iCab Web browser, AppleShare, Mac .
OS X’s e-mail application and Apple’s digital-signature and file- :
encryption applications. The keychain also has limited built-in :
support for passwords associated with Web sites, but only :
certain Web sites work with the keychain. You can use the -
keychain to store passwords for sites that ask for a password -
through a dialog box before any part of the site comes up. You -
cannot use the keychain to store passwords for sites that ask -

you to enter the password in a form.

Another problem with the keychain is that it can put all your .
eggs in one basket. Just as you’re in big trouble if you put all .

your keys on a physical key chain and then lose the key chain,

if you put all your passwords on the Mac keychain and then :
“lose” it, you’ll be in big trouble too. Losing the keychain could
mean forgetting the master password that you use to unlock -
it or, worse, having that password compromised. In the latter -
case, someone else would have access to all your passwords -
if they have physical access to your machine. (Hackers should -
not be able to access the keychain over the Net, even if they -
have your master password, but you can never be 100 percent .
sure.) An additional risk is that while your keychain is .
unlocked, anyone who has physical access to your machine :

potentially has access to all the services on your keychain.

Apple has done a good job of mitigating some of the risks
involved with the keychain. If someone walks over to your -
machine, for example, he may be able to access services -
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. through your passwords but he can’t see what those passwords
. are without knowing your master keychain password. To pre-
. vent unauthorized service access, any time you leave your
- machine, you can lock the keychain, and the master password
- must be reentered before any keys are available. You can also
- set the keychain up to lock automatically after a specified period
- or any time your machine goes to sleep (Figure 4.4). Finally,
- the keychain can warn you any time an application tries to
- access any of the passwords it contains, protecting against rogue
- applications such as Trojan horses. (See Chapter 11 for details
- about Trojan horses.) .

| Datowacces
- Dtockatter [10 |8 m
ek system:

| Oiockwhe

Figure 4.4 Setting important keychain security
features.

. Other password-management techniques

- Another good password-management application is Web
- Confidential. You can download the Web Confidential shareware
. application from http://www.web-confidential.com. You use it
- much like the keychain to keep track of your various pass-
. words. Web Confidential can track many passwords in various
. categories, even passwords for non-Internet items such as your
- ATM PINs. Like the keychain, Web Confidential has built-in
- integration with your Web browser, supporting both dialog-
" box-based and form-based site passwords (Figure 4.5).

- Web Confidential works with Mac OSes as far back as System 7,
- 80 you can use it even if you're not running Mac OS 9 or X.
. It can invoke and receive information from certain applica-
. tions automatically. It even integrates well with the keychain,
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s0 you can use both applications together if you’re on Mac OS -
9. Caveats similar to those for the keychain apply, such as the .
risks associated with an “all your eggs in one basket” approach. :

AREE
d' | . ).’

(owens Wi TE)

Name:  [orenDsor Netwarks: —fﬂ‘ﬁﬁmlm R
(URL: 'htiﬁ:))»;;';ﬁiomndour.ch. - A|I.” I

User 1D [en e |
Password: I senesssssses . J &
Lttt - e zah L B
’ , = 5

Figure 4.5 The Web Confidential main window

for managing passwords.

You can also manage your passwords without a password- .
management application, even if you have many passwords. !
Most applications that require passwords allow you to save
those passwords within the applications themselves. In many -
cases, saving passwords within applications makes sense; in -

other cases, it doesn’t.

Saving passwords is especially useful in e-mail applications,

for three reasons (Figures 4.6 and 4.7):

= You probably check e-mail often, so it saves you from
typing the password all the time (as well as risk of

disclosure due to shoulder surfing).

= It saves you from having to remember e-mail passwords, -

especially if you have multiple accounts.

= [f someone else gets hold of the e-mail application (and
your saved password), the worst he can do is read your
e-mail, assuming that you don’t use the same password

for other services.
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Outlook Express.

" You can also use your Web browser to save your passwords to
* certain Web sites, and certain Web sites have their own ways of
- saving your password. Doing so is less advantageous than it is
- with e-mail, however:

= You probably don’t go to specific Web sites as often as
you read your mail.

= Different Web sites have different password schemes,
so saving your password may not work all the time.

= You may have greater exposure if someone gets access
to your Web browser and, hence, to the Web sites for
which you’ve saved passwords.
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Other applications that save passwords may have similar risks, -
so evaluate each application based on its advantages and dis- -

0

Another way to manage passwords is a level-of-protection -
system. As we’ve said in Chapter 2, you should always con- -
sider the risk involved with what you’re protecting in terms .
of how much work (and expense) you should use to protect .
it. You can take advantage of this principle by grouping your :

advantages.

One additional general warning: Don’t save passwords in
applications on notebook computers that you travel with, at
least not passwords for any important services. The risk of
loss and password compromise is too high.

passwords in levels of protection. Here are some examples:

= Some Web sites ask for account names and passwords
solely for their benefit, to track you as a user. In these
cases, you wouldn’t care if someone else were to get
your password.

= You can often get away with saving your e-mail passwords

within your e-mail application, partly because the risk
involved generally is low. If someone got your e-mail
password and managed to read your e-mail, you would
suffer a loss of privacy but, in general, no significant
personal or financial loss.

= If someone got the password to a Web site that you and
your family use for online banking, that situation could
be very bad.

= You might have passwords that you don’t even want
anyone in your family to know about—passwords for

logging onto a Macintosh that you all share, for example,
or passwords that you consider to be critically important, -

such as your keychain master password or one that
enables your Macintosh to be controlled remotely over
the Internet (see Chapters 9 and 10).
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. Because your password-protected services fall into different
. levels of protection, you can group your passwords and thereby
. make them easier to remember. You could use the following
- scheme for the four cases in the preceding list:

= For Web sites that ask for a password solely for their
own benefit, use something that’s easy to remember and
in fact violates most of the rules about good passwords—
just your initials, for example. Use that same password
for all such Web sites. Why waste brain cells remember-
ing passwords that you don’t want to have in the first
place?

= For e-mail passwords, whether or not you save them in
the application, keep the passwords simple and consider
using the same passwords for different accounts if you
have them.

= For important family-related Web sites, follow all the
password-choosing rules, but keep in mind that in certain
rare situations, you may need to share these passwords
with a good friend or family member.

Your most critical passwords should be the hardest for
anyone else to guess, and you should never share them
with anyone under any conditions. Also, you should
type this password only when you’re sure no one else is
around. If an exceptional condition causes one of these
passwords to be shared or potentially compromised, you
should change it as soon as possible.

- With a level-of-protection scheme, you can ensure that the high-
- est levels of protection are being applied to the most important
- services and still maintain your passwords in a manageable
- fashion.

. Finally, writing passwords down is generally a bad idea. But that’s
. principally because of what we do after we write our passwords
- down: We stick the password on the computer monitor. This
- may work for the Web sites that have passwords solely for their
- own benefit, but you shouldn’t do this for any service that you
- want to keep secure.
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On the other hand, if you write a password down and then -
lock it in a safe or place it in a safe-deposit box, it’s more .
secure than it would be if it were saved in an application. The :
written password also serves as a backup in case you forget :
an important password, and it will be available to your loved
ones when you’re no longer around. Especially if you seldom
need the password, writing that password down and storing -

it in a secure place may make a lot of sense.

Dealing with forgotten passwords

No matter which password-management system you use, and :
no matter how much work you do, you’re going to forget or -
lose a password. You may make up a very difficult password -
and save that password in an application. Then you may .
upgrade that application and lose your password. (This situa- .
tion shouldn’t happen, but it could.) Or perhaps you don’t use
a service for a year and don’t remember the password when :

you go back.

You have several options for dealing with forgotten passwords.
How you deal with a forgotten password often depends on the -

level of importance you place on the service involved:

For passwords that you use solely for the benefit of a Web
site, simply create a new account and password for yourself. :
You might want to do this periodically even if you don’t forget :
your password, just to prevent the Web site from obtaining -

detailed tracking data on you (which is a privacy issue).

For medium-security services such as e-mail, consider contacting -
your e-mail provider and asking it to change your password -
to a new one. Your provider probably will require some proof -
of your identity (it should, anyway), but because the service .
is not a critical one, providing proof should not be a lot of .
work. Often, the provider can identify you through caller ID. |

Some services ask you to provide a password hint when you
first sign up and use that hint to help you remember your pass- -
word. If you use the hint, be sure that it’s something only you -

can figure out.
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. For high-security services, you’re probably going to have to do
. a lot of work to recover the password. In many cases, starting
. from scratch with another account may be better. Doing so
. may not be practical in many cases, however, such as with a
- bank account with real money in it. In such cases, you might
 want to plan ahead, write the password down, and store it in
- your safe-deposit box, in anticipation of such a problem. Going
- to your safe-deposit box could be a lot less work than going
- down to the physical business involved or going to a notary
- public in an attempt to persuade a particular business that
. you’re really you.

- Passwords in the Future

. Passwords as we use them today on Internet are, in many ways,
. an archaic mechanism that needs to be replaced. Several much-
. improved options are on the horizon.

- Digital certificates

- The most immediate option, which is available now for
- certain applications, is a digital certificate (also called a digital
- ID). Digital certificates are widely used by secure Web servers.
- When used by a Web server, a digital certificate serves two
. purposes: to verify to you, the user of the server, that the server
- is associated with the organization it claims to be with and to
. encrypt your data for secure transmission to the server. (See
. Chapter 5 for details on digital certificates as used by Web
. servers.)

- Digital certificates are starting to be available to individual Net
- users. You can purchase a digital certificate from a company
- such as Verisign (http://www.verisign.com), which verifies that
- you are who you say you are before issuing you the certifi-
- cate. The certificate, like everything else digital, is just a bunch
. of letters and numbers. You can save it in a file for future use
. or store it on your Mac OS keychain and use it in place of
. your password in certain applications.

. Currently, digital certificates are used mainly for sending secure
- e-mail. E-mail can be a very insecure application (see Chapter
- 5 for all the details). Among other purposes, the digital certifi-
- cate confirms that the mail in fact came from you and was not
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forged or tampered with in any way. Essentially, you are .

digitally signing your e-mail with the certificate.

In the future, other applications will use digital certificates, :
making the ongoing maintenance of passwords less necessary. :

Other password options

You probably have seen “Star Trek” episodes in which the -
captain uses his or her voice to authenticate his or her identity -
with the computer or a science-fiction movie in which a -
thumbprint or retinal scan confirms a user’s identity. These -
so-called biometric tests are the passwords of the future. .
Compared with traditional passwords, they identify us more .
directly, are much more difficult to forge, and can’t be :
forgotten. Mac OS 9 even includes a very basic biometric test :
as part of the voice-print password login option, and other :
biometric applications are starting to appear. Right now, how- :
ever, most biometric tests are generally too expensive or too -

unreliable for use with personal computers.

Finally, some internal networks used in large businesses are -
starting to use directory services, which in many cases allow -
users to log into the system once (currently, through a pass- -
word or digital certificate) and then give users access to all :
the services they’re authorized to access. See Chapter 17 for !
details. In the future, such a system could apply to Internet- :

based services as well.
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Safe Surfing

You’'ve secured your computer physically, have a regular system
of backups in place, and have chosen good passwords for all
your services. But Internet security means more than just setting
things up right; you also need to maintain a set of ongoing
“safe surfing” practices as you enjoy the online world. Because
most of your online activities will have to do with either Web
browsing or e-mail, you should concentrate your ongoing efforts
on those two applications.

49



INTERNET SECURITY FOR YOUR MACINTOSH

. Safe Web Browsing

. When you’re surfing the Web, and particularly when you’re
- entering information in Web sites, the most important thing
" to be aware of is whether the Web page you're on is secure.
- You can also take several other common-sense steps to ensure
- your security while browsing.

. Secure and insecure Web pages

. Web pages are secure or insecure. An insecure Web page is
. one that anyone spying on Internet communications can see.
. The spy can look at the Web page itself or, more important,
- at any information that you type in the Web page, such as
- your credit-card number. A secure page essentially prevents any
- type of Internet spying.

. Most Web sites are made up of insecure Web pages, which is not
. necessarily a bad thing, because these Web sites are intended to
. allow access to anyone who wants it. Search engines, enter-
- tainment sites, and most corporate sites are examples of Web sites
* that exist to provide information or services, not to accept or
- provide information that must be sent securely. Even most shop-
- ping sites need to have only a few secure Web pages, such as
- those used for entering confidential information such as credit-card
- numbers. Most of the rest of the pages have no need to be secure.

. Determining whether a Web page is secure is straightforward:
- you should see a security icon in the bottom-left corner of the
- browser window (Figure 5.1). This icon, sometimes in com-
- bination with text, indicates the security level of the page being
- displayed. In Netscape Navigator, you can even click the icon
- to get additional information.

JEE=
. Netscape
- secure

L

Figure 5.1 Secure and insecure icons for

. Explorer insecure Netscape and Internet Explorer.
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Beyond looking at the browser icons, you can set up your .
browser to warn you about a page’s security level each time .
it displays the page. You usually perform this security setup :
through the browser’s Preferences menu item. You can have |
your browser notify you whenever you’re going to submit data °
through a page that is not secure, for example. You can also :
make sure that a Web page is secure by checking that its URL, -
displayed in the browser’s location bar, begins with https:// -

rather than http://.

Web pages are made secure through a protocol called the Secure -
Sockets Layer, or SSL. SSL uses digital certificates to provide -
two forms of security. The first form of security is authenti- .
cation. Specifically, SSL authenticates the Web site to you, so :
you know that Web site is legitimate. In the physical world, :
if you walk into a downtown store and make a purchase, you :
can be fairly sure that the people to whom you’re giving your -
credit card (or cash) really run the store. But when you type -
www.apple.com in your Web browser, can you really be sure -
that you’re going to a Web site run by Apple Computer? With :

digital certificates and SSL, you can.

As we mentioned at the end of Chapter 4, a digital certificate
definitively identifies its owner. The certificate is issued by an
agency that does a lot of work to confirm that the certificate :
owner is who it says it is. (In the case of Apple Computer, the :
agency probably checks Apple’s certificate of incorporation.) °
When you go to a secure Web page, SSL checks that page’s -
digital certificate to make sure that the Web page actually is -
associated with the site name that you typed (or clicked). If you -
go to the Open Door Networks secure ordering page at http:// -
www.opendoor.com/order.html, for example, SSL will check the .
certificate that page sends back to make sure that the page is .
being served by the owner of the domain name opendcor.com

(Open Door Networks).

If a page’s digital certificate does not match the site name you -
used to get to that page, a dialog box warns you that some-
thing may be wrong with the site (Figure 5.2). If you see such -
a dialog box, you should contact the site owner before pro- -
ceeding further through the site. If you don’t see the warning -
dialog, you can feel secure that the page you're on is the one -
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. associated with the name you typed. If you clicked a link rather
. than typed in a name, you should check the name displayed
. in the location bar of your Web browser to make sure the link
" took you to the site you expected, since it’s that name that
- the certificate is going to be checked against.

Figure 5.2 A typical warning that a site's certificate does not match its
. domain name. You should not proceed further into the site until you
© contact its owner.

" The second form of security provided by SSL is data encryption.
- SSL uses the site’s digital certificate to encrypt data transmitted
" to and from secure Web pages on the site. After the Web site
- has been authenticated, information in the certificate is used
- to create an encryption key. That key is then used with an
- advanced encryption algorithm to scramble the data digitally.
- Data encrypted in this way is extremely difficult for an inter-
. cepting party to read. Only the Web browser and the Web site
. itself, as parties in the SSL conversation, can read that data.
. So even if someone is spying on all the network traffic from
- your machine, or on all the network traffic to a particular site,
" he won’t be able to get any information sent to or from the
- site (such as credit-card numbers or passwords).

You may have heard of strengths or levels of encryption or of
: different key sizes. In general, you don’t need to worry about
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the strength of encryption except for the most important -
transactions. Almost always, even the weakest form of SSL .
encryption (using 40-bit keys) makes it so difficult to decrypt :
the data involved that it’s just not worth a hacker’s effort. :
A hacker would have to try, on average, half of 2*° possibili- |
ties, which is about a trillion. Although computers are getting
faster all the time, trying a trillion possibilities is still going to -

take a fast machine several days.

Even though the encryption is still hard to crack, why would -
any site use a weak form of encryption when stronger forms .
are available? This question has a couple of answers. First, the .
stronger the encryption, the more work that’s needed on the .
part of the computer running the site and, hence, the slower :
the site. Second, for national-security reasons, the U.S. govern- :
ment sometimes prohibits the exporting of stronger forms of °
encryption. If you’re particularly concerned about a specific -
transaction, most Web browsers will tell you the key size being -
used. For important transactions, make sure you’re using a Web -
browser that supports strong encryption (any U.S. version should),
and look for Web sites that support at least 56 bit keys. Because -
each bit represents a doubling in security, 56 bits is 2!, or 65,000, -

times stronger than 40 bits.

Think before you type

Now that you know how to identify a secure Web page, the next |
thing is to make sure that you look for secure pages when appro- :
priate. In general, the rule should be “Think before you type.” -

If you’re typing any information in a Web site, you should
always consider the importance of transmitting that infor-
mation securely.

Specifically, if you’re typing a password or credit-card number, -
you want to make sure that the page is secure. Beyond that .
concern, the degree of page security you should look for is :
more an issue of privacy than of security. To what extent would
you be upset if someone other than the intended recipients -
found out the details of what you're typing? If the information -
is just what color of T-shirt you want, you probably don’t care. -

If the information is your income level, perhaps you do.
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- In the early days of the Web and e-commerce, several sites
. that took credit cards were insecure. The media picked up
. on this insecurity, making it one of the first issues that most
. e-commerce sites tackled. These days, most Web sites that
- request any form of confidential information are secure. An
* interesting side effect of the early emphasis on credit-card secu-
- rity on the Net is that the relative safety of the physical and
- virtual worlds has been reversed.

It is now significantly more secure to order most products
online than in more traditional ways, such as purchasing
them in a store or by telephone.

* As long as the Web page you order from is secure, your credit
- card information is transmitted more securely than if you used
- it in the physical world. If you go into a store and give a clerk
- your credit card, he or she will most likely run it through a
- machine that prints two receipts, each of which includes your
- credit-card number. One receipt goes into the store’s cash reg-
. ister or other such storage area, and one goes to you. In both
. cases, the likelihood of that receipt’s getting lost or stolen is
- much higher than the likelihood of someone decrypting the
- information over the Internet. The Internet also removes the risk
- that someone will go through your or the store’s garbage later to
- retrieve the numbers (a technique known as dumpster diving).

- Consider another example. When you’re ordering over the
- phone, you probably don’t think twice about using a cordless
. or cellular phone to place the order. The sale won’t involve
. any printed sales receipt, but someone sitting within a block
. or two of your house could easily listen in on the conversation
- on a relatively cheap scanner and write down all the informa-
- tion. That process certainly is much easier than decrypting a
- 56-bit encrypted SSL conversation.

- Security on the Web is always changing. Although most sites
- now use the password mechanism we’ve described, some older
. Web sites still use a kind of password that you enter in a dialog
. box before you get to the site. In this case, determining whether
. the password is going to be transmitted securely to the site is
- difficult. In general, be wary of passwords entered in dialog
- boxes, and talk directly to the site owner if you’'re not sure
- about their site’s security.
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Who'd Spy on Me?

You may be wondering whether you should be worrying about
encryption at all. How many people are really spying on the mforma-

tion being sent on the Internet, anyway? And what are the odds that

a spy will see your confidential information? Isn't even unencrypted
ordering safer than many pre-Web ordering methods? .

The answers to these questions depend, to some extent, on who you

believe. The problem is that automated spying tools can look for specific :

forms of unencrypted data, such as credit-card numbers and passwords,

and record that data in a file for future use. So spying may be more -

widespread than you think. Better safe than sorry, in this case.

Other Web-security issues

You should consider a couple of additional issues when surf- :
ing the Web. The first issue is whether a Web site uses Java. :
Java is a general-purpose programming language. As far as -
Web surfing goes, you should be concerned with Java’s use -
in applications that are automatically downloaded as part of -
a Web page. These Java applications, or applets, perform func-
tions that Web pages normally can’t perform through standard -
HTML (Hypertext Markup Language) format. Java applets can -
add cool user interface elements to Web pages, enabling .
advanced features such as the interactive satellite weather .
map on the Weather Channel’s site (http://www.weather.com/ .

common/home/maps.html).

The problem is that the power that lets Java applets do cool -
things also lets them do uncool things. In theory, a Java applet -
has full access to your computer and its hard disk. An applet -
could access your confidential data and send that data back -
to the Web site or even erase your computer’s hard disk. In -
practice, most Web browsers try to limit this access by pre- .
venting or warning you about any operation they consider to be .
a security risk. On rare occasions, however, vulnerabilities in |
specific Web browsers allow applets full access. One such vul- :
nerability allowed a Java applet to act as a Web server through
the Netscape Web browser, transmitting files on the browser’s -
machine over the Net to anyone who wanted them. Netscape
fixed the problem quickly through a new Web browser, but -
the problem existed for a long time before it was discovered. -
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. Despite rare vulnerabilities, few have reported any real security
. incidents with Java. Web browsers generally do prevent riskier
. forms of access by Java applets, and the few security holes
" that exist usually are discovered by members of the security
- community, who are always on the lookout for such things.
- But we may well never hear about some incidents, so in most
- cases, disabling Java in your Web browser is a good idea. You
- usually can disable Java and set other security-related options
. through an Advanced tab in your browser’s Preferences dialog
. box (Figure 5.3). If you go to a site that needs Java, you can
 reenable Java if you feel that doing so is appropriate.
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- Figure 5.3 Setting Netscape's advanced preferences.

. Another set of Web features that provides the same level of
. vulnerability as Java are Web browser plug-ins. Plug-ins are
- small applications that add functionality to your Web browser
- by running as part of the browser. The QuickTime plug-in, for
- example, can display movies within a Web page. Other common
- plug-ins include RealPlayer and Shockwave. Many popular plug-
. ins come with your Web browser. Because you usually download
. plug-ins from the Net, they present another opportunity for a
. malicious application to get into your machine. In general, you
- should minimize the number of plug-ins you install with your
- browser, especially if those plug-ins come from less-well-known
- developers.
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A language related to Java is ActiveX. This language is popular -
in the Windows world but not used much on Macs, although :
Microsoft Internet Explorer for Mac supports it. ActiveX has :
the same risks as Java, and the safest thing to do is to disable -
it if your Web browser supports it. You can disable it through the -
“Custom” button in Explorer’s “Security Zone” Preference dialog. -

Also, don’t be confused by a Web language called JavaScript. :
JavaScript has no real relation to the Java language; it’s an -
extension to the HTML that makes up Web pages. Although -
somewhat more powerful than standard HTML (enabling fea- -
tures such as changing an icon or text when you move the .
mouse pointer over it), JavaScript presents less of a security !
risk than Java itself, because its power is quite limited by com-
parison. JavaScript also is used more than Java is. Generally,
it’s safe to leave JavaScript on in your Web browser, although -

you can disable it if you want (Figure 5.3).

Another Web-security issue to consider is cookies. You’ve prob- :
ably heard this silly term before and wondered what it means. -
Cookies are small files that Web sites can store on your com- -
puter to keep track of information about you. These files -
present both security and privacy issues. Cookies can track all :
sorts of information about where you go on the Web and what :
you do; they can also track the passwords you use. If you don’t -
type passwords over the Web (using them only in an e-mail -
application, for example), cookies present only a privacy issue. -
But if you type a password on a Web site, cookies can present .
security issues as well. You may want to disable cookies in .

your Web browser for both security and privacy reasons.

Finally, apply common sense to Web browsing. Order from the -
larger, more reputable sites wherever possible; the odds are -
that they’ll be better at security issues than the smaller ones .
(although you have no guarantee). Watch your credit-card state- '
ments carefully, looking for unauthorized charges. No matter -
how careful you are about ordering online or offline, credit- -
card numbers can get stolen. If you see anything suspicious -
on your statement, report it to your credit-card company imme- .
diately, because doing so usually limits your overall liability !
to something like $50. (Any larger amount will be covered by °
the credit-card company.) And just as in the real world, keep -
away from sites that offer things that are too good to be true -

because, usually, that’s exactly what they are.
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- Safe E-mail

- E-mail probably is the most common Internet service, one that
- many of us rely on for day-to-day communication. From a secu-
- rity perspective, the e-mail system is a bit more complicated
- than the Web. When you use the Web, the process involves
- you and the Web server. But when you send e-mail, interme-
- diaries are involved as well.

- When you send an e-mail message, that message is transferred
. from your machine to a mail server (Figure 5.4). That server
. usually is operated by your ISP or by a Web-mail site, if you
- use services such as Yahoo! Mail or Hotmail. Your ISP’s mail
- server is responsible for delivering that message to the recip-
- ient’s mail server, which usually is operated by the recipient’s
- ISP or a Web-mail site. The recipient’s mail server holds the
- mail until the recipient checks his or her mail; at that time,
- the mail is delivered. Under some conditions, additional inter-
. mediate mail servers may be involved.

INTERNET _;l__; |
Your i Recipient’s
machine ] @ machine
: —connectivity ~ Your email server Recipient’s
" =3e-mail flow (at your ISP) mail server

Figure 5.4 Sending e-mail involves several intermediaries, making the
. system more complex and difficult to secure.

. At least four entities usually are involved in sending an e-mail
- message: you, your ISP’s mail server, the recipient’s mail server,
- and the recipient. A message also can have multiple recipients.
- To simplify matters, however, we’re going to consider e-mail
- security from just two perspectives: what you send and what
. you receive.

- Sending your e-mail password

. In Chapter 4, we showed you how to choose, manage, and
. maintain good passwords. We want to expand on that advice
- in this section as it applies to the password you use to check
. your e-mail.
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Your e-mail password is sent to your e-mail server when you -
log in to read your e-mail. The password prevents someone .
else from pretending to be you and reading your e-mail—and .
that’s about all it does. You may think that your e-mail pass- :
word prevents someone else from sending mail as you as well, :
but that usually isn’t the case. A hacker has several ways to :
send e-mail as you if he really wants to. (See “Sending e-mail -
securely” later in this chapter if you want to be sure that only -

you can send e-mail as you.)

Your e-mail password does prevent other people from reading -
your e-mail, which is something you do want. But reading .
e-mail is as much a privacy issue as it is a security issue. Your .
online safety may not be compromised if someone reads :
your e-mail, especially if you follow the practices described :
later in this chapter. As long as you don’t reuse your e-mail
password for more critical services and don’t save it on a note- -
book computer that you travel with, you don’t need to worry -

about many other e-mail password-management issues.

As is the case with Web-server passwords and other data, -
e-mail passwords can be sent securely or insecurely to an e-mail .
server. An e-mail password is considered to be sent insecurely :
if anyone spying on Internet communications can look at it. .
Insecure e-mail passwords generally are less of a security risk :
than insecure Web-site passwords are, and not simply because :
someone can do more damage by logging in as you on a Web -
site than by reading your e-mail. Usually, your e-mail server is
provided by your ISP, so logging in to read your e-mail doesn’t -
involve Internetwide communication. The communication is -
between you and your ISP, so hackers have much less opportu- -

nity for spying.

Regardless of the lower risk, making your e-mail password !
as secure as possible is still good practice. Most e-mail applica- :
tions and e-mail servers provide a way of sending your password °
securely through a protocol called APOP (Authenticated Post -
Office Protocol). APOP encrypts your password to make it -
difficult to read (although not as difficult as the Web’s SSL). -
You should select this option if it’s supported by your e-mail -

application and server (Figures 5.5 and 5.6).
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- If you use one of the popular Web-mail services, you should
. take a few extra precautions with your e-mail password. Services
. such as Yahoo! Mail and Hotmail use Web pages and forms
. to let you read and send e-mail through your Web browser,
. rather than through a dedicated e-mail application. Apple’s
. Mac.com e-mail service has Web-based features as well,
- although you need an e-mail application to send and receive
" Mac.com mail.

- Because some Web-mail services do not support secure pass-
- words, you should check the security of your password by
. looking at the icon in the bottom-left corner of your browser
- window.

. Many Web-mail systems also use your password for other ser-
- vices, even if you don’t want them to, so keep that in mind
* when you choose and maintain your e-mail password. Your
- Mac.com password, for example, also is used as the password
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to your iDisk online storage (see Chapter 3 ). That service could -
contain significantly more important data than your e-mail .
service, because you can use that storage for anything. Unlike .
some other Web-mail systems, Apple recognizes the potential !
additional risk of password reuse and transmits passwords

securely through the Mac.com site.

Sending e-mail

Your e-mail password is a small but important piece of data -
that you send through your e-mail application. Most of the -
rest of what you send through that application (or a Web-mail -
system) is outgoing e-mail. Protecting outgoing e-mail is both -
a privacy and a security issue. If people are spying on the .
e-mail that you send, they might find out things that you don’t :
want them to know but that don’t affect your security directly. :
But they also can find out things that do affect your security

directly.

Keep in mind one simple fact about sending (and receiving)

e-mail:

Almost all e-mail is insecure.

At least on the Web, most Web pages that need to be secure .
can be. With e-mail, this option is available in few situations, -
and sending data in those situations is usually difficult. .
(See “Sending e-mail securely” later in this chapter for some !
emerging options, however.) This general lack of security leads

to another simple rule for sending e-mail:

Never send credit-card numbers, passwords for other services, -

or other confidential data by e-mail. You don’t know who’s
going to be watching.

You may think it’s highly unlikely that anyone is watching when -
you send your e-mail. But automated spying applications |
can pick up things such as credit-card numbers and passwords. |
If you go to all the trouble of choosing and maintaining a good
password for an important service, and then send that pass- -
word out through e-mail, you may have done a lot of work -

for nothing.
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. Sending e-mail securely

- With the recent emphasis on Internet security, you would think
- that e-mail would be more secure. The situation is beginning
. to change: Secure e-mail options are emerging. One limiting
. factor with secure e-mail, however, is that it requires the
- participation of different entities. Not only do the sending and
. receiving e-mail applications need to support it but the send-
- ing and receiving e-mail servers often must support it as well.
- Therefore, secure e-mail is a complicated subject—one that is
" too complex for many of us.

- Secure e-mail is encrypted in such a way that anyone spying
. on the message as it’s sent can’t read it easily. The secure mes-
- sage can also include features beyond basic encryption, such
. as those enabling authentication and integrity checking of the
. message. These features assure the recipient that the message
. really came from you and was not tampered with by an inter-
- mediary. The combination of encryption, authentication, and
© integrity results in a powerful set of features. Just as with secure
- Web sites and credit cards, secure email actually makes a Net-
- based service more secure than its physical world equivalent.

- Usually, secure e-mail uses a digital certificate of some sort,
- much like the Web’s SSL. In fact, SSL is one of the emerging
. options for secure e-mail. Like a Web server, your ISP’s e-mail
. server can use a digital certificate to prove to you that it’s really
- your ISP’s server and to encrypt your e-mail. Unlike most Web
. servers, however, your e-mail server then needs to forward your
" e-mail to another e-mail server, which needs to deliver that
- e-mail to its intended recipient (Figure 5.4). The odds are that
- the other e-mail server and the recipient don’t support SSL
© yet, so your message will be only partially protected (between
- you and your ISP, which probably is the path that least needs
. protecting). As more applications and providers start to use
. SSL, this option may make more sense.

. Digital certificates are also used in a secure e-mail scheme called
. S/MIME (Secure/Multipurpose Internet Mail Extensions). With
- S/MIME, both the sender and receiver of the e-mail message
- usually obtain personal digital certificates from a company such
- as Verisign. The sender uses his or her certificate to sign the
- e-mail digitally before sending it out. The receiver of the e-mail

62



5: SAFE SURFING

can check the sender’s certificate against the message to confirm -
that the e-mail really came from the sender and that it was not .
tampered with during transmission (by an intermediate mail :
server, for example). The receiver’s certificate is not used during :
this authentication process, but it will be used later if the sender :

wants to encrypt the e-mail as well as sign it.

Without a technique such as S/MIME or some other form of -
authentication, hackers can easily make e-mail look as though -
it came from you or anyone else. All they have to do is enter any .
person’s name and e-mail address in an e-mail application, .
create an e-mail, and send it. Many e-mail servers prevent e-mail .
from being sent from fake e-mail addresses, but others don’t. :
The hacker needs to find just one server anywhere on the Net

to send a forged message—or simply to run one himself.

In addition to sending authenticated e-mail, S/MIME can send :
encrypted e-mail. That process is tricky, because the sender -
of the message needs to have the intended recipient’s certifi- .
cate first. If the sender used his or her own certificate to encrypt -
the message, anyone could decrypt it, just as anyone can ver- |
ify the sender’s signature. In other words, the party that wants :
to receive encrypted e-mail drives the process, not the party
that wants to send it. This setup is the opposite of how authen- -

tication through S/MIME works.

The sender uses the recipient’s certificate to generate a key .
and encrypt the e-mail so that only the recipient can read the .
message. This process is similar to the digital scrambling used
in SSL. Messages sent with S/MIME can be both signed :
and encrypted if the sender has his own certificate and the
receiver’s certificates available. If you frequently send impor- -
tant messages to a particular party, it’s worth the effort to find -
an e-mail application that supports S/MIME (such as Netscape -

Communicator) and exchange certificates.

For S/MIME to work, both the sender’s and receiver’s e-mail .
applications must support the technology, but the e-mail servers .
in the middle do not need to support it. S/MIME works within |
the Internet’s standard e-mail protocols, simply encoding the :
data in the messages that are being sent. By using the standard -
protocols, S/MIME eliminates the need for any changes in the -

e-mail servers, which still are passing standard messages.
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. PGP (Pretty Good Privacy) is another secure e-mail scheme.
. PGP works much like S/MIME, except that it doesn’t use digital
- certificates; instead, it uses a public-key/private-key pair. When
. you start using PGP, it generates this pair for you. As the names
- imply, you keep your private key secret but let anyone know
- what your public key is. In reality, your public key (like a digital
- certificate) is a long series of letters and numbers, so you end
- up storing it in a file somewhere, as you do with your private
- key. Because your public key is designed to be public, it con-
. tains no information that would compromise the secure e-mail
. process (that is, no secret information). You can send your
. public key to other people by insecure e-mail or post it on a
- Web site. Even key servers and other public directories list the
. public keys of many PGP users (as well as the certificates of
- §/MIME users, for that matter).

- Senders use their private keys to sign e-mail, similar to the
- way that they would use their certificates with S/MIME. The
- receiver’s e-mail application must support PGP to verify that
- the e-mail is from the sender and has not been compromised.
. (PGP sends enough information with the message to allow the
. receiver to make this verification.) A sender can also use some-
. one’s else’s public key to send encrypted e-mail, just as they
- would use someone’s certificate in S/MIME. As is the case with
- S/MIME, both the sender’s and receiver’s applications must
- support PGP (a Eudora plug-in provides this support, for exam-
- ple), but the e-mail servers in the middle don’t need to do
- anything special.

. Receiving attachments

- While sending e-mail, you are at risk of giving away informa-
. tion that you may not want to give away, such as your password
. or the contents of the e-mail. But the actual risk of access to
. or destruction of information on your machine, or of misuse
. of your machine, is low. These risks are much higher when
. you’re receiving e-mail.

- For security purposes, understanding the difference between
- the body of an e-mail message and any attachments to that
- message is important. The body of a message is the text part
- of the e-mail that’s displayed by your e-mail application;
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it poses very little security risk (although see the mention in -
the next section about HTML e-mail). Attachments, however, .
are a different story. Attachments are independent files .
included with (or attached to) the body of the e-mail. They're :
like photographs included with a letter. Attachments usually are °
opened and displayed by an application other than your e-mail -
reader and can even be applications themselves, which is where -

much of the security risk associated with them comes in.

When you receive an e-mail with an attachment, your e-mail -
application will display the body of the e-mail. It will not dis- .
play the attachment, because it usually doesn’t know how. -
Instead, it will indicate that the e-mail includes an attachment. .
Different e-mail applications indicate attachments in different :
ways (see Figures 5.7, 5.8, and 5.9). g

AN 2/24/81 n_of DoorS Figure 5.7

113 PH 3/16/81 = 1] | with attachment

sga v thisttachwent || A Fudora inbox
indicating a message
with an attachment.

.com

From: alan@opendoor.com

Subject: Hessage with attachment .
Figure 5.8

This message has an attachment. Opening attachments is very risky,
Don‘t_open_this 1

N

From: Alan <alan®opendoor.com> 3 .
Subject: Message with attachment _ 3 EIR TR - B

= Attachments: Don't open this
@ Don't open this 1K !}J Open
L1 el sage
=1 % Remave

Don't open the attachment. Doing so is risky. I I

Figure 5.9 An Outlook Express message with an attachment.

A Eudora message
with an attachment.
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- Make sure you understand how your e-mail application indicates
. an attachment, because attachments are how a good percentage
. of the malicious work on the Internet is performed. When you
- understand how to spot an attachment, follow one simple rule
. when you receive one:

o}

- If you’ve sent and received a lot of e-mail, this rule may seem
. like a rather radical and drastic approach. After all, you prob-
. ably have sent and received attachments in the past without
. problems. Attachments have been a useful feature of e-mail
. for a long time. Unfortunately, the feature has been too useful
- and has been co-opted by hackers in numerous ways. Attach-
- ments provide a convenient and seemingly innocuous way
- for a hacker to get a specially written application or script
- running on your machine. And after hackers have their appli-
- cation running on your machine, they own your machine from
- a functional perspective. They can access all your files; spy
- on your passwords; and even send e-mail as you, further
. propagating the mischief. (See Chapter 11 for details on self-
. propagating e-mail viruses.)

Do not open e-mail attachments except under rare conditions.
In most cases, delete them without opening them.

- When an attachment first comes in to your e-mail application, it
- is inert. If you open an attachment (usually, by double-clicking
© it), that attachment is activated as though you had double-
- clicked it in the Finder. If the attachment is simply a document
- that needs another application to be displayed, the associated
- application launches to display the document. In these cases,
- because the application is already on your machine, not much
. additional risk is involved. (But you should look out for certain
. script- and macro-based viruses; see Chapter 11.) Many times,
. however, the attachment can be an application, in which
. case opening it results in that application’s being run on
- your machine. Even if the attachment doesn’t look like an
- application and even if it’s named something like picture.jpg
- or document.txt, it still could be an application. You can’t be sure.

The fact that you don’t want to run someone else’s applica-
- tion on your machine probably is obvious, but it may not be
- obvious that you’ve done so. Because a malicious application
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usually wants to take control of your machine without your .
knowing about it, that application probably will do something .
to trick you into thinking that nothing bad happened. It may :
display a picture or a funny animation. It may return a fake :
error, saying that something went wrong and the attachment
couldn’t be opened. But what it really did is something that :
you won’t notice and may not notice for some time, if at all. -

How do you know whether it’s OK to open an attachment? -
After all, attachments may be sent legitimately. You should do -
so only under rare circumstances. You should never open an -
attachment from someone you don’t know, for example, regard- -
less of what the e-mail body says. If you’re really interested, -
you should write the sender back and ask for more details, :
but continue to be wary of this type of ongoing conversation, :
keeping in mind how it started (just as you would in the :
physical world if someone you didn’t know came up to you °

on the street or knocked on your door).

If you know the person who’s sending the attachment, -
opening it is OK, right? Wrong. Remember what we’ve said -
about how insecure email is. Someone might easily have forged .
the e-mail to trick you into opening the attachment. Another :
not-unlikely scenario is that someone co-opted your friend’s :
machine when he or she opened the attachment, causing you :
to be sent the e-mail containing that attachment. Many recent :
viruses, such as the Love Bug virus, have spread this way, with -
people propagating them because they knew the sender and -
thought it was OK to open the attachment (see Chapter 11 for -

details).

If you unexpectedly receive an attachment from someone you .
know, you probably will want to talk with that person before .
opening the attachment unless the body of the e-mail makes
it clear that the attachment is legitimate. But just because the :
body says something like “check the attachment,” it may not :
be legitimate. The body should make it clear that the sender -
meant to send both the e-mail and the attachment. The body -
should contain something specific that a virus couldn’t generate -
automatically, such as the time of an upcoming meeting or -

some specific personal information.
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. Suppose that the attachment came from someone you know
. and is expected, or that the context of the e-mail makes it clear
. that the person sending the attachment really meant to send
. it. Surely it’s OK to open the attachment, right? Maybe. Attach-
- ments still carry risks of viruses. If the machine that sent the
- e-mail has a virus, that virus could be passed on through the
- attachment. Be sure that you have the proper antivirus soft-
- ware installed on your machine before opening the attachment.
- See Chapter 11 for all the details.

. Here’s a checklist for what to do if you receive an e-mail with
. an attachment:

If the e-mail is from someone you don’t know, delete the
attachment. Follow up with the sender if you want, but be
cautious about any conversation that begins this way.

If the e-mail is from someone you know but is unex-
pected, read the message carefully. Try to make sure
that the sender really meant to send you the attachment.
If you have any doubt, talk with the sender to be sure.
If the sender has any doubt, delete the attachment.

If the e-mail and attachment are expected, be sure that
you have up-to-date antivirus software installed on your
machine before opening the attachment.

. Always delete the attachment if you have any concerns about
- it, because if you leave it around, you might open it acciden-
- tally later. Most e-mail applications do not necessarily delete
. the attachment if you delete the e-mail message, so check
. your e-mail application’s preferences to be sure. Eudora,
. for example, does not delete attachments when you delete the
- associated message, although you can enable this feature as
- shown in Figure 5.10. If your e-mail application does not delete
- attachments with messages, you’ll have to find the attachment
- and drag it to the Trash separately.

- As a corollary to the rules about receiving attachments, think
. twice before sending attachments, because the person receiving
. the attachment is going to have to perform the same set of
- checks as you would (or should have to do so, anyway). Can
. you convey the same information without an attachment?
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Maybe you can include it in the body of the e-mail message. -
Or maybe you can point the recipient to a Web site that has -
the information or to a file on an office server somewhere .
(although risks of viruses still apply if the file is downloaded
from a server). If you really feel that you must send an attach- :
ment, be sure to include enough context in the body of the :
e-mail message to make it clear that you intended to send -
the attachment. Instead of saying something like “Check out -
this file,” be more specific. Say something like “Please review -
this proposal for the Kingsford project before we meet tomor- -
row.” You would feel a lot better if you had such details, and -

they should make the recipient feel better as well.

Ep Getting Started _ Sending Attachments
: Encoding method: SiE
| &' chesking v © (QAppleDouble C"MIMEY)
@ Sending Mail ) AppleSingle
@ BinHex
] composing Mail (@ Utencode data fork =
Spell Checking [J Always include Mecintosh infor mation
L3 attachments | Receiving Attachments
& Replying Attechment Folder: Attachments Folder )
Fonts & Display
TEXT files belong to: SimpleText
[ tailbox Display e x e ———
[ Trash attachments with messages >
BD Dste Display o
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| Cancel l l! 0K l

Figure 5.10 The attachments section of Eudora's Settings dialog box.

Other issues with receiving e-mail

Part of the problem with receiving attachments is that you can’t :
be sure that the e-mail is from the person it claims to be from |
or whether they really intended to send it. This problem applies :
beyond attachments. You should consider any e-mail that you -
receive as suspect in this regard, even if it includes no attach- -
ment. Before acting on the information included in an e-mail, -
think about what would happen if the e-mail was forged or -

Settigs=——— | -
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. sent by a virus on the sender’s machine. Is the e-mail asking
. you to disclose any information or take any action that would
- result in compromised security? An example would be an e-mail
. message from a trusted friend or colleague, asking for your
- credit-card number or password. Or perhaps a message asks
“you to disable your machine’s firewall or other form of
- enhanced security temporarily.

- If you have any doubts about the legitimacy of an e-mail,
- talk with the sender. You would know better than to ask for
. a password via e-mail, and the sender should, too. (And if
. senders don’t know any better, it’s probably time that they
. did.) Talking with the sender will, at minimum, help increase
. overall security.

- On a related note, be on the lookout for anyone who sends
- you confidential information through e-mail. If you are
- ever assigned the password to a service through e-mail, for
- example, get back to the sender and ask for another password
- through a more secure channel. (Better yet, tell the sender what
- password you’d like to receive through a secure channel.)
. Not everyone will be as well schooled in security issues as
. you are.

- You should also be suspicious of any Web-page links included
- in any e-mail messages that you receive. Although the risk is
- small if you’ve followed the precautions about safe Web surfing
- earlier in this chapter, you never know exactly what’s going to
- happen if you click a Web link in your e-mail application.

. A related issue is the capability to send and receive mail for-
. matted using HTML (Hypertext Markup Language). Generally,
- HTML provides an advanced way of formatting e-mail text,
- allowing features such as boldface and font sizes. But
- advanced HTML can carry some security risks. A link in an
- HTML e-mail could go to a page on a Web site that down-
- loaded and ran a Java application on your machine. The HTML
- would obscure the actual details of the link, so you wouldn’t
- know exactly where you were going. Be extremely cautious
- about clicking links in HTML e-mail.

. Another potential security problem with HTML e-mail is
- JavaScript. If your e-mail application supports JavaScript, you
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might want to consider disabling its use on all incoming -
e-mail, probably through a Preferences or Settings menu item. -
Use of JavaScript in HTML e-mail is quite new, and probably .
will be subject to security exploits in the future, so better safe !

than sorry.

Safety with Other Internet Applications

Many people use the Internet only for Web browsing and -
e-mail. Limiting the number of applications you use is a good -
idea from a security perspective. Understanding and remem- -
bering the issues associated with one or two applications is -
easier, and these applications being the most popular ones, -
they’re also the best understood. Other interesting Internet -

applications are available, however.

As a general rule, be cautious when downloading files from !
the Net through any application. Whether you use your Web
browser, FTP, newsgroups, or even a music-sharing service, -
the files you download could be destructive or contain viruses.
Bigger download sites tend to do a good job of scanning for
viruses, but be especially wary of files downloaded from less- -
known sites or from individual users. Some of the recent “peer- -
to-peer” applications used especially for sharing music are the .
most worrisome. Although embedding a virus in a legitimate- -
looking MP3 file would be difficult, peer-to-peer music services .
are being used more and more to share files of many types. .
When generic files are used, it becomes relatively simple for :
someone to embed viruses and other destructive code within
the file, making the file as dangerous as an e-mail attachment. -
Because these sharing services have no central control, anyone -

who wants to can post a file for downloading.

Instant messaging and chatting services have risks similar to -
those of e-mail. Because you’re communicating in real time, -
it’s easier to get burned, because you don’t have time to think :
about the issues involved. If you receive an instant message .
from a friend, your tendency is to respond right away without '
questioning whether your friend really even sent that message. :
If you’re in the middle of a conversation, you might not con- °
sider the possibility that one end of that conversation could -
be hijacked by someone else, who could impersonate you or -
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. the person with whom you’re talking. Or if someone sends
. you a file, asking you to open it and tell him what you think,
. you might open it right away, only later realizing that you could
. have unleashed a virus on your system.

- Many instant-messaging and chatting services are available,
- and we could write a book just on which security risks apply
- to which services. Most services, however, should be consid-
- ered to be insecure from a spying perspective. You should
. assume that whatever you say is available to anyone who really
. wants to see it. The most popular services are starting to offer
. secure communications options, such as PGP security for the
. ICQ service.

- Finally, be wary of any new Internet application. Most applica-
" tion developers concentrate on functionality first and security
- second (or later). Their goal usually is to get a product to
- market as quickly as they can, and many developers don’t even
- think about security implications. When an application first
- ships, security sometimes is not a big concern, because no
. one knows about the application anyway. As such applications
. become popular, however, security holes begin to be exposed.
. If you can, stick to the more established applications until you
. see that a developer has addressed security in the application.
. Also, if you wait a while, the Internet security community
- will have time to evaluate the security ramifications of the
- new application.
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Internet
Basics

Have you ever found that your car won’t start in the morning
and not had a clue why? Has your car ever developed strange
noises that mystified you? If so, you may have wished for a
little basic knowledge of how your car works. You don’t want
a skilled mechanic’s knowledge—just enough to help you
understand what’s happening. Likewise, knowing a few basic
concepts about the Internet will help you understand the
security risks involved in being connected to the Internet as
well as the solutions to those risks. Reading this chapter will
prepare you for the chapters that follow.

In this chapter, we’ll discuss general concepts pertaining to the
infrastructure of the Internet. We’ll show you how networking
protocols help manage the flow of information on the Internet
and how Internet addresses, host and domain names, and port
numbers work together to get information to the right service on
the right machine. We’ll also talk about configuring your Mac’s
networking capabilities through the TCP/IP Control Panel.

Although the concepts presented in this chapter will be used
throughout the book, it is not necessary that you fully under-
stand all concepts before proceeding. Read the chapter, get what
you can from it, and then use it as a reference for the rest of
the book.
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- Infrastructure

. The Internet consists of many computers all over the world
- that are networked together. In fact, the Internet is not just a
- network of computers but a network of computer networks.
- The word Internet comes from internetwork, which describes
* two or more networks that are connected. In this way, users
-on a local network within Apple can send e-mail to users
. on a local network within General Motors. This network of
- networks has no center. The Internet has no main computer,
. network, or geographical location; it is a distributed network
. (Figure 6.1).

Internet Backbone

Isp ~ ISP ISP

: ‘ l ‘ l ‘ l i Corporations E
- | End User End User End User Govemnment Agencies

. Figure 6.1 A diagram of Internet infrastructure.

. You can think of the Internet as having three major components:

= The Internet backbone.

= Internet service providers (ISPs) and large organizations
connected directly to the backbone. A special kind of
ISP is the NSP (network service provider). NSPs provide
Internet services to ISPs, not to end users.

» End users connected to the backbone through an ISP.

- The Internet backbone is the system of high-speed data lines
- that make the worldwide connectivity of the Internet possi-
- ble. Like the Internet as a whole, the backbone is somewhat
- nebulously defined and always changing. In the early days,
- the Internet was run by the military, which implemented
- its own data lines. As the Internet became more popular, the
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government allowed a few large commercial carriers to provide -
high-speed lines as part of the backbone. Today, many carriers .
are commercial providers of data lines for the backbone, with .

all lines connected through Network Access Points (NAPs).

ISPs and large organizations connect directly to the Internet °
backbone via expensive high-speed lines known by fancy °
names such as T3 and OC192 and ranging in speed from 1.5 -
Mbps (megabits per second) to 10 Gbps (gigabits per second) -

and beyond.

. Common Abbreviations
K (kilo) = thousand T (tera) = trillion
M (mega) = million b = bit
G (giga) = billion B = byte

These connections make sense for ISPs and users such as .
government agencies and large corporations, which need high- .
speed connections to support their many end users. Home users
and small businesses connect to ISPs via more affordable
connections, using cable, DSL (Digital Subscriber Line), or -
telephone modems. Cable modems can download data at 3 to -
5 Mbps. Telephone modems deliver a maximum 56 Kbps, but -

the actual speed may be lower.

Internet users in Ashland, Oregon, for example, could choose -
to have a 100 Mbps line run to their homes via the Ashland
Fiber Network (AFN), a municipally owned high-speed fiber- :
optic network that runs throughout the city (Figure 6.2). Such :
a connection, however, would be prohibitively expensive for :
a single user. An individual probably would opt for an account °
with one of AFN’s ISPs. For a small fraction of the cost of a -
100 Mbps line, a user could have a cable-modem connection -
to the AFN. Although it runs at only 5 percent of the speed -
of the faster line, the cable modem would be more than fast -

enough for almost anything an end user would want to do.
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Internet Backbone

Ashland Fiber
Network (NSP)

ISP ’ ISP ' ISP
| End End End End End End End End
© | User User User User User User User User

. Figure 6.2 The Ashland Fiber Network infrastructure.

- Protocols

. Because so much data is moved about on the Internet every
. day, to prevent chaos, the way data is moved must be logical
- and well defined. A set of rules that defines how to move data
- on a network is called a protocol. The Internet uses a family
- of protocols known as TCP/IP (Transmission Control Protocol/
- Internet Protocol). This protocol dates back to the early days
- of the Internet, when it was still a military project intended
- to provide a computer network that would survive nuclear
- attack.

. The TCP/IP protocol fits into an abstract model of network-
. ing known as the OSI (Open Systems Interconnect) model. This
- model describes any network in seven layers, from the physical
- wires that connect computers on a network all the way up to
- protocols used by applications, such as Web browsers and mail
- clients. The complete OSI model is beyond the scope of this
- book, but Figure 6.3 shows a simplified model.
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AppleTalk TCP/IP

Application
Presentation ‘ POP/SMTP
Session |

Transport

Network

Data Link
Physical

i

Intemmet Backbone

Figure 6.3 Simplified network model.

AppleTalk (on the left side of Figure 6.3) is part of the Mac- -
intosh OS and widely known to Macintosh users, but it is not -
used in relation to the Internet and is shown in the figure only -
for completeness. The layers of the simplified OSI model are: .

Application, Presentation, and Session layers.

The protocols in these layers define how applications
obtain information via the network. Mail clients, for
example, use POP (Post Office Protocol) to define how

the client software contacts a mail server, logs in, deter-
mines whether there is new mail, downloads the mail

to the user’s machine, and logs out. Other common .
application protocols are HTTP (Hypertext Transfer Proto- -
col), used by Web browsers; SMTP (Simple Mail Transfer .
Protocol), used for sending e-mail; AFP (AppleTalk Filing :
Protocol), used for file sharing over both AppleTalk and
TCP/IP; FTP (File Transfer Protocol), an older protocol ,
for moving files; and DHCP (Dynamic Host Configuration :
Protocol), used to obtain dynamic IP addresses (see “IP
Addresses and Host Names” later in this chapter).

Transport layer. When data is sent over a network,

it is broken into discrete units called packets. Large files
are sent as a sequence of many packets. Protocols in
the Transport layer ensure that all packets sent by one
computer are received at the destination computer and
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that the packets are in the correct sequence. Protocols
include TCP (Transmission Control Protocol), which is
used by most end-user applications; and UDP (User
Datagram Protocol), which is used for more primitive
OS services, such as DHCP (see “IP Addresses and Host
Names” later in this chapter). TCP and UDP are an impor-
tant part of firewalls, which we discuss in Chapter 12.

Network layer. The protocol in the Network layer,

IP (Internet Protocol), simply determines where informa-
tion should be sent. It does not attempt to confirm that
packets actually reach their destination or that packets
reach the destination in the correct order. IP is a lower-
level protocol that users never see.

Data Link and Physical layers. These layers are the
interface between your machine’s networking hardware
and the higher layers of the model. An important principle
is that any protocol family (such as AppleTalk or TCP/IP)
can run over any Data Link layer. Choices for the Data
Link layer include Ethernet, PPP (Point to Point Protocol),
AirPort (Apple’s name for the 802.11b high-speed wire-
less standard), and the LocalTalk connectivity that Apple
built into early Macintoshes. You indicate which Data
Link your Mac should use for Internet communications
through the TCP/IP Control Panel (see “The TCP/IP
Control Panel” later in this chapter).

- The most important thing to understand about the OSI model
- is that layers build on one another. Each layer uses the
. services provided by the layer below it and provides services
. to the layer above it. This arrangement is important from a
. security perspective, because a different form of security can
. be added at each layer. For example, firewalls (Chapter 12)
- operate at the Transport layer, potentially blocking TCP (and
- possibly UDP) packets, whereas most passwords operate at the
- Application layer.
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IP Addresses and Host Names

A computer on the Internet is located by means of its IP address. !
An IP address is a set of numbers that is guaranteed to be :
unique for each computer on the Internet, much as each com- °
bination of area code and telephone number is guaranteed to -
be unique. An IP address consists of four numbers, each in -

the range 0 to 255, separated by decimal points, as follows:
192.168.0.2

The numbers in an IP address are hierarchical, with the first .
number being the most significant. Ranges of IP addresses can :
be described in this fashion. An intranet might use addresses :
in the range 192.168.0.0 through 192.168.0.127, meaning that °
there are 128 addresses, each address starting with 192.168.0 -

and ending with a number between 0 and 127.

Telephone numbers are guaranteed to be unique because they -
are centrally administered. People don’t just make up the phone -
number they’d like to use; they get one from the phone com- -
pany. Similarly, IP addresses are administered by the Internet .
Assigned Numbers Authority (IANA) and subsidiary agencies. |
Large users, such as ISPs, large corporations, and government °
agencies, obtain blocks (sequences) of IP addresses directly -
from IANA. Users who access the Internet through an ISP don’t -
have to contact an administrative agency; the ISP assigns an -

IP address to each user’s computer.

Static versus dynamic IP addresses
IP addresses can be classified as static or dynamic.

Static means that the machine’s IP address is always the same. .
A static address is required for any machine running Internet :
services, such as a mail server or Web server, because a server’s °
address must be known for users to contact it. Static addresses -
require significant configuration by the user through the -
TCP/IP Control Panel (see “The TCP/IP Control Panel” later -

in this chapter).

Dynamic means that the machine’s IP address is not guaran- .
teed to be the same each time a user connects to their ISP. .
With dynamic IP addresses, the machine usually contacts a .
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. DHCP server (Dynamic Host Configuration Protocol) to get an
. address. The DHCP server picks an IP address from a block
. of addresses allocated to the ISP and temporarily assigns that
- address to the requesting machine, which can use the address
- for as long as it’s connected to the Internet.

- Dynamic IP addresses are common for machines that access
- the Internet through an ISP. Some ISPs offer more-expensive
- accounts that come with a static IP address, allowing the
. account holders to run Internet services (such as a Web server)
. from their machines. Many businesses are starting to use
. dynamic IP addresses and DHCP as well, because they require
. much less configuration on the part of the user.

Public versus private IP addresses

- IP addresses can be either public or private. Public IP addresses
- are for use on the Internet. A public address is guaranteed
' to be unique across all machines connected to the Internet.
- JANA reserves several blocks of IP addresses for use on private
. networks, or intranets:

- 10.0.0.0 - 10.255.255.255
- 172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

- Any intranet can use any IP addresses in these three ranges.
- For this reason, machines on an intranet using addresses from
. a private range cannot be connected to the Internet directly,
. because machines on different intranets might use the same
. IP address.

- Figure 6.4 shows two intranets using the same IP addresses.
- This system is all right unless the two intranets are connected
- to the Internet. If they are, machines on the Internet have the
- same IP address, which is not allowed. If a user on machine
- A contacts Apple’s Web site, for example, the packets from
- machine A contain a source address of 192.168.0.1. When
. Apple’s Web server sends packets back to the user’s machine,
. it attempts to send them to 192.168.0.1. But in this scenario,
. that address is not unique, making it impossible to determine
- whether machine A or B should get the reply packets.
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Internet

intranet

intranet

| l ' | | l |
A B
19216801 [192.168.02] |192.168.03 192.168.01 [192.168.02] |192.168.03

Figure 6.4 Intranets incorrectly connected to the Internet.

Intranets that use private IP addresses but still want to give :
their users access to the Internet can use a technology known -
as Network Address Translation (NAT). NAT converts private -
IP addresses to public ones for use on the Internet. We cover -

NAT in detail in Chapter 15.

Subnet masks

We’ve described an IP address as consisting of four numbers .
separated by dots. You can also think of an IP address as -
consisting of a network number and a host number. These .
numbers are analogous to an area code and telephone number, :

respectively.

As in an area code and phone number, the network number
comes first, followed by the host number. In the United States,
the area code is always three digits and the phone number -
seven digits, but network and host numbers can vary in length. -

Network and host numbers are derived from the IP address .
by means of a subnet mask. A subnet mask looks like an !
IP address but is used to break down an IP address into its °
network number and host number (technically, a bitwise °
logical AND is done with the subnet mask and the IP address). -
Suppose, for example, that you have an IP address of -
192.168.0.2 and a subnet mask of 255.255.255.0. The first three -
numbers (192.168.0) are the network number; the last -
number (2) is the host number on that network. The network -
number is used to help route packets to the correct network; .
then the host number is used to route packets to the correct .
machine on that network (just as area codes get phone calls .
to the right general area and phone numbers get them to the !

right telephone).
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. You probably don’t need to worry about the details of how
. subnet masks, network numbers, and host numbers work. The
. most you’ll probably ever need to do is enter a subnet mask
- into the TCP/IP Control Panel (covered later in this chapter),
" but that situation should be rare.

- Routers

- Normally, machines on a network (that is, machines that have
- the same network number) can communicate only with other
- machines on the same network. Routers allow machines on
. one network to communicate with machines on other networks
. (Figure 6.5).

Router I

| | | — | | |
‘ 172.16.0.1 ' ‘ 172.16.02 | 172.16.03 ' ‘192.168.0.1' ‘192.168.0.2' ‘192.168.0.3'

- Figure 6.5 A router connecting two networks.

- Routers are fundamental to the Internet because they connect
- the numerous networks around the world that make up the
- Internet. When you use the Internet, all your traffic goes
- through one or more routers at your ISP before it gets to the
- Internet backbone. Figure 6.6 shows how your ISP may use
. a router.

Internet
Backbone

Router

ISP

End End End .
Figure 6.6
l User ' M ’ Userl A router used by an ISP.
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Host names and domain names

Although computers use IP addresses to communicate with ,
one another, people find IP addresses hard to remember. For -
this reason, many computers that provide Internet services, -
such as mail servers and Web servers, are given names known -
as host names. To get to Open Door Networks’ home page, for .
example, you can enter the host name www.opendoor.com or .
the IP address 208.1.80.218 in your Web browser. The host :
name and the IP address both point to Open Door Networks’ :

server, but the host name is much easier to remember.

The host name www.opendoor.com is, in turn, based on the -
domain name opendoor.com. The right to use a domain name -
is obtained by registering the domain name with a central -
registry agency, such as Network Solutions Inc. Only the reg- -

istered owner is allowed to use a particular domain name.

Host names are created with domain names. For example, :
Open Door Networks is the registered owner of the domain -
name opendoor.com. Open Door might choose to use the host -
name www.opendoor.com for the machine running its main Web -
server and the host name www2.opendoor.com for the machine -
running its second Web server. The next logical question is: How -
does my browser know that www.opendoor.com corresponds -
to the IP address 208.1.80.218? The resolution of a host name -

to an IP address is done through the Domain Name System.

The Domain Name System

The Domain Name System (DNS) is a distributed network of :
computers known as name servers, which maintain a direc- :
tory of host names and IP addresses, among other things. When -
a user types www.opendoor.com in a Web browser, the following -

steps occur:

1. The browser gets the IP address of a name server, as
configured with the TCP/IP Control Panel (covered

later in this chapter). Usually, your ISP runs the name

Server.

2. The browser contacts the name server, sending it the
host name www.opendoor.com.
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3. The name server sends back the IP address
208.1.80.218.

4. The browser contacts IP address 208.1.80.218, which
is Open Door Networks’ main Web server.

- Port Numbers

. Any computer is capable of running any number of services,
. from built-in file sharing to mail servers and Web servers. When
- information comes to a machine on the Internet, how does
" that machine know what service the information is intended
- for? Suppose a machine is running both a Web server and a
- mail server. How does the machine tell a request for a Web
- page from a request to log into a mail server? It’s done with
. port numbers.

. For the purposes of this book, you can think of a port number
. as representing a particular service. Port 80, for example, is
. used for Web servers. Packets arriving at a machine that are
" intended for a specific service contain the port number for
- that service. The machine’s networking software reads the port
- number and forwards the packet to the correct service for
- processing. To extend the telephone analogy, the combination
- of IP address and port number is analogous to the area code,
- phone number, and extension (Table 6.1).

. Table 6.1 Phone-Number Analogy

Area Code ‘Phone Number Extension
541-555-1212 x49 541 555-1212 49

Network Number . Host Number  Port Number

IP address 192.168.0 2 80
192.168.0.2

Subnet Mask
255.255.255.0

Port 80
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Port numbers range from 1 to 65535; most common services -
use port numbers less than 1024. Common port numbers are .
administered by IANA, the same agency that manages IP .

addresses.

Although we said that port 80 is used for Web servers, that -
isn’t quite accurate. Port 80 is the default port number for -
Web servers, but a Web server can also use an alternate port -
number. Suppose that you want to run two Web servers on -
the same machine. One server could use the default port 80, -
but the other Web server would have to be configured to use -
a different port, such as 8080. In this way, the two servers .
could run on the same machine yet be logically separate. Pages .
from the first server would have URLs such as
http://www.domainname.com/filename.html, and pages from :
the second server would have URLs such as http:// :
www.domainname.com:8080/filename.html. The use of alter- -
nate port numbers applies to any Internet service that allows -

its port number to be configured.

Port numbers and IP addresses are fundamental to firewalls, -
which are important security enhancements (see Chapter 12). .
Table 6.2 shows the default port numbers used for common
services. For a more complete list, see http://www.opendoor.com/ '

doorstop/ports.html.

Table 6.2 Common Port Numbers
Service Name ~ Port Number
Web 80
File sharing 548
Mail (receiving) 110
Mail (sending) 25
FTP 21
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. Setup

. The TCP/IP Control Panel

- In Mac OS 7.6.1 through Mac OS 9, all the networking data
- that’s required for connection to the Internet is configured in
- the TCP/IP Control Panel (Figure 6.7).

DHCP Client 0: | 1

L IP Address: < will be supplied by server >

Subnet mask: < wiil be supplied by server >

Router address: < will be supplied by server >

Search demains:

Name server addr.: < will be supplied by server >

|
Figure 6.7 The Mac OS 9 TCP/IP Control Panel.

Configuring your Mac for cable-modem access
- with a dynamic IP address

- In most cases, if you’re connecting to the Internet through a
- cable or DSL modem, you’ll be using a dynamic IP address.
- A dynamic IP address eliminates not only the need for you to
- enter a specific address but also the need to enter various
. other parameters, such as subnet mask and router address.
. All these parameters are obtained automatically, along with
. your machine’s IP address.

- At the top of the TCP/IP Control Panel is the Connect via pop-
- up menu (Figure 6.8). The choices in this menu correspond
- to the Data Link and Physical layers of the OSI networking
. model (refer to “Protocols” earlier in this chapter). Essentially,
. you choose which networking hardware to use to connect your
- machine to the Internet.

Figure 6.8 The control
panel's Connect via
pop-up menu.

Connect via:
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You have three choices in the Connect via popup menu:

Ethernet. a high-speed networking interface that sends
and receives data at 10, 100, or even 1000 Mbps. Due to
its high speed, it is used for most cable and DSL
modems as well as most intranet connections.

AirPort. a high-speed wireless connection that theoreti-
cally delivers 11 Mbps, although actual speeds are

somewhat lower. AirPort is Apple’s name for the 802.11b

standard (you can see why Apple renamed it). AirPort
provides a tremendous degree of freedom to laptop
users, at the expense of some additional security risk
(see the Advanced section of this book for details).

PPP (Point to Point Protocol). commonly used for
dial-up connections. Although they support speeds only
as fast as 56 Kbps, phone modems are less expensive
than cable modems or wireless hardware. They also are
much easier to connect to the Internet while you are on
the road. Instead of needing an Ethernet connection or
AirPort in your hotel room, you just plug your modem
into a telephone line.

To configure a Mac to use a cable modem and a dynamic IP -
address, you would choose Ethernet from the Connect via -
pop-up menu. Below the Connect via pop-up menu is the -
Configure pop-up menu (Figure 6.9). The items in the menu -
vary with the connection method chosen; the figure shows the -

options for Ethernet.

Setup

Figure 6.9 The control panel's configure pop-up menu.
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. If you have been told to use a dynamic IP address, your ISP
. probably runs a DHCP server. Choose Using DHCP Server from
. the Configure menu. The Control Panel now appears as shown
- in Figure 6.7. Notice that there is very little for you to fill in;
 most data is supplied by the DHCP server. You may have to
- fill in three items:

= If your ISP supplies IP addresses for name servers,
enter those in the appropriate box.

s If your ISP uses DHCP client IDs, enter yours in the
appropriate box.

= If your ISP supplies a Search Domains value, enter it in
the appropriate box.

That’s all there is to do. DHCP is Internet configuration for
: the rest of us—it’s easy.

. When your machine obtains an IP address from the DHCP
. server, that address is displayed in the IP Address field, below
- the DHCP Client ID (look back at Figure 6.7). The other infor-
- mation supplied by the DHCP server is displayed as well.

If your machine is unable to contact the DHCP server, your
machine assigns itself an address from the reserved range
169.254.0.0 — 169.254.255.255, and you will not be able to
access the Internet.

Configuring your Mac for cable-modem access
- with a static IP address

. To configure a Mac to use a cable modem and a static IP
. address, choose Ethernet from the Connect via pop-up menu
- in the TCP/IP Control Panel. Next, choose Manually from the
- Configure pop-up menu. At this point, you need to enter the
- following data, all of which should be supplied by your ISP:

= Your machine’s IP address

= Your subnet mask

= A router address (refer to Figure 6.6)

= One or more name-server addresses

= Search Domains value, if your ISP supplies it
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Configuring your Mac for dial-up connection

To configure your Mac to use a dial-up connection, you must -
first configure the TCP/IP Control Panel and then configure -
the Remote Access Control Panel (Figure 6.10). This section -
describes the process for Mac OS 9.0 and 9.1; the procedure -
for other OSes is slightly different. .

To configure the TCP/IP Control Panel, first choose PPP from
the Connect via pop-up menu. Next, choose Using PPP Server -
from the Configure pop-up menu. You may need to enter one :
or more name-server addresses, supplied by your ISP; often, -
you can leave this box blank. If your ISP supplies a Search -
Domains value, enter it; otherwise, leave the box blank. :

® Registered User () Guest

Num:li

Password: l

Figure 6.10
The Remote Access
Control Panel.

To configure the Remote Access Control Panel, choose Registered !
User and enter the requested data. Name is your dial-up account
name. Your account name and the telephone number should
be supplied by your ISP.

In Mac OS 9.1, the protocol used is always PPP. In earlier -
versions, you must specify the protocol. Click the Options -
button; when the Options dialog box appears, click the -
Protocol tab. From the Use Protocol pop-up menu, choose PPP. .
You probably should leave the checkboxes set as they are. .
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. TCP/IP configurations

. You can use your Mac for different Internet connections at dif-
- ferent times—a cable modem at home, an AirPort connection
. in the local coffee shop, and a dial-up connection on the road,
. for example. The TCP/IP Control Panel’s Configurations dialog
. box simplifies switching among various types of connections.
- To use this feature, from the File menu, choose Configurations.
" The Configurations dialog box opens, displaying a list of
- available configurations. You can create new configurations by
- clicking the Duplicate and Rename buttons. When you’ve
- selected the configuration you want to use, click the Make
- Active button.

. Mac OS X

- You set networking preferences in Mac OS X through its
- Network Preferences dialog box (Figure 6.11).

Configure: | Built-in Ethernet i |

Y erroE | AppleTalk

Configure: | Using DHCP ji |
Domain Name Servers (Optional)
IP Address: |
{Provided by DHCP server)
DHCP Client ID: |

{Optional) Search Domains {Optional)

1 Ethernet Address: 00:00:00:b0:01:40

Example: apple.com, earthlink.net

Click the lock te prevent further changes.

. Figure 6.11 TCP/IP Network Preferences dialog box for Mac OS X.
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Configuration is similar to Mac OS 9. From the dock, choose -
System Preferences and then Network. To configure your Mac .
for use with a cable modem and dynamic IP address, follow :

these steps:

1. Choose Built-in Ethernet from the Configure pop-up
menu at the top of the dialog box.

2. Select the TCP/IP tab.

3. Choose Using DHCP from the bottom Configure

pop-up in the TCP/IP tab, and then click the OK button. -

That’s it. As in Mac OS 9, most data is supplied by the DHCP

server. You may have to fill in three items:
» If your ISP supplies you IP addresses for name servers,
enter those in the appropriate boxes.

= If your ISP uses DHCP client IDs, enter yours in the
appropriate box.

= If your ISP supplies a Search Domains value, enter it in
the appropriate box.

Once again, DHCP is Internet configuration for the rest of us—
simple and straightforward. For further information on Mac -

0S X, see Chapter 18.
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Principles of
Securing Internet
Services

In this chapter, we present concepts we will use extensively
in chapters 8, 9, and 10, which deal with securing Internet
services. Although the material in this chapter is not particu-
larly technical, you should read it before going on to the next
three chapters. Even if you never intend to provide your own
Internet services, these four chapters will give you a good
understanding of Internet services that can run on your Mac,
the risks they pose, and how to minimize those risks.
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- Using Versus Providing Internet Services

. As an end user, you typically use Internet services, not provide
. them. When you get your e-mail or browse the Web, you are
- using Internet services. When you check or send your e-mail,
- for example, your e-mail program communicates with a com-
- puter at your ISP, which is running mail server software. Your
- ISP is providing the Internet service called e-mail, and you are
- using it.

. The Mac OS originally did not come with the capability of pro-
. viding built-in Internet services. If you wanted to run your
. own Web site, for example, you had to buy special Web-server
. software and run it on your machine or pay a Web-hosting
- service to host your Web site. Starting with Mac OS 8, however,
- the Mac OS came with a Web server, allowing Mac users to
- provide Web service. Over time, Apple built several Internet
- services into the Mac 0S. We’ll describe these services in
- Chapters 8 and 9.

. Providing Internet services creates much more risk than just
. using them does. Fortunately, most Mac users have no need
. or desire to provide Internet services, so you may not have
- this source of vulnerability. And if you do need a Web site,
- many ISPs provide free personal Web sites with their Internet
- accounts. The ISP takes on the risks associated with running
- Web-server software; all you have to do is upload your pages
- and graphics.

In general, think carefully before enabling a built-in Internet
service on your Macintosh. Securitywise, you’re better off
avoiding it.

. Even if you don’t want to provide Internet services, you should
- still read Chapters 8, 9, and 10 so that you know how various
- services get turned on and will be aware if they do get turned
- on, either accidentally or maliciously. If you decide that you
- need to provide an Internet service, Chapters 8, 9, and 10 will
- help you do so safely.
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Levels of Security

You can use four general methods to reduce the risk associ- :
ated with providing an Internet service. These methods are °
mutually exclusive; you choose one method for a particular -
service. From most secure (and most drastic) to least secure, -
the methods are:

Delete the service from your hard disk. If the software
doesn’t exist on your disk, it can’t pose any risk to you.
Deleting a service makes sense if you don’t need it now
and are sure that you never will.

Disable the service via the Extensions Manager.

Many built-in services are implemented through system
extensions and control panels, which are like mini-
applications that load into memory when the machine is .
started and stay there. If you use the Extensions Manager
(Figure 7.1) to disable a service’s extensions and control :
panels, the service won’t be loaded into memory the next :
time your machine starts. If the service isn’t in memory,

it can’t be turned on and can’t pose a risk. If you don’t
need the service now but think you might in the future,
this method is the best option. Open the Extensions
Manager Control Panel, locate the appropriate control panel -
or extension, and uncheck the checkbox next to it. ;

H=—————rdensions Mariager: =[] =]
Selected Set: [ My Settings 1 =

596K 3.0.3
Q] File Sharing 524K 9.0 Mac 0S 9.0
General Controls 44K 7.7.2 Mac 0S 9.0
[&= Internst 308K 1.0.1 Msc 05 9.0 [»

| Restart | [ Revert | [ Duplicate Set... |
[ Show Item Information =

— ——

Figure 7.1 Extensions Manager Control Panel.
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Turn off the service. If you want to keep a service on
standby, disabling it via the Extensions Manager may be
awkward, because doing so requires restarting your
machine. You can use the service’s controls to turn it
off, however. Unless the service gets turned on acciden-
tally, it will pose no direct risk.

Turn on the service, and be careful. If you must provide
an Internet service, do so carefully, following the guide-
lines presented in Chapters 8, 9 and 10.

A general principle regarding the security of Internet services
- will appear again and again in this book:

Take extra security measures, even if they seem to be
redundant.

- Suppose that a service is running, and you decide to secure it
- by turning it off. Although turning a service off means that no
" one can access it, someone who turns it on accidentally or
- maliciously—usually, with a single mouse click—will make
- your machine vulnerable again. Most services have several
- security features. If you use all available security features, many
- steps will be required to cause significant risk to your machine,
. making it less likely to happen by accident and more difficult
. to do maliciously. The more roadblocks you put between your-
. self and risk, the safer your machine will be.

AppleTalk and TCP/IP

- Another general security principle involves AppleTalk and
- TCP/IP. If a service works over both AppleTalk and TCP/IP, and
- using the service over AppleTalk is sufficient for your purposes,
- you should disable its TCP/IP capabilities. Because AppleTalk is
- not routed over the Internet, using it instead of TCP/IP signif-
- icantly reduces the risk of unauthorized access to the service.

. Note that although AppleTalk normally is not routed over the
. Internet, on misconfigured cable-modem systems, it can be
" routed to many users on your local part of the system. As a
- result, unknown users can access your AppleTalk services, such
- as File Sharing and Program Linking. You should never assume
- that AppleTalk poses no risk. Secure each service as though
- AppleTalk poses the same risks as the Internet.
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Users & Groups

Many of the services described in this part of the book have :
user names and passwords as part of their security features. °
In particular, many services use the user names and passwords -
defined in the Users & Groups tab of the File Sharing Control
Panel (Figure 7.2). Various services enhance security by requir- -
ing clients to enter a user name and password before they -
access the service. File Sharing also uses groups, which define -
a set of user names. Folders can be shared with a single user -
or a group. '

/ Users & Groups \

4]

1

Figure 7.2 File Sharing Control Panel, Users & Groups tab.

You define new users and groups by clicking the appropriate .
buttons, and you edit them by double-clicking their names in :
the list. Each user entry has three windows, which you open
through the Show pop-up menu in the user entry window -
(Figure 7.3). Figures 7.3 and 7.4 show the two windows that -
are most commonly used.

You use the Identity window to define the user name and pass- -
word. Although we said in Chapter 4 that longer passwords .
are better, Mac OS 9 limits you to 8 characters. While not a .
serious problem, the limit does prevent you from choosing really .
long passwords. Mac OS X does not have this limitation. You |
use the Sharing window to allow the user to connect to differ- :
ent types of services (discussed in Chapter 8) as the need arises. °
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Figure 7.3
The Users & Groups
Identity window.

G Figure 7.4
The Users & Groups
: Sharing window.

. We describe a third window, Remote Access, in Chapter 9.
. We discuss the use of users and groups in sharing folders in
Chapter 8.
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Securing
Common Mac OS
Internet Services

Networking has been part of the Macintosh from the start and
has grown steadily in functional power and ease of use.
Although networking originally could be used only with Apple’s
proprietary AppleTalk protocol, Apple has been adding TCP/IP
functionality for use with the Internet and intranets. Macintosh
networking now offers several services for TCP/IP. Today, users
have point-and-click access to built-in networking features that
didn’t exist even a few years ago, such as File Sharing over
the Internet and Web Sharing.
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. Apple does an excellent job of implementing a basic security
- rule: default settings should be the most secure. Without excep-
. tion, you will see that if built-in Internet services are left in
" their default state, they pose no direct risk to your machine.
- Creating significant risk requires several steps, making it less
- likely to happen accidentally.

- In this chapter, we look at the most commonly used Internet
. services built into Mac OS 9 and Mac OS X. We’ll describe
. how each service is used, what risks it poses, and how to
. mitigate those risks. We mainly describe procedures for Mac
- 0S 9; other OSes may have different dialog boxes and require
- different steps, but the principles are the same.

. File Sharing

© When File Sharing is enabled, users anywhere on the Internet
- can connect to your machine, mount a shared volume (a folder
. or your whole hard disk) on their desktops, and move files in
. either direction between their machine and yours by using the
. standard drag-and-drop interface. You can set up File Sharing
- so that users have to log in with a user name and password,
- or you can allow anyone to connect. You can share one or
- more folders or one or more hard disks. You can allow those
- who connect to only read files, only write (create, modify, or
- delete) files, or to read and write files. Users who connect to
- your machine do so through built-in software such as the
. Chooser; no special client software is required.

. To connect to your machine, a user opens the Chooser, clicks
- the AppleShare icon, clicks the Server IP Address button, and
- enters the IP address (or host name, if any) of your machine.
- Then the user logs in and mounts a shared volume from your
- machine on his or her desktop. This shared volume looks and
- behaves like a local disk on the user’s machine.

. Although File Sharing has been around for a long time, it was
- accessible only over AppleTalk until Apple’s release of Apple-
- Share IP in 1996, which allowed users on TCP/IP-based
- intranets and the Internet to share files. (Open Door Networks’
- ShareWay IP application makes it possible to share files over
- TCP/IP without purchasing the relatively complex AppleShare
. IP. Apple built ShareWay IP into Mac OS 9.)
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In Mac OS 9, you can set up File Sharing over the Internet .

with a few mouse clicks.

Setting up File Sharing requires three steps:
1. To turn on File Sharing, open the File Sharing Control

2.

Panel (Figure 8.1). If the center pane of the Start/Stop

tab does not say File Sharing On, click the Start button.

Start/Stop \ / Acth

@ Netwaork Identity
Owner Name:  |kingsford |

S —

Computer Name: [G3 |
IP Address: 192.168.0.2

File Sharing on URL:afp//abc.mdfrd | .or home com/
Status

lrmick Stop to turn off file sharing. This prevents other

users from sccessing shared folders.

[ Enable File Sharing clients to connect over TCP/IP

Program Linking off
Status

’_Ciick Start to turn on program linking. This al lows other

users to link to shared programs.

[ Enable Program Linking clients to connect over TCP/IP

Figure 8.1 The File Sharing Control Panel and its
Start/Stop tab.

To turn on TCP/IP access, in the Start/Stop tab, con-
firm that the checkbox labeled Enable File Sharing
Clients to Connect over TCP/IP is checked.

To share a folder or disk, in the Finder, select the
folder or disk to be shared. Then choose File > Get
Info > Sharing. The file sharing dialog box appears
(Figure 8.2); the title of the dialog box contains the
name of the selected folder, in this case ShareWay IP
Personal. Check the Share This Item and Its Contents
checkbox, and assign privileges by choosing a user or

group name for Owner and, if desired, for User/Group, -

and assigning privileges from the pop-up menus
labeled Privilege.
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Generally, you should make yourself the owner via the
Owner pop-up menu. If you want to add privileges for
one or more other users, choose that user or group
from the User/Group pop-up menu. The user or group
you choose will have already been defined in Users &
Groups (see the Users & Groups section in Chapter 7).
Unless you’re sharing the item with the public (read
on to see why you shouldn’t), assign no privileges

to everyone.

[shareway IP Personal |

__Show: [ Sharing Ji&

[[] =———— shareWay IP Personal Info

Where: G3 HD: Apps: Saim b OlF

Everyone el el

Copy these privileges toall enclosed (ﬂjjd}rg

—

Figure 8.2 The File Sharing dialog box.

As you will see, you can take security measures at each of
- these three steps.

- For Mac OS X, the procedures are similar. Figure 8.3 shows
. the relevant portion of the Mac OS X Sharing dialog box.
. To turn File Sharing on, first choose System Preferences from
- the dock, then choose Sharing and click the Start button. See
" Chapter 18 for further information on Mac OS X.
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_ ShowAll  ©  Displays Sound Network Staﬁup Disk

File Sharing Off

(—E;m Click Start to turn on File Sharing and allow other users to access
S PUblic folders.

Web Sharing Off

[ :Sl:al't } Click Start to turn on Web Sharing and allow other users to access Web
pages in Sites folders,

Figure 8.3 The Mac OS X Sharing dialog box.

Risk

File Sharing’s functionality, along with the ease of configur- -
ing it, means exposure to risk. Making a machine accessible -
to anyone may make sense in a company that has an intranet; -
the machine might be used only to post companywide infor- -
mation and would be accessible only to users on the local .
network. Making your personal machine accessible to anyone .
on the Internet probably is not a good idea. The worst-case :
scenario is having File Sharing on, TCP/IP access enabled, your
whole hard disk shared, guest access enabled, and read/write :
permissions assigned to everyone. In this scenario, anyone on
the Internet can mount your hard disk on his or her desktop -
and read, alter, or delete most of your files. Even if guest access -
is off, intruders can try to guess user names and poorly
chosen passwords. (See Chapter 4 for information on choos- -

ing good passwords.)

A hidden risk in File Sharing is the possibility that your files :
will be intercepted and read during transmission. This risk prob- |
ably is not a major one on an intranet, but the Internet always :
presents the possibility of spies. Someone monitoring Internet :
traffic can capture, and later read, packets going to or coming -
from your machine without your ever knowing. This possi- -
bility is a problem with File Sharing, because files are not -

encrypted for transmission.

Another potential risk is that locally misconfigured cable- .
modem systems may route AppleTalk, resulting in several .
cable-modem users being on a large AppleTalk network. In this .
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. situation, even if you had File Sharing’s TCP/IP access turned
. off, any user on some part of the cable-modem system could
. open the Chooser, click AppleShare, and see your Macintosh
- in the list of available machines. Even if you’ve implemented
- good security measures, this situation represents a risk. Potential
- intruders know that you have a shared volume on your
- machine, and they have only to double-click your machine’s
- entry in the Chooser to try to hack their way in.

. A hidden feature of File Sharing—it’s in Mac OS 9’s built-in File
. Sharing over IP and all editions of Open Door’s ShareWay IP—
. that increases exposure is ShareWay’s registration with SLP
- (Service Location Protocol). When ShareWay registers with
. SLP, your machine’s File Sharing can be located with an SLP
- browser, such as that in the Network Browser that is part of
- the Mac OS. Being registered with SLP may mean that hackers
- don’t have to guess your IP address; they can pick your machine
- out of a list. This increased exposure means a greater risk of
. attempted intrusion.

- Security measures
- So how do you share files but stay secure?

- If you will never want to share files, the safest course of
- action is to delete File Sharing’s control panel and extensions
- from your hard disk. Open the System Folder and then open
- the Control Panels folder and delete the file named File Sharing.
- Next, open the Extensions folder and delete the files named
. File Sharing Extension and File Sharing Library. Be careful
. you delete the right files. This also eliminates Program Linking
. (covered at the end of this chapter). Delete these files only if
- you’re sure that you will never want either service. Should
- you ever decide to run File Sharing, you will need to restore
- File Sharing from your Mac OS CD.

If you don’t need File Sharing now but may in the future,
. you can do several things:

= Turn off File Sharing. In the Start/Stop tab of the File
Sharing Control Panel (Figure 8.1), confirm that the
center pane is labeled File Sharing Off. If not, click the
Stop button.
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= Disable access over TCP/IP. In the center pane of the
Start/Stop tab of the File Sharing Control Panel, confirm
that the checkbox labeled Enable File Sharing Clients to
Connect Over TCP/IP is not checked.

= Don’t allow any user to connect. Open the Users & Groups -

tab of the File Sharing Control Panel. Open each user
entry, choose Sharing from the Show pop-up menu, and

confirm that the Allow User to Connect to This Computer

checkbox is not checked.

= Disable guest access. Guest is a special user name in the -
Users & Groups tab. When guest access is enabled, anyone -

can connect to your machine without a user name or

password. Open the Users & Groups tab of the File Sharing -

Control Panel, and confirm that the Allow Guests to
Connect to This Computer checkbox is not checked.

= Don’t share folders or disks. If you’re sure that you’ve
never shared a folder or hard disk and that no one else

has either, you can skip this step. Otherwise, you should -

turn off sharing for each item that has been shared. In
the Finder, select the folder or disk; then choose File >
Get Info > Sharing. The File Sharing dialog box opens
(refer to Figure 8.2). Uncheck the “Share This Item and
Its Contents” checkbox.

= Use good passwords for users defined in the Users &
Groups window of the File Sharing Control Panel.

= Disable File Sharing through the Extensions Manager.
Uncheck the checkboxes for the extensions File Sharing

Extension and File Sharing Library and the control panel .

File Sharing. After the next restart, File Sharing will not
be loaded. Note that this step also eliminates Program
Linking (covered later in this chapter).

» Use a firewall. A firewall (see Chapter 12) is an easy
way to ensure that most potential intruders can’t even
get to your File Sharing setup via TCP/IP.

By default, most items are configured with the most secure :
settings. If you have never changed any of these settings on -
your machine and are sure that no one else has either, you're -

probably OK.
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. If you need File Sharing on but not all the time, turn it off
. when it’s not needed. If the service is off, no one can log in.
. Open the File Sharing Control Panel, click the Start/Stop tab,
- and then click the Stop button in the File Sharing pane.

When you have File Sharing on, follow these guidelines:

= Unless it’s needed, disallow guest access.

= Use good passwords for users defined in the Users &
Groups tab of the File Sharing Control Panel.

» Don’t share more than you need to share. If possible,
confine your shared files to one folder (or at least to a
folder hierarchy that does not contain sensitive docu-
ments), and share only that folder.

= Determine which users need to connect to your
machine, and allow only those users to connect. Open
the Users & Groups tab of the File Sharing Control
Panel. For each user who needs access to your machine,
choose Sharing from the Show pop-up menu, and confirm
that the Allow User to Connect to This Computer check-
box is checked. For each user who does not need access
to your machine, confirm that the same checkbox is not
checked.

» When you share a folder or disk, assign only necessary
privileges. If a user or group does not need write privileges,
for example, give only read privileges. Unless guest access
is required, assign no privileges to Everyone.

= If you're using the built-in File Sharing over TCP/IP that
comes with Mac OS 9, you can upgrade to Open Door
Networks’ ShareWay IP Personal and gain several security
advantages, including the capability of limiting TCP/IP
access to selected user names, creating a log file, and
choosing an alternate port.

» If you want to see who is connected to your File Sharing,
open the Activity Monitor tab of the File Sharing Control
Panel. You can see who is connected and what folders
and disks are available to be shared.

= Encrypt files containing sensitive data before moving
them over the Internet. Apple provides an encryption/
decryption tool (see Chapter 9).
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= Use a firewall. A firewall is an easy way to limit TCP/IP
access to File Sharing, based on the IP address of the
client attempting to connect to your machine.

Web Sharing

Web Sharing allows you to run your own Web site from your °
Macintosh and to share files over the Web. Users can view -
Web pages on your machine through their browsers just as -
they can any other Web site. They also can read and down- .
load files and possibly upload files. ;

To start Web Sharing, open the Web Sharing Control Panel |
(Figure 8.4), and click the Start button. :

_WQI; Identity .

My Address: Web Sharing not active

Web Folder: G3 Web Pages:
Home Page: default.html

@ Web Sharing Off
@ Give everyone resd-only access.

(3 Use File Sharing to control user access.
Status
IT:! Ick Start to allow users to access your Web foider.

Figure 8.4 The Web Sharing Control Panel.

Among the options you can set are which folder you want to :
share, the default page, and access permissions. '

To specify which folder will be shared, click the Select button -
to the right of the Web Folder label. The current folder is -
displayed. As you can with File Sharing, you can choose to -
share an entire hard disk.

To specify the home page for your Web site, click the Select -
button to the right of the Home Page label. The selection .
dialog box that appears displays a list of files, with the current :
home page highlighted. Select a file; then click OK or None. :
Clicking None tells Web Sharing to use Personal NetFinder. :
With Personal NetFinder, a user’s browser displays a list of all -

109



INTERNET SECURITY FOR YOUR MACINTOSH

. files and folders in the current folder and allows the user to
. navigate anywhere in the Web folder. Choosing a file as the
- home page means that if users enter http://yourlPaddress/ in
- their browsers, they will get the file you specified. If users enter
- http://yourlPaddress/subfolder/, however, Web Sharing reverts
- to Personal NetFinder, displaying a list of all files and folders
- within the subfolder. Personal NetFinder creates security risks,
. covered in “Risk” later in the Web Sharing section.

. You specify access permissions by using the two radio buttons
. in the bottom pane. If you click the radio button labeled Give
. Everyone Read-Only Access, users can connect without a user
- name and password but can only read files. If you click the
- radio button labeled Use File Sharing to Control User Access,
- access is allowed only to users defined in the Users & Groups
- tab of the File Sharing Control Panel. Depending on the File
. Sharing permissions assigned, some users may be able to
. upload files to your disk via Web Sharing if their browsers
. support uploading.

For Mac OS X, open the Mac OS X Sharing dialog box (Figure
- 8.3). To enable Web Sharing, click the Start button. See Chapter
- 18 for further information on Mac OS X.

. Risk

. In its default configuration, Web Sharing presents little risk.
. The folder shared is the Web folder supplied with the OS, and
. unless you’ve moved documents into this folder, it contains no
. sensitive data. Although all users can connect, they have read-
- only access. The default configuration offers little to intruders.

Web Sharing, however, allows you to change several settings,
- and some changes can increase security risks. The options that
. affect security are:

Web Folder. This option is the folder to be shared. The
default is a folder named Web Pages that comes with the
Mac 0S. This folder contains only sample files and infor-
mation on how to use Web Sharing. You can specify that
any folder on your hard disk be shared—or the entire
hard disk. Specifying folders other than the default may
increase risk, because users on the Internet can read any
file in the specified folder or any of its subfolders.
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Home Page. The default setting for this option is not
really a home page. The default is NetFinder, which dis-
plays in the user’s browser a list of all files and folders

in the current folder. Intruders can navigate within the
Web folder and any subfolders, looking for interesting

file or folder names. If you share your entire hard disk

or a folder that contains important data, NetFinder may -
help trespassers locate sensitive data, such as a file named -
Stock Portfolio or a folder named Business Records.
Specifying a file as a home page means that users get

no feedback on what file or folder names are contained

in the Web folder—with one exception. If a user who
accesses your site guesses a folder name and enters a
URL like http://yourIPaddress/foldername, Web Sharing
will revert to Personal NetFinder and will remain in
Personal NetFinder until the user returns to the main

Web folder.

Access Permissions. The default setting allows read-only
access to all users, the same as most Web sites. You can
specify that access be controlled by sharing permissions.
This option requires you to turn on File Sharing and '
then share the Web folder specified in the Web Sharing
Control Panel. If for example, you share the Web folder

so that user kingsford has read and write permission

and user charles has read-only access, only users
kingsford and charles can access the Web folder; they

will be prompted for their passwords and will have only -
the specified permissions. User kingsford will be able '
to upload files to the Web Sharing folder, through a
browser or other application that supports uploading.

Access Files Outside Web Folder. Normally, any file

or folder outside the Web folder is not accessible. But if
you change this setting in Web Sharing’s Preferences
dialog, users can access files and folders outside the
Web folder through aliases in the Web folder. If your
stock portfolio file is outside the Web folder, but your
Web folder contains an alias to the file (or a folder that
contains the file), users could read or download the file.
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Allow Guests with Write Permission to Replace Files.
If you check this checkbox in Web Sharing’s Preferences
dialog, and if you control Web Sharing access by using
File Sharing privileges, users with write privileges can
upload files (and overwrite your files) if they have a
browser or other application with upload capabilities.

- Web Sharing supports CGIs. A CGI (common gateway inter-
. face) is a miniapplication that can be invoked through a Web
. browser, providing additional functionality to a Web site. A
- CGI might be used, for example, to accept information in a
- form and e-mail it to a site owner. CGIs generally pose little
- security risk, because you choose whether to put them in your
- Web folder and control what they actually do. Any applica-
- tion that you add to your machine, including a CGI, does
. increase risks to a small extent, so be sure to evaluate any CGI
- closely from a security perspective.

- Also be aware that controlling access by using sharing privi-
- leges opens a potentially serious security hole. If you assign
- write privileges to a user when you share the Web folder, that
- user can upload files to the Web folder. That user also can
. upload CGlIs, which they can run from any Web browser—in
. fact, anyone who knows about the CGI can run it. Presumably,
- you trust a user with your files before assigning write privi-
" leges, but when Web Sharing is configured this way, the user
- also can run miniapplications on your machine and potentially
- communicate with other applications on your machine (includ-
- ing the Finder) or other machines on the network. This situation
. probably is not what you had in mind. Think twice before
. assigning write privileges to the Web folder.

Security measures
- So what should you do to stay safe while using Web Sharing?

- If you will never want to enable Web Sharing, you should
- delete Web Sharing’s control panel and extension from your
- hard disk. Open the System Folder and then open the Control
. Panels folder and delete the file named Web Sharing. Next,
. open the Extensions folder and delete the file named Web
- Sharing Extension. Be sure you delete the right files. Should
- you ever decide to run Web Sharing, you will need to reinstall
- it from your Mac OS CD.
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If you don’t need Web Sharing now but may in the future, -
you can do several things. Most of these settings are the default .
settings. Even if you have never opened the Web Sharing :
Control Panel before, you should do the following: :

= Specify a home page. Doing so means that NetFinder
will not be used and users will not have a list of your
files and folders displayed in their browsers. In the Web
Sharing Control Panel, click the Select button to the
right of Home Page and specify a document. Using
default.html is fine. As noted in “Risk” earlier in this
chapter, NetFinder can still be invoked under certain
circumstances. Specifying a file as a home page lessens
the risk that an intruder will get a list of file and folder
names but does not eliminate it.

» Use the default Web Sharing folder. Unless you move :
documents into this folder, the default folder contains no -
sensitive data. This folder, named Web Pages, is located -
either at the root of the hard disk or inside the Documents
folder. Click the Select button to the right of Home Page,
and locate the Web Pages folder. :

= Set read-only access for everyone. Doing so will prevent
anyone from uploading pages to your Web folder, possibly -
overwriting your files. In the bottom pane of the Web
Sharing Control Panel, click the radio button labeled
Give Everyone Read-Only Access.

= In Web Sharing Preferences, confirm that users are not
allowed to access files outside the shared folder via
aliases. Choose Edit > Preferences and confirm that the
Allow Aliases to Open Files Outside the Web Folder
checkbox is not checked. _

» In Web Sharing Preferences, confirm that guests with write
access are not allowed to replace files in the Web folder.

= Turn off Web Sharing. The bottom pane of the Web
Sharing Control Panel tells you whether Web Sharing is
on or off. If it’s on, click the Stop button. :

= Disable Web Sharing via the Extensions Manager. Uncheck -
the checkboxes for the extension Web Sharing Extension -
and the control panel Web Sharing. After the next restart, !
Web Sharing will not be loaded. :

= Use a firewall. A firewall is an easy way to ensure that most °
potential intruders can’t even get to your Web Sharing.
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. If you need Web Sharing on but not all the time, turn it off
. when it’s not needed. If it’s off, no one can get in. Open the
. Web Sharing Control Panel, and click the Stop button.

When you have Web Sharing on, follow these guidelines:

= Unless you have a compelling reason to use NetFinder,
specify a home page. If you do need to use NetFinder,
confirm that your Web folder does not contain sensitive
data. In the Web Sharing Control Panel, click the Select
button to the right of Home Page, and specify a document.

= Confirm that the folder you share does not contain
sensitive data and does not have subfolders that contain
sensitive data. Users may be able to read all the files
in your Web folder, and possibly overwrite them, if you
use File Sharing for user permissions.

= If you use File Sharing to control user access, confirm
that users do not have write access unless they really
need it. Choose File > Get Info > Sharing, and in the
sharing dialog (Figure 8.2), confirm that Owner and
User/Group do not have write privileges unless they
need them.

= If you use File Sharing to control user access and you
share a folder to a group, confirm that the group contains
only users who need access to Web Sharing. Open the
File Sharing Control Panel, click the Users & Groups tab,
and open the group to see who belongs. If necessary,
create a new group.

= If in Web Sharing Preferences, you specify that users
are allowed to access files outside the shared folder via
aliases, confirm that the aliases point to nonsensitive
files or to folders that do not contain sensitive files.

= In Web Sharing Preferences, confirm that users with
write access are not allowed to replace files in the Web
folder. To do so, choose Edit > Preferences to display
the Preferences dialog box, and click the Options tab.
Confirm the state of the checkbox labeled Allow Guests
with Write Access to Replace Files in the Web Folder.
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» Enable logging. Web Sharing’s log file is not in the Mac
standard WebSTAR-compatible format, making it incom-
patible with many Mac log-processing applications. A log
file might nonetheless be useful for tracking down security
violations or attempts. To enable logging, choose Edit >
Preferences to open the Preferences dialog box, click the -
Options tab, and check the Web Sharing Log checkbox.
Log files are discussed in Chapter 13.

= Use an alternate port. Alternate ports give you a basic .
way to hide any Internet service. Using an alternate port |
for Web Sharing would require users to enter URLs in
the format http://hostname:portnumber/filename.html.
Alternate port numbers typically are greater than 8000.
Web Sharing, for example, might use port 8080 as an
alternative. To specify an alternate port, choose Edit >
Preferences to display the Preferences dialog box, click
the Options tab, and type the alternate port number in
the Web Sharing Port text box. Host names and ports
are discussed in Chapter 6.

» Use a firewall. A firewall is an easy way to limit access
to Web Sharing, based on the IP address of the client
attempting to connect to your machine.

Program Linking

With Program Linking over TCP/IP, a user can control appli- :
cations (including the Finder) running on any Macintosh on -
the Internet that is running Mac OS 9, provided that the target -
machine has been set up properly.

Program Linking was introduced with System 7 but worked -
only over AppleTalk until Mac OS 9. When TCP/IP function- .
ality arrived with Mac OS 9, the potential risk involved with .
Program Linking became much more serious. :

To set up your Mac’s Program Linking to be accessed from the
Internet, follow these steps:

1. Turn on Program Linking. In the Start/Stop tab of
the File Sharing Control Panel (Figure 8.1), if the
bottom pane is labeled Program Linking Off, click
the Start button.
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2. Enable TCP/IP access for Program Linking. In the
same tab, confirm that the checkbox labeled Enable
Program Linking Clients to Connect over TCP/IP is
checked.

3. Allow the appropriate users to link to programs.
Open the Users & Groups tab of the File Sharing
Control Panel. For each user who requires Program
Linking access, open the user entry, choose Sharing
from the Show pop-up menu, and confirm that the
Allow User to Link to Programs on to This Computer
checkbox is checked.

- When you take these steps, a user on another Macintosh can
- run an application or an AppleScript that sends commands to,
- say, your Mac’s Finder. The commands can do anything that
- the target application is capable of doing, although most appli-
. cations allow only a subset of their actions to be performed
. through AppleScript. (This subset is defined in the applica-
. tion’s AppleScript dictionary.)

- Risk

. The potential risks related to Program Linking over TCP/IP are
- high. Although Program Linking cannot be used to launch an
- application directly on your Macintosh, it can control appli-
- cations (including the Finder) that are already running on your
- machine. The Finder generally represents the greatest risk,
- because it is always running and has many scriptable actions.
- Intruders can write AppleScripts to tell your Finder to perform
. actions such as shutting down your machine and moving,
. renaming, or deleting your files.

. Because Program Linking access over TCP/IP is potentially
- dangerous, guest access is not allowed over TCP/IP. Only
- registered users can communicate with your machine. Note,
- however, that allowing guest access over AppleTalk can pose
- serious risks. Typically, AppleTalk is not routed over the Internet,
- but in some misconfigured cable-modem systems, AppleTalk
- may be routed over some portion of the network, exposing
. your AppleTalk services to access from unwanted users. If you
. allow guest access to Program Linking on such a system, you
. expose yourself to serious risk.
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Security measures
What steps can you take to keep Program linking safe?

If you will never want to enable Program Linking, remove '
File Sharing’s control panel and extensions from your hard disk. :
Open the System Folder, open the Control Panels folder inside
the System Folder, and delete the file named File Sharing. -
Next, open the Extensions folder and delete the files named -
File Sharing Extension and File Sharing Library. Note that this -
process also eliminates File Sharing (covered earlier in this :
chapter). Delete File Sharing’s files only if you’re sure that '
you will never want either service. Should you ever decide to
run Program Linking, you will need to restore File Sharing by -
reinstalling it from your Mac OS CD.

If you don’t need Program Linking now but may in the future, -
you can do the following things through the File Sharing .
Control Panel: '

= Disable TCP/IP access. In the bottom pane of the _
Start/Stop tab, confirm that the checkbox labeled Enable -
Program Linking Clients to Connect over TCP/IP is not
checked.

= Disable Program Linking access for all users. In the Users -
& Groups tab, open each user entry. Choose Sharing from -
the Show pop-up menu, and confirm that the checkbox
labeled Allow User to Link to Programs on This Computer .
is not checked. Note that this checkbox is not relevant
for user Guest. Because Program Linking access over
TCP/IP is potentially dangerous, guest access does not
apply to Program Linking over TCP/IP. Only registered
users can communicate with your machine.

» Turn off Program Linking. Confirm that the bottom pane
of the Start/Stop tab is labeled Program Linking Off.
If not, click the Stop button.

= Disable Program Linking via the Extensions Manager.
Uncheck the checkboxes for the extensions File Sharing -
Extension and File Sharing Library and the control panel -
File Sharing. After the next restart, Program Linking will not -
be loaded. Note that this step also eliminates File Sharing. .

» Use a firewall. A firewall is an easy way to ensure that -
potential intruders can’t even get to your Program Linking. -
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. If you need Program Linking on but not all the time, turn
. it off when it’s not needed. If the service is off, no one can
. access it. Open the File Sharing Control Panel, click the
. Start/Stop tab, and then click the Stop button in the Program
- Linking pane.

When you have Program Linking on, follow these guidelines:

= Enable Program Linking access only for users who need it.
» Use a firewall.

Although these precautions are relatively simple, if you follow
- them, the risks associated with Program Linking can be quite
- manageable.
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Securing
Other Mac OS
Internet Services

In this chapter, we look at the less commonly used Mac OS
Internet services. As in Chapter 8, we’ll describe how each
service is used, what risks it poses, and how to minimize those
risks. We describe procedures for Mac OS 9; other OSes may
have different dialog boxes and require different steps, but the
principles are the same.
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- Remote Access

" You can use Remote Access in two ways—as a client, to dial
" up a modem connected to another network or your ISP, or as
* a server, to allow someone to dial up the modem connected
' to your machine. (For details on using Remote Access as a
- client, see Chapter 17.)

. In Mac OS 9, you can configure Remote Access as a single-
. user server, allowing other users to dial in to your machine
. and get access to your machine and the network it is on (if
. any). The Remote Access server supports both PPP (Point to
- Point Protocol) and ARAP (Apple Remote Access Protocol),
- although with Mac OS 9.1, Apple dropped support for ARAP
- in favor of the more standard PPP.

Initially, Remote Access was add-on software you installed
separately from Mac OS. Starting with Mac OS 8, however,
the Remote Access client was installed by default with the
system software, although you still had to purchase the
server separately until Mac OS 9.

- To set up Remote Access as a server, open the Remote Access
- Control Panel and choose Answering from the Remote Access
- menu. The Answering dialog box opens (Figure 9.1).

D Answer calls
I:] Maximum Connection Time: 60 minutes

Allow access to: Q entire network Q this computer

PPP Server Setup

[ Allew TCP/ P olients to connect using PPP

Figure 9.1
@ (cancer] [[_ok J | The Remote Access

answering dialog box.

- Check the Answer Calls checkbox. For Mac OS 9 and earlier,
© the default protocol is ARAP, allowing clients connecting to your
- machine to access AppleTalk services, including File Sharing
- via the client’s Chooser. If you want to use PPP instead, check
- the checkbox labeled Allow TCP/IP clients to connect using
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PPP. With PPP, both AppleTalk and TCP/IP services will be -
accessible, and connected users will be able to access the .
Internet through your machine if it has Internet access. :

Unless you’ve enabled guest access, users dialing up your :
machine will need a user name and password that match an -
entry in the Users & Groups tab of the File Sharing Control -
Panel (see Chapter 7). For each user you want to allow to dial -
in to your machine, you must edit the user entry in the Users -
& Groups tab. From the Show pop-up menu in that tab, choose -
Remote Access. The Remote Access dialog box for the user -
appears (Figure 9.2). Check the Allow user to dial in to this .
computer checkbox. :

Show: [Remate Access [:]

Figure 9.2 Remote Access
options for user kingsford
defined in the Users &
. o _ Groups tab of the File

— —_— Sharing Control Panel.

- BAAIlow s todial In to this camp

=Ll L I—

Risk

If you configure Remote Access as a server, intruders can :
dial up your machine and attempt to guess a user name and
password—unless guest access is enabled through the File -
Sharing Control Panel, in which case no user name or pass- -
word is required. After logging in to your Remote Access server, -
intruders will have two options: :

= If intruders connect by using ARAP, they can attempt

to access your AppleTalk services. They can open the .
Chooser, for example, and see your machine and possibly .
any other machines that are on the same AppleTalk )
network. By using the list of machines in the Chooser,
they can attempt to access File Sharing on each of those -
machines as well as attempt access to AppleTalk services -
such as Timbuktu.

= If intruders connect by using PPP, they can attempt to
access both AppleTalk and TCP/IP services on your
machine, including File Sharing, Personal Web Sharing,
and Timbuktu. Each of these services, if enabled, has its -
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own set of security risks, which are covered elsewhere
in this chapter and in chapters 8 and 10. Intruders also
can access AppleTalk and TCP/IP services on any network
to which your machine is connected.

. Security measures
. What can you do, then?

. If you will never need Remote Access as a client or server,
. delete the service from your hard disk. From your Mac OS CD,
run the installer, and uninstall Remote Access. If you don’t
- have access to a CD, open the Control Panels folder and delete
- the file named Remote Access; then open the Extensions folder
- and delete the file named OpenTpt RemoteAccess. Be careful
- to delete the right files. If you ever want to use Remote Access
. again, you’ll have to reinstall it from a system software CD.

- If you don’t need Remote Access now but will in the future,
- disable it by using the Extensions Manager Control Panel.
- Uncheck the Remote Access checkbox in the Control Panels
- section, and uncheck the OpenTpt RemoteAccess checkbox in
- the Extensions section. After the next restart, Remote Access
. will not be loaded.

. If you need to use Remote Access as a server, follow these
- guidelines:

= Allow access only to those users who need it. In the
Users & Groups tab of the File Sharing Control Panel,
open each user, choose Remote Access from the Show
pop-up menu, and confirm that the Allow User to Dial
in to This Computer checkbox is checked only for those
users who need access.

= If you have other machines networked to yours, allow
access to other machines only if necessary. In the
Answering dialog box click the Allow Access to This
Computer radio button.

= Unless connected users will require access to TCP/IP
services, don’t choose PPP as the connection protocol.
The default protocol used is ARAP, which presents fewer
risks. PPP is specified in the Answering dialog box. If
the checkbox labeled Allow TCP/IP Clients to Connect
Using PPP is not checked, ARAP will be used.
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Apple Network Assistant

Network administrators use Apple Network Assistant to :
manage Macintoshes on a network. The first thing to consider :
is whether you need to have Network Assistant on your -

machine.

* If you are using a stand-alone Macintosh (not networked

to other machines), you should not have Network
Assistant installed on your machine. (If you have a
cable modem or dial-up account with an ISP and have
no machines connected to your Mac, you have a stand-
alone machine.)

To see whether Network Assistant is installed, look in the -

Help menu for an item called About Network Assistant.
If you find it, open the Extensions folder, drag the file
named Network Assistant Startup to the Trash, and
restart your machine. Make sure you moved the right

file. You also should delete the Network Assistant folder.

This folder contains the application Network Assistant
Security, which is used to configure the extension.
After you complete this step, you can skip the rest of
this chapter.

If you are on an intranet, you should have Network
Assistant installed only if your network administrator
has asked you to do so. In this case, the rest of this
chapter will help you and your system administrator
safely use Network Assistant.

Typically, each Mac on a network runs Network Assistant client -
software, and the network administrator runs the Network .
Assistant administration application. For each client, the net- :
work administrator can observe the client machine’s monitor, .
control their mouse pointer and keyboard, read statistics and
other technical information about the state of the machine, °

and change certain aspects of the machine’s configuration.

The Network Assistant client is an optional installation on the
Mac OS CD. It is installed as a system extension and an appli- -

cation that is used to configure the extension.
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- To configure the Network Assistant client, launch the Network
. Assistant Security application. The default password is xyzzy.
- The Network Assistant Security dialog box appears (Figure 9.3).

Administrator: ﬁaiﬁ"ﬁdmm ;
[ =Ngy¢.-._.=:' ',a{'f_ﬂgl_ete i

Main Administrator
] Alfow administrator to:
[[] Generate reports sbout this workstation
(] Send me audio and text messsges
{1 Open and quit spplications on this workststion
(L] Restart and shut down this war kstation
[] Change sattings on thia workstation
[C] Copy items to and from this workstation
[ Delete and raplace itemson this workstation
[l Cantrol and shserve this workstation
[ Show »_niawha_r}‘! sin being observed
Metwork Asaistant Password |
Administrators must know the Network Assistant
password to administer this workstation.
[ Change Password... |

Yorkstation Info

s sea Figure 9.3
"2 et The Network
([ Changeinfoi.. | Assistant Security
dialog box.

. You must have at least one administrator defined; typically,
. you will have only one. Each administrator has a separate set
- of access privileges. You access administrator definitions via
" the Administrator pop-up menu at the top of the dialog box.
- An administrator’s privileges are indicated by the checkboxes
- in the center of the dialog box. The dialog box in Figure 9.3
- shows the settings for the default administrator. To define a
- new administrator, click the New button; when the New Admin-
. istrator dialog box appears, enter a well-chosen password and
- a name for the administrator. The new entry will be listed
. in the Administrator pop-up menu; you can choose it from
. that menu and change the access privileges by using the
- checkboxes. Typically, a network administrator will help you
- configure the client.

- Risk
= Anyone on the Internet who has a Network Assistant
administration application potentially can gain access to
your machine and can read, alter, and delete your files.
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The intruder may also be able to run applications.

For example, he can turn on your File Sharing and guest -
access and then share your hard disk, allowing the
intruder access to your files in a way that you would

not be likely to notice. He may also be able to use your
e-mail application, allowing him to read your e-mail and
send malicious e-mail under your name.

As with Timbuktu (covered in Chapter 10), the potential for
damage is high.

Security measures
So, what can you do?

If you will never need a Network Assistant client, delete the :
system extension. Open the Extensions folder inside the :
System Folder, delete the file named Network Assistant Startup, -
and restart your Mac. Be careful to delete the right file.

If you don’t need Network Assistant now but will in the -
future, don’t install it until you need it. If the service is already -
installed, disable the Network Assistant extension by uncheck- -
ing the Network Assistant Startup checkbox in the Extensions -
Manager Control Panel. The next time you start your machine, :
the Network Assistant client extension will not be loaded.

If you need Network Assistant but not all the time, follow
these guidelines:

» Choose a good password for the Network Assistant
Security application. You can change the password by
clicking the Change Password button in the Network .
Assistant Security dialog box. When the Change Password .
dialog box appears, enter the old password and a well-
chosen new password. See Chapter 4 for details on
choosing good passwords.

= When the service is not needed, you should disable all
privileges by unchecking the Allow Administrator To
checkbox for each administrator defined.
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. When you have the Network Assistant client running, fol-
. low these guidelines:

= Choose a good password for the Network Assistant
Security application. You can change the password by
clicking the Change Password button.

= Choose good administrator passwords. You specify a
password for an administrator when you create the
administrator entry.

= Allow administrators only the necessary privileges.
You specify administrator privileges via the checkboxes
in the Network Assistant Security dialog box.

= For each administrator, check the Show Me When I Am
Being Observed checkbox if you allow remote observation.
If this checkbox is checked, a pair of eyeballs will appear
in the menu bar when the network administrator is
observing your machine.

» Examine Network Assistant’s log periodically. From the
menu, choose Help > About Network Assistant; when
the Network Assistant About box appears, click the
Export Log button. The log file contains descriptions of
the actions Network Assistant administrators have taken
on your machine.

= Use a firewall. A firewall (see Chapter 12) is an easy
way to keep unwanted users from trying to access your
Network Assistant client.

. (For another discussion of controlling machines remotely, see
. Chapter 10.)

- SNMP

 Network administrators typically use SNMP (Simple Network
- Management Protocol) to manage large mixed-platform net-
- works. Machines on the network are managed from a central
- computer, known as a console, that runs SNMP management
- software. Each machine to be managed runs SNMP agent soft-
- ware. The agent gathers networking statistics and other data
. from the machine on which it is running, and the console
. collects data from all agents on the network, making it
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available to the system administrator. The console also may -
be able to change the state of certain networking variables on .

an agent machine.

As with Apple Network Assistant, you should decide whether
you need to have an SNMP agent installed on your machine: -

= If you are using a stand-alone Macintosh (not networked

to other machines, other than through the Internet),
you should not have the SNMP agent installed on your

machine. (If you have a cable modem or dial-up account .

with an ISP and have no machines connected to your
Mac, you have a stand-alone machine.)

To see whether SNMP is installed, look in the Extensions

folder (inside the System Folder) for files named Open

Transport SNMP and OpenTptSNMPLib. If you find those .

files, drag them to the Trash, and restart your machine.
Make sure you removed the right files. You also should
delete the SNMP Admin folder. This folder contains the
application SNMP Administrator, which is used to con-
figure the extension. After you complete this step, you
can skip the rest of this section.

If you are on an intranet, you should have the SNMP
agent installed only if your network administrator has
asked you to do so. In this case, the rest of this section
will help you and your system administrator use SNMP
with minimal risk.

You use the SNMP Administrator application to define sets of .
permissions, known as communities, for an SNMP agent. :
Communities are similar in concept to user names. One
community might allow read and write access to all data; :
another community might allow read-only access to some data -
and no access to the rest. The default community is named -
public. When an SNMP administrator wants to access your -
machine’s SNMP agent, he has to specify your machine’s IP -

address and a community name (Figure 9.4).
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. [———————anmylitee———18

Communities: Enabled
public : 4
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Contrals are unlocked The Community
i List dialog box.
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. Starting with Mac OS 8.5, an SNMP agent was available as an
. optional installation with the system software. As a Macintosh
- user, you don’t need to know how to configure an SNMP agent;
. your network administrator probably will handle that job.
. But knowing a few basics that affect the security of your
- machine is useful.

- Risk

- Running an SNMP agent on your machine creates the possi-
- bility that anyone on your network or the Internet can obtain
- information about your machine’s networking configuration.

. Security measures

- To safely use an SNMP agent, to disable it, or to completely
- get rid of it, follow these precautions.

. If you will never want to run an SNMP agent, delete the
- system extensions Open Transport SNMP and OpenTptSNMPLIib
* from your hard disk, and restart your machine. Be careful you
* delete the right extensions. Should you change your mind in
- the future, you’ll have to reinstall SNMP from your Mac OS
- installation CD.

. If you don’t need SNMP now but may in the future, follow
. these guidelines:

= Don’t install SNMP until you need it. If the service is
already installed, see the following three items.

= Disable all communities. In the Community List dialog box
(which is always open when SNMP Admin is running),
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uncheck the Enabled checkbox to the right of each
community name. When a community is not enabled,
it cannot be reached via an SNMP console.

» Lock the controls. When all communities have been
disabled, choose Control > Lock Controls; when the
Lock Controls dialog box appears, choose a password.
After you lock the controls, no one can change the
SNMP client without entering the password. See Chapter
4 for guidelines on choosing a good password. :

» Disable the SNMP extension by using the Extensions .
Manager Control Panel. Uncheck the Open Transport SNMP -
and OpenTptSNMPLib checkboxes. The next time you start .
your machine, the SNMP extensions will not be loaded.

If you need SNMP, but not all the time, follow these guide-
lines when you do need it: )

= Disable all communities, as described in the preceding list.
» Lock the controls, as described in the preceding list.

When you have SNMP on, follow these guidelines:

» Use hard-to-guess community names or insist that your
network administrator provide such names. When an
administrator attempts to contact your machine, he must -
know the IP address of your machine and the name of
a community defined in your SNMP agent. Choosing a
hard-to-guess community name is a little like choosing
a good password; if a potential intruder can’t guess it, :
he can’t get in. You should not use the default community -
named public.

= Lock the controls when you are not using them.

» Don’t give more access than necessary. The agent on your :
machine probably will be configured by a network admin- -
istrator, who should be careful to allow only access to the -
necessary data items and write access only where required. -

» Use a firewall. A firewall is an easy way to keep
unwanted users from trying to access your SNMP agent.
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Apple File Security.

. Apple File Security

- Included with Mac OS 9 is the Apple File Security application,
- which you can use to encrypt and decrypt files. At the time
- of encryption, you assign a password to each file. Encrypted
- files cannot be read until they have been decrypted, which
- requires knowing the password. Although an encrypted file
- has the same name as it had before encryption, its icon has
- a small yellow key in the bottom-left corner (Figure 9.5).

. The Apple File Security application is located in the Security
. folder within the Applications folder. Choose a file to be
- encrypted in one of two ways:

= Locate the file in the Finder and drag it over the Apple
File Security application.

* Double-click the application, locate a file through the
dialog box that appears, and click the Choose button.

- The Apple File Security dialog box appears (Figure 9.6). Type a
- password, specify whether to add the password to the Keychain,
- and click the Encrypt button. For details on the Keychain, see
. Chapter 4.

W’mﬁm F“F muﬂw ‘:h”f"i = = 7:'."',,

. Enter a passphrase to encrynt‘
ﬁ% - =AFN Installation Procedures®; -

, :": (Confirmyour passphrase:
o |

BAddtoKeychaln (Encopt)) | Figure 9.6 Apple File
— ‘ — - Security dialog box.

- File encryption is an additional security measure to protect sen-
. sitive data, such as a stock portfolio or business records. An
. intruder who gains access to your machine can’t read an
. encrypted file unless he knows the file’s password.

- You also should encrypt files before transmitting sensitive data
- on the Internet or possibly on an intranet, depending on the
- intranet’s size. Anyone who intercepts an encrypted file during
- transmission will not be able to read it.
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You should consider encryption when you move files that -
contain sensitive data in any of these situations: .

= As e-mail attachments
= Qver File Sharing

= To an iDisk folder

» Over FTP

In general, you should use Apple File Security to encrypt .
sensitive files before transmitting them via any medium that -
does not encrypt files automatically. You also can use this -
service to minimize the damage resulting from theft. If some- -
one steals your PowerBook but the most critical data on the -
disk is in encrypted form, you don’t have to worry that -
the data will be misused. :
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Securing
Third-Party
Internet Services

In this chapter, we describe commonly used third-party Internet
services. These services let your Macintosh provide Internet
capabilities beyond those provided by the Mac OS. As in chap-
ters 8 and 9, we’re discussing providing such services from your
Mac, not using them through a Web browser, e-mail reader,
or other application. If you have not installed third-party
Internet services on your machine, you can skip this chapter.
If you have installed Internet services but not the ones mentioned
here, you can still get ideas about securing those services by
reading this chapter.
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Timbuktu

- Timbuktu from Netopia is similar to Apple Network Assistant
* (see Chapter 9). Timbuktu allows users to (among other things)
* access a Mac remotely as though they were present at the remote
- machine, using that machine’s keyboard and mouse. When
© you connect to someone else’s machine by using Timbuktu,
- a window appears on your monitor that contains an image of
- the remote computer’s monitor; whatever appears on the remote
- machine’s monitor also appears in the Timbuktu window. When
. you move the mouse pointer in the Timbuktu window on your
. Mag, the pointer moves on the remote monitor. Using your mouse
. and keyboard, you can work on the remote machine as though
- you were actually there (Figure 10.1).

This service allows you to do things that you cannot do through
- File Sharing, such as run applications and configure System
- software.

Bl iMac

@ File Edit Sharing Help
{File Sharing =
| ﬁmﬁtop\fﬁﬂg{ﬁmﬁmt\f Users &Groups

Network Identity

Owner ame:  [kingsford

Owner F‘mwm_rd:
Computer Name: [iMac

IP Address: 192.168.0.2

n
Status

Click Stop to turn off file sharing. This prevents other
users from accessing shared folders.

m File Sharing o

L_*Emlhle File Sharing clients to connect over TCP/IP

Program Linking on
Status

[ Click Stop to turn of program linking. This prevents

other users from |inking 1o shared programs.

(] Enable Program Linking clisnts to connect over TCP/IP

. Figure 10.1 Timbuktu controlling a remote Macintosh, named iMac.
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The connection can be saved in a connection document on -
the visitor’s machine. In the future, the visitor can establish the
connection to the remote machine again by double-clicking :

the connection document.

Timbuktu is the kind of technology that you may never need, -
but when you do, little else can take its place. Suppose that -
you have an order-processing system that requires you to open -
a database, find new orders, run a database script, run an appli- -
cation to process credit cards, and then run an e-mail script. -
How do you do these things when you’re on the road? You could -
write an AppleScript and invoke it remotely, but by using -
Timbuktu, you can look for errors at each step and take any -
necessary action—a highly desirable setup for order processing. '

In addition to allowing control of a remote machine, Timbuktu -
allows observation of another machine and file transfer and -

messaging between machines.

Timbuktu must be installed on both machines. To allow some- -
one to connect to your machine, you need to allow public access -
(read on to see why this practice is strongly discouraged) or -
create a Trusted Visitor account. Trusted visitors are similar to |

users defined in the Users & Groups

tab of the File Sharing Control Panel,

except that Timbuktu maintains its own [ um Kineyferd

set of users. Choose Setup > Visitor
Privileges to display the Visitor
Privileges dialog box. (Figure 10.2).
Click the New button to create a new
visitor entry (Figure 10.3). Type a
user name and password in the
appropriate boxes.

] =———— Visitor Privileges — — [
@ c<Public visitor> H Edit '
[ <Ask for Permission>

I~ [ Delete
)|
® %

Figure 10.2 The Visitor Privileges
dialog box.

Let kingsford.

e e e

+ [i] Send to your Messages Received folder

+ (B3 Use Exchange to copy files to your computer

e ﬁ Use Exchange to copy files from your computer
v ﬂ Use Exchange to remove files from your computer
+ &1 Control your computer

| |v Ei Look at your screen

|+ [ chat with you

|V Receive 8 response to a knock

4 ' Intercom with you

v & Invite you

]

[CJ Let visitor disl into your comput

[ Refuse caliback request

=]
e T —
J

Phumﬂumber[

Figure 10.3 Privileges for trusted visitor

kingsford.
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. Note that all access privileges are allowed by default, which
. violates the basic security rule that default settings should be
. the most secure. Disable privileges that the visitor will not need
- and then enable incoming access. Choose Setup > Incoming
- Access to bring up the Incoming Access dialog box (Figure 10.6).
- To allow others to connect to your machine over the Internet,
- the TCP/IP checkbox must be checked. Now anyone on the
- Internet can connect to your machine through Timbuktu, log
- in with a visitor name and password, and control your machine.

Risk
. Timbuktu’s ease of setup, along with the power over your machine
- that it can give intruders, make Timbuktu potentially risky.

Of all the applications that you can install on your machine,
Timbuktu probably presents the highest security risk, due
in part to its powerful functionality and in part to its
popularity. Hackers know about, and are on the lookout
for, machines with Timbuktu running. Further, hackers can
access your Mac’s Timbuktu from either a Mac or a Windows
machine, increasing the number of hackers who might try
to access your Macintosh.

- As long as you stick with the setup described in the preceding
- section and use good passwords, the chance that intruders will
- get in is small. But if intruders do get in, they could cause
- extensive damage.

. Intruders could enable guest access for File Sharing and share
. your entire hard disk, for example. Then they could connect
- to File Sharing at any time in the future and have complete
. access to your files, including downloading and deleting them.
- Because intruders can run applications on your machine, they
 might run your e-mail application and read your e-mail; send
- malicious e-mail by using your identity; or download, alter, or
- delete sensitive data. Intruders could also defeat security mea-
- sures by disabling or subtly changing your firewall settings or
- installing a virus. The potential risk is total vulnerability of
- your data, your system configuration, and your privacy.

- Fortunately, Timbuktu has an extensive set of security features.
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Security measures

How do you protect yourself whether you are using Timbuktu -
or not? :

If you no longer need Timbuktu, delete it from your
hard disk. If the software is not on your hard disk, no
one can configure it in such a way as to expose you to
risk. In the Extensions folder (inside the System Folder),
delete the file named Timbuktu Extension. Be careful

to delete the right file. Also delete the Timbuktu folder,
which contains the Timbuktu application.

If you use Timbuktu rarely, use the Extensions Manager '
Control Panel to disable the Timbuktu extension when

you don’t need it. In the Extensions Manager, uncheck
the Timbuktu Extension checkbox. Timbuktu will not be -
available after the next machine restart. To use Timbuktu -
again, you must enable the Timbuktu extension and restart -
the machine. ;

When Timbuktu is running, follow these guidelines:

» Use a master password. When you specify a master
password, no one can change Timbuktu’s configuration
without entering the password. (See Chapter 4 for details -
on choosing good passwords.) To specify a master
password, choose Setup > Preferences to display the
Preferences dialog box,

and select Master e
Password in the left TR e
ane (Figure 10.4). 8 Fisster POWOTG Y| | | password [Soeovsvsovens] Confirm [soveovossovees]

g ea mgaster assword 3 v e i
_ Yp p [l Messages Received | | _ Require Master Password When Attempting To
in the text box. Then @d Exchange [ Open the Preferences window

8 &1 Control /Look [C1Change Preference sattings
check the approprlé_lte Q IP Locator [4 0pen the Yisitor Privileges window
checkboxes to specify D Proxy Server {53 Change Yiaitor Privileges
that it be required to AR P b Syiteh neoming Acseet off

[ Switch Incoming Access on

open the Preferences = _
and Visitor Privileges - :
dialog boxes and to [Tsees | ll
toggle incoming access. —

Figure 10.4 Timbuktu's master-password options.
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= Assign only the necessary privileges to each visitor.
When you create a Trusted Visitor account, that user is
assigned all privileges by default. You should allow only
those privileges that the visitor actually needs. If in
doubt, err on the side of caution; you can always add
a privilege later.

The two default accounts, Public Visitor and Ask for
Permission, should never have any privileges. Public
Visitor does not require a password to connect to your
machine and should never be used except under con-
trolled circumstances, such as a private network that has
no connection to the Internet. Ask for Permission can
request permission to connect, which requires someone on
the target machine to acknowledge the request. To edit
visitor permissions, choose Setup > Visitor Privileges.

= Don’t allow common passwords. Select Password Rules
in the left pane of the Preferences dialog box (Figure
10.5). Then make the appropriate choices.

it aster Password
| il Messages Received I ",'. i
| |af Exchenge e The Vis First Name, Last Neme, or Initisls
51 Control /Look A Common Series or Sequence {i.e. 5555, QWERTY)
B 1P Locat ® A Day of the Week, Month, Season, , First Neme, or
nceur Sporting Terms
Q Proxy Server : : .
Z2 Dial Direct mem ""'F""'.“c"""“"" inPmewont oo E
[ Number of Deys until Password Expires: ............. [0

Figure 10.5 Timbuktu's password-rules options.

= Require at least six characters in a password. Select
Password Rules in the Preferences dialog box. In the
Minimum Number of Characters in Password text box,
type the appropriate number.

= Don’t allow visitors to save passwords in connection
documents. This setting requires visitors to enter their
passwords every time they connect to your machine,
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thereby minimizing the risk that an unwanted user on
that person’s machine will try to access yours. Select
Password Rules in the left pane of the Preferences dialog .
box, and uncheck the checkbox labeled Allow Visitors
to Save Passwords in Connection Documents.

Specify that new passwords cannot be the same as any
of the previous three. This setting prevents visitors from
recycling passwords too often. Select Password Rules in
the left pane of the Preferences dialog box, and uncheck
the checkbox labeled New Passwords May Match Visitor’s

3 Previous Passwords.

Don’t allow visitors to dial in to Timbuktu unless doing
so is necessary. For each visitor account, confirm that :
the checkbox labeled Let Visitor Dial into Your Computer

is unchecked.

Don’t use IP Locator. This feature allows visitors to

locate your machine by using your e-mail address.
Normally, a client would need to know the IP address

of your computer (or a host name, if any). IP Locator g
makes your machine much easier to find from anywhere :
on the Internet, which generally is not a good idea.

Select IP Locator in the left pane of the Preferences

dialog box, and ensure that no e-mail address has been

entered.

Check Timbuktu’s log file periodically for suspicious
activity, including frequent access to your machine and

long connect times.

If any critical applications on your machine have the
option of requiring passwords, use them, so that
Timbuktu intruders can’t run them easily.

Allow access to your machine only
if doing so is necessary. To disable
incoming access, choose Setup >
Incoming Access to display the
Incoming Access dialog box,

and uncheck all the checkboxes
(Figure 10.6).

Hi=———===t== Incuofilng AcCRss —————=xyfal
Allow Yisiters to Connect Using
Transpert Address
¢ [ AppleTalk
& Clepip
| 8 Cinl Direct
@

Figure 10.6 Incoming Access dialog box.
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= If you allow access to your machine, avoid enabling
TCP/IP access, if possible. If AppleTalk access will
suffice, allow only AppleTalk.

= Use a firewall. You can use a firewall to block all access
to Timbuktu or to allow access only from certain IP
addresses.

- If you use Timbuktu to control other machines but never want
- your machine to be controlled, follow these guidelines:

= Allow no incoming access. To do so, choose Setup >
Incoming Access to open the Incoming Access dialog
box, and uncheck all the checkboxes.

= Disable all services for the default visitor accounts
Public Visitor and Ask for Permission. To do so, choose
Setup > Visitor Privileges to open the Visitor Privileges
dialog box (refer to Figure 10.2). Open each of these two
visitor entries, and disable all permissions.

» Delete all visitors other than the two default accounts.

= Don’t allow visitors to dial in to Timbuktu. For each
visitor account listed in the Visitor Privileges dialog box,
confirm that the checkbox labeled Let Visitor Dial into
Your Computer is unchecked.

» Use a master password, as we described earlier in this
section.

» Check Timbuktu’s log file periodically, looking for
suspicious activity.

s Use a firewall.

f Retrospect

- Dantz Retrospect allows you to back up data on your computer
- from your computer or from another machine on your network.
- Backing up your files from another machine on your network
. requires that you have a Retrospect client installed on your
. computer. The client can be configured for access over AppleTalk
. or TCP/IP. Network backups usually are done by a network
- administrator.

Data is stored in units called backup sets. The network admin-
- istrator can put a backup set on a removable medium attached
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to his machine, in a file on his machine or another machine .
on the network, or on an FTP site on the local network or the .
Internet. Even if you use Retrospect on a stand-alone Macintosh, !
you should read this chapter, because some of the risks pertain :
to violations of physical security.

Risk
Retrospect presents three main risks:

Unauthorized users could open a backup set. The
chance always exists that backup sets can be obtained
maliciously. Removable media can be stolen (see Chapter .
3), machines containing backup sets can be hacked, and
FTP sites can also be hacked. If you don’t take proper
security precautions, anyone who possesses a backup

set can open it with Retrospect and access the files it
contains. Even if the intruder doesn’t have Retrospect,
he can still open the backup set with another application -
and examine its contents.

Backup data from a machine can be intercepted as it’s :
moved from the machine to the backup set. If you are
backing up your machine to a removable medium or to
a data file on your machine, this risk doesn’t apply.
Backing up over your local network or to an FTP site is
different, however. Your local network is less likely to
have spies than the Internet, although the risk depends
on the nature of your network environment. A corpora-
tion with 250 Macs on an intranet, for example, is more
likely to have mischievous users than a small business
with three machines.

Backing up to an FTP site creates much higher risk, due
partly to the much greater likelihood of spies. Also, FTP
transmits passwords as clear text, making it possible for
spies to get your FTP password and access your files on
the FTP server (see Chapter 14).

Your data could be backed up by an intruder. This
situation might happen in one of two ways. First, if you
are on a misconfigured cable-modem system that routes .
AppleTalk over your local part of the system (see Chapter .
7), other users could access Retrospect clients configured !
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for AppleTalk. Therefore, another user on your part of
the cable-modem system could back up your files to
his machine.

Second, it is possible (though unlikely) for a serious
hacker to emulate the Retrospect application across the
Internet. After the hacker determines that your machine
is running a TCP/IP Retrospect client, he could back up
your files to his machine.

- Security measures

- To safeguard against the unauthorized use of Retrospect to read
* your backup sets, you can specify a password when you create
- a backup set. To do so, click the Secure button in the Backup
- Set Creation dialog box (Figure 10.7), which appears when-
- ever you create a new backup set. When you click the Secure
. button, the Encryption dialog box appears (Figure 10.8). If you
- want a password but no encryption, choose Password Only
. and click OK. Anyone who attempts to open the backup set
- will have to supply the password. Note that you must specify
- the security option you want to use at the time you create the
- backup set.

il

Storage type: [ Removable Disks | % _ :
 Usesentive disks: 2ip, Jaz, SuperDisk, DVD-RAM, MO, floppy, ete.
 Data may span multiple disks; a catalog is kept on the hard disk

o Password/Encryption specified

at -

- Used fo name each disk In the backup set

Figure 10.7 Backup Set Creation dialog box.

E@ Select t : .lén:éﬁ.{p‘tinn type:

@® merd Only {no encryption)
Q) SimpleCrypt (fast)
) DES (more swu)

Figure 10.8 Encryption dialog box.

142



10: SECURING THIRD-PARTY INTERNET SERVICES

Passwords prevent unauthorized people from using Retrospect -
to open a backup set. Passwords do not, however, prevent a backup -
set from being opened with another application or from being :
intercepted on the network. Going through an entire backup :
set with, say, a binary editor might be tedious, but someone :
could do it. Also, a hacker’s program could scan backup sets -
automatically for passwords or credit-card numbers. For this -
reason, Retrospect allows backup sets to be encrypted.

With encryption, which also requires a password, data that is -
intercepted on a network or on the Internet cannot be read. :
Also, backup sets that are obtained maliciously (stolen media
or hacked files) cannot be read with other applications. Reading :
an encrypted backup set requires Retrospect and the set’s pass- :
word. In the Encryption dialog box, choose one of the two -
encryption schemes (SimpleCrypt is faster, DES provides -
stronger encryption) and click OK. When you are prompted -
to do so, choose a password for the set. :

A special case of backing up data over a network is backing -
up to an FTP site, which introduces serious potential risk. :
Although the possibility of spies on an intranet is small, the '
possibility of spies on the Internet is so great that you should
assume that someone is spying on your activities. Spies can -
intercept your backup sets en route to the FTP site and read -
their contents. If you must use FTP backup, be sure to use -
encryption in conjunction with a well-chosen password. :

Also, your FTP password is sent to the FTP site as clear text, :
meaning that a spy can read it and then use it to access your !
files on the FTP site. Then the intruder can download and delete
the files on the site, including backup sets. For this reason, :
you should not back up to FTP sites. If you must back up to -
an FTP site, be sure to use encryption, and don’t use your FTP -
password for any other service.

To prevent the backup of your data from an intruder’s machine, .
you should specify AppleTalk access for the Retrospect client !
on your machine. Although this method will not eliminate the :
risk of intrusion, it will reduce that risk considerably. If you :
must use TCP/IP, install a firewall and configure it to allow -
access only from the desired backup machine. Firewalls are -
covered in Chapter 12.
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- FileMaker Pro

. FileMaker’s FileMaker Pro is a full-featured relational database
" that allows access to its files over an intranet or the Internet.
- If you do not need to share your database files, proceed directly
- to “Security measures” to see what steps you should take to
- secure your database.

- You can share files in either of two ways:

FileMaker Network Sharing. A FileMaker file on one
machine can be opened with a FileMaker application on
another machine on the local intranet or the Internet,
via AppleTalk or TCP/IP.

Companion Sharing. A FileMaker file on one machine
can be made accessible though any Web browser on the
local intranet or the Internet. This method of sharing
uses FileMaker’s Web Companion, which acts as a sim-
ple Web server.

- This section is based on FileMaker Pro 4; the procedures for other
- versions will differ slightly. Note that this chapter does not
. attempt to describe all security risks associated with databases—
. only those related to Internet access. Consult the FileMaker
. Pro documentation for full coverage of database security.

- Risk

. Sharing database files is inherently risky due to the nature of
" the data these files contain, such as credit-card numbers or
- financial transactions. Sharing FileMaker files over an intranet
- is safe to the extent that users on the network can be trusted.
- One potentially serious security hole exists, however: If a user
- has export privileges, that user can open a file that is shared
- on an intranet and then publish it to the Internet.

. Sharing FileMaker files over the Internet is much riskier, due
. to the larger number of hackers and spies. To control the risk
. of sharing files, FileMaker Pro implements passwords and
- groups. Passwords limit what users can do (browse, edit, create,
- and so on); groups limit which layouts and fields are displayed.
- A group represents one or more passwords. The concept is
- similar to the Users & Groups tab in Apple’s built-in File Sharing
- (see Chapter 8).
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Although well-chosen passwords will keep hackers from access- -
ing your database files directly, spies still can intercept and
read files on the Internet.

Security measures

Here’s a rundown of what you can do to protect yourself and
your database: ;

If you don’t need to share database files, you can follow these
guidelines:

= Confirm that all files are single-user and not enabled for
sharing via Web Companion. Open each FileMaker file,
choose File > Sharing to open the File Sharing dialog
box, and confirm that the file is marked as single-user
and that the Web Companion checkbox is unchecked
(Figure 10.9).

Select MultHJser tn <hare this file using éppfe?aﬂt'

] Send Message...

~ Compani Sharhg
: Shared _ Companion Name

Select the 'eb Companion cheskbox to share the current database on the
Web. Click Set Up Views to set up the databasa for the browser.

Figure 10.9 The File Sharing dialog box.

« Specify <none> as the networking protocol. Choose
Edit > Preferences > Application to display the Appli-
cation Preferences dialog box. From the Network Protocol -
pop-up menu, choose <none> (Figure 10.10). ;
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=—— Application Preferences ———
| General *'I e

[[]Enable .dr.aiarid drop text selection
[[]Show templates in New File dialog
[[1show recently opened files: E]

+User Hame
% @ System: “chas”
{ (O custem: |
i il

Network protocol:

Figure 10.10
The Application
Preferences dialog box.

= When you set up FileMaker’s access privileges, think in
terms of your database files being shared, even though
you aren’t going to share them. A little paranoia may
save you grief later if someone enables sharing without
your knowing about it. Having good passwords and
well-assigned privileges will make it that much harder
for someone to expose your database to risk. To assign
privileges, choose File > Access Privileges > Overview
to open the Access Privileges dialog box (Figure 10.11).

Access Privileges for File “guest book.fp3” =

Passwords ~ Layouts Fields
® passwordl ® Form Yiew City
| ® password2 Company
| ® password3 Country
Date Created
Date Modified
Daytime Phone Ng
Email Address
First Name
Industry Mailing
Last Name
Our Mailing List
Postal Code
Record Number
State Province
Street Address
Time Created
Title

ups

Gro!

]

D]
DT

gt

o Accessible s Notaoccessible o Readenly ) i 5
@ These links are Iooked untit & geoup s saloted, | _Mevert | [ "Done [J ([ Save J

- Figure 10.11 FileMaker's Access Privileges dialog box.
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If

Note that the passwords and groups in the figure use
example names; you should choose better names.

you need to share database files, follow these guidelines:

= Don’t enable Web Companion unless you need it.

If FileMaker Network Sharing is sufficient for your pur-
poses, use it instead of Companion Sharing. This choice

ensures that your database files will not be accessible to |

anyone who has a Web browser but not the FileMaker
application. Open each database file; then open the File

Sharing dialog box (choose File > Sharing) and confirm

that the Web Companion checkbox is not checked.

= If your FileMaker machine has AppleTalk connectivity for .
all potential users, and you don’t otherwise need TCP/IP

access to your shared database files, specify AppleTalk
instead of TCP/IP for the network protocol. To do so,
choose Edit > Preferences > Application to display the
Application Preferences dialog box. From the Network
Protocol pop-up menu, choose AppleTalk.

= Use a good password for each file. You manage passwords

from the Define Passwords dialog box, which you open

by choosing File > Access Privileges > Define Passwords

(Figure 10.12).

———— Define Passwords for File “guest bookfp3" —

password| gligall

password2 [ Access the entire file

Password3 [ABrowse records [Acreate records
[ Print records [AEdit records
[AExport records [ADelete records
[ Override data entry warnings
[ pesign layouts
[ Edit scripts
[ADefine value lists

= Available menu commands :

Password: e - = =

I I Change Grnhps._
(Leave blank for no password} [——] [__]
| Delete |[ Done |

Figure 10.12 The database's Define Passwords dialog box.
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= Assign access privileges sparingly. Assign only the
necessary privileges to a password or group.

= Use extreme caution in sharing files that contain sensitive
data. Database files are not encrypted during transmis-
sion, making it possible for spies who intercept them
to read them. Share such files on the Internet only if
absolutely necessary, and disable access to those files
when it is not needed.

= Use a firewall. A firewall can block all access to FileMaker
Pro or allow access only from certain IP addresses.

= Use FileMaker’s built-in firewall (available only in version
5). When you use this feature, database files shared on
the Web can be accessed from only one IP address or one
range of IP addresses. While this feature is not as flexible
as a full firewall, it provides an added layer of security.
To use the built-in firewall, choose Edit > Preferences >
Application to open the Application Preferences dialog
box. Click the Plug-Ins tab, select Web Companion, and
click the Configure button. The Web Companion Config-
uration dialog box opens. In the Security pane, check
the Restrict Access to IP Address checkbox, and enter an
IP address. See Chapter 12 for details on firewalls.

» Specify that the shared file is not displayed in the Hosts
dialog box (version 5 only). This setting makes shared
database files accessible to users who need them, but
the files are hidden from view, so users who don’t need
access won’t know that they’re shared. To share each
file this way, choose File > Sharing to open the File
Sharing dialog box; then choose Multi-User (Hidden).

: ShareWay IP

- ShareWay IP, from Open Door Networks, makes AFP (AppleTalk
- Filing Protocol) file servers accessible over TCP/IP. Such servers
. include the Mac’s built-in File Sharing, AppleShare servers, and
. third-party AFP servers such as Windows NT.
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ShareWay IP is available in three versions:

Personal Edition. This edition (Figure 10.13) is similar to :
what is built into Mac OS 9. It works with the built-in File
Sharing on the machine on which ShareWay is installed,

allowing users on a TCP/IP intranet or on the Internet
to access the target machine’s File Sharing. Even though -
Mac OS 9 has a limited version of ShareWay built in, the -
Personal Edition has additional security features. :

Client Macintosh ShareWay IP Macintosh

Py )
=P

Chooser AFP gge! = .
ShareWay Personal
e il | |/P Personal File Sharing
AppleShare Network oS X

Client Browser Connect to

TCP/IP Network E )

Figure 10.13 ShareWay IP Personal Edition.

Standard Edition. This edition (Figure 10.14) can
target a file server on the ShareWay machine or another
machine connected to the ShareWay machine via
AppleTalk. The target file server can be any AFP server.

Pro Edition. This edition (Figure 10.15) can target as
many as 256 AFP file servers connected to the ShareWay
machine via AppleTalk.

Clients on a TCP/IP intranet or on the Internet can use several
tools to connect to a ShareWay-targeted file server:

» The Chooser via the AppleShare client, which is built in
to every Mac

» The Network Browser, built into Mac OS 9

s Mac OS X’s Connect to Server feature

= AFP Engage, add-on client software included with
ShareWay IP
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Client Macintosh ShareWay IP Macintosh Server machine
&
Chooser  AFP Engage! 1 %
X 3 ShareWay IP
: b Si
AppleShare Network oS X ; tandard

Client Browser Connect to

TCP/IP Network AppleTalk l
Figure 10.14 ShareWay P Standard Edition.
ShareWay IP Server Server
Client Macintosh Macintosh machine machine

2
Chooser AFP Engage!

Pro

% X i | ShareWay 1P
AppleShare Network oS X k-
Client Browser  Connect to |

TCP/IP Network ! AppleTalk

Figure 10.15 ShareWay IP Pro Edition.
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Risk

The risk associated with ShareWay IP is essentially that of File -
Sharing over TCP/IP: Intruders might hack into the file server -
on the target machine. (We cover security measures for File -
Sharing in Chapter 8.) The Standard and Pro editions intro- -
duce another level of risk. Although users of ShareWay IP :
Personal Edition know that they have to secure their File :
Sharing (after all, they just installed ShareWay on their :
machines), the Standard and Pro editions can target file servers -
that are not on the ShareWay machine. Users on these other -
machines have no way of knowing that their file servers are
now accessible over TCP/IP, which probably means they’re -
accessible over the Internet. The risk is that these file servers -
will not be secured properly. :

When a machine has been targeted by ShareWay IP, anyone :
on the Internet can access it through an AFP client (such as '
the Chooser) simply by entering the IP address assigned to the
target machine by ShareWay. Hackers can scan ports and IP :
addresses for available services, which makes good file-sharing
security measures a must.

ShareWay IP presents an additional level of exposure. Like the -
Mac’s built-in File Sharing, all three editions of ShareWay IP -
register the target servers with SLP (Service Location Protocol). -
ShareWay'’s registration with SLP allows users on the same net- :
work to use SLP-savvy applications—such as Apple’s Network
Browser and Mac OS X’s Connect to Server feature—to browse :
for file servers targeted by ShareWay. SLP browser applications
present a list of registered file servers in much the same way -
that the Chooser shows a list of file servers accessible over -
AppleTalk. The risk is that users on the ShareWay machine’s -
intranet—and possibly users of a particular ISP—don’t have -
to guess IP addresses; they can just select a server from a list. -
This situation presents a serious risk not only from hackers -
but also from merely curious users. :
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. |B === Sharew

- Security measures

- Each file server targeted by ShareWay IP must be secured (see
- Chapter 8). If you are using the Standard or Pro Edition, and
- you target a file server that is not on the ShareWay machine,
- you must notify the user of the target machine that his or her
. File Sharing needs to be secured or you must secure it yourself.

- The security measures for a target machine are:

» Disallow guest access unless it is needed.

= Use good passwords for users defined in the Users &
Groups tab of the File Sharing Control Panel.
= Don’t share more than you need to share.

» Determine which users need to connect to your
machine, and allow only those users to connect.

= When you share a folder or disk, assign only the
necessary privileges.

= Use a firewall on the ShareWay machine. A firewall is an
easy way to limit access to File Sharing, based on the IP
address of the client attempting to connect to your machine.

- The Personal and Standard Editions have security features that
© are not available in the version that ships with Mac 0OS 9. To
- access these features, choose File > Show ShareWay Security
- to open the ShareWay IP Security dialog box (Figure 10.16).

@&d Guestaccess

[ Allow guests to connect over IP

Registered user access

@ Allow all registered users to connect over IP
 Allow listed users to connect over 1P
(O Disallow listed users from connecting over P

Qi

Figure 10.16
[ | Detete ShareWay IP
——————— Security dialog box.
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This dialog box allows you to do the following things:

= Disable guest access over TCP/IP. Uncheck the Allow
Guests to Connect over IP checkbox. This setting denies
guest access over TCP/IP even if the Users & Groups
setting allows guest access. This way, you can deny
guest access from the Internet but allow it from the
intranet via AppleTalk.

= Allow all registered users to connect over IP. When this
radio button is selected, any user defined in Users &
Groups can access the target server over TCP/IP.

= Allow listed users to connect over IP. This option lets
you specify which registered users can access the target
server over TCP/IP without affecting access from the
intranet via AppleTalk.

= Disallow listed users from connecting over IP. This option -
blocks TCP/IP access for specific registered users without .
affecting their access from the intranet via AppleTalk. )

ShareWay also allows you to specify an alternate port for File :
Sharing. Stop ShareWay; then choose File > Set Port Number -
to bring up the port number dialog box. Type an alternate port -
number and click OK. Alternate port numbers usually are -
greater than 8000; 8548 is often used for File Sharing. Using -
an alternate port is a way to hide File Sharing. Unless the server -
shows up in an SLP browser, a hacker would have to guess -
the port number. :

Finally, use ShareWay’s logging feature to maintain a log file :
of all connection logins and logouts. To use this feature, choose °
File > Turn Logging On. The log file is named ShareWay IP -
Log and is stored in the Preferences folder. You can read and -
analyze the log file at any time. Log-file-analysis software is -
discussed in Chapter 13.

Other Applications

You can install many other third-party Internet applications on -
your Mac. Some of these applications are professional tools, which -
are covered in Chapter 17. Other backup applications and data- :
bases have similar risks to those described in this chapter.
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. Popular end-user applications include the peer-to-peer services
. that have sprung up recently, including Napster, Gnutella, and
. chat services. Although these applications usually are consid-
. ered to be clients, they also have server aspects that carry some
- risk. Although many of these applications can share only
- specific types of files (usually, MP3 music files), others provide
- more general file-sharing capabilities.

. Another category of applications is distributed computing
- services. The idea behind distributed computing is to break a
- large, complex computational problem into small pieces and
. give the pieces to different computers. Each computer solves
. its small piece and returns the results to the service. An exam-
. ple is SETI@home, which is part of a University of California
. at Berkeley program engaged in the search for extraterrestrial
- intelligence. To become involved with SETI@home, you down-
' load computational software from the SETI Web site and run
- it on your machine. A SETI server downloads data to your
- machine for processing. When your machine is done, it uploads
- the results to the SETI server.

- Risk

. Music-sharing services such as Napster and Gnutella, and many
. chat services, have file sharing capabilities, so you should think
- of them as carrying all the risks of Apple’s built-in File Sharing
. (see Chapter 8). In addition to the risks of sharing your files
. with others, a relatively high danger of downloading viruses
- exists in any peer-to-peer system, because peer-to-peer is more
- or less anonymous. When you download from a reputable Web
- site, you can expect that files have been scanned for viruses.
- But when you download from an essentially anonymous user
- on the Internet, you have no idea what you’re getting.

. The risks associated with distributed computing include the
. following:

» Although SETI@home is run by a distinguished organi-
zation, other distributed computing projects may not be,
which would raise doubt about the integrity of the soft-
ware. Is the software virus-free? Does it do only what it
claims to do?
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= Distributed-computing software is networking software

and is always running. How well written is the software? .

Does the network-communications setup have security
holes? Again, in a reputable project, the risk is minimized,
but the risk is not zero.

Security measures

When you use any peer-to-peer application, limit what you -
share, preferably to one folder. Don’t share your hard disk. -
If you download files from other users’ machines, use virus- -
detection software and configure it to scan downloads -
automatically. See Chapter 11 for more information on viruses. -

No specific technical security advice is available for distributing-
computing services. Think carefully about engaging in such a
project, weighing your contribution to the greater public good

against the risks to which you will expose yourself.

If you decide to participate in a distributed-computing project
or to use any other third-party Internet software, you should -
follow the procedures in this book that apply to that software. :

Using antivirus software is always a good idea.
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Viruses

In Webster’s dictionary, the principal definition of virus is “the
causative agent of an infectious disease.” Although Webster
intended this definition to apply in the physical world, the def-
inition is equally valid on the Net. The terms causative, agent,
infectious, and disease all describe very well what a computer
virus is, what it does, and why you want to concentrate on
avoiding viruses as much in the virtual world as in the phys-
ical one.

Like the number of security incidents and hacker attacks, the
number of known viruses has been increasing at a rate faster
than the number of users on the Internet. Symantec, maker of
popular Macintosh antivirus software, reports an increase from
20,500 known viruses at the beginning of 1999 to more than
42,000 going into 2000. No doubt the problem has been getting
even worse since then.

159



INTERNET SECURITY FOR YOUR MACINTOSH

- What Viruses Are

" Webster’s alternative definition of virus, the one that is relevant
' to computer security (online or off), is:

of

. Let’s look at the key phrases in this definition:

a computer program usually hidden within another seemingly
innocuous program that produces copies of itself and inserts
them into other programs and that usually performs a
malicious action (as destroying data).

Computer program. A virus is a type of computer pro-
gram, just like a word processor, a Web browser, or an
operating system. It does what it’s designed to do by
running just like any other computer program. Because
a virus usually is hidden, however, it almost never looks
like a program. Would you run an application called
Malicious Virus? As the definition says, a virus usually
is embedded within another program, such as an applica-
tion, a document (many documents are in fact programs
that run in the environment of their application), or the
0S itself.

Hidden. A virus almost always is hidden so that it can
do its dirty work without your realizing it. Viruses can
hide in many places, most commonly within an applica-
tion or part of the OS, but also in documents (see “macro
viruses” under “Types of viruses” later in this chapter)
or even in places on disks that aren’t used for files at
all, such as the boot blocks of a disk that you use to
start your computer in the first place. Viruses also can
hide in invisible files.

Produces copies of itself. Technically, a virus must be
self-replicating, which is how it moves from one file
and one computer to another. A virus makes copies of
itself and inserts those copies where they will be run
later. Trojan horses, described later in this chapter, are
not always self-replicating but have come to be included
with viruses because they meet all the other aspects of
the definition.
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Malicious. A virus does something bad, even if the bad
thing is just use your computer to replicate. Usually,

a virus does something worse, either intentionally or
unintentionally. See “What Viruses Can Do” later in this
chapter for details.

How they work

A virus works through stealth. Because it’s a computer program, -
a virus must be run before it can do anything. But unlike most -
other computer programs, a virus isn’t a program that you run -
on purpose. The virus has to be stealthy, embedding itself in -

programs that you do run.

A virus usually embeds itself in, or infects, applications. Some
viruses infect specific applications; others infect all applica- .
tions that they can find. Regardless, when the unaware :
user runs the infected application, the virus runs as well (or :
sometimes instead). Viruses also can infect the OS itself— -
a particularly effective way of making sure that they’re run, -
because the OS is always running. Newer viruses can infect
certain types of documents, running when the document is -

opened by its application.

What can the virus do when it’s run? Anything its designer :
wants it to do within the environment in which it’s run. If a :
virus is run as part of the OS, it can do anything that the OS
can do, which is essentially anything the computer can do. Ifit’s
run from an application, it can do anything that an applica- -
tion can do (which, up through Mac OS 9, was anything the -
OS could do but is more limited in Mac OS X). If it’s run from -
a document, it’s limited to doing things that documents from -
that application can do. The fundamental thing that a true virus -
always does is make copies of itself, which is how it spreads. -
Then it inserts the copies of itself into other programs, so that -
it will run again when those programs are run. It also can copy .
itself to programs on other machines across the Internet or an :
internal network, in which case it is called a worm (see “Types

of viruses” later in this chapter).

Beyond copying itself, what a virus does when run may be
hidden. A virus hides most of its operations so that you won'’t -
notice it and try to wipe it out. Some viruses do only hidden -
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. things, such as copy all your passwords as you type them and
. send them out over the network. The goal of such viruses is
. to remain hidden, never alerting you to their presence. Other
. viruses do things that are not hidden, such as display messages
. or delete files.

- Where they come from

- Viruses, like other programs, are written by software devel-
- opers. Most software developers write programs because they
- can make money by selling them to users or because they think
. the programs will be useful. The motivation of virus writers
- is quite different. Most virus writers create viruses for the thrill
. of being able to affect many computers at a distance. Also,
. writing viruses is a “cool” thing for a certain subset of people
. to do. Virus writing has become so popular that virus-writing
. kits are available, making it easy for just about any software
- developer to create a virus. Just as script kiddies use premade
- scripts to launch attacks over the Internet, beginning virus
* writers use virus Kits to create their first viruses.

. After virus writers create a virus, they need to unleash it on
. the world. Viruses usually are buried in legitimate (as Webster
. says, seemingly innocuous) applications that are distributed
. in the same ways as other applications. Adding insult to injury,
. you often pay for applications that contain viruses.

' Before the Internet became popular, most viruses were distrib-
- uted through applications on floppy disks. Viruses are one of
- the many aspects of online security that apply in the offline
- world as well.

Even if you never connected your computer to the Internet,
you would have to worry about viruses, because they could
be transmitted to your machine through any application
that you install. If you use the Internet, you should worry
even more. :

- The Internet has made viruses a much bigger threat than before.
- Floppies had to be delivered physically, so a virus might take
- days or weeks to spread from one machine to another. The
- Internet, on the other hand, provides many mechanisms for
. the immediate delivery and spread of viruses:
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= You can purchase an application containing a virus and
immediately download, install, and run that application.

= You can download and try out an “evaluation” version
of an application that contains a virus.

= You can download a virus in an e-mail attachment.

» You can download a virus through any application that
copies files from the Internet to your computer (such as
those listed in Chapter 5).

The popularity of the Internet has made virus writing much
more desirable in certain hacking circles, because viruses -
can do much more damage much faster. Before the Internet, -
significantly fewer computers were being used, and those -
machines were much less accessible. Now machines number -
in the hundreds of millions, and they can be reached almost -
instantly. Gratification can be immediate; the virus writer -

doesn’t have to wait weeks for results anymore.

Despite that they originated in the offline world, viruses have :
evolved into the single biggest security threat in the online :
world. For that reason, understanding and protecting yourself -

against viruses is critical to your online safety.

Types of viruses

Viruses come in several types. You need to understand the dif-
ferent types and how they work so that you can take precautions -

against each type.

Traditional viruses. Traditional viruses infect a piece of
software on your computer that is run directly. Usually,
that software is an application that you will run as part
of your day-to-day activities, but it could also be a piece
of operating-system software that is run by the OS itself.
On the Mac OS, for example, a virus could infect an
extension or control panel, both of which are run at

boot time. It could also infect the System file, the Finder,

or other pieces of software that need to run for the Mac
OS to do its job.

Macro and script viruses. A macro virus infects a docu- -

ment, as opposed to an application. A macro is a set of
instructions in a document that execute together within
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the scope of the document’s application. Macros usually
can automate a complex or commonly performed task and
can sometimes even do anything you can do manually
within an application. A word processing document, for
example, might include a macro that changes the font,
size, and style of a word at the same time. A spreadsheet
might have a macro that duplicates a column of numbers
and makes the copies red. Many macros execute auto-
matically when the document in which they reside is
opened, guaranteeing that they’re invoked whenever
that document is opened.

Although a macro virus can execute only instructions
that its application allows (as opposed to instructions
that the OS allows), many applications have powerful
macro capabilities, such as the capability to change and
delete documents and to send e-mail. Some of these
viruses can move across platforms, because many appli-
cations have the same document and macro format on
more than one platform (in particular, on Windows and
the Macintosh). Macros are powerful but risky from a
security perspective.

A script virus is essentially the same as a macro virus,
being just a complex macro written in a scripting lan-
guage. Some scripting languages, such as the one used
in HyperCard (called HyperTalk), execute in an applica-
tion. Other scripting languages, such as AppleScript or
Visual Basic Script in the Windows world, can execute
as applications themselves. Macro and script viruses can
be easier to write than traditional viruses, because the
macros and scripts are intended more for users of appli-
cations than for programmers. When HyperCard first
came out, so did many HyperCard viruses. A side effect
of HyperTalk’s ease of use was that HyperCard viruses
were easy to write. VB Script has had a much worse
effect on the Windows world in this regard. As many
as half of all the Windows viruses reportedly have been
written in VB Script. Macro viruses have been growing
steadily in popularity. One source estimates that almost
half of all viruses are macro viruses.
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Worms. A worm is a special type of virus that spreads

from computer to computer, not just from file to file within :

a computer. When worms are run, they look for other
computers to jump to, not other files on the same com-
puter. They must use the Internet or a local network for

this purpose. Worms most commonly find another machine
by emailing themselves as attachments. How do they know -
where to e-mail themselves? Simple—they go through the -

address book of your e-mail program and e-mail them-
selves to every address in that list. Because the e-mail

appears to come from you, the recipient is more likely to -
be tricked into opening the attachment (and activating the -

virus) than if it came from an unknown sender. Worms
can spread very quickly in this way.

Trojan horses. A Trojan horse (or just Trojan) has all the
characteristics of a virus except that it doesn’t necessarily -
go around making copies of itself and infecting other files -

or machines. But it is a computer program, it is hidden,

and it is malicious. Most antivirus software offers protec- .
tion again Trojans as well as true viruses. Computer Trojan |

horses are just like the original Trojan horse, which the
Greeks presented to the Trojans in the guise of a peace

offering. The horse actually harbored warriors who, once
inside the otherwise-insurmountable gates of Troy, sneaked -

out in the dead of night and opened the gates for the

invading army. Computer Trojans are not what they appear

to be, either; they contain something hidden that has
malicious intent. Being applications, they still must be

run to carry out their purpose however, just as the Trojan .

horse had to be brought within the gates of Troy.

What Viruses Can Do

Viruses can do many bad things to your machine and can com-
promise your online safety significantly, directly or indirectly. -
We just mentioned some of the things that viruses can do; this -

section describes some others.

Many viruses are written to do annoying but not intentionally -
malicious things. A virus might display a message on the fourth -
day of every month, make annoying sounds at startup, or cause .
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. a particular application to behave unusually. But even such
. viruses end up using memory and disk space and affecting the
. performance of your machine, if nothing else. Also, if your
- machine is infected, you can pass the virus on to others, who
- certainly will not be happy about receiving the virus from you.
- Thus, no virus is really benign.

- Unintentional damage

- Some viruses are written to do one thing, innocuous or not,
- but end up doing other things as well or instead. Most virus
- writers do not do a good job of testing their viruses, because
. they don’t need to worry about the normal support and upgrade
. process that traditional developers need to follow and don’t
. need to be concerned if users get a buggy virus. After all, no
- one will ask for his or her money back if the virus doesn’t
. work right. Because viruses aren’t well tested, most of them
- don’t behave as intended under conditions that the virus writer
- didn’t expect.

- A misbehaving virus can do two things. Sometimes, the virus
. becomes inert and does nothing. Because a virus is supposed
- to do something bad, when it doesn’t work, the result is good.
. But most times when a virus doesn’t work right, the results
. are even worse than intended. Many viruses aren’t meant to
. be malicious, but when they don’t work right, they often
. become malicious.

* Viruses need to infect files to propagate, and they need to infect
- files unobtrusively so as not to be noticed. But infecting files
- is a difficult operation for a virus writer to perform, especially
- in a hidden manner, so it’s often done incorrectly, at least for
. certain files under certain conditions. Even though the virus
. writer may have intended to infect the file without affecting
. the way the file works, the file may be infected in such a way
. that it’s damaged or destroyed. If the file is an OS file, the OS
- itself may not work after the infection. A virus written with
* even the most innocuous intentions can have the worst results.

In addition to infecting files incorrectly, viruses can make at
- least two other types of errors: they can make errors performing
- their desired operations, and they can make errors interacting

166



11: VIRUSES

with other programs. Sometimes, a virus incorrectly does what .
it was intended to do under certain circumstances, such as .
when it is run in a different version of an application or the .
OS than expected. In these cases, if you’re lucky, little harm :
will result. But if the error is particularly bad, the virus could

crash the application or the machine.

Other times viruses behave poorly when interacting with appli- -
cations that run on the same machine as they do. Many viruses :
propagate through residing in memory after they’re run, waiting -
until they encounter the files they want to infect. They also may -
intercept and change various OS operations. Because viruses .
take up memory and change the operation of the OS, they :
change the environment in which other applications run. And '
because virus writers don’t do a good job of testing, viruses :
often change the environment in ways that other applications °
don’t expect. So applications totally unrelated to the virus also -
end up behaving strangely or crashing if the virus is active— -
which is how many otherwise-hidden viruses are discovered. -

Intentional damage

As bad as misbehaving viruses can be, behaving viruses can -
be much worse and are the ones you should be most worried -
about from a security perspective. Although many viruses are .
innocuous, some are malicious, and the worst ones may .
not be the ones that are the most overtly malicious. Overtly !
malicious viruses may do their damage and move on. But the :
viruses that are stealthily malicious can have severe and long- :

ranging effects.

Think about the security measures that this book suggests. -
Although viruses generally can’t affect the physical security -
of your machine, they certainly can affect your use and man- .
agement of passwords, your safe-surfing practices, your .
management of Internet services, and even your installation .
of advanced security measures. Almost every nonphysical ;
security measure you take can be affected by a virus. Affecting °
your security measures is often quite difficult for a virus to -
do, but it’s certainly not impossible, and the results can be -

quite devastating.
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. Because a virus can take full control of your machine, it could
. install itself in memory in such a way that it receives notifi-
. cation of everything you do on that machine. It can get a copy
- of every keystroke and mouse click, and figure out the con-
- text in which you type those keystrokes and make those mouse
- clicks—which application is running and which windows are
- displayed, for example. So if you type a password—even the
- best-chosen, best-maintained password—the virus can get a
- copy of it. Or if you enter a credit-card number in a secure
- Web site, the virus can get a copy of that number as you type
. it, before it’s encrypted and sent to the Web site via SSL.

. When a virus obtains your password or credit-card number, it
. also can obtain the context in which you type that informa-
. tion. For a password, it can figure out the service in which
- you typed the password. For a credit-card number, it can obtain
- any additional information you typed, (such as the expiration
- date and the name on the card), as well as the address of the
- Web site for which the information was intended. When the
- virus has the information it’s looking for, it can transfer that
- information back to its writer in several ways. It can send that
. information over the Net automatically, for example, or it can
- wait to be contacted by its writer and pass the information
. back then.

- In addition to spying on everything you type, a virus can defeat
- other security measures you’ve taken. If you’ve disabled unused
- Internet services, the virus can turn those services back on—
- which is one reason to consider deleting services that you're
- sure you’re not going to use. If you’ve set those services up
. to allow limited access to a limited group of people, the virus
. can expand those limits. If you’ve installed additional pieces
. of security software, such as a personal firewall (see Chapter
. 12), the virus could turn off the firewall or, worse, configure
. it to allow certain additional forms of access. After the virus
- has defeated your security measures, it probably will do things
- that those security measures were specifically designed to pro-
- tect against, such as open your machine for direct attack or
- for use against others in a distributed denial-of-service attack
- (see Chapter 2). Of all the reasons to be concerned about
viruses, this one is the most important:

168



11: VIRUSES

A virus can defeat just about every security measure you
take to protect your online safety.

Be afraid. Be very afraid.

What You Can Do About Them

The main thing you can do about the security risks associated -
with viruses is not get infected by any. That’s easy for us to -
say, but it’s not difficult for you to do either. We describe some -
virus-prevention techniques in Chapter 5 as part of an overview -
of safe surfing practices. This section describes virus preven- -

tion in more detail.

Going beyond safe surfing

Many safe-surfing techniques are critical to virus prevention. .
The principal technique for avoiding viruses is not inviting them
into your machine by downloading files from the Net. These :
days, most viruses are transmitted through e-mail attachments, :
so we’ll reiterate the general advice on those attachments from -

Chapter 5:

Do not open e-mail attachments except under rare conditions. :

In most cases, delete them without opening them first.

Not opening e-mail attachments, and being sure to remove .
those attachments from your machine, will go a long way .
toward preventing viruses. Not downloading files through other :
techniques will help as well. If you do need to download files,
try to get them from the larger sites, which are more likely to °

have thoroughly checked those files for viruses.

Mac users can usually avoid the other common way in which -
viruses are transmitted: floppy disks. Apple stopped shipping -
floppy-disk drives in Macs several years ago. Although Apple -
didn’t eliminate floppy drives to decrease the spread of viruses, .
it has had that effect. Many older Macs have built-in floppy
drives, and you can still add external floppy drives to Macs. .
But almost no Mac software is distributed on floppy disks these :
days, so the risks are lower. You should still watch out for macro :
viruses in documents passed by floppy disks, however, and :
software distributed on CD-ROM could contain viruses, of -
course, but manufacturers usually check CD-ROMs carefully. -

10
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. Mac users also enjoy the same population advantage when it
. comes to viruses as with many other security issues. Because
. fewer Macs are being used, fewer hackers learn how to write
- viruses to attack them. Also, writing viruses for Macs is less
" desirable, because those viruses probably will spread more
- slowly and infect fewer machines, so significantly fewer Mac
- viruses are written than Windows viruses. But at least one class
- of viruses can affect Macs just as significantly as Windows
- machines: macro viruses. In this case, the virus could be
. written for a Windows machine but end up being just as effec-
- tive on a Mac. Most Microsoft products include cross-platform
- macro languages, and Microsoft products are favorite targets
. of virus writers (another example of why being popular is
. not a good thing in security terms). If you use a Microsoft
. product on your Mac, you need to be concerned about
' macro viruses.

- Usually most of us have no need for macros. Macros are like
- the human appendix, which has no real use but can cause
. great harm when it gets infected. In the case of macros, how-
. ever, you don’t have to wait for an infection to have the
. problem removed. You can simply turn off macro support in many
. applications, and from that point on, macros in documents will
. not be executed. In the unusual situation in which you actually
' need a macro, you can reen-
able that feature. Microsoft
allows you to configure
most of its product to warn
you whenever a document
with a macro is about to be
opened—a feature that is
highly recommended (Figure
11.1). If you do get such a
warning (Figure 11.2), you
should disable macros in the
document unless the docu-
ment comes from a reputable
source and you’re sure what
the macros are going to do.

Figure 11.1 You should configure Microsoft products to warn
you whenever a document containing macros is opened.
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mizations

| [['pisable Macros

Figure 11.2 A macro-warning dialog box. Usually, you should choose
Disable Macros.

Getting an antivirus application

Most of us are going to need to add some files to our com- :
puters. No matter how careful we are about opening e-mail :
attachments, downloading files from the Net, sharing docu- :
ments, or installing software, at times, we’ll run some risk -
of acquiring a virus. After you’ve decided to connect to the -

Internet, viruses are an intrinsic security risk.

The best way to protect your computer against viruses is to -
get an antivirus application. An antivirus application provides -
protection through a wide range of automated and manual :

techniques.
Most antivirus applications include the following features:

Detection of viruses and Trojan horses on your
machine. When you first run an antivirus application,
such as the popular Norton AntiVirus (Figure 11.3), it can
scan your whole hard disk for known viruses. It also can

scan any file or folder. Most antivirus applications can even -
detect viruses within archives. An archive is a compressed .

file that contains multiple applications and documents.
Because archives frequently are downloaded over the
Internet or sent as e-mail attachments, archive scanning
is an important feature of any antivirus application.
Antivirus applications cannot detect viruses within
encrypted files however, because they can’t decrypt the
files to check for viruses.
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. Figure 11.3 Antivirus applications, such as Norton AntiVirus, are critical
* to online and offline security.

Disinfection. If files on your machine are infected by
viruses, the antivirus application may be able to remove
the infection and restore those files to their uninfected
state. If not, the application can give you advice about
what to do. Usually, you’ll need to delete the infected
files and restore them from backups.

Automated protection. Antivirus applications usually
provide several forms of automated protection. Automated
protection generally catches viruses before they have a
chance to install themselves, and it works even if you
forget to tell the app to do anything else. Automated-
protection options include scanning whenever an appli-
cation is run, whenever a document is opened, or
whenever a removable medium (such as a floppy disk
or CD) is inserted. Automated protection is provided by
a system extension on your machine. You can also set
up your antivirus application to scan any part of your
computer for viruses on a periodic basis.

Antivirus applications can detect both known and
unknown viruses automatically. Known viruses usually
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are identified by some type of fingerprint or signature
that makes it clear that the file has been infected. The
fingerprint may be a subset of the computer instructions

that tell the virus how to do its dirty work or some other

data unique to the virus. Unknown viruses are identified
tentatively based on the type of activity they undertake
on your computer, although sometimes the antivirus
program can interpret normal activity incorrectly as
evidence of an unknown virus. See “Using an antivirus
application” later in this chapter for information on
interpreting data about unknown viruses.

Automated updating. New viruses are written and
released every day. Most antivirus applications provide
a way to download updates over the Internet to provide
protection against the newest viruses. These updates
usually are provided by way of virus-definition files,
which are read by the application.

E-mail virus protection. In combination with your e-mail

program, some antivirus applications can scan incoming
attachments for signs of virus infection. Because attach-

ments are one of the primary ways that viruses propagate, -

this feature is especially desirable. Because this feature
is new, however, you should not rely on it to be com-
pletely effective.

Installing an antivirus application

Acquiring an antivirus application goes a long way toward pro- :
tecting your computer against viruses. But you also need to :
install and use it correctly. Correct installation and use are espe- -
cially important for security software; otherwise, you may be -

giving yourself a false sense of security.

You should take one seemingly counterintuitive step before .

installing your antivirus application.

Before installing your antivirus application, you should make

sure that your machine doesn’t have any viruses on it.

How do you check for viruses without installing the antivirus
application first? And why do you want to check for viruses

before installing the antivirus app?
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. We’ll answer the second question first. Assuming that you’re
. installing antivirus software for the first time, a decent chance
. exists that your machine is already infected with a virus. If your
- machine is infected with a virus, your antivirus application,
- once installed, would almost always be able to detect and dis-
* able that virus. But what if that virus somehow prevented your
- antivirus application from being installed or from working
- correctly? Remember that viruses can gain full control of
- your computer. Viruses are tricky, and a virus could target your
- antivirus application, which is just another program on your
. computer. The last thing you want is for your antivirus appli-
. cation to be infected. Such a virus could disable the antivirus
. application and prevent it from doing its job, so you would
. think you’re protected when you aren’t.

- Developers of antivirus applications are well aware of this
- potential for infection, and they take significant steps to try to
- prevent it. These steps usually are quite sophisticated and
- almost always are successful. But because the consequences
- of having your antivirus application infected with a virus are
- so dire, the safest procedure calls for checking your machine
. for viruses before installing the antivirus application.

. How do you scan your machine for viruses before installing
- your antivirus application? The usual way is to start up your
- machine off a CD-ROM provided with the antivirus application
- for this purpose. (You can start up a Mac from a CD by holding
- down the C key while starting up.) When you start up off a CD,
- you prevent the launching of any viruses that might have infected
- your normal system. Your machine is run with the CD’s
. carefully predefined system, which has been fully scanned for
. viruses. This system probably has a very minimal set of exten-
. sions, so you may not be able to do everything you’re used to,
. but all you really want to do is run the antivirus application
. from the CD and do a full scan of your machine. The first scan
- may take quite a while, but doing it is worthwhile.

- A corollary of the scan-before-installing rule is that to be com-
- pletely safe, you generally should not download an antivirus
. application from the Internet, because it could be infected with
- a virus during download if your machine is already infected.
- Developers of antivirus applications are aware of this risk and
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go to great lengths to prevent it, but if you’re getting the appli- -
cation for the first time, you should consider acquiring it -

through some method other than electronic download.

Immediately after scanning your machine for viruses from the -
CD (and repairing or removing any infected files), you should -
install and activate your antivirus application to ensure a con- °
tinuous stream of protection from the first scan onward. -
You should also make sure that you have the most recent -
virus-definition file, just in case any new viruses have been -
discovered since the product was shipped. See the following -

section for details.

Using an antivirus application

The most important thing to do after installing your antivirus :
application is use it. This advice may sound obvious, but some
people assume that installation is all that’s needed. You should :
make sure that the software’s automatic-protection features are -
enabled (by default, they usually are) to ensure that it is work- -
ing even if you forget about it. Beyond that, perform manual -
scans of your machine on a regular basis, just in case a virus -
sneaked in. Automatic protection may not be able to detect as -
many types of viruses as a manual scan or may not cover all -
the ways a virus could get on your machine. Manual scans serve .
as an important double-check of automatic protection and can

be set up to run on a periodic basis.

You also need to keep the application up to date. New viruses °
are being created on a daily, if not hourly, basis. Developers -
of antivirus applications make updates available as new viruses -
are discovered. Because the process is so dynamic, these -
updates are not made in the application itself, because it would -
have to change too often. Updates usually are provided in the .
form of virus-definition files, which are small and easy to down- .
load and install. The application learns about the new viruses .

from the virus-definition file.

You can download virus-definition files manually through your -
antivirus application or set up automatic downloading on a -
periodic basis (Figure 11.4). Automated periodic updating is -
a great way to make sure that your antivirus application -

is always up to date.
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— To schedule an event:

Select New' to create a new event, or select an existing event from the Event
pulldown menu. Then change the settings using the controls below.

— Events [ Périadi

April 2001 y DEIEtET
w|T|F
4|s|e
11]12
18|19

Event Type: ndate Yirus De
How Often
Start Time: 4/ 4/01 [::j at |121E|2PM |

Figure 11.4 Setting up Norton AntiVirus to have it check for
updates automatically on a weekly basis.

- In “Installing an antivirus application” earlier in this chapter,
- we recommended that you not download your antivirus appli-
" cation from the Internet, due to the small risk of infection
- during the download. Can a virus-definition file be infected
- when you download it? The assumption in downloading a
- virus-definition file is that your machine has been protected
- adequately up until that point. If the computer has been pro-
- tected adequately, it should not be infected with any virus that
. could infect the virus-definition file. More important, because
. the virus-definition file is not an application (it’s a document)
. and doesn’t use macros, it’s particularly hard to infect.

- A new undetected virus could theoretically infect your machine
- before you download a new virus definition file. The unknown-
- virus-detection feature of your antivirus application comes into
- play to prevent infection from new viruses. The automatic-
. protection extension can watch for various types of suspicious
- activity that may indicate an attempt to infect your machine
. or the presence of a new virus. A virus needs to copy itself to
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another file to propagate, for instance, so your antivirus .
application can watch for this type of copying. If the applica- -
tion detects suspicious activity that may indicate a virus, it !
can alert you and ask whether you want to allow the activity

(Figure 11.5).

f Nnrtanm Pratecﬂf‘rus-llke Activity

 NAY detect‘etl an attempt to create or mndit&! an appllcatmn
 Thefile beinu affected is 'ShareWay IPPersmtai‘

The currently active npplication is "Install SharewwlP 30

Personal’.

Figure 11.5 Your antivirus application can alert you to viruslike activity.

Not all suspicious activity means that you have an unknown °
virus. In most cases, you are just doing something that causes -
suspicious-looking but actually legitimate activity. Installing a -
new application, for example, looks essentially the same as -
installing a virus (remember, both are programs). Only you -
will be able to tell your antivirus application whether to allow .
the suspicious activity, because only you know whether you're .
doing something legitimate that looks like a virus. If you have '
any doubt, disallow the activity and then try to figure out what :
you're doing to cause the warning. To be sure, you may want '
to contact the developer of the application that seems to be -

{0

Because an antivirus application does tend to cry wolf some- .
times, you’d be amazed by how many people fall into the trap :
of allowing everything it warns about, thus defeating the °

causing the warning.

Whatever you do, don’t simply dismiss your antivirus
application’s warning and allow the activity without
thinking about what the warning means first.

purpose of the warning.

By detecting unknown virus activity, your antivirus applica-

tion adds one more level of protection to the overall system,

protecting you against viruses that aren’t listed yet in the virus -
definition file and essentially reducing to zero the odds that a .
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. virus will infect the virus-definition file or the antivirus appli-
. cation itself. So downloading virus-definition files over the Net
. generally is quite safe. You may want to purchase a new copy
. of your antivirus application every year or two, however, and
. rescan your system from the new CD that comes with it.
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Personal
Firewalls

In much of this book, we’ve talked about how to use your
Macintosh more securely on the Internet. Chapter 11 talked
about adding security to your Macintosh by installing antivirus
software. In this chapter, we talk about another way to enhance
security on your machine: installing personal firewall software.
Antivirus software keeps your machine safe from viruses by
telling you when files containing viruses are being downloaded
to your machine and disinfecting files that contain viruses.
A personal firewall controls access from the Internet to services
on your machine, such as File Sharing and Web Sharing. If a
firewall blocks access to, say, your File Sharing over IP, no one
on the Internet can reach it to try to log in.

In this chapter, we’ll discuss what firewalls do; how to choose
a firewall; how to configure, test, and troubleshoot a personal
firewall; and how a personal firewall can help you identify
attacks on your machine. We discuss analyzing and responding
to attacks in Chapter 13.

This chapter will occasionally use somewhat technical terms,
such as port and packet. If you have not read Chapter 6, you
may want to do so before proceeding or refer to Chapter 6 for
terms and concepts you don’t understand.
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- Firewall Basics

. For the purposes of this book, a firewall is software that blocks
- unwanted access from the Internet to services on your machine
- without interfering with normal Internet client activities. You
- might configure a firewall to block access to all TCP ports on
- your machine, for example. No one could reach TCP/IP services
- running on your machine from the Internet. You would still
- be able to use Internet services, however: You could read e-mail,
. browse the Web, and do other Internet client activities. You
. could also configure a firewall to deny access to all services
. from anyone on the Internet but allow access to all services from
. anyone on your local network.

Some firewalls can protect outgoing access, preventing you from
- using some, or possibly all, Internet services and possibly pre-
- venting certain kinds of data from being sent over the Internet.

- Although firewalls are most often used to prevent unwanted
. access to Internet services, they also prevent other types of
. attacks that use TCP/IP, such as communication with Trojan
- horses (see Chapter 11) and viruses that have infected your
- machine. A virus might wait for instructions from the hacker
- who installed it, for example. Other kinds of attacks can bypass
- firewalls, such as password dictionary attacks, spying, and
- breaches of physical security. A firewall is just one of many
- security tools; a complete security strategy involves all the
- topics covered in this book.

. Firewall types
. Firewalls fall into two categories:

Network-global vs. machine-specific. A network-global
firewall controls access to all machines on a network,
and a machine-specific firewall controls access to the
machine on which it’s installed. (We talk about network-
global firewalls in Chapter 17.)

Personal vs. server. A machine-specific firewall can be
a personal firewall, which has a relatively simple interface,
or a server firewall, which is somewhat more complex
but allows for greater precision in defining the firewall’s
access rules. Server firewalls are most often employed on
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machines primarily used as servers, such as Web, e-mail, -
and FTP servers. These firewalls are more difficult to set -
up, so their users should be technically competent, but
they also allow for more-flexible configurations. Although
personal firewalls have a simpler feature set and user
interface than server firewalls do, personal firewalls are
more than enough for most users. This chapter focuses

on personal firewalls.

How firewalls work

The most common use of personal firewalls is to control access -
to TCP/IP services. When you access a Web site, your browser -
must open a connection to TCP port 80 on the Web server. .
Only after the connection is established can you load pages from
the site. Your Web browser requests a connection by sending .
a TCP packet that contains a connection request. The Web server
grants the request by sending back an acknowledgement packet.
If the server denies the request, it sends back a reset packet. -
A similar process applies to any TCP/IP service, including File -
Sharing and Program Linking. '

The basic idea behind firewalls is quite simple. A firewall main- .
tains a set of rules, either created by default or defined by the :
user. A rule specifies whether to allow or deny a connection :
request, given the IP address that sent the request and the -
service for which the request is made. As packets containing -
connection requests arrive at the firewall machine from the -
Internet, the firewall examines them and, using its rules, passes -
them on to the appropriate service (allows them) or does not -
(denies them). For denied connection requests, the firewall .
sends a reset packet back to the requesting IP address. A reset .
packet says, in essence, “The computer is online, but the port :
(service) is not accessible.” The Mac OS also sends a reset -
packet if the firewall allows the connection request but the -
service is not running.

A firewall may not respond when it denies access to a connec- .
tion request. Some people describe this lack of response as stealth .
because it effectively hides your machine from hackers. They
may think your machine is not online if no response comes back
to their connection requests. Stealth mode has problems, how- -
ever, which we discuss in “Using stealth mode” in this chapter. -
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. A personal firewall can block access to TCP services without
. affecting outgoing access.

. Figure 12.1 shows a firewall configured with one rule: Deny
* connection requests to all services from all IP addresses. No one
- on the Internet will be able to access any TCP/IP services on
- your machine. Two Kinds of TCP packets are not affected by
- the firewall: outgoing TCP packets and incoming TCP packets
- that are not connection requests.

Internet E
. A A
. Connection Reset All other packets to/from Packets to/from
- requests packets your Internet services services on the Internet

Y

Personal
Firewall

|
X v Y

Internet services Internet client software
(e.g. File Sharing) (e.g. Web browser)

Your Macintosh

- Figure 12.1 A personal firewall blocking all TCP connection requests
. from the Internet.

Because these two types of packets are not affected, you can still
- do such things as browse the Web and send and receive e-mail.

. In Figure 12.2, the personal firewall has been configured with
. two rules. The first rule allows connection requests to File
. Sharing (port 548) from IP address 172.16.0.1; the second rule
- denies all other connection requests.

- Note that the first rule does not mean that anyone at address
- 172.16.0.1 will be able to get into File Sharing. File Sharing
- over IP must be enabled. If it is not, the Mac OS will send
- back a reset packet, stating that port 548 is not accessible. If File
. Sharing over IP is enabled, the user at 172.16.0.1 will be able
. to log in with a valid user name and password.
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Internet E
A
Connection Reset All other packets to/from Packets to/from
requests packets your Internet services services on the Internet
 J
Personal
Firewall
Connection requests to
port 548 from 172.16.0.1 u
Y Y

Internet services Internet client software
(e.g. File Sharing) (e.g. Web browser)

Your Macintosh

Figure 12.2 A personal firewall allowing connection requests only to
File Sharing, only from IP address 172.16.0.1.

This example illustrates the power of the personal firewall as :
a security tool. You can allow access to File Sharing on your
machine from only one machine (at IP address 172.16.0.1), -
and that machine can access only File Sharing. No other com- -
puter on the Internet can access any service on your machine. -

The second example also illustrates a firewall’s flexibility. You -
can define rules to allow access to one service from one set .

of IP addresses and allow access to another service from a dif- -
ferent set of IP addresses. You could allow access to all services .
from anyone on your local network but deny access to all :
services from anyone on the Internet. Or you could allow access
to File Sharing on your home machine from your machine at -
work but deny access to File Sharing from all other IP addresses -

and to all other services from all IP addresses. In the second -

example, only one service on your home machine would be -

accessible from only one machine on the Internet.

Personal firewalls often work with UDP as well as TCP/IP. UDP .
is a connectionless protocol, meaning that a connection does not :
have to be opened before a UDP port is used. Because a firewall :
can’t look for just one type of packet to block (the connection

request), it must block all UDP packets to a given port.
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- You may be thinking that a firewall is redundant if you have
. turned off all Internet services on your machine. In a sense,
. you’re right; under either strategy, no one can access services
- on your machine. But recall the security principle set forth in
- Chapter 7: Redundant security measures are best because they
- make it harder to turn on services accidentally (or maliciously).
* A firewall is one more thing that you must change to make
- any service accessible from the Internet. Additionally, firewalls
- can deter hackers who are trying to access viruses and Trojan
- horses that may have infected your machine. Finally, firewall
- logs provide critical data for analyzing and reacting to attacks,
. as discussed in Chapter 13.

Stateful firewalls

. Stateful firewalls represent an emerging technology. These fire-
- walls do more than just allow and deny access to packets based
- on port number and source IP address; they also remember
- certain contexts. This technology is useful for accessing
- services that try to open connections back to your machine.
- Suppose that you try to contact such a service at address
- 192.168.0.10, and that server attempts to open a connection
- back to your machine on a port that the firewall is blocking.
. A stateful firewall will see that the connection request is from
. IP address 192.168.0.10, will remember that you just tried to
. contact a service at that address, and will allow the connec-
. tion to be opened. This type of firewall makes file downloads
- that use FTP active mode (see “Downloading files” later in
' this chapter) much easier.

- Stateful firewalls carry their own risks, although those risks
- are relatively small. The technology is fairly complicated, and
- with complexity comes additional risk. The principal risk asso-
. ciated with a stateful firewall is that someone could send
. specially crafted packets that fool the firewall, allowing other
. unwanted packets to reach applications behind the firewall.
- Such packets might contain harmful data.
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Features

The personal-firewall products on the market offer a wide range :
of features. Some provide basic functions; others are for °
advanced users and users on local networks. Our philosophy -
about security software for the rest of us is that simpler is bet- -
ter. Most users do not need advanced features to secure their -
Macs on the Internet. Typically, people just want to use the -
Internet and keep anyone from accessing services on their ;
machines while they do. A simple feature set and user inter- -
face mean less likelihood of mistakes in setting up the firewall .

and greater security for your machine.

A well-designed personal firewall has a basic mode by default.
This mode offers only the features that the average user needs °

(Figure 12.3).

. @ [Disable Protection] =_;'7“"\':-‘"!n,mhi-«i-mlvmv‘-&\gﬂ rmwm o=

b Settings

Figure 12.3 Symantec's Norton Personal Firewall in its basic
mode.

In Figure 12.3, the firewall is set by default to deny access to -
all TCP ports from all IP addresses. The firewall is on by default -

after installation.

A well-designed personal firewall requires no configuration to
provide the basic protection that many users need. Also, it :
should be unobtrusive as it runs; you should not need to inter- -
act with it unless you ask to be notified of firewall events (see -

.\\IE(

“Firewall feedback” later in this chapter).
A rule regarding advanced features is:

Don’t use a personal firewall’s advanced feature unless you
fully understand what the feature does and are sure that
you need to use it.
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.| rLegsing

. Using a feature that you don’t understand may cause prob-
. lems with the basic operation of your machine or even decrease
. your machine’s security. In the example in Figure 12.4, you use
. the Preferences dialog box to switch from basic to advanced mode.

A Log enied sices atempts
[ Log allowed aocess attempts

Figure 12.4

The Preferences
| dialog box with

Save an Advanced

: —d options section.

Protocols supported

- Networking activity involves many protocols. A personal fire-
- wall doesn’t have to address all protocols but should work with
- the most important ones:

TCP/IP is the most commonly protected protocol, because
it is used for the most common Internet services, including
File Sharing, Web Sharing, Program Linking, Timbuktu
and many other services. (For descriptions of built-in
and common third-party Internet services, see chapters
8, 9, and 10.)

UDP is a basic Internet protocol used mainly by system-
level services such as DHCP (see Chapter 6 and “Protecting
UDP services” later in this chapter.)

ICMP is used in network operations, but most important
for firewall purposes, it is used to ping machines. A ping
is a single ICMP packet that causes your machine to reply,
letting the sender know that your machine is online.

Hackers often look for machines on the Internet by sending
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a ping to every IP address in a range of addresses. They

give machines that respond further scrutiny. (See “Denying .

access to ICMP” later in this chapter.)

AppleTalk services are not protected by personal firewalls

because implementing such a firewall is difficult. Fortu-

nately, with the exception of some cable-modem systems -

(see Chapter 7), AppleTalk is not routed on the Internet.
AppleTalk security on local networks, however, remains
an issue; follow the techniques discussed in chapters 8,
9, and 10.

In most firewalls, TCP/IP protection is provided by default,

and you can specify other protocols (Figure 12.5).

Figure 12.5 Choosing UDP protection.

Firewall feedback

Controlling access to services is a personal firewall’s main func- -
tion. A secondary function is only slightly less important: -
providing feedback about accesses and attempted accesses to -
services on your machine. This information allows you to iden- -
tify possible attacks on your machine and take action if .
necessary. (We cover analyzing and responding to security .

threats in Chapter 13.)

A firewall can provide three types of information:

First, a firewall can maintain a log file that records all denied
access attempts, all allowed access attempts, or both. You can -
analyze the log file to help identify possible security problems. -
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. A good log file usually includes the following details for each
. logged access attempt:

= The date and time of the access attempt
= The result of the access attempt (allowed or denied)

= The port number (service) to which access was
attempted

= The I[P address and host name (if any) of the machine
making the access attempt

- Most Mac firewalls create log files in extended WebSTAR for-
- mat. Because applications that analyze log files (see Chapter
- 13) expect this format, you should look for this log-file format
- when you consider purchasing a personal firewall. In advanced
- mode, logging might include such details as the protocol over
. which access was attempted. Some personal firewalls also allow
. you to see the most recent lines of a log file in real time
. (Figure 12.6).

* Figure 12.6 A log file's most recent lines, shown in real time.

. As a firewall logs accesses, that information appears in a
. firewall window. Log files can be read and analyzed by log-
. file-analysis software. (For a full discussion of analyzing log
- files, see Chapter 13.)

+ Second, a firewall can notify you via an alert dialog box or a
- sound whenever it blocks (or allows, or both) an access attempt
- to a service. Immediate feedback can help you respond to
. attempted security breaches quickly. Also, because most fire-
. walls normally are unobtrusive, notification is an easy way to
. get a sense that your firewall is doing something (Figure 12.7).
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1 Norton Personal Firewall: access DENIED
: Figure 12.7

At 04/23/01 13:09:42, an access attempt was denied it

to Program Linking over TCP/IP, port 3031, from IP Nztlﬁf:act;on of
address 192.168.0.10. a denied access

attempt.

Finally, most firewalls have some means of providing additional -
information about specific access attempts; this information -
is often displayed on a Web site. Typically, you specify a log -
line in the log-file monitor window and click a button that .
takes you to a page on a Web site that describes the access .
attempt in detail (Figure 12.8). ;

Flrewall actron Ths acces attempt was demed To allow access in the future. use
Norton Personal Firewall to allow all access to the port and service listed above or
specifically allow access to the IP address listed above.

Type of access: This access attempt was made to the built-in Program Linking service
that may be running on your Macintosh. Program Linking (through Apple Events or Apple
Script) potentially allows remote control of applications running on your Macintosh.
Program Linking over the Internet is only supported on Macintosh OS 8. If you have
Macintosh 0S 8, you should check the File Sharing Control Panel to see if you have this
service enabled over TCP/IP. Additional information on

can be found at Apple's Mac OS support pages.

Figure 12.8 Additional information about a specific access attempt.

Other kinds of attacks

Some firewalls detect attacks other than simple attempts to -
connect to a service. Attacks of this type often involve a -

sequence of events. The most common are:

Denial of service. By sending many packets of a certain
type to a machine, a hacker can overload and possibly
crash a machine.

Port scanning. As part of an attack, port scanning
usually indicates that a hacker is probing your machine
to locate accessible services. The hacker simply tries to
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open a connection to a large sequence of ports, looking
for successful connection attempts.

Ping of death. A hacker can configure an ICMP ping
packet in such a way that sending it to your machine
will cause your machine to crash. This type of attack
affects only Macs OSes before Mac OS 8.

. Although attacks such as these can target any computer on
. the Internet, they are more likely to be directed against
- machines in large organizations that are running Internet
- services. These sites have high profiles, and their machines
- have TCP ports open, tempting hackers to attempt intrusion.
- If you’re a home user with no Internet services running and
- have a firewall blocking access to all TCP ports, you will be
- of little interest to most hackers.

Multihoming support

. Starting with Mac OS 8.1, you can assign more than one IP
. address to a Macintosh. One IP address is the primary address,
. which is the address configured in the TCP/IP control panel.
. Other addresses, known as secondary addresses, are entered
" in a file named IP Secondary Addresses, which is located in
- the Preferences folder. Assigning multiple IP addresses to one
- machine is also known as multihoming. If you are running
- only built-in Internet services, or none, you don’t need to be
- concerned about multihoming.

. Multihoming is useful when you want to make one server look
. like many—if you create many virtual Web sites on one
. machine, for example. With multihoming, owners of virtual
. sites have their own domain names and also their own IP
- addresses. This arrangement makes it possible to protect
- different virtual sites with different rules—if your firewall works
- with multihoming.

- If a firewall supports multihoming, when you define an access
. rule, you specify not only a service and source IP address but
. also the IP address on which that service runs. The service IP
. address for which the filter (rule) is being created may be
. specified in a pop-up list of IP addresses on the machine
. (Figure 12.9).
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Filters
Server IP address: All Addresses
= 192,168.000.002 Primary. |5
Server Port | 192.165.000.003 s il
At |
7 548, AFP/TCP ; Figure 12.9
KK KKK KKK KKK Dény DoorStop
172.016.000.001 Allow Server Edition
L allows you to
= choose an IP
£ Sim|  address for
the service.

You might create an access rule to allow access to one virtual .
Web site only to users on the local network, another rule to -
allow access to another virtual site only to users on the admin- :
istrative staff’s network, and so on. You could do this only if :

each site uses a different I[P address.

Another use of multihoming is ShareWay IP Pro, which allows -
you to provide TCP/IP access to AFP servers on your -
AppleTalk network. (see Chapter 10). If the ShareWay machine -
has only one IP address, each machine to which ShareWay -
provides access must be accessed through that IP address .
but with nondefault port numbers; the different port numbers .
distinguish one target server from another. Alternate port :
numbers are inconvenient, because the user must enter them
as part of the URL (see Chapter 7). With multihoming, how- -
ever, each target server has its own IP address and uses the -
default port number. If your firewall supports multihoming,
you can use it to protect different AFP servers with different -

firewall rules.

Outgoing-packet protection

Some personal firewalls can protect outgoing packets in either -
of two ways. First, packets can be blocked if they contain :
specific data, such as credit-card numbers. This setup prevents .
your credit-card number from being transmitted in clear text :
over the Internet (including via e-mail) to an insecure Web :
site or in a file. Second, outgoing packets can be blocked to or °
from certain services. This setup can prevent viruses, Trojan -
horses, and virus-corrupted applications from communicating -

with the hackers who installed them.
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. Ease-of-use features

. Most personal firewalls have features that simply make them
. easier to use. In some cases, these features add to your
- machine’s security, by eliminating the possibility of setup errors.
. Ease-of-use features include:

Export the most recent log lines to a text file.

This feature is a convenient way to look at the most
recent accesses to your machine, saving you the trouble
of opening the firewall’s log file and copying lines into
another file.

Look up a host name. Some firewalls allow you to enter
a host name and look up the corresponding IP address.
This feature can be useful if you want to allow or deny
access from a specific host name.

Create configuration sets. If you have a portable
machine that you want to use in several environments,
you may want to use a different configuration for each
environment. At work, you may want to allow access
only from certain machines on the local network; at
home, you may want to allow no access. Naming and
saving these configurations makes it easy to switch
settings and eliminates the possibility of misconfiguring
your firewall when you switch environments.

Receive notification of upgrades. This feature is purely
a convenience. Some firewalls have a menu command
that connects to the vendor’s Web site and checks for
upgrades.

: Configuring a Personal Firewall

. Most Internet users should follow a simple rule in setting up a
. personal firewall:

Use the default settings. For most firewalls, these settings
will deny access to all TCP/IP services from all IP addresses.

- Using the default settings should let you use the Internet with-
- out the risk of hackers trying to access TCP/IP services on your
- machine. After you install the firewall and restart your
: Macintosh, the firewall should run without further input from
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you and should deny access to all TCP/IP services from all IP -
addresses. No one on the Internet will be able to access your -
File Sharing, Web Sharing, or any of the other TCP/IP services .
covered in chapters 8, 9, and 10. (Refer to Figure 12.3 earlier :

in this chapter for an example of a default setup.)

You may wish to change the default settings. For the firewall -
shown in Figure 12.10, you select a service on the left side of -
the setup dialog box and specify access permissions on the right -
side. Most personal firewalls use this model for creating rules: -
specify a service and the IP addresses from which to allow or .

deny access. By default, the firewall should deny all access.

: @ Program Linking over TCP/IP

: (D Deny sccess fromo
8528 web Sharing 5 OAilwallm i
= : mm;llat it

: im }[mt }{mau]

Figure 12.10 A typlcal firewall setup dialog box in basic mode.

Allowing access to specific TCP/IP services

If you decide to run an Internet service on your Macintosh, you -

Y

will need to create a firewall rule to allow users to access it.

Allowing access to a service does not mean that anyone
can use the service. Users whom the firewall permits to
access File Sharing, for example, must still log in with a
user name and password. Users who are denied access to
File Sharing can’t even connect to attempt a login.
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. To create a rule that allows access to a service, you first specify
. the service; the procedure depends on the firewall you use. In
" basic mode, you might choose a service from a list of services.
- In advanced mode, you might choose a service from a larger
- list or even define a new service by entering a port number.
- Tables 12.1 and 12.2 “Services and Port Numbers” later in this
- chapter list port numbers for common services. To create a
- rule to allow access to a service, you must also specify the IP
. addresses from which you want to allow access.

When you create a rule allowing access to a service, allow
access to the smallest possible set of IP addresses.

- If you decide to host a personal Web page from your machine,
- you may want to allow access from all IP addresses so that
- anyone on the Internet can access the page. If you want to
. share the page with only a few friends, however, you should
. allow access only from their IP addresses (Figure 12.11).

= Web Sharing

. 172.16.0.1
é@fi Al DKhers 192.166.0.0 to 192.168.0.255 ’

* Figure 12.11 Access permissions for File Sharing over TCP/IP, with File
. Sharing over TCP/IP selected on the left side of the dialog box and
* access permissions configured on the right side.

. The example shown in Figure 12.11 is typical of personal fire-
- walls in that it offers several ways of specifying access to a
- service. Different firewalls may implement access permissions
" in a different way. In this example, the options are:

Deny all access. The safest of all settings, this option
should be the default for any service. No one will be
able to access the service.

Allow access from only IP addresses in list. Access is
denied to all IP addresses except those specified.
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Deny access from only IP addresses in list. Access is
allowed to all IP addresses except those specified.

Allow all access. Anyone on the Internet can access
the service.

Most firewalls provide several ways to specify addresses (Figure .
12.32}. :

= =———Ne W'MGNSSJ%' 7 '
File Sharing over TCP/IP el
(ShareWay I1P)

Allow access tﬁ;f :
W Notes

@ single IP address dentifies @ 9ingle com
(2 IP addresses starting with | P address for a websit
(3 Subnet : Find. =

P o

Figure 12.12
You can specify
addresses in
several ways.

In the example shown in Figure 12.12, you can use the follow-
ing options to specify addresses:

Single IP address. Because this method specifies only :
one address, it is the safest option. This method is useful .
only if the machine to which you want to allow access
has a static IP address (see Chapter 6).

IP address starting with. Typically, you specify a range
of IP addresses by entering the first one, two, or three .
fields of an address. If you enter 192.168.0, for example, -
you specify the range 192.168.0.0 through 192.168.0.255. .
IP address ranges are useful for allowing or denying
access to whole organizations; they can also be useful :
for specifying the IP address of a machine with a dynamic -
address. Although dynamic addresses are different every
time, they do fall within a range. Specifying an address
range is, in this case, a good compromise between the
ideal of a single address (which won’t work) and allowing -
all IP addresses (which creates more risk than necessary). -
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If you want to specify a range of IP addresses to
describe a network, the Subnet option gives you better
control of the range.

Subnet. If you want to allow access to a service for
everyone on a specific network, you should be able to
configure your firewall by choosing this option. You
could enter an IP address and subnet mask to specify
an address range for the network, for example. Some
firewalls have a shortcut feature for your network; the
firewall reads the IP address of your machine and the
subnet mask, as displayed in the TCP/IP control panel,
and computes the address range for your network.

- Allowing access to all TCP/IP services

- As we stated earlier in this chapter, the general rule for con-
- figuring a personal firewall is first to deny access to all
- services and then allow access to only those services that need
. it. In some situations, however, it may make sense to reverse
- this rule and allow access to all services but then deny access
- only to specific services.

" One such situation would be an intranet that is protected by
- a network-global firewall. Because users on the network would
- already be protected from the Internet, they might choose to keep
- their personal firewall configurations simple by allowing access
- to all services, rather than create individual service entries.

. Another situation would be accessing a service that opens
- multiple ports on your machine, such as the ICQ instant-
. messaging service. Rather than create an entry for each port,
" you could turn on access to all ports.

- If you allow access to all services, you should make a careful
- inventory of all services running on your machine and create
- entries in your firewall for each service, denying access from
- all but the necessary IP addresses.

- Protecting UDP services

. For many users, simply protecting TCP/IP services is adequate.
. At times, however, you will want to protect UDP. Most UDP
- services that you may want to block use low-numbered ports,
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and most day-to-day operations use high-numbered ports -
(above 1023). Many firewalls let you restrict access only to -
low-numbered ports. The most common reasons to protect UDP .
services are: '

UDP protection can add security to critical services.
UDP services such as SNMP and Apple Network Access
(see Chapter 9) create high potential risk. Although
these services have built-in security features, the added
security of firewall protection is a good idea.

UDP protection can hide certain TCP services. Timbuktu,
for example, uses UDP to locate other TCP/IP-accessible
Timbuktu machines. Such machines are displayed in a

list in the Timbuktu application, much as AFP servers

are displayed in the Chooser. By protecting UDP access -
to the appropriate ports (Timbuktu uses UDP port 1419), .
such services can be hidden from other users. :

Some other services use SLP (Service Location Protocol) -
on UDP port 427 to make themselves known on a network. -
File Sharing, for example, registers with SLP, making it -
possible for the Mac’s Network Browser to find such

file servers on a local network and display them in a :
list. By blocking UDP port 427, your File Sharing (or any
other services that use SLP) cannot register with SLP. Z
Any hidden services will still be accessible, but potential
intruders will not be able to see them in a list.

Denying access to UDP can cause problems in the day-to-day -
operation of your machine, especially if you deny access to -
high-numbered UDP ports. If you protect UDP services, you -
should take the following issues into account: :

DHCP. If your machine gets its IP address from a DHCP
server, you must allow access to port 68. Ideally, you

want to allow access from only the IP address of the

DHCP server. To get the DHCP server’s IP address, deny
access to UDP port 68, restart your machine, and check -
the log file for a denied access to port 68. The IP address -
in this log line will be the IP address of your ISP’s DHCP -
server. Configure your firewall to allow access to port -
68 from the IP address in the log file. If you don’t allow
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access to port 68, your machine will assign itself an IP
address from a private range, and you will not be able
to get online.

DNS. If you protect UDP services, you may have problems
with DNS (see Chapter 6). When an application contacts
a name server to determine the IP address for a host
name, the name server sends the IP address back to a
random high-numbered port. Unless you allow access to
all high-numbered UDP ports, applications will not be
able to resolve host names.

Network time servers. If you configured your Date &
Time control panel to use a network time server, you
must allow access to UDP port 123.

Real-time QuickTime streaming and other real-time
services. QuickTime and other audio/video broadcasts
are sometimes transmitted via RTP (Real-Time Protocol)
and RTSP (Real-Time Streaming Protocol), especially
when those broadcasts are live. These protocols use
high-numbered UDP ports. See “Configuring a firewall
for specific services” later in this chapter for details on
how to handle media streaming.

- Denying access to ICMP

- Some personal firewalls can block ICMP. ICMP is a complex
- protocol used for various purposes in networking, but from a
- security perspective, it is significant for its use to ping
- a machine. A ping is analogous to a sonar ping, which is used
. to locate objects underwater. A single ICMP packet is sent to
. a machine. If the machine responds by sending back an ICMP
- packet, the original sender knows that the target machine is
. online. Ping is also used to measure network performance by
. determining round-trip time (the time it takes a packet to reach
. its destination and return).

- Hackers use pings to locate machines on the Internet. A com-
- mon approach is to ping every IP address in a range of
. addresses to see which ones respond and examine the machines
- that do respond. A hacker might use ping to locate a machine
. on the Internet, do a port scan on the machine to see which
. TCP/IP services are running, and then try to gain entry to those
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services. If your machine does not respond to a hacker’s ping, -
the hacker won’t know from this simple test that your machine -
is online. Denying access to ICMP is called stealth mode because
it makes your machine invisible to this common type of probe !

(see “Using stealth mode” later in this chapter).

Denying access to ICMP has drawbacks, however. Ping is
a low-level protocol that many applications use to determine -
connectivity and round-trip time, among other things. Blocking -

ICMP may cause problems with various network services.

Logging

Although your firewall’s default configuration should be that -
full logging is enabled, it is a good idea to confirm that :
logging is on, because the information that log files provide !
is useful (see Chapter 13). At the very least, you should log :
denied accesses. If you are not running Internet services on -
your machine or are running lightly used services, you should -
also log allowed accesses. You probably do not want to log -
allowed accesses if you are running a busy Internet service -
on your machine, such as a Web site; the log file can become -

very large.

Setting up notification

By default, most firewalls do not notify you of allowed or denied
access attempts. Enabling notification is mostly a matter of taste. |
Some users like to know every time access is attempted; :
To others, notification is a nuisance. If you’re not sure whether -
notification would be useful, try it; you can always turn it -

off later.

If you are notified of access attempts via a dialog box (refer to -
Figure 12.7 earlier in this chapter), the dialog box may interfere -
with operations on your machine, especially in versions of the .
Mac OS before Mac OS 9. If you are away from your machine .
and a notification dialog box appears, it may cause some .
processes to hang, especially those that involve user interaction. |
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- Using stealth mode

. Stealth mode is a relatively new term that different people use
. to mean different things. Generally, however, stealth mode
. refers to a machine that does not respond when it normally
. would. One case is ICMP pings, which hackers commonly use
- to detect a machine on the Internet. Your machine normally
- responds to a hacker’s ping, letting the hacker know that you’re
- online. By blocking ICMP pings (and, therefore, not respond-
- ing), you give the appearance of not being online.

. Another meaning of stealth mode is not responding to TCP
. connection requests for specific services (Figure 12.13). A fire-
- wall that is blocking access to a service normally responds to
- connection requests for that service by sending back a reset
- packet, stating the port is not accessible. If you are protecting
- File Sharing on your machine, and a hacker tries to access it, he
- will get a response from your machine (the reset packet), saying
. that port 548 is not accessible. But this packet also tells the hacker
- that a machine is online at your IP address, so he may try to access
. other services or launch other kinds of attacks. If however, your
- firewall does nothing when it receives the connection request,
- the hacker will be led to believe that no machine is online at
- your IP address and may move on to another IP address.

Internet E
. A A
. Connection All other packets to/from | Packets to/from
* requests your Internet services services on the Internet
x No reset
A packets
Personal
Firewall
|
X v Y

Internet services Internet client software
(e.g. File Sharing) (e.g. Web browser)

Your Macintosh

: Figure 12.13 Stealth mode applied to all TCP/IP services.

200



12: PERSONAL FIREWALLS

Although stealth mode may sound appealing in terms of .
increasing security, it introduces problems in normal operations. .
If you have an alias to an AppleShare server that’s accessible .
through TCP/IP, for example, and that server is behind a fire- :
wall that blocks ICMP, that alias will not work unless you run
the AppleShare Client Setup utility (available on the Apple :
Support Web site at www.apple.com/support/} to disable the -
AppleShare client’s address verification via pings. Another -
example is a mail server that uses authentication through the -
AUTH service. When you send an e-mail, the server attempts -
to contact your machine on port 113 to confirm your identity. -
If your firewall denies access to the port, the mail server sees .
that access is denied, knows that no authentication service is -
available, and processes your e-mail without authentication. .
If you use stealth on this port, however, the mail server will :
wait for a response—anywhere from 30 seconds to a minute
or more—before proceeding, making the sending of e-mail :

unacceptably slow.

Configuring a firewall for specific services

Configuring your personal firewall for use with most services -
is quite straightforward. You determine the port number that -
the service uses and allow or deny access to that port from -
the appropriate IP addresses. Some services, however, require .

more care.

Timbuktu. Newer versions of Timbuktu are slightly different :
from older versions. Older versions used port 1417 for control -
capabilities, and newer versions use port 407 by default but -
will use port 1417 when communicating with older versions. -

Follow these tips if you are trying to limit control access:

« To Timbuktu 5.2 or later, from version 5.2 or later,
create a firewall rule for port 407.

= To Timbuktu 5.2 or later, from both older and newer
versions, create a firewall rule for port 407 and one for
port 1417.

« To Timbuktu earlier than version 5.2, create a firewall
rule for port 1417.
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. In general, the easiest process is to create the same rules for
. both Timbuktu ports. Similar tips apply to limiting observe
. access to Timbuktu, except that you would use port 1418
. instead of 1417.

- Downloading files through FTP. If you use FTP for file down-
- loads, you may have problems accessing FTP servers. Many Web
- sites make files available through FTP, so these problems could
- be fairly common (see “Downloading files” later in this chapter).

- Napster. If you try to download a music file through Napster,
. that service sometimes opens a connection to TCP port 6699
. on your machine to transfer the file to you. You must create
- arule to allow access to this port for the machine from which
- you’re downloading the file.

- QuickTime and other audio/video streaming. Although many
- audio/video broadcasts are transmitted via HTTP, they may
. use RTP (Real-Time Protocol) and RTSP (Real-Time Streaming
. Protocol), especially when those broadcasts are live. RTP and
. RTSP don’t always open the same port number on your
. machine, making it difficult to create firewall rules to accom-
. modate them. If your firewall is blocking UDP, you must
- create rules that allow access to at least UDP port 6970 for
* QuickTime and probably to several sequentially higher ports
- as well. You may want to obtain the IP address of the stream-
- ing server from the firewall’s log file and allow access to all
- ports from that IP address.

. AUTH. AUTH is a general Internet protocol that authenticates
- clients to servers. When you try to connect to a server (with
. an e-mail client or Web browser, for example), the server may
. attempt to contact your machine on TCP port 113 to confirm
- your identity via AUTH. If your machine does not speak AUTH
- (Macs generally don’t), the server proceeds anyway. Thus,
- AUTH is not a very useful protocol for Mac users and can
- create problems in your security monitoring. If your firewall
- denies access to port 113, you can have many denied accesses
- in your firewall’s log file. To prevent these log entries, allow
- access to TCP port 113 from the IP addresses of the servers
. you contact that use AUTH. You can get the IP addresses from
. your firewall’s log file.
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Downloading files

You have many ways to download files from the Internet. One -
of the most common methods is through an old protocol called -
FTP (File Transfer Protocol). If you follow the basic firewall -
rule of denying access to all ports and allowing access only to .
needed services, you may have trouble downloading files due
to problems with FTP. You usually get an error message saying .
that a connection cannot be established. This situation is a :
problem when you’re using an FTP client such as Fetch; it also :
may be a problem when you’re downloading files from the -
Web. Some sites enable download via HTTP, which is gener-
ally safer and easier to use with firewalls, and some sites use -
FTP. Web browsers can handle either protocol. See Chapter 14 -

for a discussion of the risks of using FTP.

FTP can operate in one of two modes: active or passive. When
you are downloading a file in FTP active mode, your FTP client !
(or Web browser) opens a connection to port 21 on the FTP
server. Then the server tries to open a second connection back
to your machine on a high-numbered port. The problem is that -
you don’t know ahead of time which port the server will use,
so you can’t configure your firewall to allow access to that -

port (Figure 12.14).

FTP client
(Fetch, Web browser, etc.) 21

Your Macintosh FTP server

FTP client 52134
(Fetch, Web browser, etc.)

Your Macintosh FTP server

Figure 12.14 FTP active mode.
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. One way around this problem is to allow access to all ports,
. but that defeats the purpose of having a firewall. The follow-
. ing solutions are better:

= Configure the Internet Control Panel to specify that FTP

transfers use passive mode, in which the FTP server
does not try to open a connection back to your machine.
Open the Internet Control Panel, click the Advanced tab,
and check the Use FTP Passive Mode (PASV) checkbox
(Figure 12.15). If you are downloading from the Web,
configure your browser to use the Internet control panel,
if possible.

. =

Active Set: [ﬁfault‘r“_f i

= Edit Sets

|| Editset: [Derawre (%] Duplicate Set...

|| /Persanar /E-main\ /Web)\ /News \/ Advancea'\

Default FTP Servers:
Archie Server: [ USA, InterNIC =)

Info-Mac Server: [ USA, UUNet, Virginia | %]

UMich Server: [(USA, CDROM 1#)

Helper Apps };

. [ Use FTP Passive Mode { PASY)

Fonts

* Figure 12.15 Internet Control Panel.

= If your FTP client does not refer to the Internet Control

Panel, configure your FTP client to use passive mode.
The procedure depends on which FTP client you use,
although you typically use the Preferences dialog box.

= If your browser does not use the Internet Control Panel

or your FTP client cannot be configured to use passive
mode, turn off the firewall, start the download, and turn
the firewall back on. Some firewalls allow you to turn
them off for a specified number of minutes and then
turn themselves back on automatically, eliminating the
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possibility that you will forget to restart them. A firewall .

needs to be off only until the download starts (Figure

12.16).

Morton Persoem! Firewstf /3 EMM
- Open Norton Personal Flrmll

Disable Firewall protection -
Tem orarily disable Firewall

rateatian};;a

Figure 12.16
Control-strip option

for disabling a firewall .

temporarily.

Allow access to “all other” services on your machine

but from only the IP address of the FTP server. You can

get the IP address from your firewall’s log file by looking
for a denied access to a high-numbered port just after you -

try to access the FTP site. By creating such a rule for
your firewall, you allow the FTP server access to any
high-numbered port it chooses. You also allow access to

many other ports, but they can be accessed only from the .

specified IP address. Therefore, a hacker is very unlikely
to access your machine through one of those ports.

Some FTP clients let you specify a set of port numbers

for the FTP server to connect back to in active mode.
Configure your firewall to allow access only to these

port numbers.

Use a stateful firewall, which allows a connection to

be opened by an FTP server to a port that is otherwise
protected by the firewall (see “Stateful firewalls” earlier

in this chapter).

Testing a Personal Firewall

As you set up your personal firewall, you may want to test it. .

Testing can confirm two things:

That you configured the firewall as you intended. In

particular, if you configured your firewall to allow access

to more than one service from more than one IP address,
testing can confirm that you specified the correct IP

addresses and services.

That the firewall blocks connection requests. Because
personal firewalls normally provide no direct feedback,
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you may gain some peace of mind by testing the firewall
and confirming that access attempts are denied when
they should be.

" You can run two types of tests:

Self-test. Most personal firewalls have a self-test feature
that allows you to simulate an access attempt to a service
(Figure 12.17). Self-testing is quick, easy, and should
be sufficient for many users. You choose the service to be
tested from a pop-up menu and click the Test button.
The firewall simulates an access attempt to the specified
service from the firewall machine’s IP address and then
displays the result—allowed or denied—in the self-test
window. A more advanced self-test feature can check non-
default configurations. You could specify the IP address
to be tested, make a choice from a larger pop-up menu
of services, or enter a port number for services that are
not listed in the pop-up menu.

‘ fvﬁslgn&i&tlng‘m&gbm;
results of the self test, In
- enable:logging ¢ notificati
Service to test :
(ebiharleg -~~~
Prpﬁ&thﬁ»wl:
Deny all acoess REE i
" ooess to this servieo was DENED,

Figure 12.17
A personal

firewall's self-
test window.

External test. External testing is more difficult than
self-testing but provides slightly more credible results.
Self-testing is based on the firewall’s simulation of
receiving a packet designated for a particular service
from a particular IP address, but for technical reasons,
the test is not quite the same as a packet actually arriving
at the firewall from the Internet. Self-testing is adequate
for most users, but if your firewall is protecting critical
services, you may want to run an external test for peace

206



12: PERSONAL FIREWALLS

of mind. Running external tests from a several IP addresses -

is difficult, however. If you want to test a configuration
with many IP addresses, self-test probably would be
much easier.

You can perform three types of external tests: ad-hoc, Web-based,

and tests that use testing utilities.

In ad-hoc testing, a user on another machine tries to access a -
service behind your personal firewall. This type of test gives -
you the satisfaction of having a user report that he or she was .
denied access to a specific service on your machine. Ad-hoc
testing is the most “real-world” testing you can do; it also .
may be the only way to test services that are not covered by

Web-based testing.

Web-based tests are performed using the Web sites of compa-
nies that test access to your machine for you. In one such -
service provided by Symantec (http://security2.norton.com/), :
you click a button on a Web page; Symantec sends connec- -
tion requests to many commonly used ports on your machine -
and creates a report on the results. Another Web-based testing -
service is Shields UP (http://grc.com/default.htm). Web-based
testing has the advantage of testing many ports with little effort :
on your part. This type of test is not so useful for testing :
firewall configurations that allow or deny access from specific -
IP addresses or ranges of IP address, because all Web-based -

tests are done from the same IP address.

Testing utilities are software programs, such as iNetTools -
(http://www.wildpackets.com/), that do port scans. By doing .
a port scan on a range of port numbers and inspecting the :
log file, you can determine the protection provided to each
service. Every connection request comes from the same IP :
address, but with software testing, you have the option of :
running the same test from several machines, each with a -

different IP address.
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- How to test your firewall

How you test your personal firewall depends on the complexity
- of your firewall configuration and the nature of the services
- that you are protecting.

- Most users leave their personal firewalls in the default config-
- uration, denying access from the Internet to all TCP/IP services.
- If you use this setup and want to convince yourself that the
. firewall blocks access attempts, you can self-test. Select any
. service, and click the Test button. If logging and notification
. are enabled, an entry should appear in your log file, and you
- should get notification. Because access is denied to all services,
“you can assume that if one service tests correctly, all the
- services will. The alternative is to test all 65,535 ports.

If you want to test a configuration with many services and
many IP addresses, self-testing is preferred for its flexibility
and ease of use. To confirm that a firewall is working,
external testing is slightly more credible.

- If you have a more complex configuration, self-testing will
- help you determine that the configuration is correct. You can
- specify the service to be tested and (if your firewall supports it)
. the IP address from which to simulate the test. Self-test makes
. short work of testing many services from many IP addresses.

- If you are protecting a particularly critical service, such as
* Timbuktu or Apple Network Assistant, you may want to try an
- external test. Although self-testing is extremely reliable, it is
- not the same as packets arriving at the firewall machine from
- the Internet. You also can run an ad-hoc external test or use
- a testing utility such as Shields Up or Symantec Security Check.

- Testing Mac OS 9 and Multiple Users

. If you use the Multiple Users feature of Mac OS 9, you should
. test your firewall for each defined user to ensure that users
. are getting the protection you think they are. Norton Personal
. Firewall, for example, uses the same Preferences file—and,
. therefore, the same rules—for each user. This firewall also uses
- a common log file for all users. Other firewalls may differ in
- their behavior.
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Troubleshooting a Firewall

One of the principal goals of a firewall is to be as unobtrusive
as possible. Running a personal firewall on your machine may
introduce problems with day-to-day Internet operations, how- -
ever. If you are experiencing problems that you cannot explain, -

you can try two things:

Check the log file. If you are having problems that you
can’t explain, check your firewall’s log file for denied
access attempts that involve the service in question.

Temporarily turn off the firewall. If the problem persists, -
the firewall is not causing it. If the problem goes away, you .
may need to create a new rule for the service in question. .

TCP problems

Using a firewall to protect TCP services may cause problems

with certain operations.

AUTH. If a mail or Web server that you access uses

AUTH authentication, the server may try to contact your .
machine on TCP port 113 every time you send a message. .

The server is attempting to verify that you are who you
say you are. If your firewall denies access to port 113,
the server will still process your request, but you will
have a denied access entry in your log file for port 113.
Over time, you may acquire many such denied entries.
To prevent this problem, allow access to TCP port 113
from the IP addresses that use AUTH. You can get these
addresses from your log file.

FTP. If you deny access to high-numbered TCP ports,
you may have trouble downloading files, even if you
don’t use an FTP client application. Some downloads
from the Web are done via FTP, which Web browsers
can handle. For details on the problems you may
encounter and how to handle them, see “Downloading
files” earlier in this chapter.

Napster. Napster sometimes opens a connection to TCP
port 6699 on your machine to transfer a file to you. If
you are having trouble downloading files from Napster,
try creating a rule to allow access to port 6699 for the
IP address from which you’re downloading the file.
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. UDP problems

- If you deny access to UDP services, you may introduce prob-
- lems with the day-to-day operation of your machine, because
. the Mac OS uses UDP for various behind-the-scenes tasks. Com-
. mon problems are:

DNS. When an Internet application asks a name server
to resolve a host name to an IP address, the name server
replies to a high-numbered UDP port on your machine.
In Mac OS 9, this port may be 49152, but the port number
can vary, making it impossible to create a firewall rule
for a single port number that fixes the problem. If you
are blocking high-numbered UDP ports, your Internet
client applications (such as a Web browser) will complain
that host names (www.apple.com, for example) are not
found. If your firewall allows, you can create a rule that
blocks access only to UDP port numbers below 1024.
These port numbers are used for the most important
services. This rule allows a name server to respond on
any high-numbered port.

DHCP. If you are blocking access to UDP ports, your
machine may not be able to get a dynamic IP address
that’s valid for Internet communication; instead, it will
assign itself a private IP address in the range 169.254.0.0-
169.254.255.255. DHCP, the protocol used to get dynamic
IP addresses, uses port 68. If you block UDP, and your
machine uses dynamic IP addresses, you must enable
access to port 68. Ideally, you should enable access only
to the IP address of the DHCP server. To get this address,
deny access to port 68 and restart your machine. Examine
the log file for a denied access to port 68. The source

IP address is the address of the DHCP server. Create a
rule that allows access to port 68 from this IP address.

= Date & Time control panel. If you specify the use of
a network time server in the Date & Time control panel
(Figure 12.18), you must enable access to UDP port 123.
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* . Clock wes lsst synehroni
11/55:29AMon 5/8/01.

chomtapdss LaE T Figure 12.18
Nt B T— Specifying use of a
network time server.

ICMP problems

Because ICMP is so widely used in networking operations, -
denying access to ICMP can have a variety of effects on your -

machine. See “Stealth mode” earlier in this chapter.

Network Address Translation

Although Network Address Translation, or NAT, (described in
Chapter 15) is not intended to be used primarily as a firewall, :
it does have some of the same functions. Because the machines
on a network that use NAT are assigned IP addresses from a -
private range, no one on the Internet can initiate contact with
those machines, although users on those machines can use -

the Internet. (Chapter 7 discusses private addresses.)

If your network uses NAT, a personal firewall is still a good -
idea. It is a redundant security measure; it can protect against -
access attempts from your internal network; and it does .
logging, which can provide useful information for spotting !

attempted security breaches.
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- Services and Port Numbers

- Table 12.1 lists port numbers used by common TCP and
- UDP services, Table 12.2 lists port numbers used by many
- other services, and Table 13.1 lists common attack ports.

Table 12.1 Built-In and Common Third-Party Services

Port  Service Notes Protocol
68 Dynamic Host Configuration Commonly used to  UDP
Protocol (DHCP) obtain a Mac's IP

address

80 Web Sharing TCP

123 Network Time Protocol uDP

161 Simple Network Management ubP

Protocol (SNMP)

407 Timbuktu 5.2 or later Previous versions TCP
use other ports

407 Timbuktu Handshaking only, =~ UDP
before version 5.2

497 Retrospect TCP

497 Retrospect Finding clientson ~ UDP
the network

548 File Sharing over IP TCP

1417 Timbuktu Control (pre-5.2) Login is through TCP
UDP Port 407

1418 Timbuktu Observe (pre-5.2) Login is through TCP
UDP Port 407

1419  Timbuktu Send Files (pre-5.2) Login is through TCP
UDP Port 407

1420 Timbuktu Exchange (pre-5.2) Login is through TCP
UDP Port 407

3031 Program Linking over IP TCP

3283 Apple Network Assistant ubDP

5003 FileMaker Pro Direct access, TCP
not through Web

5003 FileMaker Pro For obtaining uDP
host list
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Table 12.2 Other Services

Port Service Notes Protocol
20 FTP Data Used only as a source port TCP
21 FTP Control TCP
23 Telnet Common port for attacks  TCP
25 SMTP (e-mail) TCP
53 DNS Mainly uses UDP, not TCP  TCP
53 DNS Sometimes uses TCP ubep
69 Trivial File Transfer ubp
Protocol (TFTP)
70 Gopher TCP
79 Finger TCP
88 Kerberos TCP
105 PH (directory) TCP
106 Poppass (change password) TCP
110 POP3 (e-mail) TCP
111 Remote Procedure Used for many Unix TCP
Call (RPC) services
113 AUTH TCP
119 NNTP (News) TCP
137 Windows Name Service upe
138 Windows Datagram Service upp
139 Server Message Block Windows file sharing TCP
(SMB)
143 IMAP (e-mail) TCP
311 AppleShare Web Admin TCP
384 ARNS (tunneling) TCP
387 AURP (tunneling) TCP
389 LDAP (directory) TCP
427 SLP (service location) Only for large responses ~ TCP
427 SLP (service location) Uses TCP for large uDP
responses
443 SSL (HTTPS) TCP
458 QuickTime TV upbrp
510 FirstClass server TCP
514 Syslog ubP
515 LPR (printing) TCP
554 RTSP (QuickTime server)  Also uses UDP 6970+ TCP

Table continues on next page
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. Table 12.2 Other Services continued

Port  Service Notes Protocol
554 Real Time Streaming upDP
Protocol (QuickTime)

591 FileMaker Pro Web Recommended alternative ~ TCP
to 80

626 IMAP Admin Apple extension TCP

660 AppleShare Remote Admin TCP

666 Now Contact Server Doesn't match actual port  TCP
assignment

687 AppleShare User/Group TCP

sharing

1080 WebSTAR Admin WebSTAR port number TCP
plus 1000

1443 WebSTAR/SSL Admin WebSTAR port number TCP
plus 1000

2049 Network File System (NFS) uDP

4000 Now Public Event Server TCP

4199 Eudora Mail Server Admin TCP

4347 LANsurveyor Responders  Also uses UDP TCP

5190 AOL Instant Messenger TCP

5498 Hotline Tracker UDP port 5499 for TCP
finding servers

5500 Hotline Server TCP

5501 Hotline Server TCP

6346 Gnutella Music-sharing service TCP

6699 Napster client Used when server is in TCP
firewall mode

6970  QuickTime and RealPlayer ubp

and up

7070 RealPlayer Also uses UDP ports TCP
6970-7170

7070 RTSP alternate (RealPlayer) uDP

7648 CuSeeMe (video) Client connections; TCP
UDP for audio/video

7649 CuSeeMe (video) Connection establishment  TCP

19813 4D server Previously 14566 TCP

(6.0 and earlier)
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Analyzing
and Respondmg to
Security Threats

In this chapter, we talk about how to tell when your machine
is being attacked and what to do if it is.

If you have a personal firewall on your Mac, you will probably
notice access attempts to various services on your machine
from IP addresses you don’t recognize as those of friends or
colleagues. Some of these access attempts may be attacks;
others may not be. How do you tell the difference? And if you
do detect an attack on your machine, what can you do about
it? This chapter tells you how to generate useful data, how to
analyze and interpret the data, and how to investigate and
report suspicious activity.
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. Generating Useful Data

- Before you can detect and respond to security threats, you need
- good data: Who accessed or attempted to access your
- machine, when those attempts were made, and what services
- were involved. The log files generated by personal firewalls
- and various Internet services are an excellent source of infor-
- mation. Creating log files is the first step in detecting and
- responding to security threats.

. Log files

. First, use a personal firewall (Chapter 12) and enable its logging
. features. You should log denied access attempts and usually
. log allowed access attempts as well. Logging allowed access
. attempts on a machine with services that have many TCP con-
' nection requests (see Chapter 12) can generate a large log
- file in a short time. A Web server, for example, often gets a
- connection request for every page and graphic that is down-
- loaded, whereas a file server gets a connection request only
- when a user logs in. Most of us don’t run heavily used Web
- servers on our machines, so allowed connections should be
- logged as well.

. Useful log-file information includes:

» The date and time of the access attempt;

= The port to which access was attempted;

= The IP address from which access was attempted;
= The result of the attempt (allowed or denied).

- Your firewall’s log file generally is your first line of defense in
- spotting security threats. The log provides an overview of all
- services on your machine and allows real-time monitoring of
- access made to any service.

. Log files generated by Internet services are also useful, providing
. more detailed information than a firewall log does. A File
. Sharing log, for example, lists the name of each user who logs
- in and the date and time of login and logout. If your firewall log
- file shows an allowed connection to File Sharing from an unknown
- IP address, you can check the File Sharing log file to see which
- user logged in at that time and then talk with that user.
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Service log files provide more detail on access attempts, helping -
you fine-tune your investigation. Logging is available for the .
following services: :

= File Sharing over IP (via ShareWay IP Personal Edition)
= Web Sharing

» Timbuktu

» FileMaker Pro

= Retrospect

If you provide any of these services on your Mac, or any other :
services that generate log files, you should enable logging.

As a log file grows, you may want to start a new one to keep
any single log file from becoming unmanageably large. A big -
log file is slower to work with, and if it gets too big, your -
analysis software may not be able to open it. You should check -
log-file sizes periodically. When you get a sense of how quickly -
a log file grows, you can schedule a time to start a new one. -

Compact and store old logs for future use. Because processes :
such as credit-card billing and law enforcement move slowly, :
you may not realize that you need the data until months or :
even years later. As long as you have the disk space, you should :
never throw away old log files. Open Door Networks once used °
six-month-old log files to help track down a fraudulent credit- -
card purchase.

Old data may also be useful for looking at long-term trends. -
You may want to compare current firewall activity with activity .
last month, or last year, to see whether access attempts have .
increased. '

Log-file format :
Many formats are used for firewall and Internet service log :
files. For the Macintosh, a standard is the extended WebSTAR -
format, based on the format used by the popular Macintosh -
WebSTAR Web server. The extended format makes it possible -
to use the same general format for applications other than Web -
servers, such as AFP servers and firewalls. :
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- When you’re looking for a firewall or for Internet service soft-
. ware, look for the capability of writing log files in extended
- WebSTAR format. Such log files are tab-delimited text files,
. containing lines that indicate the number and meaning of the
. fields (Figure 13.5).

. Real-time information

- Although a firewall log file is the single most important source
- of information, real-time information from your firewall or other
- services can also be useful. Real-time information can be in
- the form of notification via a dialog box or a sound or a real-
. time display of the firewall or service log. Some Internet services,
. such as File Sharing, also provide real-time monitoring.

- Immediate feedback can be useful in two ways:

You become aware of possible security threats while
they’re happening. If an attack is being made on
your machine, you gain an advantage by taking action
immediately, even if your machine is fully protected.
Contacting the appropriate authorities while an attack
is under way may help identify the perpetrator.

You can associate your own actions with firewall
events. If your firewall denies access to all ports, and
you try to download a file from a Web site that uses
FTP (see Chapter 12), you will get an error message
from your browser and your firewall will deny an
access. Seeing the two pieces of information together
will help you identify and remedy the problem and will
help you make sense of the log-file entry.

. Detecting Suspicious Activity
- After you enabled logging for at least your personal firewall,
- you have the raw data you need to detect security threats on

* your machine. You can look for suspicious activity in real time
- or by analyzing a log file.

Establish a baseline

. When you install your firewall, you probably will see access
. attempts to your machine right away. Before you respond to
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any accesses, take a few days to establish a baseline for your -
firewall and to learn what kinds of access attempts are normal
for your machine. Some access attempts are part of your .
machine’s network operations; some are from your ISP; :
others are random events. Knowing this will help you spot :

suspicious accesses.

You may also want to establish a baseline for how many access -
attempts are made. This information can help you spot days of -
unusually high activity. Summary reports are easy to generate -
when you use the appropriate software (see “Log-file analysis -
tools” later in this chapter). You might decide to run a report of .

daily totals on the last day of each month, for example.

Store the results for future reference. Such data can help you
see long-term trends in overall firewall activity and spot days -

of abnormally high activity.

What to look for

How do you spot suspicious activity? As you watch real-time
events or analyze a log file, look for patterns in the data. Most -
often, a pattern—not an isolated access attempt—reveals sus- .

picious activity.

Don’t be alarmed by every access attempt.

Your firewall’s log file will probably reveal many access :
attempts, but many of them do not involve malicious activity. -

Possible reasons for access attempts are:

Normal network operations. Many Internet client appli-
cations, such as Web browsers and e-mail clients, access -

a domain name server (DNS) to resolve host names to
IP addresses. Depending on how your firewall is config-
ured, you may see name-server responses in your log
file. If your machine uses a dynamic IP address, you
may see a log entry from the DHCP server right after

your machine starts. If you contact a mail or Web server -
that uses the AUTH authentication mechanism, you may -
see log entries from the server trying to access the AUTH -

port on your machine. If you download a file via FTP
(see Chapter 12), you may see an access attempt from
the download site to a high-numbered port on your
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machine. If you specified a network time server in your
Date & Time control panel, you may see an access to
port 123. All these operations happen on an ongoing
basis. When you analyze a log file, you may see many
entries for one or more of these ports.

ISP activity. Some ISPs contact users’ machines, looking
for servers that violate their appropriate-use policy.
@Home, for example, sends connection requests every
few hours to port 119 on subscribers’ machines, looking
for active news servers. When you analyze a log file,
you may see many access attempts to certain services,
all from the same IP address, but these attempts may be
normal ISP activity. To check, look at the IP address from
which the access attempts are coming. If the address is
similar to your IP address, there’s a good chance that
your ISP is making the access attempts. To make sure,
call or e-mail your ISP and ask about the specific port
number and IP address.

Honest mistakes. Users on the Internet sometimes make
mistakes. If a user makes a legitimate attempt to contact
a file server over the Internet but specifies the wrong IP

address, the connection request goes to the wrong machine
(possibly yours). If the user doesn’t realize his error, he

may try several times before giving up. If you see several
access attempts to a service on your machine, you can’t

necessarily conclude that they’re malicious.

- To identify suspicious activity, look for several patterns and
. types of accesses as you monitor your firewall in real time or
. analyze its log file:

Many denied accesses from one IP address. If the
accesses are to different port numbers, that pattern may
indicate a port scan (a hacker trying many ports, looking
for accessible services). If the accesses are all to the
same port, the activity is still suspicious and probably
warrants further investigation.

Many denied access attempts to a service during a short
period. This pattern may indicate an attempted security
attack on your machine, even if the access attempts are
from different IP addresses. If one IP address attempts
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many accesses to the service, this situation is especially
suspicious. If many of the accesses are from different IP

addresses but occur at around the same time, the activity .
may be a distributed attack. In either case, you probably

want to investigate further.

Any access attempt from an unknown IP address to a
service running on your machine. Access attempts to
services running on your machine warrant special atten-
tion. If you see an occasional attempt, you may want

to confirm that your firewall is blocking access from the
appropriate IP addresses and to make sure that the service

is secured in other ways (see chapters 8, 9, and 10). Many

denied accesses from unknown IP addresses may be
suspicious so you may want to look into them.

Any access attempt to a high-risk service. You should

examine access attempts to high-risk services (see chapters :

8, 9 and 10). If any of the accesses are allowed, confirm
that they are from IP addresses to which you want to

grant access. If not, configure your firewall to deny access

to those IP addresses. (If any high-risk services are run-
ning on your machine, confirm that they are secured
properly, according to the measures we described in

chapters 7, 8, 9, and 10.) If you see many access attempts .

to any high-risk service from one IP address, you may
want to investigate further.

Allowed accesses. Unless you are running Internet services -

on your machine, your firewall should be configured to
deny access to all services from all IP addresses. If you
see allowed accesses, you should determine whether the

services in the allowed log entries are ones to which you .
intend to allow access and whether the IP addresses from !

which access is allowed are in the correct range. If not,
examine your firewall’s rules for each such service, con-
firming that you specified the correct IP addresses.

As you look for types of accesses and access patterns, you may -
need to correlate a port number in your firewall’s log file with -
a service name or you may want a description of a particular .
service. Chapter 12 lists the names and port numbers of many
common Macintosh services. And “The Most Common Attacks: :
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. A Case Study,” later in this chapter, lists the names and port
. numbers of common access attempts. If you want a more com-
. plete description of a service, your firewall may be capable of
. querying a Web-based database of service information. Use
" these resources to make sense of your log file’s data.

- Real-time monitoring

- Real-time monitoring means spotting suspicious activity as it’s
- happening. Rather than analyze a log file that contains infor-
- mation about events that happened in the past, you watch
- accesses as they happen. You can perform several types of real-
. time monitoring:

Firewall notification. As mentioned in Chapter 12, fire-
walls can be configured to notify you of significant firewall
events (Figure 13.1). An event may be an allowed or
denied access or (for some firewalls) an attack.

Morton Personal Firewall: access DENIED

At 04/23/01 13:09:42, an access atternpt was denied
to Program Linking over TCP/IP, port 3031, from IP
address 192.168.0.10,

Figure 13.1 A firewall notification alert.

Firewall monitor window. Most firewalls have a monitor
window, which displays (in real time) the most recent
lines of the log file (Figure 13.2).

w File Sharing over TOP/IP (Shars!
ow  File Sharing over mwap (share\fay rP)
‘ 8080) ;

3 "M’eb Sharmgj o -1e8.0.2
w  File smrlrn;wer TCF!!P(%areVay [P) 192.168.0.1

- Figure 13.2 A firewall monitor window.
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External monitoring applications. Firewall log analyzers -
may display log lines in real time, much as a firewall
monitor window does. They may also provide summaries
of access attempts in the form of graphs or charts.

In addition, network-global firewalls may display real-
time data.

All these methods allow you to spot suspicious activity as
it’s happening and then take action. Real-time monitoring is -
especially good for seeing time-based events, such as port scans -
and denial-of-service attacks, which generate many log entries -
in a short period. If you see a large increase in the frequency .
of access attempts, look closely to see whether they’re com- .
ing from one or more IP address and whether they involve .
one or more port numbers (refer to “What to look for” earlier !
in this chapter).

Although firewalls provide the most comprehensive informa- -
tion about access attempts to your machine, the monitor -
windows of some Internet services can provide more detailed -
information. If you have enabled File Sharing over IP, for -
example, you can use the Activity Monitor tab of the File .
Sharing Control Panel to see who is currently logged in to .
File Sharing. If you use the ShareWay IP upgrade to Mac OS .
9’s File Sharing over IP, you can see the IP address of users :
who are logged in (Figures 13.3 and 13.4).

The computer tends to run more slowly
as sharing activity increases.

— Connected Users

G | & xingsford

4]

1 QSharedFulder : ’
[ Privileges il Figure 13.3

<]r]

Activity Monitor
window for built-in
File Sharing.

111
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= eareme————=

/ Connected User name IP address \
® Users kingsford 192.168.0.1

. \ 1=

: ___

% Shareway is active 1 active connection

IP Address: 192.168.0.2

URL: afp://192.168.0.2/

S —
‘% Target Server “iMac” Figure 13.4
Status window

for ShareWay IP.

" Because an active service is more vulnerable than one that is
" turned off or protected from all users by a firewall, you may
* 'want to use a service’s monitoring capabilities to keep track
- of who’s using it, especially for high-risk services.

- Log-file analysis tools

: Analyzing log files is the best way to get the big picture on
. security threats to your machine, because a log file usually
- covers a larger span of time than any real-time method does.
. A firewall log file gives you a bigger picture than a service log
. does, because a firewall reports on activity for all services.

 You can analyze a log file in many ways. The most obvious
- method is to open the log file and read it. The problem with
- this direct approach is that most log files are much too long
- and complex to make sense of simply by reading them. Entries
- are in chronological order, which may not be useful for
. spotting patterns; also, the file usually contains several types
. of information, such as date and time, port number, IP address,
. and result of the access attempt (allowed or denied). A log file
. that is big enough to be useful is too complex to read. Figure
. 13.5 shows typical firewall log lines. Imagine reading a thousand
- lines of data in this format.
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1 1LOG_FORMAT DATE TIME RESULT HOSTNAME SERVER_PORT METHOD
12/18/00 5:38:12 ERR! 208.1.80.221 21 TCP
12/18/00 5:38:13 ERR! 208.1.80.221 21 TCP
12/18/00 16:55:00 ERRI| 192.168.0.3 80 TCP
12/18/00 16:57:03 OK 208.1.80.218 548 TCP
12/18/00 14:28:59 ERRI 208.1.80.221 21 TCP

Figure 13.5 Typical firewall log lines.

Figure 13.6 shows typical log lines from a File Sharing log. :
Service-specific logs usually provide more detail than firewall :
logs do. Notice the information about logins, logouts, and user

names.
1 1ILOG_FORMAT DATE TIME RESULT HOSTNAME URL USER AFP_METHOD AFP_STATUS BYTES_SENT TIME_TAKEN
1/20/00 10:24:14 OK 192.168.0.2 kingsford FPLogin 0
1/20/00 10:28:14 ERR! 192.168.0.2 kingsford FPLogout ~5022 531 0:04:00
1/20/00 10:28:37 OK 192.168.0.2 kingsford FPLogin 0
1/20/00 10:29:07 OK 192.168.0.2 kingsford FPLogout 0 452 0:00:30

Figure 13.6 Typical File Sharing log lines.

Several kinds of software can help you make sense of a log file:

Spreadsheet. You can read a log file into a spreadsheet
and use the spreadsheet’s sorting features to group and
sort data.

Database. Putting a log file’s data in a database is useful. °
You can group and sort the data, summarize it, and
generate reports.

Log file analysis software. These applications are
written specifically to analyze and summarize log files.
Such applications can display access attempts sorted by
various fields (including user name, for log files that
contain user names), write summary reports in HTML
and plain text, create a log file for each port number,
and notify users when certain log-file events take place.

Firewall log-analysis software. These applications are
written specifically to analyze firewall logs. Some appli- -
cations allow users to summarize log files by service or IP -
address or to display log entries in chronological order.
These applications may also be able to locate network
administrators for specific IP addresses and generate e-mail
to those administrators. Typically easy to use and inexpen-
sive, they often are the best way to go for many users.
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- Finding patterns in your firewall’s log

. After you’ve chosen software to use for log-file analysis, you
- need to know how to manipulate the log file’s data to find
. patterns. Patterns that you want to look for include:

Many denied accesses from one IP address. In a spread-
sheet or database, sort log file entries by IP address, then
sort by result (allowed or denied), and then sort by port
number. Look for IP addresses that have many entries;
then determine whether accesses were made to one port
or many ports. If you use a firewall-log analyzer such as
Open Door Networks’ Who’s There? Firewall Advisor,
summarize by IP address and sort by number of denied
accesses in descending order. For IP addresses with
many denied accesses, you can display the services that
were accessed by that IP address (Figure 13.7).

View [lastsfdays = 0 1]
[Bilactionsit = g
(Biirisklevels (3 |BRpBE?

L

Figure 13.7 Many denied accesses from one IP address.

In this example, the IP address with the most denied
accesses is part of @Home’s scan of users’ machines for
network news servers—an otherwise-suspicious pattern
that is part of normal ISP activity. Investigation of other
IP addresses in this example might reveal suspicious
activity, such as access attempts to many ports or to
high-risk services such as Timbuktu.
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Many denied accesses in a short period. If you use a
spreadsheet, sort the log file by date and look for large
groupings, which indicate many accesses on one date.

By using macros and sorting, you can create a list of
daily access totals, making it easier to summarize large
log files. In Figure 13.8, the COUNT column values were
created with macros; those values indicate total number
of accesses on the date listed in the DATE column. The
spreadsheet is sorted to show the highest COUNT values
first. This example shows no unusually active days. If you -
use a database, create a report of daily access subtotals -
and look for days with an unusually large number of
accesses. If you find a date with many accesses, you can .
use a firewall log analyzer to analyze log-file data for

that date or date range and then summarize the data by
service and by IP address, looking for port numbers with
many hits, sequences of port numbers, or IP addresses
with many hits.

R I - E oo 1 Ririie
DATE TIME RESULT — P |
12/21/00 1:50:02 ERR/ 208.1.80221
12/19/00 1:20:34 ERR! 192.163.0.4
12/22/00 11:40:57 0K :
12/23/00 9:15:21 0K
12/24/00  11:10:52 0K
12/25/00 2:31:32 ERR!
12/26/00 3:20:59 ERR!
12/27/00 6:26:57 ERRI
12/28/00 14:33:01 ERRI
12/29/00 15:23:50 0K 192.168.0.4
12/30/00 23:14:13 ERRI 208.1.80.221 i
12/31/00 : RR! 192. E 1234/TCP
JA01] 2202 . i R LIRS O | i BB
12/18/00 | 21 TCP BN P |
12/20/00 119 7CP
172701 _21.1CP

Figure 13.8 Using a spreadsheet to look for days with unusually
high numbers of accesses.

Accesses to services running on your machine. With a
spreadsheet or database, sort the log file by port number -
and look for port numbers of services you’re running on -
your machine. With a firewall log analyzer, sort by service
and look for the services you're running.
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Accesses to high-risk services. With a spreadsheet or
database, sort the log file by port number and look for
port numbers that correspond to critical services (those
covered in chapters 8, 9 and 10). Firewall log-file analyzers
often associate a risk with each access. With a firewall
log-file analyzer, summarize by service and sort by risk.
The highest-risk services should appear at the top of the
window (Figure 13.9).

==
TP View [ALL dates and times. 1)
o ((ALL aotions s
(e TIMAR?

- Figure 13.9 Looking for allowed accesses to high-risk services.

This example shows six allowed accesses to Timbuktu,
all from a private IP address on the machine’s local
network. Any allowed accesses from unknown public IP
addresses would indicate that the firewall has not been
configured properly. The example also shows 14 denied
accesses from Symantec’s Web-based firewall testing
service (see Chapter 12), which had been used to test
the firewall.
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Is it malicious?

Assessing malicious intent is somewhat subjective. How many -
access attempts from one unknown IP address do you consider -
to be suspicious? There’s no magic number. The important thing -
is to be prudent in assessing access attempts to your machine, -

rather than reactive.

Be reasonably sure of malicious intent before you take
further action.

Carefully assess access attempts in the context of potential -
damage to your machine, the number of attempts from any -
given IP address, and the frequency of attempts. Access -
attempts to ports known to be used for attacks (see “Under- -
standing Common Access Attempts” later in this chapter) are -
suspicious, but because many of those services don’t run on -
the Mac, they may pose no real risk. On the other hand, if many
such access attempts are made from one IP address they may
warrant investigation, especially if they persist. Be sure that
the attempted accesses are not part of your Mac’s everyday
network operations or from your ISP. The network adminis- -
trator to whom you may eventually send e-mail probably is -

busy and won’t have time to spend on nonessential issues.

Investigating and Reporting
Suspicious Activity

So far, we’ve talked about using a personal firewall and enabling !
its logging capability, performing real-time monitoring and log- :
file analysis, looking for patterns in a firewall log file to find -
suspicious activity, and using software to find patterns. Now,

let’s look at what you do if you find suspicious activity.

In many cases, you may not be positive that the intent was -
malicious, but you should be reasonably sure before you -
contact a network administrator. Confirm that the accesses are .
not part of normal network activity, that they’re not part of |

your ISP’s operations, and that they are not isolated events.

If you believe that malicious access attempts have been made -
to services on your machine, contact the network administra- -

tor for the IP address from which the accesses initiated.
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. Finding network administrators

- The Internet is made up of many networks that are networked
. together, and each network has an administrator. Any network
- may in turn be made up of several smaller networks that are
. networked together, and each of those smaller networks may
- have its own administrator. Just as there is a hierarchy of
. networks, there is a corresponding hierarchy of network admin-
- istrators. To report suspicious activity, you need to find the
- network administrator closest to the user at the IP address
- you’re researching.

" You can find network administrators by using an Internet
- technology called WHOIS, which is a distributed database
. maintained by authoritative Internet agencies. The database
. contains information generated by the registration of domain
. names and the allocation of IP address blocks by agencies such
- as IANA (Internet Assigned Numbers Authority).

- Most end users do not get IP addresses from an authoritative
- Internet agency but from their ISPs. Many ISPs do not guar-
- antee that a given user will get the same IP address every time
- she connects to the Internet. For these reasons, the WHOIS
- search often will not yield information about the user who
. attempted access to your firewall machine; information often
. ends with the user’s ISP.

- You access WHOIS through the WHOIS protocol. Although
- some applications use the WHOIS protocol, it is often easier
" to use one of the Web sites run by the agencies that are part
- of the WHOIS database. If you want to search the WHOIS data-
- base via the Web, use your Web browser to go to one of the
- following agencies’ sites:

ARIN (http://www.arin.net) covers addresses registered
in North and South America and parts of Africa.

RIPE (http.//www.ripe.net) is for addresses registered
in Europe, the Middle East, and parts of Africa.

APNIC (http://www.apnic.net) covers addresses
registered in the Asian-Pacific region.

If you don’t know what part of the world an IP address is
- from, you’ll need to try each agency until you find the right
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one. When you do, the first search may yield information about -
a network service provider that provides service to an ISP. In -
this case, you need to do another search based on the results :
of the first, because the contact at the NSP probably is not the :
person who can help you. You need to find a contact at :
the ISP, if possible. Figure 13.10 shows typical information -
returned from a WHOIS search.

Output from ARIN WHOIS

Mttp:tiwww.arin. netivhels

Search for | (Submit)

Sprint (NETBLK-SPRINTLINK-BLKS) SPRINTLINK-BLKS 208.0.9.0 - 298.35,295.255
Clty of Ashlond (NETBLK-SPRINT-D90150-2) SPRINT-DG2150-2
28.1.80.0 -

¢ - 208.1.83.255

Figure 13.10 A WHOIS search on 208.1.80.220 yielded this
information. The data shows no contact information, so you
need to use one of the links to make another search.

Each site presents information in a different format. Using WHOIS
manually is not a user-friendly process and is probably better -
left to advanced users. '

Fortunately, you can use an easier method. Applications written |
specifically to analyze firewall log files may have a WHOIS
lookup feature that finds the right agency automatically and :
gets the most detailed information available for a given IP -
address. Open Door’s Who’s There? Firewall Advisor includes -
this function. In addition to summarizing firewall log files, -
Who’s There? can locate a network administrator for an IP -
address and draft an e-mail to the administrator (Figure 13.11). -

In this example, the application did a WHOIS search on IP .
address 24.0.0.203 (an @Home machine that checks users’
machines for network news servers). Contact information for :
the network administrator is displayed at the bottom of the :
window. WHOIS searches often happen in stages, with each -
successive search yielding information closer to the ISP. The -
most pertinent contact information is usually at the bottom of -
this window.
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R A KT SN e A

|/ WHOIS Database Search

IP address: 24.0.0.203

@ Host name: authorized-scan1 seour ity home.net
Likely web site: http://www home.net
Likely email: noc-abuse@noc home.net

More information The accessing machine’s name ends with the code .met (usually indicating a network
affiliation). This ending often means 4 machine at an ISP, but is sometimes used for
other machines as well.

WHOIS search results Refresh

W.: virowho+svenio

Operations, Network (HOME-NOC-ARIN) sammytheketzBzqx.home.net
425 Broaodway

|
|
|
|
|
|
|
(650) 555-1212 3
k4
>

Redwood City, CA 94063
us
| I

- Figure 13.11 Network-administrator contact information for an IP address.

. In addition to WHOIS search capability, some firewall log file
. analyzers can display the location of the registered contact for
. the IP address, which is useful for attacks that occur from
" countries you might not know. This feature usually uses an
- Internet service that returns the latitude and longitude of most
- IP addresses (Figure 13.12).

Map \ / Service Info \
Estimated location of address 24.0,0.203: \m
REDWOOD CITY, CALIFORNIA , UNITED STATES, Lat 37.48 N, Long 122.21 ¥ |
Location may differ from results returned from the WHOIS database search.

Figure 13.12 The location of the contact for an IP address.
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Creating the e-mail

To generate e-mail to the appropriate contact, users of firewall -
log analyzers may be able to click a button to generate an -
e-mail draft and another button to send the e-mail though their -
e-mail client. A sample e-mail draft is shown in Figure 13.13. .
If you do not have a firewall log file analyzer to generate :
e-mail for you, use the text in Figure 13.13 as a guide to com- |
pose your own e-mail.

‘WHOIS Database Search \ / Draft Email

To I sammytheketz@zqx home .net | -
&) : ‘

Subject llnvalid access atternpt from 24.0.0.203 -- please investigate I

Message

|
| As indicated below, a seemingly invalid access attempt to my computer (192.168.0.2) was initiated from an IP = [
address (24.0.0.203) on your network recently (or at least from the network on which you are identified as the |
network administrator).
| The attempt was detected by the personal firewall running on my machine, and | am quite concerned about it.
If you are in fact responsible for this network, please do the following:
1) Research the access attempt(s),
1 2) Inform the responsible parties to discontinue access attempts,
3) Reply to me with your findings.

| If you are not responsible for this network, please forward this message to the person who is, or, if you do not
| know who this person is, please get back 1o me with that information as well, Thank you,

The access attempt(s) are shown below, including the date and time, port number, TCP or UDP indicator, and, if
| known, a service name associated with the port.

Mon, Apr 30, 2001 8:55:18 PM, Port 119, TCP, Network News Transfer Protocol (NNTP)
The times shown above are expressed in my local time zone, which is Greenwich Mean Time -7 hours.

YWHOIS research and email preparation was performed by Who's There? Firewall Advisor, developed by Open Dot
Metworks, Ino. See http://www.opendoor.com /whosthere/.

i

Figure 13.13 The draft of an e-mail to a network administrator.

The application takes the most relevant contact e-mail address -
(from the final WHOIS search) and uses it in conjunction .
with an e-mail template stored in the program to generate the :
e-mail draft. :

When you draft an e-mail, remember that network adminis- -
trators usually want to fight security threats as much as you -
do. Assume they’re on your side. Also realize the suspicious -
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. activity you report probably is not coming from the adminis-
. trator but from a user on his or her network, so be polite and
. professional in your communications.

" Include as much relevant information as you can, including
- the following:

= The IP address from which access was attempted
» The dates and times of the access attempts

» The port numbers to which access was attempted
= The protocol, if known

. Remember that many ISPs allocate dynamic IP addresses to
. their subscribers, which may make it more difficult to trace
. an incident to a specific user. An ISP should keep a DHCP log
- that enables them to correlate a date, time, and IP address to
. a user, but the task may not be trivial.

 If you can't contact the network administrator

- If your e-mail to a network administrator is returned with an
- error, several things may have occurred:

The e-mail address is out of date. The person listed by
WHOIS may no longer work for the company responsible
for the IP address. You may want to try the phone number
listed for the contact. If that attempt fails, try the next
contact (the one you found before the current contact in
your WHOIS search), explaining that you’re trying to
report a suspected case of Internet abuse and that the
e-mail address listed in WHOIS does not work. Include
the same information about the incident. If the contact
can’t help you, he or she may refer you to someone who
can. Most organizations have an “abuse” e-mail address.

The address contains a typo. Take the same measures
that you would for an out-of-date address.

The address is fraudulent. In such a case, all the infor-
mation may be fraudulent. The rest of the information
related to that e-mail address probably is fraudulent

as well, so you’ll need to try the ISP or NSP for that
organization.
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If you’re having trouble reaching the primary contact, and other -
contacts listed by WHOIS can’t help you, you can try one more
thing. Do a trace route, which lists the IP addresses of all routers
(and possibly their host names) between you and the IP address
you’re researching. Several applications can do trace routes,
including WildPackets’ iNetTools. When you have a list of router -
IP addresses, you can use WHOIS to research those addresses, -
starting with the address closest to the one you’re researching -

(Figure 13.14).

Hopl IP address IHost |
1 10.72.143.1 *
22462221 bb1-fe1-0.mdfrd1 .or .home.net.

3247.75.137 c1-se6-3 ptidor1 home.net.
4 24.7.64.22 ¢1-pos1-0.snfcoal home.net.
S 24.7.65.161 c2-pos1-0.snjscal .home.net.
6 24.7.70.134 *

7 205.171.14.109 svl-core-03.inet.qwest.net.
8 205.171.5.217 bur-core-02.inet.qwest.net.
9 205.171.13.1 bur-core-01 .inet.qwest.net.
10 205.171.8.41 lax-core-01.inet.qwest.net.
11 205.171.5.155 sjo-core-03.inet.qwest.net.

1 22 ~R284 jo-edge~03.inet.qwest.net.
13 208.46.223.86 %
“ Figure 13.14

14 209780

This example shows a listing from a trace route done on IP address :
208.1.80.218. If you could not get valid contact information for -
this IP address, you could use WHOIS to look up 208.46.223.86— -
the last router before the IP address you're investigating. If that -
attempt doesn’t yield useful information, you could work your -
way up the list, using WHOIS to look up each address. You even- -
tually will reach an address that yields valid contact information. -
Even though the contact you reach in this way may not be the .
person you ultimately need to talk with, he or she probably could -

direct you to the right person or tell you how to proceed.

If all else fails, your last resort is law enforcement. This step -
is fairly drastic, so before you contact a law-enforcement -

agency, you should do the following things:

= Try all contacts (e-mail, phone, and snail mail) yielded
by a WHOIS search on the IP address in question.

A trace route listing.
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= Use a trace route to generate intermediate IP addresses, do
WHOIS searches on those address, and try all resulting
contacts (e-mail, phone, and snail mail).

» Gather sufficient data in the form of firewall and Internet
service log files to support your claim.

» Talk with your own ISP, unless you have some reason to
suspect them.

If the suspicious activity persists, using law enforcement may
- be appropriate, especially if the activity is impairing the use
. of your machine.

- Understanding Common Access Attempts

- In this section, we describe the accesses that you are most
- likely to see as you analyze your firewall’s log file. The services
. are the ones most often reported in a case study done by Open
" Door Networks, which is described in the following section.
- The services are listed in descending order of frequency. Many
- attacks are on services that do not even run on Macintosh com-
- puters; hackers usually go after Windows or Unix machines.
- At the end of this section is a summary table of these services
- and port numbers. Use this section as a reference for inter-
. preting accesses to your machine. If you don’t find a port
. number in this section, you may find it in Table 12.1 or 12.2,
. which summarize Macintosh services.

- The entries in this section include the service name and port
- number, a description of the service, and advice on how to
- respond to access attempts to the service.

Remote Procedure Call (RPC) (111). Access attempts to
port 111 are often made by hackers to see whether an
application that uses the Remote Procedure Call (RPC)
service is running on your machine. RPC is used by
several Unix applications that are vulnerable to attack,
so a hacker probably is just looking for such a machine.

Few RPC-based applications run on Mac OSes before
Mac OS X. You probably do not need to be concerned
about these access attempts unless you are running
Mac OS X.
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Sub? Trojan Horse (27374). Access attempts to port

27374 are made to a common Windows Trojan horse
named Sub?. One of the major advantages of using a
Mac is that many, many fewer such viruses exist.

You probably do not need to be concerned about these
access attempts.

File Transfer Protocol (FTP) (21). Access attempts to
port 21 are made to determine whether an FTP server is
running on your machine. This type of access is not the
kind of access that occurs when you try to use an FTP
client to access an FTP server (see Chapter 12).

You should not have an FTP server running, so you
probably don’t need to worry about these access attempts.
If you are running an FTP server, consider removing it.
As described in Chapter 14, FTP servers are insecure,
and much better options for sharing files are available.

Domain Name Server (DNS) (53). Access attempts to
port 53 are often made to see whether a domain name
server is running on your machine. Domain name
servers on Unix often contain serious vulnerabilities,
so hackers often look for them.

You probably do not have a DNS running unless you’ve
specifically installed one. Your Mac does use DNS services -
to access Internet services by name but generally should -
not be running a DNS, so you probably do not need to .
be concerned about these access attempts.

Web Sharing (HTTP) (80). Access attempts to port 80 are -
made to try to access a Web server that may be running -
on your Mac. In Mac OS 8 and 9, the Web Sharing control -
panel can be used to run a Web server on your Mac. '

You should check the Web Sharing control panel to see
whether Web Sharing is enabled. If so, follow the steps
described in Chapter 8 to make sure that the service is
secured properly.

Authentication Server (AUTH) (113). Access attempts -
to the AUTH service (port 113) probably are made by an -
e-mail, Web, or FTP server to verify your identity before
you access that server. Your Macintosh is probably not
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running an AUTH server, but your e-mail, Web, or FTP
access should work anyway.

These access attempts probably are a normal part of
your day-to-day Internet activities. You may want to
contact the e-mail, Web, or FTP server’s administrator
to see whether its AUTH feature can be disabled; other-
wise, you probably do not need to be concerned about
these accesses.

Wingate/SOCKS/WebSTAR Admin (1080). Access
attempts to port 1080 are made to attempt to access
applications, including the Wingate Internet Sharing
server for Windows, SOCKS proxy servers, and the Admin
application for the WebSTAR Web server for Macintosh.

Unless you are running WebSTAR, you probably do not
need to be concerned about these access attempts. If you
are running WebSTAR, you should configure your firewall
to minimize the number of IP addresses that have access
to this port.

Gnutella (6346). Access attempts to port 6346 are made
as part of the Gnutella file-sharing service. Gnutella is
used to download and serve files such as MP3 music
files in a distributed manner.

If you are running Gnutella, be sure that you are only
sharing the desired files.

Sub7 Trojan Horse (1243). Hackers make access
attempts to port 1243 to access the Windows Sub7
Trojan horse. Port 1243 is an alternate port to the more
common 27374.

You probably do not need to be concerned about these
access attempts.

Netbus (12345). Hackers may have made access
attempts to port 12345 to see whether Netbus is running
on your machine. Netbus is a Windows application that
allows remote control of a Windows machine over the
Internet; it does not run on Macs. Alternatively, some-
one may have used this port number for testing, due to
its sequence (1-2-3-4-5).

You probably do not need to be concerned about these
access attempts.
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Telnet (23). Access attempts to port 23 are made to see
whether a Telnet server is running on your machine. Telnet .
is an application that, on Unix and some Windows
machines, allows remote control of the machine through
a command-line interface. For this reason, Telnet is a
common method of attacking those machines.

Mac OS 8 and 9 do not support a command-line interface .
and thus do not run Telnet servers. You probably do not

need to be concerned about these access attempts unless |
you are running Mac OS X. ‘

Line Printer Daemon Protocol (LPR) (515). Access
attempts to port 515 are made to see whether an LPR
(Line Printer) server is running on your machine. The
access attempt could be to an actual printer but it is
more likely to be to a print server application such as
the kind that often runs on Unix machines (and is, like
most Unix services, vulnerable to attack).

You probably do not need to be concerned about these
access attempts unless you are running Mac OS X.

DNS response (49152). Access attempts to port 49152
are often made, via UDP, as part of your Mac’s domain-
name resolving process. Whenever you type a host
name, your Mac must first convert that name to an IP
address before accessing that host.

In most cases, you do not need to be concerned about -
these accesses. If your firewall is protecting UDP, be sure -
to allow your domain name server (DNS) access to this -
port so that domain-name resolving will work.

Napster (6699). Access attempts to port 6699 are made
as part of the Napster MP3 sharing service. Napster is
used to download and serve MP3 music files.

If you are running a Napster application, you may need
to use your firewall to make this service available to any -
machine from which you are trying to download files. :
If you are also serving MP3 files, you may need to make -
this service available to people to whom you want to
serve files.
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Network News Transfer Protocol (NNTP) (119).

Access attempts to port 119 are made to see whether
your machine is running a network news (NNTP) server.
NNTP servers make available the newsgroups that you
often see on the Net.

The @Home network seems to look for these servers
periodically to make sure that you’re not running one.
You may want to contact the ISP. If you don’t use
@Home, you probably do not need to be concerned
about these access attempts.

Windows File Sharing (139 and 445). Access attempts
to port 139 are made to see whether your machine is
running a Windows (SMB) file server. Because so many
Windows machines are on the Net, hackers often look
to see whether Windows users accidentally enabled
Windows file sharing in such a way that the hacker
might have access. Port 445 is sometimes used for file
sharing in Windows 2000 and later instead of 139.

You do not need to worry about these access attempts
unless your Mac is running a Windows server such as
DAVE from Thursby Software or Apple’s AppleShare IP
(which can act as both a Mac and Windows server).

File Sharing over TCP/IP (AFP) (548). Access attempts
to port 548 are made to the Mac’s built-in File Sharing
service. File Sharing is very powerful; it has the potential
to make all the data on your Macintosh available over
the Internet.

If you are running Mac OS 9 or have installed Open
Door Network’s ShareWay IP product, check the File
Sharing control panel or ShareWay IP application to see
whether File Sharing is enabled. If so, follow the steps
described in chapters 8 and 10 to make sure that the
service is secured properly.

Alternate Web/Proxy (HTTP) (8080). Port 8080 is often
used as an alternative to the standard Web server port
(80) or for a Web proxy (a type of firewall for intranets).
Certain applications that implement their own HTTP
(Web) server may use this port as well.
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Unless you are running a specialized Web-accessible
application, you probably do not need to be concerned
about these access attempts.

Simple Mail Transfer Protocol (SMTP) (25). Access
attempts to port 25 are made to see whether a mail
(SMTP) server is running on your machine. Machines
running Unix often have mail servers that are vulnerable -
to attack, so a hacker probably is just looking for such

a machine.

Unless your Mac is running a mail server, which is
unlikely, you probably do not need to be concerned
about these access attempts.

Table 13.1 Common Access Attempts

Port Number Service Name
21 File Transfer Protocol (FTP)
23 Telnet
25 Simple Mail Transfer Protocol (SMTP)
53 Domain Name System (DNS)
80 Web Sharing (HTTP)
111 Remote Procedure Call (RPC)
113 Authentication Server (AUTH)
119 Network News Transfer Protocol (NNTP)
139 Windows File Sharing (SMB)
445 Windows File Sharing (SMB)
515 Line Printer Protocol (LPR)
548 Macintosh File Sharing (AFP)
1080 Wingate/WebSTAR
1243 Sub7 Trojan Horse
6346 Gnutella Music Sharing
6699 Napster Music Sharing
8080 Web Alternate (HTTP)
12345 Netbus
27374 Sub7 Trojan Horse
49152 DNS Response
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- The Most Common Attacks: A Case Study

- This section presents material from a case study done by Open
- Door Networks that will give you a sense of what the most
- common attacks are in the real world. This was only one case
- study, and your experience may differ, but the results should
- help you interpret access attempts to your machine. If your
- firewall reports many attempts to access Remote Procedure Call,
- for example, you should not be surprised, since RPC is the
- most commonly reported access attempt in the study.

. Open Door Networks maintains a Web site called Learn More,
- where owners of its DoorStop firewall can go for analysis and
- advice about access attempts detected by DoorStop. The site
- provides first-level analysis of any access attempt detected by
- DoorStop (Figure 13.15).

I@ DoorStop 'Learn More'

; Here are some details about the access attempt detected by DoorStop. For additional information and advice about
this access attempt, please try our Wha's There? firewall advisor.

oE

j|Date  |12/15/00 1_5 [15 13 | This access attempt was DENIED by DoorStop at the date and time indicated (the

|Action  Deny

ldate isin US format: mm/dd/yy)

Service )( grﬁgfiflrc

_ Call (RPC) |This access attempt was made to see if an application that uses the Remote

Ttusraccressrattempt was to the Remote Procedure Call (RPC) service (port 111).

[Pot 111

Procedure Call (RPC) service is running on your Mac, RPC 15 used by a number of 1

{|Unix applications that are vulnerable to attaclk, so someone is probably just
| |looking for such a machine.
ip |
lAddress |192-168.0.2 | This access attempt was from a machine with an IF address 0f 192.168.0.2. The
; ——|machine does not have a name, but more information about this machine may be j
il;ll_:;e 102.168.0.2 /lavailable by entering the machine's [P address here.
| cces; i ;CP The access attcmp-t used the TCP pfﬁtn-cal, TCli‘ isthe -I-ntemet.prulncbl used for most'
Mode

|Internet operations.

: Flgure 13.15 The DoorStop Learn More site, used as the basis for the
© case study.

- In the period between January 1, 2001, and March 31, 2001,
- more than 23,000 access attempts were analyzed by the site.
. The site thus provides a significant statistical sampling of
. accesses detected by DoorStop and, by extension, by other
. Macintosh firewalls as well. To be precise, the sampling is of
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accesses detected by DoorStop and analyzed by DoorStop users .
through the Learn More Web site (users may choose not to .
analyze access attempts that they feel they understand). :

By comparing your firewall’s log against this study, you can :
see if access attempts to your machine match the profile. If so,
you are probably experiencing the same level of attack as most -
Macintosh users on the Net. If not, you may wish to look more -
extensively at the differences. You should focus on general -
trends rather than specific details, since the exact details of -
the Internet are always changing. :

The study also graphically illustrates that most access attempts .
are to systems other than Macs. The large Unix component °
emphasizes the additional risk Mac users will be assuming as :
they move to Mac OS X (see chapter 18).

The following table and charts list the access attempts most
commonly analyzed through the “Learn More” Web site. The -
attempts fall into four categories:

Unix. The most frequent access attempts appear to

be searching for Unix services, such as RPC (Remote
Procedure Call) and DNS (Domain Name Server). RPC

is used as the basis for many Unix services that have
been shown to be vulnerable to attack, and many Unix
DNS implementations are also known to be flawed from -
a security perspective. FTP is classified as a Unix service -
for purposes of this study, since the large majority of all -
FTP servers run on Unix.

Windows. As expected, a large number of access
attempts were Windows-specific, in particular attempts
to contact the Sub? Trojan Horse.

Day-to-day. Many reported “attacks” were actually due

to normal day-to-day Internet usage of the Macintosh
reporting the “attack,” including AUTH authentication

and music sharing service usage. Note that day-to-day -
usage of FTP clients for downloading files is not included -
in the FTP entry in this study, which only represents
attempts to access FTP servers (FTP client usage results
in access attempts to random high-numbers ports, as
indicated in chapter 12, not to the FTP server port).
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Service. Some of the access attempts represent either
attacks or legitimate access attempts to services that
could be running on the Mac, such as Web or file sharing.
There is no way to tell from the bulk data whether each
of these access attempts was an attack or not.

. Table 13.2 Most Commonly Reported Services

Service Port Category Count
Other other 5257
Remote Procedure Call (RPC) 111 Unix 3689
Sub? Trojan Horse 27374 Windows 3296
File Transfer Protocol (FTP) 21 Unix 2074
Domain Name Server (DNS) 53 Unix 1303
Web Sharing (HTTP) 80 Service 1217
Authentication Server (AUTH) 113 Day-to-day 934
Wingate/WebSTAR* 1080 Windows 894
Gnutella Music Sharing 6346 Day-to-day 854
Sub7 Trojan Horse 1243 Windows 729
Netbus 12345 Windows 602
Telnet 23 Unix 557
Line Printer Protocol (LPR) 515 Unix 366
DNS response 49152 Day-to-day 292
Napster Music Sharing 6699 Day-to-day 289
Network News Transfer 119 Day-to-day 272
Protocol (NNTP)

Windows File Sharing (SMB) 139 Windows 225
Macintosh File Sharing (AFP) 548 Service 221
Web alternate (HTTP) 8080 Service 203
Simple Mail Transfer 25 Unix 187

Protocol (SMTP)

*Port 1080, listed in the Windows category, is also used for remotely administering the WebSTAR
Web server, so some of its accesses may belong in the Service category.
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Line Printer _
Protocol (LPR)  Last 7 services
in Table 13.1
Telnet

Netbus b Other
Sub7 Trojan Horse :

Gnutella Music Sharing
Wingate/WebSTAR*

Authentication
Server (AUTH)

Remote Procedure

Web Sharing (HTTP) Call (RPC)

Domain Name
Server (DNS)

File Transfer .
Protocol (FTP) Sub7 Trojan Horse

Figure 13.16 Most commonly reported access attempts by service.

Service

Day-to-day

Unix

Other

Windows

Figure 13.17 Reported access attempts by category.
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Just Say
No to FTP

You may have noticed that the acronym FTP appears throughout
this book. Usually, the acronym is in close proximity to
words such as don't, insecure, and avoid. The reason: FTP (File
Transfer Protocol) represents one of the least secure protocols
on the Internet. Despite this, FTP is also one of the most
common protocols on the Internet, even though significantly
more-secure, easier-to-use alternatives are available.
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- What Is FTP?

' FTP, as its name implies, is a common protocol for transfer-
- ring files from one machine on the Internet to another. It was
- developed in the early days of the Internet, when security was
- not a significant concern. Like most Internet protocols, FTP is
- client-server: As an end user, you usually run an FTP client
- application on your machine, and it speaks to an FTP server
- somewhere else on the Net. The client can copy files to or
. from the server and perform other file-related tasks, such as
. listing directories and deleting files.

. The most common use of FTP is through anonymous FTP.
- Anonymous FTP does not use passwords in any way and does
" not even purport to provide security. Servers usually use anony-
- mous FTP to make files available to anyone who wants those
- files. If you download a shareware application, a software
- upgrade, or a long public document from a Web site, for exam-
- ple, those files may be transferred to your machine through
- anonymous FTP. (At other times, the server makes files avail-
. able directly through HTTP, the protocol used by Web servers
. themselves.) Your Web browser, which can act as an FTP client,
- may shield the details of the protocol from you, but if you look
. at the download link carefully, you'll see that it begins with
- ftp:// instead of http://.

- Anonymous FTP does not impose much in the way of security
- risks, although all forms of FTP can create some problems when
- used with firewalls (see Chapter 12). Also, all forms of FTP
- send all their data unencrypted, so transferred files are sub-
- ject to spying. As long as you never have to enter a password,
. however, you do not need to be significantly concerned about
. FTP security.

- FTP becomes a security problem when you do have to enter
- a password. This situation may seem to be backward, because
- passwords are supposed to increase security, but with FTP, they
- often have the opposite effect. An FTP password is a simplistic
- attempt to provide some form of security for file transfers that
- need it. A principal use of password-based FTP is to transfer
- (upload) files from a local copy of a Web site to a Web server.
. If you maintain your own Web site but have it hosted on a server
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somewhere else, you may upload that site to that server via .
FTP. To make the transfer, you enter your account name and -
password in your FTP client application, which then connects .
to the server and lets you upload the files (assuming that the :
server validates you). Even Webmasters at large organizations :

often use FTP for this purpose.

Servers also use password-based FTP to make files available -
to a limited set of users. Users have to enter their account names -
and passwords in their FTP client applications before they -
connect to the FTP server. The server validates names and pass- -

words before letting clients connect and access the files.

Why Is FTP So Bad?

FTP was developed in the late 1960s, when the Internet was
little more than an experimental project connecting a few uni- |
versities. The goals of that project did not include the creation :
of a secure system. After all, access to the network was limited, -
and the data being exchanged wasn’t all that important; the -
ability to exchange data was what mattered. The network -
was largely designed by academics for academics. Little thought -
was given to business or consumer use; hence, little thought -

was given to security.

The Internet is now the opposite of the way it was in the 1960s. .
It no longer provides limited access to 10 or 20 U.S. universities; :
hundreds of millions of people can access it. Instead of being :
used almost solely for the exchange of academic data, the -
Internet is used for the exchange of almost any type of data -
you can imagine, much of it confidential. And instead of being -
used mainly by the people who were involved in its develop- -
ment, the Internet is used by just about everyone. Most people -

use it for good, but some do not.

Negative security

As we explain in Chapter 12, FTP was designed well before :
the concept of a firewall existed, and it works very poorly with |
all types of firewalls. FTP is also difficult to use, requiring users °
to run special-purpose client applications to transfer files and :
often storing those files in formats that make them hard to -
read. The worst thing about FTP, however, is that the design -
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. of password-based FTP often results in negative security. In many
. cases, anonymous FTP, which was designed to have no security,
. is more secure than password-based FTP. If anonymous FTP
- has no security, password-based FTP must have negative
. security. Why is password-based FTP security so bad?

- First, the use of names and passwords in FTP gives users and
- server administrators a false sense of security. If you type a name
- and password to access a service, you expect that the service is
- adequately protected. Or if you configure a server to require a
- name and password, you expect that the name and password
. will protect something on the server. Even though an FTP server
. does verify that a user’s name and password are valid for the
. server, a fundamental defect in the protocol makes that verifi-
- cation of limited value and the protection inadequate relative to
- expectations. A false sense of security is worse than no security.

- There is an even bigger concern however:

Beyond the false sense of security, the principal reason

why FTP passwords provide negative security is that their
use can compromise the security of other services by making
your user name and password available to any hacker

who wants them.

- Although you may question how and why FTP makes your
- user name and password available (see the following section),
- you should be able to see that this availability can result in
- negative security and that you will often be able to increase
- your overall Internet security by not using FTP passwords in
. the first place.

- How FTP decreases security

- Password-based FTP can decrease Internet security through a
- fundamental defect in the protocol. Many security flaws are
- complex and difficult to explain, but the security flaw in FTP
- is simple:

FTP transmits both your user name and your password to
the server in clear text. Neither user name nor password is
encrypted in any way. Anyone who is spying anywhere on
the Internet between you and the FTP server can easily
obtain your user name and password.
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To make matters even worse, the clear-text user name is pre- -
ceded by USER and the clear-text password is preceded by PASS .
(Figure 14.1). You may not understand the other pieces of the .
FTP packets in this figure, but you can pick out the user name |

and password easily.

< W FTP Control — File Transfer Protocol
§ FTP Command: 0x55534552 (USERD> User MName
Q@ User Hame:
@ Data: (1 bytes)
Q Eviriz bules (Anidingt
@ Data: (6 bytes)
@ Frome Check Sequence: 0x0D000000

0: 00 05 02 AD 43 8C 00 30 65 08 01 68 DB 00 45 00 | ...'C4.0e. .h. .E.
16: 00 33 F6 GE 40 00 FF 06 43 B4 DO 01 50 DB DO O1 | .30ne...C¥-.PO-.
|
|

32: S0 DB CO 02 00 15 3F AB C8 DA E4 43 C2 2B S50 18 | POL...? »n00C-+P.
48: 80 00 DF 9C 00 00 S5 53 45 S2 20 61 6C 61 6E 0D | A.DG..USER alan.
64: OAR 00 00 00 OO | T

S

(S0

0: D0 05 02 AD 43 8C 00 30 65 08 01 68 08 00 45 00 | ...*C&.0e..h..E.
16: 00 42 F6 6F 40 00 FF 06 43 A4 DO 01 S50 OB DO 01 | .BOo®...C§-.PO-
32: S0 DB CO 02 00 15 3F AB C8 ES E4 43 C2 43 50 18 | POL. . .7 »0OC-CP.
|
|
!

43: 80 00 42 EE 00 00 SO 41 53 S3 20 41 6E 79 6F 6E | A.BO..PASS Anyon
64: 65 20 43 61 6E 2D 53 65 65 2D 54 68 69 ?3 0D OA | e-Can-See-This. .
80: 00 00 00 0O

EOR
Figure 14.1 FTP makes your user name and password obvious to anyone
who can see the traffic between your FTP client and the FTP server.

Figure 14.1 was not created for this book; it was obtained from
one of the many so-called sniffer applications—in this case, .
the Macintosh EtherPeek application. Sniffer applications, :
which are useful for diagnosing network problems and devel- :
oping network software, can display data from any packets on -
the network to which their machines are connected. These -
applications are essential to the ongoing development of the -

Internet, but like most useful tools, they can be misused.

You may question how many hackers have access to a place .
on the Internet between you and the FTP server to which you're -
talking. You may also question how many hackers would have .
the time and desire to monitor sniffer traces for FTP names :
and passwords, even if those names and passwords are obvious. :

You’d probably be surprised by the answers.

To spy on your FTP conversations, hackers do not have to -
obtain physical access to a place on the Internet between you -
and your FTP server. Usually, they hack into a machine that’s -
already on the Net (most often running Unix, which hackers -
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. FTP client Modem Hacked

. know best and can hack most easily). Once they’ve hacked in,
. they take over that machine to run sniffer software (Figure
. 14.2). Because sniffer software is unobtrusive and doesn’t affect
. the machine or network on which it’s running, that software
' can run undetected indefinitely. All the hacker needs to do is
- check on the software periodically to see what it’s found. If that
- software happens to be on a machine that’s on a network
- between you and your FTP server, or on your server’s network
- (at your ISP, for example), the software will be able to pass
. your FTP user name and password on to the hacker.

S —1  Intemet

Machine
(sniffer)

Hacker's machine

. Figure 14.2 A hacker doesn't need physical access to a network to
- monitor the conversation between you and your FTP server.

- The hacker doesn’t even need to monitor the sniffer software
- at all. Because FTP user names and passwords are obvious,
- the software can look for and track that information itself, accu-
- mulating a list and giving that list back to the hacker when
. he checks in. A sniffer application can even use the Internet
. to send any FTP user names and passwords it sees to the hacker
. the instant it sees them. Within seconds of your typing your
- user name and password, that information could be in the
- hands of hackers throughout the world.

- A real-world scenario: hacking a Web site through FTP

- You’ve probably read about Web sites being hacked and defaced
- with sayings such as “Kilroy was here.” One way that hackers
- intrude on Web sites is by exploiting the negative security of
- FTP. This section explains how this process works.

. If the hacker has physical access to a network that’s part of
. the Internet infrastructure—at an ISP, for example—he may
- sneak a machine running sniffer software onto that network.
- If not, he has to find a machine somewhere on the Net that
- he can hack and use to run the sniffer software. In some cases,
- the hacker is trying to deface a particular Web site, in which
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case he needs to run the software on a machine on a network -
through which traffic passes to get to the Web server that hosts :
that site. If the hacker is looking to hack just any Web site, he .
can be less specific about which machine he hacks. Regardless, :
the hacker can try many machines and eventually will find one °

that he can access.

Despite FTP’s glaring lack of security, it remains a popular upload :
method, and some ISPs and Web-hosting companies still don’t -
offer any alternative. If a Web-site owner wants to make changes -
on his or her site and uses FTP to log on and upload the changes, -
the sniffer can get all the information the hacker needs. When .
the sniffer sees what it’s looking for, it records the user’s name :
and password, as well as the IP address of the FTP server to !
which the user was connecting. That address conveniently :
appears in the FTP packets along with the user name and pass- °
word. The sniffer software can also record other things, such -
as the IP address of the user’s machine, for future nefarious -
purposes. (A person who uses FTP passwords may implement -

lax security in other ways.)

The sniffer software accumulates a list of FTP names, pass- .
words, and server addresses and transmits that list over the !
Internet to the hacker. The hacker then assumes the identity :
of the Web-site owner by logging into the same FTP server °
that the site owner used, entering the site owner’s name and
password. After logging in, the hacker can get a list of all the -
site owner’s files and add, change, and delete them. The -
changes made through FTP apply directly to the Web site just -
as they would if the site owner had made those changes. The

site is defaced by the changes immediately.

Things can get a lot worse

Using FTP to maintain a Web site risks the security of that .
site. If you maintain a Web site at an ISP or Web-hosting service, .
you don’t want to use FTP. But as bad as having your Web
site defaced is, FTP’s negative security can result in much more :
significant problems for you, the Web-server owner, and the :

Internet as a whole.

From your perspective, having any of your passwords com- -

promised decreases your overall Internet security. If hackers
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. know a name and password that you use for one service,
. they have at least a clue as to what you might use for other
- services. If you follow the password-management rules in
- Chapter 4 and choose good passwords, that hint shouldn’t help
- a hacker figure out your other passwords. But many people
" have related passwords, and they may use the same password
- for multiple services. If you feel that you need to ignore the
- advice in Chapter 4 about reusing passwords, please at least
- do the following:

Do not, under any circumstances, use an FTP password
for any other service. You need to assume that your FTP
password is public information, and using it for any other
service will compromise that service to almost the same
extent that FTP is compromised.

- Remember how easy it is for sniffer software to gather lists of
. FTP user names and passwords? It’s a simple step from gath-
. ering such a list to disseminating the information. FTP names
. and passwords can become known throughout hacker circles in
- a matter of days, if not hours. You need to prevent those lists
- from compromising the security of your other Internet services.

- FTP can be the crack a hacker needs to break into and take
- over the machine on which a Web server is running. Web-
. server owners should limit what their site owners can access
. through FTP, so if someone’s FTP password is compromised
. (or if someone who has a Web site on the server wants to
. hack the server), little damage can be done to other Web sites
. on that server. But if FTP is set up incorrectly, the compromise
- of one Web-site owner’s password can open much of the server
 machine to compromise. Worse, bugs in the FTP implemen-
- tation itself (especially on Unix servers) can help hackers gain
- control of the server. Finally, in some systems, anyone who
- has FTP access can upload applications such as CGIs (common
. gateway interface modules, described in Chapter 17) and execute
. those applications on the server. Essentially, a hacker can
. implant a virus on the server when he gains access to any site
. owner’s FTP account.

You might wonder why an ISP or Web-hosting service would
- run an FTP server that requires users to log in with a name
- and password, thereby compromising both users and the server.
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Part of the reason is historical—FTP has been the protocol of -
choice for transferring files on the Internet for decades—and .
part has to do with education. Many server owners just aren’t |
aware of the security risks associated with FTP. Further, good :
alternatives, such as those described in the following section, :

became available only recently.

You might feel that if your Web-hosting service runs an FTP -
server, it’s OK for you to use that server; any problems are the -
host service’s responsibility. To some extent, that assumption -
is accurate. But do you really want to contribute to the ongoing .
Net security problem? A hacker can use your compromised .
FTP account to compromise the whole machine on which the !
FTP server is running (Figure 14.3). Then he can use the com- :
promised server to compromise other machines on the same :
network, such as by running sniffer software and finding out -
what’s happening on the network. With those details, he can -
take over additional machines. The more machines a hacker -
can take over, the more he can affect the overall security of -
the Internet, such as by launching a distributed denial-of- -
service attack. Your use of FTP to maintain a single Web site -
probably doesn’t have much overall affect on the security of -

the whole Internet, but the widespread use of FTP does.

= hacked hacked — wgS
Your Your whole other machines
FTP client Web site FTP server on the server's
.. network
hacked -\ - hacked ll ll llll
Your Internet
other servers

Figure 14.3 Use of FTP can have a cascade effect, resulting in degraded |

security for the entire Internet.
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- What Can You Use in Place of FTP?

- FTP has served a much-needed role on the Internet, enabling
- the downloading of files and the uploading of Web sites. When
- few options were available, the security costs associated with
- FTP were worth paying. But much more secure alternatives
- are available now, offering many other advantages as well.
- Whether you transfer files over the Internet occasionally or
- run a server that facilitates file transfer for other users, you
- should consider these alternatives.

The Macintosh alternative

. If you want to transfer files between Macs, the alternative to
. FTP is clear. Apple Filing Protocol (AFP) is significantly more
- secure than FTP and is integrated directly into the Mac OS,
- making it significantly easier to use as well. AFP was designed
- in the 1980s for use with the AppleShare File Server. Apple-
- Share was designed for the networks that Apple’s business and
- educational customers used, so security was an important
- aspect of its design. Apple learned from the mistakes of FTP
.-and other file-transfer protocols of the time and made sure that
. user names and passwords would not be sent in clear text.
. AFP does even better than that; in many cases, it never sends
. the password over the network.

- When an AppleShare client logs in to most AFP servers, the
- server generates a random number and sends that number to
- the client (Figure 14.4). The client uses the password as an
- encryption key, encrypts the random number, and sends the
- encrypted random number back to the server. The server
- can verify that the correct password was used by encrypting
. the number itself and comparing the two encrypted values,
. which will match if the client has the correct password.
. AFP also authenticates not only the client to the server but
- also the server to the client. This two-way authentication
- prevents a hacker on the network from setting up a machine
- that masquerades as the server.
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% AFP Login (user- name)
AppleShare
client @

andom‘”umber)

. continu€ (r <
ogin C e
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Apg;;snhtare Mmpe 3’0’
r
AFP Login (accepted or error) @
AFP
s Server
AppleShare
client

Figure 14.4 AFP does not send the user's password in clear text. Usually,

AFP doesn’t send that password at all, making it much more secure
than FTP.

Until 1997 or so, AFP and AppleShare worked only over .
AppleTalk. Now AFP also works over TCP/IP, enabling it to :
be used for file transfer over intranets and the Internet. An |
AppleShare client that supports AFP over TCP/IP has been built :
into the Mac since Mac OS 7.5, and a server in the form of :
File Sharing has been built in since Mac 0S 9.0 (Figure 14.5a -
and b). Before Mac OS 9, you could also obtain an AFP over -
TCP/IP server through Apple’s AppleShare IP and Open Door -
Networks’ ShareWay IP products. AFP’s integration into the -
Mac OS makes it much easier to use than FTP—an additional -
security advantage, because the easier something is to use, the -
more likely you are to use it correctly. See Chapter 8 for details -

on sharing files with AFP.
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AppleShare Laser'¥riter 8

Select a file server:

Open Door Shareware
Open Door Web Pages
Open Door Web pages 2

Owner Name:  [Open Door

Ouner Pessvort: [sesessse ]

Computer Name: |Open Door Mac

1P Address: 208.1.80.194

Jr]

File Sharing off
Status

a[r]

| j ‘/.M'v!r (P Address... | [) ok |
1

AppleTalk

@ Active
@ Inactive 76.2

users to access shared folders.

Click Start to turnon file sharing. This allows other

[ Enable File Sharing clients to connect over TCP/IP

. Figure 14.5a and b The AFP over TCP/IP client and server are integrated
- directly into the Mac OS.

. AFP is extensible in terms of login security—that is, the ran-
. dom-number exchange implemented in the Macintosh Apple-
. Share client, AppleShare IP, and Mac OS 9 File Sharing can be
. replaced by other options. A few less-secure, non-Apple servers
. implement a clear-text password exchange as part of the AFP
- login process. You’ll notice this security risk if you see the
. phrase Clear Text in the AppleShare client (Figure 14.6). Clear-
* text password exchange through AFP
© it is through FTP.

is no more secure than

Connectto the file server “King:

@ Guest il
. @ Registered User

: N’al_n_‘e‘:u .~ |opendoor
- password: |

(cancel J. (Setrassword) [ oK
e =t “——J i

Figure 14.6 Certain
less-secure AFP servers
may not implement
AFP's advanced login
security. If you see the
words Clear Text, the
system is no more
secure than FTP.
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Other AFP servers, including Mac OS X and the iDisk server,
implement an alternative password exchange process through -
an advanced encryption technique called Diffie-Hellman :
Exchange (DHX). DHX is in some ways more secure than AFP’s :
built-in random-number exchange. Its use is indicated in the °
AppleShare client by the phrase Encrypted Password Transport

(Figure 14.7).

‘Connect to the file server “Kingsford's IMac” as:

process called DHX.

Pass'

Encrypted Password Transport Sh _ Like AFP's standard
: — | login process, DHX is
[ changePassword.. | [ Ccancel | Eqmnect}’ much more secure
: . Sk than FTP.

AFP, being a more modern protocol, also works better with -
firewalls than FTP does. Like FTP (and most other alternatives -
described in this chapter), AFP does not encrypt the files for .
transfer, however. If you want to make sure that no one spies .
on the files as they’re sent over the Internet, you'll need to :
encrypt them before transfer. One method is to use Apple’s :

encryption application, described in Chapter 9.

AFP clients and servers are available for most other operating -
systems. If you transfer files mainly between Macs but need -
to do so with another type of machine every so often, looking -
at an AFP client or server for that machine may make sense. -
Windows AFP implementations have been available for years, -
and they work well, although Windows NT servers’ default .
password exchange uses clear text (see Chapter 17). Most Unix .
platforms can also run AFP servers. Because Unix is the most |
popular platform for Web servers, ISPs and Web-hosting :

services can provide AFP access for their Mac users.

Oouest o | Figure 14.7 iDisk and
@ Begisteraitcer : | Mac OS X servers use
Name:  [opendoor | an alternative AFP login -

261



INTERNET SECURITY FOR YOUR MACINTOSH

. Windows alternatives

- If you need to access a Mac AFP server from a Windows PC
- or exchange files through a Mac’s built-in File Sharing, running
. an AFP client on a Windows machine may make sense. Adding
. any software to a Windows machine can be difficult, however,
. especially when you’re adding network software. If a proce-
- dure is difficult, the odds of opening a security hole increase.
- Windows has its own built-in file-sharing system, and using
- this system for transfer makes sense if you don’t want to install
- new software on the Windows machine or if your Mac often
- exchanges files with several Windows machines. Just as you
- can add software that enables Windows machines to use the
. Mac’s native File Sharing, you can add software that enables
- Macs to use a Windows machine’s native file-sharing system.

. The native Windows file-sharing protocol is Server Message
- Block (SMB), sometimes called NETBIOS or CIFS (Common
- Internet File System). SMB uses a verification process similar to
. AFP’s random-number exchange; this algorithm is called NTLM
- (NT LAN Manager) authentication. Due to the popularity of
- Windows machines, several highly advanced SMB-targeting
- sniffers are available. These applications go beyond looking
- for clear-text passwords; they attempt to recover the password
- used in NTLM authentication (by trying every word in the
. dictionary to see whether it matches the observed exchange,
. for example). Some of these sniffers work quite well, so Microsoft
. developed an enhanced version called NTLMv2. For maximum
. safety, you should use NTLMv2 wherever it’s available.

- Both AppleShare IP and Mac OS X Server provide implemen-
- tations of SMB. Windows machines can transfer files to these
- servers via the built-in Windows SMB client and you can copy
- these files from the servers through AFP (or vice versa). If you
. want to transfer files from a Windows SMB server (such as
. one running Windows NT or 2000) to a Mac, or to let a Mac
. act as a Windows SMB server, you can install third-party soft-
. ware such as DAVE from Thursby (see Chapter 17). Many
. versions of Unix also provide SMB file-transfer capability,
- usually through an application called Samba Companies.
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Other alternatives

In almost all cases, you should be able to use AFP or SMB to -
transfer files over the Internet. Your Mac has built-in AFP -
support, and you can add a third-party application to provide -
SMB support as well. Most machines with which you want :
to exchange files should support one or both of these options, -
enabling you to transfer files without the security risks asso- .

ciated with FTP.

You also can use the HTTP protocol to transfer files (for instance -
through Personal Web Sharing), but HTTP’s built-in password- -
exchange mechanism is not significantly more secure than -
FTP’s. Although the password is not sent in clear text, it is -
encoded in such a trivial fashion that it can be recovered with -
essentially no work on the part of the hacker; a sniffer can -
detect and decode HTTP passwords automatically. HTTP file .
transfers can be made highly secure, however, if they’re made .
with SSL. Your password is encrypted during the transfer, and :
so is the data within the file. SSL-based HTTP file transfer is °
the most secure method possible if you’re concerned about -
the security of your password and the security of the file’s -
data. Unfortunately, not many servers support SSL-based HTTP -

file transfer.

If you need to upload a Web site to a server, you should see .
whether that server supports WebDAV (Web-based Distributed :
Authoring and Versioning). WebDAV is a rapidly evolving !
standard that makes developing and maintaining Web sites :
significantly easier. One issue that WebDAV is designed to :
address is the lack of security in uploading Web sites through -
FTP. WebDAV is based on HTTP, but it uses an algorithm -
similar to AFP’s random-number exchange to ensure the secu- -

rity of the passwords.

WebDAV clients are available for Mac OS 9, and a client is .
integrated directly into Mac OS X; you can mount a WebDAV .
volume directly on the Mac OS X desktop just as you can an .
AFP volume. WebDAV is also being integrated into Web-site |
development software, such as Adobe’s GoLive, which previ- :
ously included direct integration with FTP only for site :
uploading (Figure 14.8). The server part of WebDAV is included -

with Mac OS X Server.
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: Figure 14.8 Due to much-improved security and other advanced features,
. WebDAV is being integrated into Web-site development software to
- help in uploading sites to servers.

- If you must use FTP

- With all the alternatives available, you should rarely need to use
- password-based FTP. But many ISPs and Web-hosting services
- have not gotten the security message and still provide only
- FTP for uploading Web sites or transferring certain files. If your
. provider supports only FTP, you should ask it to support AFP
. as well, or you should consider finding another provider.

. If you feel that you need to use password-based FTP, you should
. take a couple steps to minimize the potential damage. You can
- at least make sure that any compromise does not affect your
- other services. We’ve made this recommendation previously,
* but it’s important enough to repeat:

Do not reuse your FTP password, or any password similar
to it, for any other service.

. Hackers who find out your FTP password may attempt to use
. it to try to get into your other services. They also may use that
. password as a hint about how you might construct your pass-
. words for those services. If your FTP password is an English
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word combined with a couple of numbers, for example, a -
hacker could use that format to implement a dictionary attack. :
The possibility that your FTP password may provide a clue .
about the format of your other, more-secure passwords has a :
somewhat surprising consequence: using an otherwise unsafe :
FTP password (such as a common word or your initials) may °
increase the security of the passwords that you use for other °
services. FTP’s negative security means that the less data you -
put in your FTP password, the better. FTP passwords should -
also be very low on the levels-of-protection scale detailed in -

Chapter 4.

If you use password-based FTP, be sure to monitor the FTP .
server that you use for signs that it has been hacked. If you
use the server to upload a Web site, defacement of that Web
site usually is obvious. But other hackers want to conceal their °
dirty work, so they can use the server for other things. They -
may upload pirated or otherwise-illegal files to hacked FTP -
sites as a way to distribute those files without the risk of -
getting caught with the files on their machines. So periodi- -
cally check all the files in any FTP directory to which have -
write access. Also examine your Web pages carefully to make .
sure that they have not been subtly hacked (a link changed, .

for example).

Minimizing your use of password-based FTP and checking for :
signs of password compromise can help keep the risk of that -
use low. By far the best alternative, however, is to just say no. -
FTP use should diminish as more and more people understand -
the security risks involved, making the Internet safer for all -

of us.
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Home
Networking

Owning a computer once was considered to be a luxury. Now
owning a computer is considered to be almost as essential as
owning a telephone, and more and more households have two,
three, or more machines. Some surveys suggest that sales of new
computers to households that already have at least one machine
is the fastest-growing segment of the computer market.

If your home has more than one computer, you may want to
share resources, such as disks and printers, between your
computers. You can create a home network to implement this
sharing. An even bigger reason for a home network, however,
is to share a single cable or DSL Internet connection among
your home machines. Because these connections are high-speed
and always on, they can be shared in such a way that each of
your home computers can use the connection at the same time.
This arrangement differs from phone-based Internet connec-
tions, in which one computer has to initiate the connection.
Those connections are so slow that only one computer at a
time can use them effectively anyway.
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. All new Macs have a built-in high-speed Ethernet port. Ethernet
. has traditionally been used for local-area networking in work
- and school environments, but the technology can also be used
- to create nearly free home networks, which most cable and
" DSL modems can connect directly to. Apple’s AirPort and related
- wireless technologies are quite popular for home networking
- as well; we cover them in Chapter 16. Options for using phone
- and power lines within a house for home networking are
- also available.

- When a home network is used to share an Internet connection,
. every machine on that network is effectively connected to the
. Internet. Regardless of the wiring technology used, home networks
. sharing Internet connections introduce security issues beyond
: those associated with stand-alone Internet-connected computers.

Network Address Translation

- Each machine that accesses the Internet using a home network
- must have its own Internet address. Internet addresses, like
- phone numbers, are somewhat limited. Most ISPs either do
- not provide multiple Internet addresses per household or charge
- extra for each Internet address beyond the first one. For this
- reason, home networks can use a technology called Network
. Address Translation (NAT) to share a single Internet address.

- NAT is implemented using a NAT gateway, which is either a
. dedicated network-attached device or software running on one
- of the computers on the network. The NAT gateway is assigned
* the single address provided by the ISP; the machines on the
- home network talk to the NAT gateway to use that address to
- access the Internet.

. How NAT works

. The NAT gateway (Figure 15.1) assigns a private IP address
. to each computer on the home network (usually, through the
. Dynamic Host Configuration Protocol, or DHCP). These private
- addresses, which have the same form as public Internet addresses,
- are used internally on the home network and do not have to
- be unique throughout the Internet (see “Public Versus Private
- IP Addresses” in Chapter 6). When a machine on the home
- network wants to access the Internet, it does so through the NAT
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gateway, which sits between the home network and the .
Internet connection. From the accessing machine’s point of .
view, the connection looks just as though that machine were .
accessing the Internet directly by using its private address, with :
the NAT gateway serving as the router that connects the access- :
ing machine to the Internet. In reality, the NAT gateway changes °
the access request so that the request uses the public IP address °
assigned to the NAT gateway, which is the only IP address the -
ISP is going to accept from the user’s network, and then sends -
that request out to the Internet via the ISP. When a response -
comes back from the Net, the NAT gateway routes that response -

to the machine that made the original request.

[ ]

Home network
(private IP address) NAT gateway
(public IP address)

Figure 15.1 A NAT gateway can be used to share a single
Internet connection, and a single Internet address, among
multiple machines on a home network.

=
L
e—]

*| = To the Internet

The details of NAT are tricky, because NAT needs to do two -
difficult tasks at the same time. First, it needs to fool the -
machines on its network into thinking that they’re talking -
directly on the Internet, so that those machines (and users) .
can keep doing things the way they’re used to. Second, the :
NAT gateway has to manage multiple Internet requests and :
responses in parallel, determining which machines on the home °

network are involved.

A NAT gateway can be implemented in hardware, as a dedicated, -
network-based device, or in software running on one of the -
machines on the home network (which must be kept on for .
any machine to access the Internet). NAT gateways usually .
have two ports for network connections (Figure 15.2a). One
port is connected to the Internet, usually through a cable or :
DSL modem although sometimes through a phone modem. The
other port is connected to the home network. In some cases, :
the gateway has only one physical port (Figure 15.2b). In such -
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. cases, the modem and home network are connected to each
. other and to the gateway, usually through Ethernet. Either way,
- all conversations between machines on the home network and
- the Internet go through the gateway. Figure 15.3 shows an
" example of a Macintosh running Sustainable Softworks’
- IPNetRouter NAT gateway software, configured for a single port.

; ? Q—% —, ol

port 1 == port 2 Internet

Home network Mede

(private IP addresses) NAT gateway
(public IP address)

Figure 15.2a A typical NAT gateway with two network ports, one for
. the Internet and one for the home network.

Modem
ul To the
? @ ? ﬁ Internet
Home network port 1 ==

(private IP addresses) NAT gateway
(public IP address)

. Figure 15.2b A NAT gateway configuration with only one network port.
- The port is used for both the Internet and the home network, which

. are physically the same network but logically separated by the gateway,
- which routes between the two.

~ Configure Interface — T e
* (Ethernet buitizin | 2] bmaco:t @ [1s2.168.731 |[255255.2550 ||

deringty  CdPMoswersdng  [Jumumbered  [ToHcP Aware

[ Connect | (Remove] (_had_]

Status: 0K ' , =

: Figure 15.3 The IPNetRouter NAT gateway software can turn a
. Macintosh into a NAT gateway, eliminating the need for a dedicated
- hardware gateway.
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Concerns about NAT gateways

NAT gateways are complicated, don’t work right in some appli-
cations, and introduce new security concerns. If your ISP -
provides multiple Internet addresses, you should consider taking -

advantage of that option rather than using a NAT gateway.

NAT was designed after the Internet started to get popular, when :
it became apparent that IP addresses were going to be limited
commodities. Due to its late design and its complexity, NAT -
does not work with all Internet protocols. A couple of Macintosh -
technologies that haven’t worked well with NAT are QuickTime -
streaming and USB printer sharing. NAT’s complexity also -
makes NAT gateways subject to bugs that can introduce security -
holes or create hard-to-diagnose problems in accessing the -
Internet. NAT gateways also can slow high-speed Internet con- .

nections due to the amount of work they have to do.

While enabling Internet access from machines on the home :
network, NAT usually prevents services on that network from
being accessed from the Internet. Because machines on the -
home network don’t have their own public IP addresses, access -
to those machines can’t be initiated from the Internet. Only -
services on the NAT gateway’s machine can be accessed directly -
from the Net. In general, the gateway’s blocking of Internet .
access to services on the home network is desirable. The gate- .
way acts, in many ways, like a network-global firewall for the :

home network (see Chapter 12).

A NAT gateway is a limited firewall however. If you wanted to :
provide Internet access to a service on your home network (such -
as a Mac’s built-in File Sharing, for example), you would have -
to use a NAT feature called port mapping to enable that access -
through the gateway. Configuring port mapping is somewhat -
complex; if set up incorrectly, port mapping can open other -
machines on the home network to undesired access. NAT gate- .
ways usually do not have the advanced logging and monitoring -
features of firewalls, so it’s also harder to notice unauthorized

accesses and access attempts to machines on your network.

If you’re going to use a NAT gateway as a network-global fire-
wall, you should be sure to use a two-port NAT gateway. -
A one-port NAT gateway does not provide any isolation between -
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. the home network and the Internet (refer to Figure 15.2b earlier
. in this chapter). Although all access from the Internet is still
- supposed to go through the NAT gateway, nothing physically
. prevents communication from the Internet to machines on the
" home network. A poorly designed cable or DSL modem, for
- example, could be used to bypass a one-port NAT gateway and
- access machines on the home network, to which the modem
- is connected directly in a one-port system.

. Additionally, a hardware-based NAT gateway usually is more
. secure as a firewall than a software-based gateway. Hardware
. gateways are much less likely to be infected with viruses that
- could compromise the security of the home network. Also,
. the machine running the software-based gateway can be
- accessed directly through the Internet; therefore, it is less secure
- than it would be behind a hardware NAT gateway or network-
- global firewall.

If you want to use a NAT gateway as a network-global
firewall, the best one to use should have two ports and
should be hardware-based.

- All-in-One Home Networking Devices

. Building a home network, especially one used for sharing an
. Internet connection, is a new experience for most people. You’ll
- need many pieces to put one together, although these pieces
. are now being merged into all-in-one appliance-like devices
- —Apple’s AirPort base station, for example. The base station
* serves as a wireless access point, a NAT gateway, and a dial-
- up modem for phone-based Internet access. Other combina-
- tion devices offer features such as the capability to act as an
- Ethernet hub (a piece of hardware for connecting multiple
- devices through Ethernet cabling), a network-global firewall,
- a cable or DSL modem, and even a content filter for limiting
. the Web sites that specific home-network users (such as children)
. can access.

- Most all-in-one home networking devices are dedicated pieces
- of hardware that are set up remotely and monitored through
* your home network. As a result, they introduce several security
- risks that you should take into account.
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All-in-one devices need to be administered from your home -
network, but that network usually is connected to the Internet. -
Carefully managing the passwords used by these devices is impor- :
tant (see Chapter 4). These devices also introduce a serious |
security complication: many of them come with a default pass- -
word. You use the default password to access the device the -

first time it’s installed, as documented in the user’s guide.

Because a default password is involved, for security reasons
you must connect to the all-in-one device and change the
password before connecting the device to the Internet.

Hackers can find default passwords for popular all-in-one
devices easily on the Net, and they are out there scanning the :
Net for devices that still use those default passwords. If a hacker -
finds such a device, he can take control of it and of your home -
network as well. Hackers can change the device’s configuration -
and possibly even upload new software to it to change what -
it does and how it interacts with your home network. And -
they can do all this in such a way that you’ll never even know. -

Even after you change your all-in-one device’s default pass- :
word, never enter the new password over the Internet, because
you don’t know how good the device might be at encrypting -
that password. As a general rule, even though the device is -
hooked up to the Internet, you should do all your adminis- -
tration and monitoring of that device from your home network, -
not from the Net. Administration from your home network -
ensures that no one on the Net is spying on your conversa- .

tion with that device.

Due to the need for remote administration, some all-in-one °
devices use a cryptic, command-line based interface, often -
through the popular Telnet protocol. In addition to passing
cryptic commands, Telnet sends all its data in clear text, making -
the security risk much worse. In selecting home-networking -
hardware devices, look for ones that you can administer -
through a standard Macintosh application or through a Web- .
based interface. Mac-friendly administration will make these :
devices easier for you to set up and use and also minimize :
the likelihood that you will misconfigure the device and cause
a security hole. Farallon’s NetLINE Broadband Gateway is a -

good example of such a product (Figure 15.4).
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Figure 15.4 The Web-
based interface and
Macintosh focus of the
NetLINE Broadband
Gateway make it much
less likely that you'll
misconfigure it and
create a security hole
in your home network.

- All-in-one devices may have additional network-accessible
. features beyond configuration. If possible, you should disable
. the capability for these features to be accessed from the Internet
. and make them accessible only from the home network. If a
. device supports remote monitoring, or SNMP (see Chapter 9),
- you should disable this support or ensure that it’s accessible
- only from the home network. By eliminating accessibility to
- the device from the Internet, you make it much less likely that
- a hacker will obtain access to that device and, through it, to
- machines on your home network.

General Security Precautions for
- Home Networks

- Home networks mean more machines. More machines mean
- more opportunities for hackers. Although you should look over
* the security precautions we recommend throughout this book
- before setting up a home network and connecting it to the
- Internet, we’d like to point out a few especially important pre-
- cautions in this section.

- If you're going to set up a home network that will be connected
. to the Internet, be sure to secure each machine on the network.
. In particular, turn off Internet services that are not needed
- and properly secure those services that are needed. (We cover
© securing Internet services in chapters 7 through 10.) If possible,
- use AppleTalk protocols rather than TCP/IP to share resources,
- because those resources’ vulnerability to attack will be less if
- TCP/IP is not used to share them. For instance, if you’re sharing
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files among machines through Mac OS 9’s built-in File Sharing, -
do not check the checkbox for enabling File Sharing through -

TCP/IP (Figure 15.5). AppleTalk will work just as well and
with better security.

O =—————rFile Sharing %E

|/ start/stop \ / Activity Monitor \ / Users & Gr
@ Network Identity
Owner Name:  [kingsford
Owner Password:

Computer Name: [G3 |
IP Address: 192.168.0.2

Status

(—CI ick Stop to turn off file sharing. This prevents other

users from accessing shared folders.

File Sharing on URL:afp://ab. mdfrdl or.home.com/ " :

[C] Enable File Sharing clients to connect over TCPZIP

Figure 15.5 Use AppleTalk and disable TCP/IP for sharing resources,
such as files, on home networks.

Although home networking devices such as NAT gateways may .
attempt to provide firewall functions, you shouldn’t rely on :
their capability to do so. Personal firewalls are inexpensive and
almost always provide greater flexibility and more advanced -
monitoring and analysis capabilities. Installing a personal fire- -
wall on each machine on your home network is the safest -
procedure. Likewise, install antivirus applications on each -
machine, even if you don’t intend to download software to a :
particular machine. You run too great a risk that all machines -
on the network will be compromised if one machine is. (See .
chapters 11 and 12 for more information on viruses and .

personal firewalls.)

If your home network includes more than 2 or 3 machines, it’s -
beginning to approach the complexity of some office networks. -
Real computer fanatics may even have home networks that are -
bigger and more complex than our work networks. If you have -
more than a couple machines on your home network, be sure -
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. to read Chapter 17 on Internet security at work. Particularly
. relevant to large home networks are the sections on network-
. global firewalls, Windows machines (if you have any on your
. home networks), and the ongoing transition from AppleTalk
" to Internet protocols.

- Finally, look at Chapter 18 if you plan to run Mac OS X. Due to
- its Unix base, Mac OS X introduces a new set of security issues
- that can affect not just the machines running Mac OS X but also
- the other machines on your home network.
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Networking

Every few years, Apple invents, creates, or popularizes an amaz-
ing technology. In the late 1970s, that technology was the
Apple II. In the mid 1980s, it was the Macintosh and desktop
publishing. In the early 1990s, it was QuickTime and the
PowerBook. In 1999, after a bit of a drought, Apple did it again
with AirPort wireless networking.

AirPort technology lets Macs communicate through networks
created without wires. More important for the rest of us,
AirPort lets Macs access the Internet without wires. If you have
AirPort installed at home, you can roam around your house
and yard with your PowerBook or iBook while staying con-
nected to the Internet the whole time. You can also share your
Internet connection among your home Macs without running
wires all over your house. Like most networking technologies,
AirPort introduces new security issues that you need to be
aware of as you take advantage of its amazing capabilities.
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- How AirPort Works

. AirPort is based on a computer networking standard called 802.11b.
- The 802.11b specification describes how a wireless network sends
- data through radio waves, in a way similar to how a cordless
- phone sends voices (cordless, as in the kind you use in your house,
- not cellular, as in the kind you use around town or in your car).

. Macs shipping today are AirPort-ready, meaning that they’ve
. got the necessary antenna and special AirPort card slot built
" in. You can order Macs with that card installed, or you can
- add it later. If you have an older PowerBook that isn’t AirPort-
- capable, you can purchase an 802.11b card for its standard PC
- Card slot. You won’t have the built-in antenna, however, so
- your wireless communication probably won’t go as far. (The
- nominal distance that Apple claims for AirPort is 150 feet.)
. Windows notebooks with PC Card slots can add 802.11b cards
. to talk on AirPort networks as well.

* You can use AirPort to create peer-to-peer wireless networks
- of Macs—to share files on a home network, for example. But
- like a cordless phone, AirPort is most useful when you use it to
- talk to machines on a traditional wired network. Cordless phones
- talk wirelessly to the phone network, and AirPort machines
. talk wirelessly to the Internet. In both cases, the conversation
. goes through a base station that’s connected physically to the
- wired network (Figure 16.1). The base station converts the
' radio waves to wired signals; it also converts the wired signals
- to radio waves, enabling full two-way conversation between
- the wireless machine and the wired network.

~¢———> To the Internet
wires

Mac(s) Airport
with Airport Base Station
| wooeaeaa @5 | «———> To the ph tem
: & radio - wires phone syste
. Cordless phone Phone
base station

. Figure 16.1 You use AirPort to talk through a base station to the wired
- Internet just like you use a cordless phone to talk through a base station
. to the wired phone network.
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AirPort works at 11 Mbps, which is faster than just about all home .
Internet connection technologies, so this translation doesn’t even .
slow your Internet connection. One important difference between .
an AirPort base station and a cordless-phone base station is |
that as many as 10 computers can talk through one AirPort :

base station at the same time.

The base station is the key to AirPort’s functionality and ease -
of use, along with being the central point for its security. You -
can use a Macintosh running Apple’s AirPort base-station soft-
ware as a base station, but most people use Apple’s flying-saucer- .

like hardware base station (Figure 16.2).

Figure 16.2

Apple's uniquely
designed AirPort
base station is a

home networking
device.

Apple’s hardware base station is a Mac-focused all-in-one home
networking device (see Chapter 15) that includes many useful :
features. It contains a built-in phone modem for talking to an -
ISP through a dial-up connection. It also contains an Ethernet
port, which connects it to most high-speed Internet connections, -
such as DSL and cable. The base station can act as a NAT -
(network address translation) gateway for sharing a single -
Internet address among multiple computers on a home network. -
Or it can work in bridging mode, making the computers on -
the AirPort network appear as though they were on the Ethernet :

network.

You can administer the base station remotely, from either the -
AirPort or the Ethernet network, through an easy-to-use -

Macintosh application (Figure 16.3).

convenient all-in-one -
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Information in this section Is used to identify and configure the base station.

_ldentity

Name: lOpen Door Networks Base Station I

Contect: | |
Location: |Office |

— AlrPort Card

Networ k name: [Dpen Door Airpory ] [T] Create a closed network
Channel frequancy:
[ Enable encryption (using WEP)
_Change Network Password...

Figure 16.3 You configure the AirPort base station through an
easy-to-use Macintosh application.

- How AirPort Is Used

. Because AirPort is versatile, you can use it in several ways.

- AirPort machines can talk directly to one another, even without
* a base station, which permits sharing of files and other resources
- on those machines through a home network without wires
- (Figure 16.4a). In many cases, however, you’ll simply enable
- wireless Internet access for a single home machine with AirPort
- (Figure 16.4b). Instead of connecting a DSL or cable modem
- to your machine, you connect that modem to the base station
. through its Ethernet port. (If you're using a dial-up connec-
. tion, the phone modem is built in to the base station, so you
- don’t have to connect one.) When the base station is connected
- to the Internet, you can roam anywhere within 150 feet of the
" base station with your PowerBook or iBook and have Internet
- access just as though you were connected directly. Often, if a
- lot of walls aren’t in the way, you can go even farther than
- 150 feet.
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Figure 16.4a Using AirPort for
wireless sharing between Macs,
with no need for a base station.

e Cthernet

% » To the Internet

Modem
Base Station

Figure 16.4b Using AirPort through a base station to provide a single
Mac with wireless Internet access. Multiple wireless machines can
connect at the same time.

If you already have a home network (see Chapter 15), you can
use AirPort to add machines to that network wirelessly. You -
also can share your Internet connection among all the -
machines, both wired and wireless, on your network (Figure -
16.4c). Simply connect the AirPort base station to the wired -
part of your home network through the base station’s Ethernet -
port. You can then roam with your notebook machines and -
add new computers anywhere in your house easily without .
having to string wires. .

Base

FPFF—=

Wired home network
(Ethernet)

Figure 16.4c Using AirPort and a base station to add Macs to a home
network wirelessly.

AirPort technology is starting to be available in public places :
through setups similar to Figure 16.4b but with the capability :
to connect multiple machines wirelessly at the same time. -
Coffee shops and other businesses in Ashland, Oregon, for -
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. example, make AirPort-based Internet connections available free
. to patrons who bring in their own notebook computers. Many
. other cities are following suit, and 802.11b networks are even
. popping up in hotels and, well, airports. Larger AirPort
- networks are being set up at colleges and private businesses,
- enabling campuswide and buildingwide wireless intranet and
- Internet access.

f Securing AirPort

- AirPort and 802.11b provide a degree of freedom that the rest
- of us have never had before. With AirPort, you’re no longer
- tied to your desk if you want to access the Internet. You can
. roam around your house, yard, or office and still maintain your
. Internet connection. You can also connect wirelessly to
. public high-speed Internet access sites without having to plug
. in a single cable. With AirPort’s additional freedom comes
. additional security risks, however.

- Too much freedom

- Networks based on radio waves provide too much freedom
- from a security point of view. Traditional wired networks can
- be accessed only through a physical connection to that network.
. Someone has to have a cable running physically from the
- network to do anything on that network. But radio-based
. networks do not require physical linkage. Anyone within range
. of the base station can, in theory, access that network as an
. active participant or as a passive spy. Unless you take special
. precautions, someone sitting out on the street with a Power-
- Book, or at your neighbor’s house with an iMac, can be as much
- a member of your AirPort network as your own machines are.

- Even if your home network is just your Mac and an AirPort
- base station, it’s still a network. Anyone who has access to
- that network can see all your Internet communications. We’ve
. talked elsewhere in the book about spying on the Internet. Most
. Internet spies still need to tap into the Internet backbone
. physically, which is not easy to do. But someone on your home
- network doesn’t need Internet access at all. A hacker can see
- all your wireless communications from right outside your house
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by running a common Mac program such as WildPacket’s -
EtherPeek (Figure 16.5). If it’s not configured correctly,
AirPort makes it just too easy for anyone who’s even a little .
bit curious to check out everything you’re doing on the Net.

UDP DNS 12:09.8073 ftp.opple.com.

IP-208.1.80.220  |P-208.1.80.218

S5e2 292
563 1P-17.254.0.26  IP-208.1.86.218 66 TCP FTFCEl  12:09.3476 S=2036111613,L.99104,H=33580
1584 IP-208.1.80.218 IP-17.254.0.26 126 TCP FTPCtl  12:09.3586 $=2036111614,L..92104,H=33580
585 (P-17.254.0.26 |P-208.1.80.218 64 TCP FIPCEl  12:89.9262 S=2035111682,L.98115, H=33580
566 |P-208.1.80.218  [P-17.254.8.26 91 TGP ETPCEl  12:09.3694 S=2035111682,L.99115,H=33588
567 IP-17.254.0.26 |P-208.,1.80.218 89 TOP FIPCEl  12:09.3688 S=2035111715,L.99126, H=33580
- 519 °B:iEG:B1:20:B7:42 ©1:80:C2:00:00:00 e 64 882.1 12:80.6292
511 AT-65260.83 AT-65280,73 . 64 ROSP Data  12:09.1940 ‘
1512 1P=17.254.0.26 __ [P-208.1.80.218 64 TCP FTPCEL  12:09.1820 S=2035111737,L.90127,U=33580 ¥l
e T— Bz

Figure 16.5 Unless you're careful, anyone with a program such as
EtherPeek can sit outside your house with a PowerBook and see all
your wireless communication.

The designers of 802.11b learned from similar security prob- :
lems with wireless telephones (both cordless and cellular) and :
built antispying features into the technology. The principal anti- :
spying feature of 802.11b and AirPort is called wired-equivalent °
privacy, or WEP. WEP is an encryption technique that makes -
it difficult for someone listening in on 802.11b data to figure -
out what the data actually says. WEP doesn’t make spying on -
wireless networks impossible (the encryption used is basic); -
it just makes wireless networks pretty much as secure as wired -
ones—hence, the wired-equivalent part of the name. With WEP .
enabled, you still need to take actions to prevent Internet-based .
spying (such as ensuring that Web sites are secure before you .
enter confidential information), but no more than you would
on any other Internet connection.

To enable WEP on your AirPort network, you use the AirPort -
Admin utility to turn on WEP in your AirPort base station -
(Figure 16.6). WEP encrypts data before sending it out on the -
wireless network. Because any machine that’s on the network -
legitimately (including the base station) needs to be able to .
decrypt that data, you choose a password for the network and :
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. tell the base station that password at the same time that you
. enable WEP. The password is used as the key to encrypt and
. decrypt the data. All users of the network must enter the pass-
- word before connecting to the network (Figure 16.7).

Information in this section is used to identify and configure the base station.

| Identity

Neme: [Open Door Networks Base Station |

Contact: I ]

Location: [Office |

| change Base Station Password... |

— AirPort Card

1 Network name: |Open Door Airporf | [ creste s closed network

Channel frequency: (1 ['2]

Enable encryption {using WEP)

[ﬁi ggtlmlul'l‘qcén;seht:’f:f : - .

Figure 16.6 Enabling WEP in the base station makes a wireless
network effectively as secure as a wired one.

The selected AlrPort network requires a

password to join. 3

password: | |
(o) ()
Figure 16.7 When WEP is enabled, all users of

the wireless network must enter the password
before they can access the network.

- Multiple levels of defense

- WEP passwords not only prevent spying on your wireless
- network but also make it much harder for someone to become
- a member of that network without authorization. As described
. in chapter 7, you want to maintain as many levels of defense
- as you can. If a person gets on your network, he or she has
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bypassed some of your levels of defense, such as your network- .
global firewall or your use of AppleTalk instead of TCP/IP. By -
requiring AirPort network users to enter the WEP password, .
you prevent unauthorized users from getting on the network :

and bypassing key levels of defense.

AirPort provides levels of protection besides the WEP password. -
When you set up an AirPort network through the base station, -
you can make it a closed network (Figure 16.8). Users of closed -
networks must go through additional steps to access the network. -
Most important, potential users can’t see the network in their .
list of available AirPort networks. Someone who’s going around -
looking for accessible AirPort networks won’t even know that :
your network exists. Someone who knows the network exists |
through other means still must enable access to closed networks :
through their AirPort application and type in the password and

exact name of that network to gain access.

Information in this section is used to identify and configure the base station.

~ ldentity

Neme: IOpen Door Networks Base Station ]

Contact: L |

Location: |Office |
Change Base Station Password..

—AirPort Card

Network neme: | Open Door Airpor{ [ Creats a closed network

Channel frequency: (11 2]

Enable encryption (using WEP)

(otmmerocement. ] (o) (o)

Figure 16.8 Using the base to create a closed AirPort network,
which requires users to type the exact name of that network
before gaining access.
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. An additional security measure we recommend for home AirPort
. networks is enabling access control in the base station (Figure
. 16.9). Access control lets you specify exactly which machines can
- connect through the base station to your Internet connection
© and wired home network. You specify a machine that’s allowed
* to connect by its AirPort ID. A machine’s AirPort ID is a 12-char-
- acter indicator unique to the machine’s AirPort card. You can find
- the ID on the card itself or by running the AirPort application
- on the machine with the AirPort card installed (Figure 16.10).

Figure 16.9 You can limit
access through your AirPort

base station to a specific set

Access to the AlrPort network will umtrlchdhthelunwlsﬂ here, lfmthlwislldu all i i
clients are psrmitted upon correctly entering the password. Of machmes by typmg thOSE

machines’ AirPort IDs in an
access-control list.

Figure 16.10 The AirPort ID,
available through the AirPort
application, identifies a particular
machine and can be used to
restrict AirPort network access
to that machine.
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Access-control lists are a safe way to restrict access through -
the base station. AirPort’s access-control system, however, has -
one confusing aspect: :

Access controls restrict access only from machines on the :
AirPort network, through the AirPort base station, to devices ®
on the wired network (such as the modem that connects

to the Internet). They do not restrict access to the AirPort

network itself.

Machines not listed in the base station’s access-control list can -
still connect to your AirPort home network, which means that |
they could access any machines on that network (Figure 16.11). :
Machines that are not in the access-control list can’t connect °
through the base station to any wired machines you might have -
or to your Internet connection. But you’ll still want to use other -
security measures, such as WEP passwords, to keep unautho- -
rized machines off your AirPort network.

Airport
Base Statlon

Qi ——> To the Internet
Modem

Figure 16.11 Access-control lists prevent .
access from the AirPort network to the -
Internet through the base station but do .
Machine not in not prevent machines from getting on
access control list the AirPort network in the first place.

A final level of defense in the AirPort base station is its capa- :
bility to function as a NAT gateway—a feature that you must -
configure through the AirPort Admin utility. As described in -
Chapter 15, NAT is a way of sharing a single Internet address -
among multiple computers on a home network. NAT can also -
provide some of the features of a network-global firewall (see :
Chapter 12), making it difficult for machines on the Internet -
to access devices supported by the gateway. When the base .
station is acting as a NAT gateway, however, it does not provide -
any protection from machines already on the AirPort network, !
and it does nothing to prevent machines from getting on :
that network. :
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. A down side of AirPort’s security measures is that they don’t
. prevent a stolen machine from getting on your network if it
. was on the network before. When you use WEP passwords,
. for example, the password is saved on your Macintosh after
" you first type it. Saving the password makes network access
" more convenient at the expense of security. In the absence of
- additional security measures, anyone who gets hold of your
- Macintosh can get on your wireless network. Even the name
- of a closed network is saved on the machine, so closed net-
- works don’t help either. And, of course, the stolen machine
- will have the correct AirPort ID, so it will be authorized through
. the access-control list. If your machine does get lost or stolen,
. be sure to remove its ID from the access-control list as well
. as change the password for your AirPort network.

Securing the base station

 The AirPort base station controls all the security aspects of
- your AirPort network, so you should protect it carefully. Like
- many all-in-one home networking devices (see Chapter 15),
- the base station ships with a default password.

Changing the AirPort base station’s default password as
soon as you hook up that base station is critical. Otherwise,
someone else can change it for you and take control of the
base station—and of your network. They don’t even need
physical access to do so.

- Because all base stations ship with the same default password,
- that information is readily available to every potential AirPort
- hacker. That default password is easy to guess: public. You
- should change it to something much better (see Chapter 4) by
. running the AirPort Admin utility and choosing Change Base
- Station Password (Figure 16.12).

- A second important precaution is to restrict physical access to
* your AirPort base station. Beyond issues of theft, anyone who
- knows what he’s doing can reset an AirPort base station if he
- has physical access to that base station, and the process will
- take about five seconds. Resetting the base station causes the
- password to be reset to the default. So someone who has even
- temporary physical access could reset the password and connect
- to the base station later, without physical access, through the
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wireless network and the default password. For these reasons, -
you should put the AirPort base station somewhere that other .

people can’t access easily.

Information in this section is used to identify and configure the base station.

— Identity

Name: [Qpen Door Networks Base Station ]
Contact: | ]
Location: |Office |

( (__hange Base Station Password... D

—AlrPort Card

Netwark name: IUpen Door Airpory | [Ccreste aciosed network

Channel frequancy: m

[& Enable encryption (using WEP)

Change Network Password... |

(optimize Placement.. .IE‘

Figure 16.12 When you first set up your AirPort base station,
be sure to change its password, which is the same for all base
stations by default.

Apple’s base station is designed for home use, in which security :
is not as great a concern as it is in business use. But 802.11b is °
becoming popular in the business world, and many companies
are offering alternative base stations (sometimes called access -
points) that include additional security measures, such as -
network-global firewalls. The alternatives may be much -
harder to configure than Apple’s base station, however. If you're -
considering a third-party product, follow the advice about -
all-in-one devices in Chapter 15, and find one that’s as easy -
to use and as Mac-friendly as possible. Otherwise, you could .
compromise the security of your wireless network by mis- :

configuring the base station’s security options.
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. Public access

: Through careful use of AirPort’s security features, you can
- set up a home AirPort network that’s as secure as any wired
. network. AirPort access through public sites is another story.
. If you’re using AirPort at a coffee shop, hotel, or airport, check
- the security measures that the site has put in place. You can
. easily tell whether the site is using a WEP password, for
- example, because you’ll have to type it before you're granted
- any access. If the site is not using WEP, be particularly
- careful about anything you type; anyone in the area who’s
- curious or bored could see your Internet conversations.

- Also keep in mind that you’re on a public network that
. anyone can join. The Internet itself is such a network, but
- access through AirPort is much more open and harder to track.
. The local AirPort network will not have a network-global
. firewall to protect you from other users on that network.
- It will also support AppleTalk as well as TCP/IP, further increas-
. ing the risk of unauthorized access. (Any Mac user will see
- your machine’s File Sharing setup in the Chooser, if File
- Sharing is enabled, for instance.) Be sure that you’re running
- a personal firewall (see Chapter 12) before surfing the Net
- through a public wireless connection. Also make sure that all
. your machine’s services are disabled or well protected (see
. chapters 7 through 10). You may want to turn off AppleTalk
. as well (through the AppleTalk Control Panel), because most
. personal firewalls don’t block AppleTalk access.
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Internet
Security at Work

Most of this book has focused on Internet security from an
individual’s point of view. Although many of us go online only
using a Macintosh at home, many of us also are online when
we get to work or school, and some of us go online only from
there. Everything you’ve read so far continues to apply to online
security at work, but outside the home, you need to keep addi-
tional issues in mind. In this chapter, we’ll go into the nuts
and bolts of protecting a group of networked users such as in
a school or office.
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- Security Goes Both Ways

- Internet security at work is integrally related to Internet
- security at home. Assuming that you’re online both at home
- and work, if your home environment is secure, it’s easier to
- keep your work environment secure, and vice versa. More
- important, if your home environment is not secure, you risk
. not only your own online safety at home but also your own
. and your colleagues’ online safety at work.

- In some rare situations, your home and work environments
- are totally unrelated —if you never take work files home or
- home files to work, maintain independent e-mail accounts and
- don’t send anything between the two, and don’t telecommute.
- In most cases, however, your home and work security are linked
- in many ways. For example:

Telecommuting. You use your home machine as your
work machine too.

Dialing in to your work network from home or getting
on through a VPN (virtual private network). You’re not
telecommuting but need occasional access to your
machine or network at work.

Sharing an e-mail account between work and home.
Many people use their work e-mail address as their
personal e-mail address.

Bringing files home from the office on a floppy disk
or other removable media.

- In all these cases, your home and office security are linked directly.
- In most cases, your work security is at greater risk due to a
© compromise in home security than the other way around. Work
- environments tend to be more secure, so your home environment
- often offers the path of least resistance for an attack. Addition-
- ally, security breaches in office environments generally have more
. severe ramifications: A breach in security can affect more machines
. on your work network, and the amount of potentially exposed
. material usually is much greater at work than at home.

- Despite the risks, many organizations provide a way to access
- their networks from outside. Perhaps you dial in to work
- through a modem or access it through a VPN. (We describe
- both these options later in this chapter). If so, when you're
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connected to your work network, you often have access to the .
same confidential information that you can access when you're .
physically at work. So if your home machine is poorly pro- .
tected, a hacker could break into it (or a thief could steal it), :
connect to your work network, and access all sorts of stuff :
that they shouldn’t. Usually, such access is password-protected, °
but if you save those passwords on your home machine or -
don’t choose good passwords, those passwords won’t be much -
good in keeping hackers (or industrial spies) from damaging -
access to anything on your entire network at work. :

Even if you don’t connect to your work network from home, -
if you take work home with you, that information will be :
vulnerable to any security holes you may have at home. |
A hacker could access work files off your home machine over :
the Internet, or the files could be infected with any virus that’s -
infected your home machine. If you then took, e-mailed, or -
transferred those files back to the office, you could infect -
machines in the office. Your work environment should have -
adequate virus protection and other such precautions (which :
we’ll discuss in the following section), but you don’t want to -
test those precautions if you can avoid doing so. :

Security can go the other way, too. Your work environment :
may have fewer security precautions than you do at home, :
especially if you’ve read this book. So don’t assume that work
is a completely secure environment. Your work network proba- -
bly is not as wide open as the Internet as a whole, but security -
breaches could occur.

Centralizing Security

Most organizations provide several centralized services. In an -
office, purchasing is done through one department (or by one -
person, in a small office) and payroll through another. In a .
school, registration and administration are centralized. In larger :
organizations, computer services are centralized through an IS |
(information services) or IT (information technology) department, |
and network-specific issues are addressed by a specific network :
administrator. Smaller organizations may have no IS department -
or network administrator. Despite a lack of network training,
you may be your organization’s network administrator. Due to
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. the Mac’s ease of use, in a small office or department, just about
. anyone can be the network administrator.

- If you’re in the IS department, or if you’ve assumed the role
- of network administrator, the information in this chapter prob-
- ably is of critical importance to you. But even if you’re just a
- user of network services, you should understand the basics of
- how things should be set up so that you know as much as
. possible about the security environment in which you should
- be operating. Some of the details may seem fairly technical,
. but you still should be able to get a good overall picture.

Network-global firewalls

. Many organizations use a network-global firewall to connect
- their internal network, or intranet, to the Internet. As opposed
" to a personal or machine-specific firewall (see Chapter 12),
- which protects the machine on which it’s running, a network-
- global firewall protects an entire network of machines against
- malicious access from the Internet. Like a personal firewall, a
- network-global firewall allows outgoing access to the Net while
- offering that incoming protection.

. As shown in Figure 17.1, a network-global firewall sits between
. the Internet and your intranet. If someone tries to access
- any of the machines or services on your intranet from the
- Internet, the firewall checks the access against a set of rules
- that have been programmed into it by the network adminis-
* trator and allows the access only if it’s authorized. For outgoing
- access attempts from your network to the Internet, the firewall
- usually does not get in the way; it lets the access attempt pass
- unchecked. (The firewall can be set up to limit outgoing as
. well as incoming access, however.)

o
| | -! » To the Internet
Your network ‘

Network-global
firewall

Figure 17.1 A network-global firewall protects a network
against unauthorized access from the Internet.
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A network-global firewall’s rules use the same parameters as -
personal firewalls: the IP address of the machine attempting
the access and the service to which that machine is trying to '
get access, indicated by the destination port number. A network- °
global firewall also uses at least one additional parameter in -
its rules: the IP address of the machine to which access is being
attempted. Personal firewalls usually don’t need to use this -
parameter, because the machine they’re protecting almost -
always has only one IP address. But a network-global firewall .
protects several machines, each of which has a different IP :
address. To offer different forms or protection (via a different :
set of rules) to different machines, the firewall rules must :
include the IP addresses of those machines. Here is an example *
of a set of network-global firewall rules:

1. Allow access from any IP address to port 80
(the Web-server port) on the machine at IP address
10.0.0.2 (the Web server).

2. Allow access from any IP address starting with
208.1.80 (the address range of a particular business
partner) to port 548 (the AppleShare file server port)
on the machine at IP address 10.0.0.3 (the company-
wide file server).

3. Allow no outside access to any port on any other
machine.

In this example, the rules offer unlimited access to your com- .
pany’s Web server (so anyone can see your Web site), limited
access to your company’s file server to only your business
partner, and no outside access to your and your colleague’s -
machines.

Network-global firewalls are implemented several ways. Some -
network-global firewalls are pieces of hardware specifically -
designed for that purpose; they have one connection for the :
Internet and one or more connections for your intranet. Other :
network-global firewalls are processes running within your :
organization’s Internet router. Your organization’s Internet router -
connects your internal network to the Internet and enables your -
Internet access. It is a natural place to run a firewall, because all -
Internet traffic goes through it. The router, too, has one connection -
for the Internet and one or more connections for your intranet. .
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. Another type of network-global firewall is implemented in
. software; it runs on a computer with multiple network con-
- nections, such as a Mac with a built-in Ethernet port and an
" Ethernet port added through a plug-in card. Figure 17.2 shows
~an example of such a firewall implemented through
" IPNetRouter. As in a dedicated or router-based firewall, one
- port is hooked up to the Internet and the other ports are hooked
- up to your intranet. Software firewalls can act as routers as
- well. Finally, a NAT gateway (see Chapter 15) can provide many
- of the features of a network-global firewall.

=
~ |pirection | Action | Protocol | TGP Ack |  SourceNet  |SourcePorts| = DestMet
copiRow,  Pass  o® 1=, 1192.168.0.1/24 i il i -
oRoy o Block % T (R — {2
ROy Bleck  E R ARIER L SR *
Lo Rev Block  cx % 119216801724 % il i
tock [ 2 Anu i.g-.ﬂ' = [#lis21es0.4/32  |[* J{* )[* ]
Refresh | [Remove] [ Add |

Figure 17.2 A network-global firewall implemented through IPNetRouter
. software.

- In addition to allowing more complex rules and running on a
- dedicated box (as opposed to on the computer they’re pro-
- tecting), network-global firewalls are different from personal
- firewalls in several ways:

= Network-global firewalls usually are much more difficult
to configure. Their rule sets are more complex, and they
often don’t have a keyboard or screen attached and must
be configured remotely from a computer on the network.
Even worse, remote firewall configuration can sometimes
be done through a series of complicated keyboard com-
mands as opposed to a graphical user interface.

= Usually, only the network administrator has access to an
organization’s network-global firewall, so if someone needs
a rule changed, he or she has to ask the administrator.
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» Network-global firewalls can be quite expensive, although -

less-expensive ones have been coming on the market
recently.

= Network-global firewalls present a single point of failure.

If your network-global firewall fails, you might not be
able to access (or be accessed from) the Internet, or the
firewall might provide no protection at all.

= Network-global firewalls present a single target for
attack. Hackers can concentrate significant efforts on
your firewall, knowing that if they break through, they
can gain access to your whole network.

» The logging and monitoring capabilities of network-global
firewalls are often limited or difficult to figure out.

One important final difference between a network-global and a -
personal firewall is that network-global firewalls don’t protect -
against internal access. If someone on your internal network .
tries to access your machine, that person won’t go through the :
network-global firewall, so none of the firewall rules will apply. :
This lack of internal protection of network-global firewalls has :

two important ramifications:

» Many attacks and thefts are made from within the
organization. Network-global firewalls offer no protection
against internal attacks.

« If any machine on your internal network is compromised—

due to an incorrectly set rule in your network-global
firewall that allows a particular attack to succeed from
the Internet, for example—that machine can be used as

a relay to attack any of the other machines on the network. .

These attacks will appear to be coming from within the
organization and won’t be defeated by the network-
global firewall.

You should never assume that your work organization has -
a network-global firewall installed. Check with your network -
administrator to be sure. If you are your organization’s network -
administrator, this chapter should be useful to you in deter- -
mining whether to install a network-global firewall. Based on .
the limitations of network-global firewalls, however, everyone

should consider the following advice:
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Regardless of whether your organization is running a network-
global firewall, you should install a personal firewall on your
work machine. If the organization has no network-global
firewall, the personal firewall will offer critical protection.

If the organization has a network-global firewall, the personal
firewall will offer additional flexibility and ease of use;
more immediately accessible logging and monitoring features;
and additional forms of protection, especially against
unauthorized internal access.

- Remote network access

- Computers and internal networks, coupled with the power and
- omnipresence of the Internet, have become critical parts of
- many businesses. Most organizations find it desirable to allow
- employees to connect to their internal networks from outside
- the organization. Such remote connections can enable telecom-
. muting, after-hours work, and access when traveling and
. can result in a significant decrease in costs and increase in
. productivity.

- Remote network access presents significant challenges from a
© security perspective, however. Because the remote machine is
- not under direct control of the centralizing organization, that
- machine may be less secure than internal machines. Addi-
- tionally, the mechanism used for remote network access is in
- theory accessible by anyone who has the appropriate software
- and information; thus, remote access presents a potential
. avenue of attack. In general, remote network access can be
. one of the biggest chinks in the armor of any well-designed
. security system.

' By far the safest way to address this security challenge is to
* ban remote access to your network. If the benefits of remote
- network access don’t outweigh the risks, then you shouldn’t
- have such a system. But in most cases, the benefits do outweigh
- the risks, especially if the system is implemented carefully, with
- security as a primary focus.

. The two principal types of remote-network-access systems are
. traditional phone-based dial-in services and Internet-based
- virtual private networks (VPNs).
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Dial-in remote access

We talked about dial-in remote-access servers from an end- -
user perspective in Chapter 9. From a network-administrator -
perspective, you have to decide what type of dial-in server to -
implement at work. A dial-in server (Figure 17.3) accepts .
phone calls via modem, verifies the identity of the caller, and
connects that caller in such a way that the caller appears to .
be physically connected to the network on which the dial-in
server resides (albeit usually at a much slower speed than :
through a local connection). The decision on what dial-in server -
to use should take into account the security aspects of that
server. Mac OS 9 has a built-in single connection server, which -
may be all you need for a small office. Through careful use of -
Users & Groups and management of passwords, the Mac OS -
9 dial-in server may provide all the functionality and security -

necessary for a small office.

f— Remote
EJ Mac
Phone line
3| Dial-in
=| server
» To the
Internet

Your network

Network-global
firewall

Figure 17.3 Schematic of a dial-in system.

The Mac OS 9 built-in remote-access server presents a challenge
to administrators of both small and big networks, however. -
Because the server is built into the OS and is so easy to set -
up and use, others on your work network may be tempted to -
set up their own remote-access servers, and they may not -
address the major security risks associated with remote access. -
If you are a network administrator, you should try to prevent .
unauthorized dial-in servers through your security policy (see -
the section below on policies and procedures) and by limiting .

the availability of outside phone lines to network users.
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. In many cases, you may want to provide dial-in access through

. a dedicated dial-in server. Dedicated dial-in servers support
. multiple dial-in lines simultaneously, often with built-in
- modems, and provide centralized control and advanced
© security options. Users can be authenticated through a token-
" based system (detailed later in this section) or through an
- organizationwide directory system (see “Directory services”
- later in this chapter). A large number of companies manufac-
- ture and sell dial-in servers, many of which have specific
- Macintosh support.

. A significant security risk of dial-in access is password com-
. promise. If a user chooses an easy-to-guess dial-in password
- or saves that password on a laptop machine that is then lost or
- stolen—a likely scenario, because dial-in access is commonly
- used during traveling—another person easily can impersonate
- that user and connect to your network. Ideally, you're using
- good passwords for all your network services so unauthorized
- users can’t access those services, but you never know.

- Both you and network users should understand the importance
- of choosing good passwords and not saving them on machines
- used for remote access. A good security policy will help. Also,

i
]

Figure 17.4 A token-based

system like SecurlD can

. several third-party security products offer dial-in-access
- protection beyond passwords. Although biometric solutions
" (see Chapter 4) are not yet widely available, token-based
- systems work well with dial-in access.

- The most popular token-based system is SecurID from RSA
- Security (Figure 17.4). A token-based system is similar to a bank
. ATM, requiring both a physical token (the ATM card), and a
. password (the PIN number). In the case of SecurID, the token
. is a wallet-size card with a number that changes every 60

seconds. Users dialing in must enter both the currently
displayed number and a password to get connected. The
number and password are verified by a SecurID server
back on the network being dialed in to to confirm the
identity of the person dialing in.

provide greatly increased
security for networks that

require remote access.
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Virtual private networks

A more flexible and often faster approach to remote network -
access is a virtual private network, or VPN. A VPN system -
works in a manner similar to a dial-in system but is somewhat .

more complex (Figure 17.5).
I ‘ Remote
nternet _Q ac

3| VPN
=] server

» To the
Intemet

Your network

Network-global
firewall

Figure 17.5 A VPN system provides a more flexible, faster remote-
network-access connection by using the Internet in place of a phone line.

A VPN uses the Internet rather than dedicated phone lines for -
communications. Instead of connecting via phone line and -
modem, a remote user first establishes a normal connection to .
the Internet through an ISP. The user then uses that Internet .
connection to establish a virtual connection (often called a
tunnel) through the Internet to a VPN server, which is both :
on the Internet and connected to the work network. The virtual
tunneled connection is essentially the same as a phone connec- :
tion but usually much faster, assuming that the original -
Internet connection is faster than a dial-in connection. As in -
a dial-in connection, the VPN server accepts the connection, -
verifies the identity of the connecting user, and connects that -
user so that the user appears to be physically connected to the -
server’s network. :

Unlike dial-in systems that operate through dedicated phone lines, !
VPNs use the public resources of the Internet. The Internet :
offers significantly greater flexibility and speed than the phone -
system, usually at much lower cost. VPNs, however, present -
significantly more complex security issues than dial-in systems -
do. VPN servers must be publicly available Internet resources, -
theoretically accessible to anyone. Also, all data sent through -
a VPN tunnel passes over the Internet and is vulnerable to -
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. spying. Therefore, VPN servers must implement significant
. additional security measures to address these concerns.

- Like other types of Internet services, VPN service is subject to
- the type of attack in which a hacker uses a program to scan
- a series of IP addresses, looking for the service. Looking for
- dial-in servers in this way is much less practical, because the
- hacker would have to dial every phone number. If the hacker
- finds a VPN server, he could begin trying various user names
- and passwords to obtain access, such as through a dictionary
. attack. If the hacker obtained access, he would be able to get
. onto the VPN server’s network, usually in such a way as to
. bypass any network-global firewall that might be in place.
. Although machines on a company’s internal networks should
. implement their own security measures, such as good pass-
- words and machine-specific firewalls, if attackers get on that
- internal network, they’ve gone a long way toward breaching
- the security of the overall system.

. Due to both the significant potential for attack and the major
- ramifications involved with a successful attack, VPN servers
. usually implement advanced security measures based on an
. Internet standard known as IPSec. IPSec specifies three aspects
- of security: authentication; data scrambling (encryption); and
. key exchange, which is the exchange of passwords or other
" more advanced tools for authentication. The authentication
- part of IPSec is intended to thwart unauthorized attempts to
- connect to the server.

- IPSec is flexible in allowing any of several authentication meth-
- ods. One of the most secure IPSec authentication methods is
. based on the concept of the public-key infrastructure (PKI).
. Similar to SSL and the PGP secure e-mail system (see Chap-
. ter 5), PKI uses a combination of public and private keys based
. on digital certificates to authenticate users who attempt to con-
- nect to the system. Depending on the length of the keys used,
- the system can be made as cryptographically secure as desired.

- PKl is a complex system, requiring significant resources on the
- part of the implementer. The administrator must create, man-
- age, and distribute keys and certificates and must understand
. the system before it is rolled out as part of the VPN. When
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implemented, however, a PKI system provides the advanced -
level of security needed for VPN and is available for use in .
securing other services (such as e-mail) and for digital-signature '
service within the organization. In the future, new services :
may be based on PKI, so the system is well worth investigating °
if you’re considering a VPN.

Simpler authentication and encryption options are available for -
use with VPN, but these options may be less secure. VPNs can -
use simple password exchange, a token-based system, or an -
organizationwide directory system. Some VPNs are based on -
standards other than IPSec and provide additional features such .
as the routing of AppleTalk in addition to TCP/IP. Such standards :
include PPTP (point-to-point tunneling protocol) and L2TP :
(level-2 tunneling protocol). You need to evaluate the cost :
versus the risk before deciding on the details of any VPN system. -

After users have been authenticated to the VPN system, they -
usually can perform operations as though they were connected -
to the VPN server’s network directly. The VPN tunnel simply -
serves as a long cord. But the data sent over this cord must -
travel across the Internet, from the user’s machine to the ISP .
to the VPN server and out onto the server’s network. This data .
can be insecure and vulnerable to spying as it travels on the |
Internet, just like data sent through an insecure Web page or :
over standard e-mail. IPSec and other VPN solutions provide
options for scrambling the data as that data is transmitted,
just like secure Web pages or e-mail. In fact, the mechanisms -
used may be the same, involving digital certificates.

Just as a digital certificate is used with SSL to authenticate the .
Web site and encrypt the data, digital certificates are used with .
VPN for both authentication and data encryption. First, the .
user is authenticated through the digital certificate; then data :
sent to and from that user is encrypted based on information :
in that certificate, thereby securing that data against spying. :
Other forms of encryption that do not require digital certifi- -
cates are also available.

Even the most secure VPN systems can be compromised -
without user and administrator vigilance. After a machine is -
authenticated and connected through a VPN, that machine .
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. is an integral part of the VPN server’s network. The machine can
. obtain access to network resources without verification through
. any network-global firewall that connects the network to the rest
- of the Internet, because the firewall cannot check the encrypted
- traffic passing through the secure VPN tunnel between the user
- and the VPN server. Although the VPN server can limit user
* access to specific areas, these limits are not always implemented
- s0 that VPN-connected users have the same degree of access
- that they do when they’re physically connected. If you can
- place limits on access, however, you may want to do so.

. To minimize vulnerabilities caused by VPN-connected machines,
. you should consider any VPN-authorized machine to be part
- of the work network any time it is connected. Users of machines
" that connect through VPNs need to be aware of the risks
- involved. Whenever VPN users are connected to the work
- network, they have effectively extended that work network to
- wherever their machines reside. Thus, any security precautions
- implemented at work should also be implemented at home.

. All users should understand one key rule of VPNs:

When you’re not using your home machine, you should
disconnected it from the VPN. :

- A worst-case scenario involves someone leaving a machine
- connected and going on vacation. At any time while that user
- is gone, someone could break into the house (a much easier
- proposition than entering a secure place of business) and obtain
- access to the work network through the VPN-connected
- machine. Even leaving the house to go to lunch entails
. unneeded risk if the VPN connection is left in place.

. To minimize the risk involved with unauthorized physical
. access to a VPN-connected machine, both sides of the VPN
- connection should implement automatic disconnection. An
- automatic-disconnection mechanism terminates the connection
- after a period of inactivity (and often after other events occur).
- Reestablishing the connection will require reauthentication on
- the part of the user. Combined with emphasizing to VPN users
. the importance of terminating the connection whenever they’re
. away from their machines, automatic disconnection will greatly
. increase the security of any VPN system.
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Directory services

A centralized service for larger networks that is rapidly -
becoming popular is the directory service. Directory service -
potentially provides enhanced security and enhanced convenience. -
This type of service began as a simple way of determining and .
maintaining users’ e-mail addresses. Recently, however, direc- .
tory services have been used for many additional functions, :
such as maintaining users’ digital certificates and serving as :

organizationwide control points.

Most directory services are based on the Lightweight Directory
Access Protocol (LDAP), an evolving Internet standard for direc- -
tory clients and servers. The two major directories are -
Novell’s NDS (Novell Directory Services) and Microsoft’s Active -
Directory. Although both systems provide only limited -
Macintosh support, with Mac OS X’s Unix base, additional Mac -

support is forthcoming.

The principal convenience advantage of directory services is -
single sign-on. In a directory system configured this way, a -
network user (either local or remote) can authenticate one time -
with the system; from that time on, he or she is granted -
the appropriate levels of access to network services without -

needing to sign on for each one.

Single sign-on is not just a convenience advantage of directory .
services; it can be a security advantage as well. By eliminat- '
ing or minimizing the need for users to manage multiple :
passwords, single sign-on allows users to concentrate on main- :
taining a single password. Because users have a single -
password to maintain, they will be more likely to adhere to -
recommended password-management practices (see Chapter -
4). Also, because users have to sign on through the directory -
system only one time, the system can use advanced forms -
of authentication that otherwise would be impractical, such -

as biometrics.

Directory servers act as centralized points of control within an :
organization. By centralizing control, directory systems can :
provide security advantages beyond single sign-on. These °

features include:
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Centralized authentication and authorization. Instead
of leaving it up to individual services to implement their
own, possibly flawed security schemes, a centralized
authentication and authorization system can make these
functions consistent across services. Concentrating these
features in one system also makes much more efficient use
of the developer’s and the network manager’s resources,
because they need to implement these functions only once.

Centralized monitoring point. As we indicated in
Chapter 13, logging and monitoring are crucial security
aspects. Directory services can provide a centralized
point for these functions. Although logging and monitor-
ing on the individual services remain important, network
managers can concentrate much of their monitoring
efforts on the directory servers.

Centralized software distribution. A directory system
can be used as a centralized source of software distribu-
tion, making it more likely that only security-approved,
virus-checked applications will be used on the network.

Integration point. The directory system can serve as a
centralized integration point, allowing the administrator
to add new and improved services to the system with
minimum overall disruption. The overall authentication
scheme can be upgraded from simple passwords to
digital certificates, for example, largely through changes
in the directory servers.

Focal point of a security policy. A security policy is
a crucial aspect of any organization’s security effort.
An organization’s directory can be a focal point for
developing and implementing such a policy.

Network administration

- In larger organizations, having a central place for many of the
. administrative functions needed for the computers and for
- the network makes sense. Centralizing these services ensures
- that these functions are performed and may also reduce
- expenses. Important network-administration functions include
- monitoring machines and devices through SNMP, machine
- backup, and remote machine control.
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SNMP (Simple Network Management Protocol) provides a way -
for the network manager to monitor individual machines for .
potential security and reliability problems. As a network man- |
ager, you may want to install the Mac SNMP client as part of the °
OS installation and to obtain an SNMP console for monitoring. -
Chapter 9 provides details on security issues relating to SNMP. -

Backing up user data is critical to the reliability and security -
of any machine on your network. You may want to perform .
this function on an organizationwide basis. In other cases, you :
may want to implement a redundant backup strategy, in which -
users are responsible for backing up their own machines but -
an additional networkwide backup is also made. The network- -
wide backup can be an additional fail-safe procedure and -
include remote backup. Chapter 3 describes many of the .
security aspects associated with backup systems from an indi- .
vidual perspective. Most backup systems also have several

advanced features for performing networkwide backup.

If you’re acting as network manager, users may ask you for -
assistance with machine-specific problems. Alternatively, com- -
panywide support personnel may provide such help. In either -
case, you may want to install remote-control software, such !
as Apple Network Assistant or Timbuktu, on users’ machines. :
As mentioned in chapters 9 and 10, significant security risks are
associated with remote-control software, so consider whether -
installing it is really necessary. In smaller organizations, providing -

assistance where the user is working may be a better idea.

Windows Machines

If you use a network of any significant size at work, that :
network probably includes machines running the Microsoft :
Windows operating system. These machines present a variety -

of security challenges.

Interacting with Windows machines

You can share files with Windows machines in two ways: the .
Macintosh way and the Windows way. As a general rule, .
if your network has more Macs than Windows machines, :
you’ll probably share files the Mac way. If the network has -
more Windows machines than Macs, you’ll probably share the -

Windows way. In some cases, you may use both methods.
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. Macintosh file sharing normally is handled through AppleShare
. and the Apple Filing Protocol (AFP). Every Mac has a built-in
. AppleShare client (through the Chooser or Mac OS X’s Connect
" to Server option) and a limited AppleShare server (through
" File Sharing). Windows file sharing is normally done through
- the Network Neighborhood and a protocol called Server Message
- Block (SMB). Windows machines also have both built-in clients
- and basic servers. AppleShare clients cannot talk to SMB servers
- (either those built into Windows or other dedicated ones), and
. SMB clients cannot talk to AFP servers (either those built into
- the Mac or other dedicated ones, such as AppleShare IP).

. If you're on a network that consists mainly of Macintoshes,
. to do file sharing the Macintosh way, you’ll need to install an
- AppleShare client on your Windows machines. Such a client
- will allow those machines to copy files to and from AFP servers.
 You may also want to install an AFP server on the Windows
- machines if you want them to provide files for Macs. Like-
- wise, if you’re on a network that consists mainly of Windows
- machines, you’ll need to install an SMB client and possibly an
. SMB server on your Mac to share files the Windows way. In
- both cases, multiple options are available. Figure 17.6 shows
. the TSSTalk AppleShare client for Windows, and Figure 17.7
. shows the DAVE SMB client for Macintosh.

Figure 17.6 You'll need to install an AppleShare client (such
as TSSTalk) on your Windows machines if you want them to
access the Mac's built-in file sharing or any other AFP servers.
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Figure 17.7 To enable Macs to access Windows machines’
files, install an SMB client (such as DAVE) on the Macs.

Both AFP and SMB are relatively secure protocols. Especially -
if files are being exchanged over the local network, cross- -
platform use of either protocol to share files should present -
no additional security issues. You should be cautious about -
cross-platform exchange of files over the Internet, however, -
because nonnative protocol implementations (implementations .
of the protocol on an OS other than the one it was developed .
for) may not fully include all the security options of the par- |
ticular protocol or may not be as well tested as native imple-
mentations. A Windows NT server can serve files to Macs °
through AFP, for example, but it does so without AFP’s -
random number exchange during log in, often sending pass- -
words across the network in clear text instead.

If you have a choice between using AFP and SMB, you should -
choose AFP. We recommend AFP not because this book is for .
Mac users; we recommend it because this book is about :
Internet security, and AFP is more secure than SMB. A machine .
running an SMB server is much more likely to be attacked than :
one running an AFP server. As mentioned in Chapter 2, this °
increased likelihood is a side effect of the fact that Windows -
machines are more popular than Macs. Another reason to -
choose AFP is that if you are running AFP internally and have -
no need to share files over the Internet, you can use the more :
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. secure AppleTalk protocol on both the Macs and Windows
. machines, rather than IP.

- An additional area of Mac/Windows interaction is remote
- control. The popular Timbuktu application can run on either
@ Mac or a Windows machine and can control either a Mac
- or a Windows machine. If you’re going to use Timbuktu from
- Windows to control Macs, however, be especially careful that
- the Timbuktu Windows machine is protected from a security
- perspective. Timbuktu is a powerful application, and if the
- Windows machine were compromised, it could wreak havoc
. on the Macs that it controls.

- Preventing cross-platform contamination

. The principal problem with using Windows machines on
- Macintosh networks is cross-platform contamination. Because
- Windows machines are much more often targets of network
- and virus attacks, their use on the same networks as Macs can
- decrease the overall security of the network. Windows
- machines are more likely to be compromised, possibly exposing
- the whole network to attack, and are more likely to spread
. cross-platform viruses, usually through macroviruses in doc-
. uments created in cross-platform products such as Microsoft
. Word and Excel.

- Any Windows machines on Macintosh networks must be as
- well protected as the Macs on that network—if not better
- protected. Luckily, many Windows protection options are
- available. As a Mac user or network administrator, you should
- ensure that any Windows machines on your network have
- antivirus and personal firewall applications installed and that
. their virus-definition files are kept up to date. (New Windows
. viruses appear at a much greater rate than new Mac viruses
. do.) If you use Symantec’s popular Norton Antivirus and
. Personal Firewall applications on your Macs, you may want
. to consider them for your Windows machines as well (Figure
- 17.8). Symantec’s Web site also can scan your Windows
- machines for security vulnerabilities.
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Figure 17.8 A personal firewall such as Norton Personal Firewall
for Windows is critical on all Windows machines connected to
Macintosh networks.

Securing Macintosh Servers

Many network administrators are server administrators as well. -
In addition to being responsible for maintaining the overall .
functionality and security of the network itself, network admin- .
istrators may be responsible for maintaining the dedicated
servers that are key to the functioning and safety of that network. :
Many server applications for the Mac OS turn Macs into
dedicated servers that provide services and information within -
an organization and to the Internet at large. Apple even ships -
machines that are preconfigured as servers.

Ensuring the security of dedicated Macintosh servers could be -
the topic of an entire book. We cover securing the services .
provided by end-user Macs in chapters 7 through 10. In this .
section, we cover the high points of protecting your dedicated :
servers, from the perspective of ensuring the overall security of .
your network and the individual users connected to that network. :
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- General server security

- The security of your dedicated server machines and applications
- is critical to the security of your network, which in turn is
. critical to the security of individual network users. If your
. network is not secure, you risk the safety of the individual
- machines, files, and data on that network, as well as the security
. of each user who uses the network. Securing your servers is
- critical to the security of your overall network for two reasons:

1. Your servers are the key repositories of most of your
important applications, documents, and other data.
If a server is compromised, you risk losing significantly
more information that you do if an individual machine
is compromised.

2. Your servers are the front line of defense for your
network, protecting the individual machines on the
network. Servers may be the only machines to which
the world is given access through your network-global
firewall or the only machines on which applications
or documents are made available to individual users.
If the servers were compromised, the attacker could
gain access to machines on the network that they
would not have access to otherwise. These machines
should have additional forms of protection (such as
personal firewalls and well-managed passwords),
but a successful hacker attack on your server would
be a big step toward compromising those individual
machines.

. Server security has one simple rule:

Do everything we’ve been recommending so far, but do it
to an even greater extent.

- Consider putting your server machines in a locked room and
- giving keys to only a few people. You may believe a locked
- room to be overkill, and in some cases, it may be. But think
- about what would happen if visitors or disgruntled employees
. gained access to your servers; they could steal the servers or
. destroy the data. A more devious-minded hacker could install
. a Trojan horse or virus that could harm the server and the
. entire network. Most servers’ security mechanisms protect
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against network access under the assumption that physical -
access to the server is controlled as well. The AppleShare IP .
documentation suggests that a locked room is needed for full :
security. In addition to being locked, the room should be as :
earthquake-, fire-, and floodproof as possible, and all power :
should be surged-protected and battery-backed-up through a :
UPS (uninterruptible power supply). :

Perform backups of the server frequently. Consider backing -
up daily, if not more often. Your employees probably depend -
on your servers for much of what they do, and the loss of -
even a day’s worth of data could be devastating to your busi- .
ness. You may use your servers to accept orders and other .
information from outside vendors and customers, the loss of :
which would have a significant impact. The automated backup
applications discussed in Chapter 3 make frequent backups °
easy. In addition to making frequent local backups, make
remote backups weekly, if possible.

Make server-administration passwords especially long and hard -
to guess, and follow all the other password-management rules to -
the extreme. Memorize server passwords, because they're so -
critical, and consider placing written copies of the passwords .
(along with keys to the locked rooms) in a safe-deposit box :
or other highly secure form of storage with very limited access, :
in case you're not around when critical server access is needed. °

Monitor and analyze server use closely, looking for unautho- -
rized accesses and access attempts. If a potential problem -
occurs, you want to catch it as early as possible, before an -
implanted Trojan horse or virus can begin to spread through- -
out your network, for example. Likewise, install an antivirus -
application on the server, and set it to scan the server daily .
for new viruses—probably late at night, because the scan
will have a performance impact on the server. Update virus- |
definition files at whatever rate they are usually updated by
your antivirus software vendor. You may want to check for -
updates even more often, just in case a major new virus is -
discovered between scheduled updates.

Do not allow FTP uploads to the server over the Internet. Even -
if users are willing to compromise their own security by using -
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. FTP, you should not be willing to do so on your server.
- In general, such a compromise might affect only a particular
. user account, but you cannot be sure. Uploading a CGI, for
. example, could compromise the security of your server. Safer
- and more convenient upload methods are available and should
- be used (see Chapter 14).

- The importance of your servers may mandate additional
- security measures. If a server is critical to your business, you
. may want to maintain various levels of redundancy for that
. server in case of a security breach or a hardware failure. The
. ultimate server backup would be maintaining a complete image
. copy of the server’s disk on a daily basis. If you discovered
- that a security breach occurred at a particular date, you could
- roll the server back to before that date.

- A RAID (redundant array of inexpensive disks) is another good
- way to add redundancy to a server, but RAIDs usually are used
- in case one of the disks fails. RAID disks back up one another,
- 50 a security breach would end up corrupting all disks involved.
. Maintaining a redundant server machine also is a good idea,
- but it increases only the availability of the server, not its secu-
. rity (although the two are closely related from your users’ and
. customers’ points of view).

- Macintosh servers can crash for several reasons, including
- hardware and software failure, virus infection, or a denial-of-
- service attack. Several hardware add-ons for Mac servers can
- reboot the Macintosh automatically if they detect that the Mac
- has crashed. Devices such as Rebound and Kickoff! (Figure
. 17.9) from Sophisticated Circuits can even integrate with
. specific Mac servers, such as WebSTAR and AppleShare IP, to
- reboot the Mac if that server software stops working. These
- devices can also maintain log files that help you understand
- what went wrong and caused the reboot. By rebooting the
© server automatically, these devices increase both reliability and
- security. The log files can alert you to attacks and viruses that
- may cause crashes and shutdowns, and the automatic-rebooting
- feature may prevent the need to grant additional access to the
. servers’ locked rooms if you’re unavailable.
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Figure 17.9 The Kickoff! device
automatically restarts a Macintosh

stopped working.

As we mentioned in Chapter 7, a key way to minimize the -
likelihood of unauthorized access to Macintosh services is to -
implement those services over AppleTalk instead of TCP/IP. :
If your servers are internal-only and support AppleTalk, using :
AppleTalk and disabling TCP/IP access will generally make it :
impossible for those servers to be accessed from the Internet, -
even in the event of a firewall or VPN breach. You must be -
sure, however, that AppleTalk is fully routed throughout your
organization, because some networks are moving away from -
proprietary protocols such as AppleTalk and toward the routing -
of only TCP/IP (see “Macintosh Networking in Transition” later -

in this chapter).

A final measure for increasing the overall security of any :
Macintosh server is to minimize the number of services that °

it is running. This point is key:

A server should run only those services that are absolutely
essential to its purpose.

Any additional services present additional opportunities for -
hackers and viruses, as you'll see in the following section. .
In a related vein, don’t run end-user applications such as Web

browsers and e-mail readers on the server machine.

server that has crashed or otherwise :
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- WebSTAR security

- WebSTAR (Figure 17.10) is one of the most popular Macintosh
- servers. Shipping since 1995, WebSTAR has evolved from a
. simple Web server to a full-fledged Internet server suite.
. WebSTAR is centered on its highly advanced Web server but
. includes such services as SSL, e-mail, FTP, and a proxy server.
. It offers easy integration with Macintosh databases such as
- FileMaker and 4D, and a highly functional interface for extend-
ing the server through CGIs (common gateway interface
- modules) and plug-ins.
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- Figure 17.10 WebSTAR is a highly functional and secure Macintosh
- Internet server.

= =

- StarNine, the original developer of WebSTAR, has always con-
- sidered security to be of paramount importance. (StarNine and
. WebSTAR became part of database developer 4D Inc. in 2000.)
- Even in 1995, the glaring security holes of Unix-based servers
- highlighted a growing opportunity. StarNine realized that the
. security advantages of the Mac OS could be leveraged to provide
. an incredibly secure server. By focusing on security through-
- out WebSTAR’s development, StarNine has been proved right
" on many occasions. As indicated in Chapter 2, the ultimate
- validation of this strategy was provided by the U.S. Army when
- it selected WebSTAR as the server for its incredibly popular
- (and previously hacked) home page in 1999. No reports of
. break-ins to that server have been made since that time.

. WebSTAR includes several built-in security features, most of
. which are user-configurable. Additionally, WebSTAR includes
. an excellent array of logging features that let you capture details
- of accesses and access attempts for real-time monitoring
- (through applications such as those mentioned in Chapter 13)
 and detailed postprocessing.
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Crack-a-Mac

As a further test of WebSTAR's secunty several “Crack-a—Mac" contests
have been held. The sponsors of these contests ran WebSTAR servers
on the Intemet solely for the purpose of having people try to break into
those servers. The sponsors also put up significant rewards ($10,000
and more) for anyone who could break into the server and do some-
thing like change its home page or obtain a credit-card number from
it. Despite hundreds of thousands of recorded accesses, only one such
server was ever breached, and the breaching of that server prowded a
key lesson in server security.

The first Crack-a-Mac challenge featured a bare- bones Macmtosh
running only the WebSTAR server. No additional services, CGls, or
plug-ins were run on the server. Based on the success of that challenge
(no one broke in), the sponsors got a little cocky—or, as they would
say, wanted to push the envelope on security a bit more. The second
challenge involved a more advanced server system. The sponsors added
several plug-ins to WebSTAR, including one that integrated witha
FileMaker database and one that allowed users to upload their Web
pages to the site. Through a combination of security holes in these
plug-ins, a contestant was able to break into the server, change the
home page, and collect the $10,000 prize. But the cost of that prize
was well worth it to the Macintosh security community. The holes in
the plug-ins were fixed, and more important, the critical lesson of service

~ minimization was portrayed in the process. Only those services that are
absolutely necessary should be run on any server. The less a server does,
the safer it is.

WebSTAR serves only files within its hierarchy (that is, within .
the folder in which the WebSTAR application resides), which
prevents it from accidentally serving other files on the machine. |
WebSTAR also implements a key security feature that prevents °
it from serving out its own internal files, regardless of where °
those files reside. This extra safeguard is important, because °
internal files include configuration details, user names and -

passwords, and even private digital-certificate data.

In addition to implementing only those services that are .
absolutely needed on your WebSTAR server, you should take .
other security precautions on any WebSTAR server. Keep in .
mind that many of WebSTAR’s security features apply only to |
its Web-server component. FTP, for example, is intrinsically °
insecure (see Chapter 14), and neither StarNine nor anyone -

else can do anything about that situation.
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. Following are some of WebSTAR’s security features that you
. should consider:

Users, passwords and realms. WebSTAR lets you define
realms for different Web sites or pages. A realm is an area
on the Web server that can be accessed by a limited set
of users. When users attempt to access a realm-protected
page, their browsers presents a dialog box, in which
they must enter a user name and password before they
can access the page. As noted in Chapter 14, however,
this type of password is insecure and can easily be read
over the Internet unless the page in question uses SSL.
WebSTAR also supports third-party plug-ins that provide
advanced access security.

Allow/deny. WebSTAR implements an allow/deny feature
similar to the one implemented in most firewalls.
Allow/deny lets you specify the IP addresses of users
who should and should not have access to the server.
Because WebSTAR’s allow/deny feature is specific to its
services, this feature is more flexible and fine-grained than
the equivalent feature in a machine-specific or network-
global firewall. You can allow or deny access within a
particular realm, by

-
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SSL Security
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Figure 17.11 WebSTAR's allow/deny capability works much like a
firewall but provides additional features specific to its services.
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Remote administration. WebSTAR includes two methods -
for remote administration of its settings. One method is -
through a Web browser. Web-based administration is
insecure (unless done through SSL) and not recommended
in most cases. For this reason, WebSTAR alternatively :
makes available a custom Admin application that provides :
full-featured, encrypted, password-protected remote
administration. You can use this application across the
Internet to administer the server, although you should
administer the server from your local intranet if at all
possible. Doing so is faster, and you shouldn’t send data -
over the Internet if you don’t need to, even if it is :
encrypted.

Limiting CGIs and other executables. CGIs (common
gateway interface modules) are a Web standard for
extending the functionality of Web sites. CGIs are little
applications that run on the server and add functionality -
to a site. This functionally can include processing the :
data entered in a form; providing a hit counter on a Web
page; or interfacing with a more advanced application,
such as a database. CGIs are powerful but also risky.

Being applications, CGIs have full access to anything an appli- -
cation on their server can access. For this reason, WebSTAR -
can require CGIs to be run only from a specific folder on the -
server. This highly recommended feature prevents users (or -
hackers who have obtained users’ passwords) from uploading :
CGIs to the server and then executing those CGIs by invoking -
them through a custom-written Web page. Any users execut- -
ing their own CGIs on a server running Mac OS 9 or earlier -
would have full access to that server and possibly to the server’s .
network. (Mac OS X, being Unix-based, can limit the damage
caused by such rogue CGIs.) By restricting CGIs to running °
from a specific folder on the server and limiting access to that -
folder, you can ensure that only authorized users (or better yet, -
no one) can upload and execute CGIs (Figure 17.12).

Other executables can present the same sort of risk on the -
server. Server plug-ins are like CGIs, but they execute through -
an API proprietary to WebSTAR. Plug-ins cannot be uploaded -
to the server by users, so they do not present the same risk .
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-as CGlIs. SSI (server-side includes) executables, however, are
- similar to CGIs in this regard and should be limited to their own
. folder through an equivalent option provided with WebSTAR.

— Settings: www2.apendeor.com:80

7‘:

Connections

1l = ¥Web Settings

File Names
i % Max Connections:

Caching

Timeout (Seconds): @ HTTPS Port: @
S sl
Virtual Hosts Buffer Size (Bytes): g

ss!
Suffix Mapping [ Use DNS for server and client IP lookups [ Restriot Cols to CGI-BIN

B e @

- Figure 17.12 WebSTAR's option for limiting CGls to a specific folder is
. critical to preventing rogue CGls from being uploaded and executed.

AppleShare IP security

- AppleShare IP (Figure 17.13) is Apple’s Mac OS 9-based
" Internet server suite. In many ways, AppleShare IP is similar
"to WebSTAR, but it has some additional features and lacks
- others. Like WebSTAR, it includes Web, FTP, and e-mail servers.

==————— AppleShare IP Manager =

Admin Status
' Web & File Admin: Running
m r~Web & File Server: Running———
eb: Enabled |
AppleShare via TCP: Enabled
FTP: Enabled

Windows File Sharing: Enabled

" Mail Admin: Running
S "i r- Mail Server: Running—————————
IMAP: Enabled

POP: Ensbled
SHMTP: Enabled

Print Admin: Running
Print Server: Running

Figure 17.13 AppleShare IP is Apple's Mac
OS 9-based Internet and file-sharing server.
It provides several advanced features but
lacks an SSL server.

Additionally, it includes a print server;
an advanced AFP (Apple Filing Protocol,
or AppleShare) file server; an SMB
server for easy file sharing with
Windows machines, which use this
protocol the same way that Macs use
AFP; and the Apple Network Assistant
Administrator (see Chapter 9). It also
includes a basic machine-specific fire-
wall and DNS (domain name server).
Despite this wide variety of applications,
AppleShare IP does not include an SSL
server, which is a key omission from a
security perspective.

One main difference between Apple-
Share IP and WebSTAR is the security
model. WebSTAR bases its model on
realms and an allow/deny metaphor.
AppleShare IP bases its model on an
extended version of the Macintosh
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standard Users & Groups (see Chapter 7). As is true of much .
of AppleShare IP, this model results in easier setup and use at .
the expense of a minor sacrifice in certain security areas. The |
main security problem with the Users & Groups model is that !
a user’s password must be the same for all services provided :
by AppleShare IP. Secure services such as AppleShare file
service (AFP) and e-mail (assuming that APOP is used) must -
share the same password with insecure services such as FTP -
and non-SSL HTTP (Hypertext Transfer Protocol).

Due to the security limitations in AppleShare’s Users & Groups -
model, if the server is accessed over the Internet, you should
consider the following precautions: :

Do not use password-based FTP (see Chapter 14).

If a user were to use password-based FTP, he or she
could compromise not just the FTP service but also
all other services to which he or she has access.

Try to avoid using password-based HTTP, which,
without SSL, is only slightly more secure than FTP.

Require the use of APOP for e-mail. AppleShare IP
has the capability to enforce APOP use, which we
highly recommend.

If users must use password-based FTP or HTTP, you
should give those users different user names for those
services than for the secure services, such as AFP and
e-mail.

AppleShare IP provides for separate guest accounts for each :
service, so you can let anyone access the Web sites served by
AppleShare IP without necessarily giving them access to files -
through AFP, for example.

AppleShare IP’s Users & Groups information can be shared -
across AppleShare servers on an intranet, so if you have mul- -
tiple AppleShare servers, you need to set up the Users & Groups -
information only once. This ease-of-use feature also presents :
a security risk, because someone could use the protocol used
for Users & Group sharing to obtain details about the Users & :
Groups file over the Internet. You should disable this feature :
unless you need it, and if you do use it, you should block -
Users & Groups exchange over the Internet through your firewalls.
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* |0 =———=configure Users & Groups———H
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- Perhaps to compensate for the security shortcomings in its
. Users & Groups model, AppleShare IP implements advanced
. security features for passwords (Figure 17.14). These features
" help you and your users implement many of the recommen-
- dations in Chapter 4. As an AppleShare IP administrator, you
- can require that users’ passwords be a certain minimum length,
- and you can disable a user’s capability to save a password
. through the AppleShare client (not shown in the figure). You
. can also have a password expire after a certain amount of time,
. requiring the user to change the password the next time they
" log in. Another excellent security feature is the capability to
- disable a user’s account after too many failed login attempts.
- This feature goes a long way toward preventing the repetitive
- password attacks described in Chapter 4.

T

‘O [ | Failedatiempts before logon dissbled

a D Days until pamords expire
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implements a number

((Revert | [Lsave | of advanced password

security features.

. One novel password feature of AppleShare IP has been the
. subject of much debate. Any AppleShare administrator can log
- in to the file server as any other user simply by specifying that
- user’s name and the administrator’s password. This ease-of-
- use feature is intended to give the administrator the ability to
- see the server the way a particular user does. The theory is
- that the administrator has full access to the server anyway, so
. looking at it from the limited point of view of a user is not a
. security compromise. This feature makes it even more impor-
" tant that administrators’ passwords be chosen carefully,
" because if that password were to be compromised, the person
- who acquired it would be able to log in and act as any user
+ (assuming that this person knew the other users’ login names).
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AppleShare IP's Web server supports the same CGIs and .
plug-ins as WebSTAR. It does not, however, provide the capa- .
bility to limit a CGI's execution to a particular folder. A malicious :
user who obtained a legitimate user’s password could upload :
a CGI and execute that CGI from a Web page. So keeping users’ :

passwords secure is even more important in this case.

Another security limitation of AppleShare’s Web server is that -
it may display a list of any directory inside the folder desig- -
nated as the Web folder. Like the Mac’s built-in Web Sharing -
feature (see Chapter 8), this ease-of-use feature is a security -
risk, because it allows users to browse for and potentially access .
files that they wouldn’t otherwise know existed. The feature .
can be disabled through the Server Admin application, and

disabling it is recommended (Figure 17.15).

Maximum client connections:

Allow Guest access

[] List directory contents if no default document
via e Admin
Register with Network Services Location

Figure 17.15 For security purposes, you should disable AppleShare IP's
directory listing option.

AppleShare IP’s file server is a much-enhanced version of the -
Mac’s built-in File Sharing service, supporting many more users .
and groups and including advanced security features. The file :
server supports an API called User Authentication Modules :
(UAMs) that enables developers to replace or supplement -
AppleShare’s security scheme with one of their own or with -
an existing scheme such as a directory service. UAMs are avail- -

able from third parties.

The file server also has an advanced feature that can discon- .
nect any user who has been idle for a specified period. This -
feature minimizes the security risk of a user’s connecting to .
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. the server and then leaving his or her machine accessible with
. the server mounted. Although not as potentially devastating
. as leaving a machine connected through a VPN, leaving a server
- mounted this way still enables a malicious user who has
- physical access to the machine to implant a Trojan horse or
- virus on the server through the user’s account or to delete
- or modify the user’s files on the server.

- AppleShare IP’s UAM and automatic-disconnection features do
- not work through its SMB file server, which is intended for
. access by Windows machines without requiring any modifi-
. cations to those machines.

. Like WebSTAR, AppleShare IP includes two forms of remote
* administration: a custom application and a Web-based inter-
- face. As is the case with WebSTAR, AppleShare IP’s Web-based
- administration is insecure. Apple does use a custom Java applet
- to encrypt the admin password, so using AppleShare’s Web
- Admin across the Internet for limited operations that do not
- send confidential data is somewhat safe. Apple’s remote admin
. application, called Mac OS Server Admin, can be run either
. locally on the server or across an intranet or the Internet.
- Running this application across the Internet is not recom-
- mended, however, because Apple does not make available any
. data on whether, or how, data sent to and from Mac OS Server
- Admin is encrypted.

- Finally, AppleShare IP includes a basic machine-specific firewall
- called TCP Filter. The firewall can block access attempts based
- on the sender’s IP address and the destination port number,
. which specifies the service to which access is being attempted.
. TCP Filter does not include any logging capabilities, however.

Security suites for WebSTAR and AppleShare IP

. Many third-party add-on products are available for WebSTAR
- and AppleShare IP. But because most of these products will
- provide another application in which security flaws can be
- exploited, you should not install most of these unless you
- need them. Some add-on products, however, are designed to
- enhance the security of the server. Two of these are Open Door
- Networks’ Security Suites for WebSTAR and AppleShare IP
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(we mention these not because we helped Open Door create -
them but because we feel what they do is critical to the secu- .

rity of your servers).

Both security suites attempt to present an integrated approach °
to server security and include documentation, templates, and -
examples targeted at enhancing the security of the server -

machine on which the components are installed.

The central product in both suites is DoorStop Server Edition -
(Figure 17.16). DoorStop, a machine-specific firewall (see .
Chapter 12), is an advanced version of the TCP Filter appli- :

cation included with AppleShare IP. DoorStop includes logging,

which is a central feature of any security system (see Chapter !
13). It also can specify firewall rules based not only on the sender’s
IP address and the destination port but also on the receiver’s IP -
address. This capability, called multihoming support, is useful -
on servers that provide Web or other services on multiple IP -
addresses from the same Macintosh. (Multihoming is useful for -
creating multiple virtual Web sites, each with its own domain -
name, on the same machine.) Templates included with the suites .
provide examples of ways to configure DoorStop to maximize .

security on both servers.

Figure 17.16 DoorStop Server Edition is a machine-specific
firewall for use with servers such as WebSTAR and
AppleShare IP.
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. Both suites also include the LogDoor real-time server monitor
. (Figure 17.17). LogDoor adds key monitoring and analysis
. capabilities to the server, enabling administrators to monitor
. access attempts in real time, thereby increasing the likelihood
- that security violations or violation attempts will be detected
- as early as possible. LogDoor can monitor and analyze the log
- files created by the Web server and by DoorStop. It also can
- monitor and analyze AFP log files, such as the ones created
- by AFP Logger and ShareWay IP. AFP Logger is the third
. component of the security suite for AppleShare IP, and
- ShareWay IP Personal Edition is the third component of the
- security suite for WebSTAR. Suite templates include examples
. of ways to configure LogDoor to monitor server accesses.

@ Status:  Waiting
First date: 6/20/96 Lastdate: 12/8/97

Input Log File
D 2Disk2 :WebSTAR.log
Processed: 143003 lines, 99% of 10544K bytes
Last Log Line
12/08/97 15:38:39 OK 195.56.52.195 :sharewayip:images:
1 Z002SM.JPG 2246
| Output Files
D Folder: ZDisk2 :Utils:LogDoor Output:
Files: site.Dec97.10g, site.html, site txt
Activity Graph from 12/4/97 3:20 PM to 12/8/97 3:20PM

I Hits e 1122
(1]
Errors - - e I S
ey | HE
[ AcoessToday v}
Item Hame Hits Visits Bytes Errors
Total for 66 items 15704 1194 108M 260
3 sharewayip 7739 479 43561K 28
£ cgi 115 108 199K 0 |8
| &2 homedoor 2549 107 21822K o
£ logdoor 299 66  1629K 2
23 suite 1530 65 5966K 6
| & gateway 206 53 7229K -]
2 afpengage 53 2798K 0
L4l
1 o

Figure 17.17 LogDoor adds critical real-time
monitoring and analysis capabilities to WebSTAR
and AppleShare IP.
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AFP Logger (Figure 17.18) adds logging capabilities to the -
file-server (AFP) component of AppleShare IP. Without AFP .
Logger, the only record of users connecting to the file server .
would be through the DoorStop log, and then only if they con- !
nected via TCP/IP. (DoorStop does not log or block AppleTalk :
accesses.) The DoorStop log is also service-independent and °
thus limited to basic TCP/IP information for each access or -
access attempt. AFP Logger provides the AppleShare admin- -
istrator a detailed log of all AFP accesses and access attempts. -
The log includes such information as the user name under -
which the access was attempted, whether the access succeeded, -
and the file or folder that was accessed. Combined with real- .
time analysis and monitoring through LogDoor, AFP Logger .
significantly increases the overall security of the server by .
providing details about access of what is often its most heavily !

used service.

o
-
Logger is active Users: Ocurrent, 44 to date
Active Since:  9:16 AM, 5/10/98 |
|
K Bytes - — B4z
Transferred
1 1 ol bs
Logins -— &
4lh-—l-—jd—u—h—uLh- 0
3:06 PM ; 306 PM
S/t1/og  Oraph Duration: (Taays T¥) /15708
2 ServerLog Logging enabled =

Figure 17.18 AFP Logger adds detailed logging capability to
the file-sharing (AFP) component of AppleShare IP.

WebSTAR does not include an AFP server. AFP capability is
essential to the security of the server; otherwise, FTP might need -
to be used to upload Web sites or otherwise copy files to the -
server. WebSTAR can take advantage of the Mac’s built-in File -
Sharing to provide AFP serving capability. Before Mac 0S 9, .
however, File Sharing worked only over AppleTalk, not over :
TCP/IP. The addition of ShareWay IP Personal Edition (see :
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- chapters 8 and 10) was required to provide AFP over TCP/IP
. capability. Even under Mac OS 9, the version of ShareWay IP
. included with the OS to implement File Sharing over
. TCP/IP is limited from a security perspective and does not
- provide logging. For these reasons, the security suite for
- WebSTAR includes the latest version of ShareWay IP Personal,
- adding File Sharing over TCP/IP to WebSTAR machines
- running Mac OS 8, and critical logging and other security
- features to WebSTAR machines using Mac OS 9’s TCP/IP File
. Sharing feature.

Mac OS X Server

. With the introduction of Mac OS X, Apple created a platform
. on which it can leverage the popularity of the Unix operating
. system for running Internet servers. Although the reasons
- for Unix’s popularity for servers are open to debate, Unix has
- traditionally provided greater functionality and better perfor-
- mance at the high end of the server spectrum than desktop
* computer operating systems such as the Mac OS and Windows.
- With Mac OS X Server, Apple is migrating its AppleShare IP
- functionality to Unix to take advantage of Unix’s popularity
- in the server arena.

- Keep in mind that the current version of Mac OS X Server is
. the second one by that name. The first Mac OS X Server, which
- shipped in early 1999, was based directly on Unix technology
* acquired in Apple’s purchase of Next. Although some attempts
- were made to add a Mac-like user interface to the product,
- it was more a Unix system than a Mac OS. It did include
- many of the features of the current Mac OS X Server, such
- as an Apache Web server, a QuickTime streaming server,
- WebObjects middleware, and an AppleShare-like AFP server.
- It also included NetBoot support for network-based booting
. of Macs and Macintosh Manager for further controlling the
- environment and access rights of Macs on internal networks.
. (Macintosh Manager replaced a similar product called At Ease.)
. The first Mac OS X Server was the first Apple product to be based
- on the Darwin open-source model; much of its source code
- was available for public inspection and even modification.
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The current Mac OS X Server (Figure 17.19) is based on Mac -
0S X and is a full-fledged Macintosh product. It includes all -
the features of the preceding Mac OS X Server and of Apple- :
Share IP and it is highly functional and easy to use. Because
Mac OS X Server—and Mac OS X itself—are new products and
have not yet had significant security analysis, we can only cover -
a few of the security issues that you should watch out for. -

Be sure to read Chapter 18 for more information.

eoc server.apple.com

Server Info Users & Gmups:? Log Viewer Sharing :Mac

Status Summary: @ 8 Running

Figure 17.19 Mac OS X Server is a full-fledged Macintosh
server that takes advantage of Mac OS X's Unix base.

Mac OS X Server addresses several security shortcomings of .
AppleShare IP. Most important, it includes a complete SSL
server, enabling the publishing of secure Web pages for both :
internal and external use. Additionally, Mac OS X Server’s Unix |
base significantly limits any exposure to rogue CGIs or other °
applications, because CGIs and applications in general are run -
in a much more limited environment. One advantage of Unix -
over the traditional Mac OS is that it can run applications such -
as CGIs in walled-off environments, where they don’t have -
access to the other applications or to the OS. Mac OS X Server -
also includes an implementation of the emerging WebDAV -
(Web-based distributed authoring and versioning) standard. :
WebDAV includes a wide variety of features for shared devel- .
opment and uploading of Web sites; ideally, it will replace the °

insecure FTP as the method of choice for Web-site upload.

Mac OS X Server’s NetBoot and Macintosh Manager features
give network administrators significant control of machines on -
their networks. Administrators have centralized control of the -
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- OS configuration that users see, what network resources
. they can access, and even which applications they can run.
- In general, more control means more security. Before these
. features, enforcing any sort of security policy was difficult (see
. “Policies and Procedures” later in this chapter). With NetBoot
- and Macintosh Manager, an organization’s security policy can
- be made much more meaningful.

- Mac OS X includes full support for the LDAP directory system
- as well as a simple directory system called Netlnfo (see
. “Directory services” earlier in this chapter). NetInfo, developed
. by Next before it was acquired by Apple, provides many of
- the features of other directory systems without requiring the
. same level of management and infrastructure. It is, however,
- proprietary to Mac OS X (and Next) networks. Finally, Mac
- 0S X includes a machine-specific firewall, based on Unix’s
- built-in firewall functionality.

. Mac OS X Server’s Unix base can be both a good and a bad
- thing from a security perspective. Its open-source code enables
- worldwide scrutiny and speedy repair of security holes,
. making Unix by far the most-analyzed and most-tested OS in
- the world. On the other hand, open source enables an expert
- hacker to find holes that he might not have been able to find
- otherwise. Additionally, Unix is most hackers’ OS of choice,
* S0 many scripts are available for hacking Unix. In the SANS
- Institute’s January 2001 list of the Ten Most Critical Internet
- Security Threats, five applied only to Unix; one applied to
- Microsoft Windows, and four were general. Only one of the
- four general threats mentioned the Mac OS.

. Unix also has an incredibly large base of tempting Internet
. applications. Before adding any new application to a server,
- however, analyze that application carefully from a security
. perspective,

- Policies and Procedures

- To some people, the concepts of policy and procedure are very
- un-Mac-like. The Macintosh is in some ways a statement that
- we’re not going to toe the party line when that line asks us
- to do things the difficult and painful way. Remember the “1984”
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commercial? Policies and procedures remind us of Big Brother; -
the Mac reminds us of the woman throwing the hammer. )

Nonetheless, policies and procedures are necessary in any |
medium-size or large environment if security is of any concern. -
The trick is to manage those policies and procedures in such -
a way that they are accepted, understood, and even embraced -
by everyone involved.

Inside jobs

Just as in the physical world, many crimes in the virtual world -
are inside jobs, committed or abetted by someone within the -
victim organization. Sometimes, participation by the organiza- -
tion member is intentional; at other times, an outsider simply
takes advantage of that person. Statistics vary, but almost all :
businesses have lost significantly more money due to insider
attacks than due to external hacking from the Internet.

Organizations are especially vulnerable to insider attack if they -
are using a network-global firewall as their principal form of -
Internet security. Almost all trusted members of an organiza- -
tion are provided a computer with a network connection inside -
the firewall. These users’ access to services on the company .
network is direct and does not pass through a network-global :
firewall, because the firewall is meant to protect against threats
coming in from the Internet. If a trusted member’s machine :
is compromised in any way (either intentionally or through a -
Trojan horse), a critical level of protection is bypassed (Figure °
17.20). Other levels of protection should remain active, but -
the overall security of the network clearly has been degraded. -

ToTe

Your network
“Inside the firewall” Network-global
firewall

» To the Internet
“Qutside the firewall”

Figure 17.20 Machines inside the firewall provide a significant additional
security risk if they are compromised.
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. An important way to combat attacks initiated inside the fire-
. wall is to implement multiple levels of security on all services
. and machines. The more levels of security you have, the harder
. it is for any attacker to breach that security. Your organization
- should implement as many of the security measures described
- in this book as possible. Well-managed passwords, personal
- firewalls, and antivirus applications are critical security measures,
- in addition to a network-global firewall.

- Another way to combat attacks initiated inside the firewall (and
. insider attacks in general) is to implement a level-of-trust
. system. A level-of-trust system assigns degrees of trust to users
. within the organization and maps trust levels to access levels.
. The president of an organization might have access to all
- services on the organization’s network, but a college intern
- might have limited access. All affiliates of an organization are
- implicitly trusted to some extent. Just providing an affiliate
- access to the organization implies some trust, and providing
- a computer and network access inside the firewall implies a
. good deal more trust. But what users can access on the
. network is where level of trust really matters. The more users
. can access, the more they can affect, intentionally or unin-
. tentionally. If someone can’t access a particular file server, for
. example, he or she can’t introduce a virus onto that server.

- People should have access only to what they really need to do
- their jobs and only to what they can be trusted to use. Anything
- else compromises the security of the whole organization. On
- the other hand, productivity can be hurt if employees don’t
- have access to the resources they need to do their jobs or
- if they feel mistrusted. So an administrator must walk a fine
. line in determining and implementing levels of trust. Trusting
. everyone fully is tempting but probably the worst security
. policy possible.

Formal security policy

- In the small organizations in which Macs are popular, formal
- policies and procedures may not be needed. If you own your own
- company or run a family business, you generally can manage
- things as they come up. The overhead of developing and main-
- taining formal policies and procedures may not be worth the cost.
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In the case of security, however, all organizations can benefit -
from at least thinking about the need for a security policy, and .
most can benefit from creating one. A security policy docu- :
ments, in a clear and concise way, how the organization :
addresses the myriad security issues that it may encounter in

day-to-day business.
Security policies serve several goals:
» They help an organization think about and address
security issues.

= They provide guidelines for how employees and the
organization as a whole should react to security threats
and incidents.

= They help propagate awareness of security issues
throughout the organization.

» They provide an easy way to educate new employees
about security issues.

= They prevent misunderstandings by documenting
security rules.

= They serve as important documents should legal issues

arise concerning an organization’s security implementation. -

Security policies should always be written. They should be -
developed with input from across the organization, so that all -
personnel feel that they have been involved in the process. .
Policies should also be maintained in that way, so that everyone
continues to feel involved and continues to keep the security .
policy in mind. A security policy is not static, because the :
Internet and technology in general are not static. An impor- :

tant part of any security policy is its provision for change.

As is the case with levels of trust, most security policies must
strike a balance between being too strict and too lax. If a -
policy is too strict, it will prevent organization members from -
doing their jobs and get in the way of progress. If the policy -
is too lax, it won’t serve much purpose. Each organization will .

be different in this respect.

All organization members must know about the security
policy and understand its purpose. They should understand -
that the policy exists for the benefit of the organization and -
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. for its individual members. If anyone has concerns about the
. policy, those concerns should be discussed and addressed
. throughout the organization. If people resent a security policy,
- they will not follow it to as great a degree as they would if they
. accepted the policy.

- A formal security policy should include several items. A large
- organization with many employees and affiliates has more risk
- than a small organization, so its security policy should be longer
. and more detailed. Following are some aspects of a security
. policy that your organization should consider:

Level of trust. A security policy should include a clear
explanation of the need for a level-of-trust scheme, as
well as the details. Defining levels of trust probably is
the most important part of the policy.

Acceptable use. This part of the policy states what uses
of the internal network and the Internet are considered
to be acceptable. Clearly specifying unacceptable use
may prevent employees from using the network in ways
that could affect overall security.

Adding new machines. If organization members want
to add a new end-user machine or server to the net-
work, how do they go about doing so? Often, they
should go through a central organization that can make
sure that security issues are addressed adequately.

Backups. Users should know to what degree they are
expected to maintain their own local and remote backups
and to what degree the organization performs backups
for them.

Software use. One of the most important parts of a
software policy is a list of those applications that should
always be run, such as an antivirus application and a
personal firewall. The policy should also document what
applications should not be run and how a user determines
whether a particular application may be run or not.

Passwords. The policy should state password require-
ments, such as minimum length, disallowed password
types (such as names or initials), and the rate at which
passwords should be changed. Some services, such as
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AppleShare IP, can enforce a password policy directly
by rejecting disallowed passwords automatically and
requiring periodic password changes.

Remote access. The policy should state how and whether
users can access the organization network remotely. The -
“Centralizing Security” section of this chapter points out -

the serious risks involved with remote access. If remote

access is not allowed, the policy should clearly explain why. .

Taking work home. The policy should state what, if
any, company documents (physical and electronic) and

equipment can be removed from the premises or accessed -

from home or the road. Working from home can signifi-
cantly increase an employee’s productivity and overall

satisfaction, but the policy needs to address security risks. |

Information protection. The policy should state how
an employee handles company information so as to

maintain its confidentiality. A critical part of an informa- -

tion-protection policy states what information should
and should not be sent via e-mail, both within the
organization and outside it, and should emphasize the
insecure aspects of e-mail (see Chapter 5).

Incident-escalation procedures. The policy should state
what employees should do if they discover a potential
security problem. Incidents usually should be brought

to the attention of an individual or group responsible for |

dealing with the incident. The policy should also state

how that individual or group should escalate the incident

up the management chain as needed.

Exceptions. No policy should be so rigid that there
can never be an exception to it. But the exact method
through which exceptions are suggested, approved,
and documented needs to be clearly spelled out.
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- Expect the unexpected

- The only constant is change. This maxim applies to an incred-
- ible extent on the Internet. Organizations’ security policies and
. procedures need to expect constant and rapid change—new
- hardware and software; new hacker attacks, viruses, and other
- threats; new security options; and new management and com-
. pany ownership. Your policies and procedures need to expect
- and react to change. As a particularly relevant example, the
- Macintosh is going through two overlapping changes that affect
- network security: a migration from AppleTalk to Internet
- protocols, and a move from Mac OS 8/9 to Mac OS X. Because
- these changes are so significant, we’ll devote the rest of the
- chapter to them.

- Macintosh Networking in Transition

. Macintosh networking is in the middle of what can be
. considered to be the biggest transition of any computer
. network system. Until recently, Macintosh networking had two
. underpinnings. The first was the Mac OS itself, which, despite
. continuous evolution and enhancement, has remained funda-
- mentally the same since the Mac first shipped in 1984. The
- second was the Mac’s built-in AppleTalk protocols, which have
- provided innovative, easy-to-use, and secure network services
- for the Mac OS since 1985.

- Mac OS X and its Unix base represent a significant set of changes
. in the way that the OS provides services to applications, such
. as network systems. Apple has done an excellent job of shield-
. ing the internals of Unix from its users and making Mac OS X
- look much like previous versions of the Mac OS. The internal
- workings of Mac OS X become much more apparent at the
- network level, however, especially in terms of security.

: AppleTalk served the Apple community well for its first 15 years
- or so and pushed the envelope in networking ease of use (just
. as the Mac did in computer ease of use). But with the tremen-
. dous popularity of the Internet and Internet protocols, Apple
. came to realize that it needed to phase out use of AppleTalk
. on Macintosh networks in favor of IP. Apple only had so many
. resources, and it needed to concentrate on IP to have the Mac
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continue as the Internet machine of choice. This transition, -
under way since 1997, accelerated recently with the shipping -
of Mac OS 9 in 1999 and Mac OS X in early 2001. :

Even with both of these major changes occurring simultane-
ously, if you use a single Macintosh and simply surf the -
Internet through a dial-up, DSL, or cable-modem connection,
these ongoing changes should not affect you in a big way. (Be -
sure to read Chapter 18 if you’re using Mac OS X, however.) -
If you use or run a Macintosh network at work, you need to -
consider the effects of these ongoing changes, especially in .
terms of security. '

Macintosh network security in transition

You should focus on one simple, critical issue when you think |
about the Macintosh networking transitions:

Unless they are carefully implemented, the transitions from
Mac OS 9 to Mac OS X and from AppleTalk to IP can result
in a significant decrease in the overall security of your
Macintosh network.

Any transition involves risk, because administrators and users .
are learning about and adopting new technologies and services. !
Many factors are unknown, and mistakes can be made. When
two transitions are made in parallel, the unknowns and risks :
are even greater. But the reason why these Macintosh -
networking transitions involve so much security risk is more -
fundamental:

Without specific and focused attention on security issues,
each transition, from Mac OS 9 to Mac OS X, and from
AppleTalk to IP, will result in a less-secure network.

The transitions would be risky enough if the systems being !
adopted were more secure than the ones they are replacing. °
In this case, however, both systems are less secure.

From AppleTalk to IP

Several factors contribute to the potential decrease in security -
in moving from AppleTalk to IP. The Internet was designed -
and originally used principally by engineers and educators; no -
one expected that the Internet would be used by millions of -
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. people worldwide or that Internet protocols would be used on
. internal networks as well as on the Internet. Therefore, fun-
. damentally insecure protocols arose, such as FTP and Telnet.
. Although Internet designers now realize that security is a
* paramount issue in the Internet’s evolution, they continue to
© struggle to get overall security up to the level needed for the
- Internet to be the main worldwide telecommunications
- system for the 21st century.

- AppleTalk, on the other hand, was designed for use on internal
. networks in which security was going to be a concern. Apple
. wanted to sell the Mac to businesses, schools, and other large
. organizations, all of which required not only functionality and
- ease of use but also security. Learning from the mistakes of
- the early Internet, Apple designed a system that could grow
- into large-scale use while remaining secure at the same time.

© Another reason why moving from AppleTalk to IP can result
-in a decrease in overall security is popularity. AppleTalk
. protocols are less popular than Internet ones. Just as the pop-
. ularity of Windows machines has resulted in significantly more
. Windows-specific hacking attacks and viruses, the popularity
. of the Internet has resulted in many more attempts to hack
. IP-based systems than AppleTalk ones. Hackers are much more
- familiar with IP, and many more tools exist for hacking IP than
- for hacking AppleTalk.

- A final major reason for the security of AppleTalk systems is
- that AppleTalk is not routed over the Internet. IP-based
- internal networks (intranets) speak the same language as the
. rest of the Internet. When an intranet is connected to the
. Internet (through a router and, ideally, a network-global fire-
. wall), it becomes possible for its machines to talk to machines
. anywhere on the Internet. It also becomes possible for machines
- anywhere on the Internet to talk to—and conceivably hack—
- machines on the intranet. Macs speaking AppleTalk on net-
- works also connected to the Internet do not have this risk (Fig-
- ure 17.21), because the Internet does not pass AppleTalk
: between machines and networks connected to it (other than,
- sometimes, within a particular ISP’s local network). Even if one
- Mac needs to speak TCP/IP to access resources on the Internet,
. other Macs and servers on the AppleTalk network are not at risk.
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Figure 17.21 AppleTalk is not routed over the Internet, resulting in
significantly higher security for networks that use AppleTalk protocols
internally.

From Mac OS 9 to Mac OS X

The transition from Mac OS 9 and earlier to Mac OS X is just .
starting, so less is known about the security issues involved
than about the transition from AppleTalk to IP. Unix, on which °
Mac OS X is based, has been around for almost as long as the -
Internet has, however, and its networking security issues are -
well understood. Whole books have been written on the subject -
of Unix security, and we discuss many Macintosh-related Unix -
security issues in Chapter 18. Mac OS 9 and earlier do not include -
many of the features that cause Unix systems to be at high risk: -

= The design of Mac OS 9 and earlier is proprietary. Apple
has kept secret most of the source code that provides
details of how the Mac OS works, making it much more
difficult for hackers to look for flaws. Unix source code
is publicly available.

= Mac OS 9 and earlier evolved as a single-user OS. The OS
has little support for multiple users accessing a specific
machine at the same time, either from the keyboard of
that machine or over the network. Unix’s multiple-user -
and remote-control features are some of the easiest features -
to exploit over networks.

= Most Mac OS networks were not accessible over the
Internet until recently and thus were secure from Internet
hacking. Because Macs could not be hacked over the Net, -
hackers concentrated on other systems (mainly Unix)
and didn’t learn how to hack Macs. Thus, the state of
the art in Mac hacking is years behind Unix hacking.
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. Although the Mac OS has a much higher installed base than
. Unix, Unix still evolved as the operating system of choice for
. many hackers.

* The transition from Mac OS 9 to Mac OS X involves one addi-
- tional security complication: Mac OS X includes a virtual Mac
- OS 9 machine (Figure 17.22). So that Mac OS X could run
- applications written for Mac OS 9 and earlier, Apple imple-
- mented a Mac OS X process called “Classic” that essentially
- is a complete copy of Mac OS 9. Because pre-Mac OS X appli-
. cations, including many networking applications, run in the
. Mac OS 9 environment, you need to continue to worry about
. Mac OS 9 security issues even on machines that you migrate
. to Mac OS X.

@ | =
\ X \ 9

Figure 17.22 Mac OS X includes a virtual Mac OS 9
environment.

. Transition management

- When you face the daunting task of managing these two major
. transitions, keep in mind that both transitions have been
- designed to be implemented gradually and more or less inde-
. pendently. You can migrate your network from AppleTalk to IP
. without moving a single machine to Mac OS X, because most
. applications and services will support Mac OS 9 and earlier
. for some time to come. In fact, we recommend migrating from
: AppleTalk to IP first in many cases. The longer you can hold
- off on the Mac OS X migration, the better it will be under-
- stood. Additionally, the functionality of Mac OS X should
- increase rapidly as Apple fills in some missing pieces and third
- parties port their applications to the new OS.

340



17: INTERNET SECURITY AT WORK

In theory, you can migrate machines on your network from -
Mac OS 9 and earlier to Mac OS X without moving your .
network from AppleTalk to IP. The first release of Mac OS X .
lacks full support for certain AppleTalk services, however. Most :
significant is the lack of support for AppleTalk-based file :
sharing, making a purely Mac OS X transition (without a con- -
current AppleTalk to IP transition) somewhat problematic. °
If you use Mac File Sharing at all (and most of us do), before -
beginning the transition to Mac OS X, you may want to migrate -
partially from AppleTalk to IP by getting any Mac sharing files -
to support both protocols (through products such as Apple- .
Share IP and ShareWay IP). Later releases of Mac OS X may .
well have more complete support for AppleTalk, eliminating :
any immediate need for the AppleTalk-to-IP migration. :

Migrating slowly is a good idea and pretty much a require- -
ment. Many applications will not support Mac OS X for some °
time, and some never will. Although most of these applica- -
tions can run in the Mac OS 9 environment in Mac OS X, -
others will not. Additionally, many Macs cannot run Mac OS -
X, which will run only on the PowerPC G3 or later processors -
with at least 128 MB of RAM. :

Your network may also be running some old AppleTalk appli- :
cations that don’t work over TCP/IP, especially if you’ve had :
any custom application development done. So as part of your °
transition strategy, you should plan for the coexistence on the -
same network of Mac OS 9 and earlier and Mac OS X machines, -
as well as machines running AppleTalk, TCP/IP, and both -
(Figure 17.23).

AppleTalk

Figure 17.23 Macintosh
networks in transition
will consist of a mix of
Mac OS 9 and Mac OS
X machines as well as
AppleTalk and TCP/IP
P »- To Intemet  protocols.

o ———
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. By migrating slowly, you will minimize the upheaval due to
. any loss of services or ease of use that Mac users have come
. to expect. Most important, you will be able to combat more
. thoroughly the loss of security that the migration could cause.
. As long as you consider security issues at every step of the
- migration, the overall security of your network should not
- suffer, despite the mixture of machine types and the potential
- decreased security of TCP/IP and Mac OS X. Only if you take
- security for granted or rush the implementation will your
. risk increase.

. While migrating, focus on the security measures detailed
. throughout this book. If you have a large network, you may
. want to make someone specifically responsible for security as
. the network migrates. This person can act as a central point
- and knowledge source for security issues and can help main-
" tain security consciousness throughout the organization.

- Even after your network has migrated, having a security person
- may be a good idea. A completely migrated network is not
- necessarily one with all machines running Mac OS X and
. TCP/IP. More likely, it will have a mixture of Mac OS 9 and
- Mac OS X and of AppleTalk and TCP/IP. A completely migrated
- network is simply one that has all the changes that you wanted
. to make. Most migrated networks will continue to look like
- Figure 17.23 for some time to come. Whether or not the
- migrated network is mixed, the increased security risks of
- the migrated network warrant increased security resources.

- For the latest on Mac OS X networking security, check out our
. book’s companion website at www.peachpit.com/macsecurity/.
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Securing
Mac OS X

In 1984, Apple began a transition from the computer that got
the company started, the Apple II, to the computer the rest of
us use today, the Macintosh. In 2001, with the shipping of Mac
OS X, Apple began the most significant transition since 1984.
Although one of the main goals of Mac OS X is to ensure that
a Mac running it looks and feels much like any Mac that came
before, the advances in Mac OS X required radical changes in
the underlying operating system. Operating system changes,
particularly to networking components, combined with the fact
that Mac OS X is based on the security-challenged Unix oper-
ating system make ensuring the safety of any Mac OS X machine
connected to the Internet even more important than it was with
previous versions of the Mac OS.
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- The Mac in Transition

. Any transition involving a large installed base should be as
- smooth as possible. Users should be able to upgrade gradually
- and without loss of functionality. New digital television sets,
- for example, need to continue to be able to receive standard
- analog signals, just as the color TVs of the 1960s needed to
- receive black-and-white signals. Likewise, Mac OS X needs
. to continue to support applications and services that ran on
- Mac 0S 8 and 9.

. Apple had to solve many problems to make the Mac OS X tran-
. sition a smooth one. Mac OS X had to continue to run on as
- many of the installed Macs as possible (which ended up being
- any PowerPC G3 or G4 machine). The Mac OS X user inter-
- face had to remain familiar and easy to use. And almost all of
- a user’s applications and services had to continue to work on
- the new OS.

. At the same time, Apple had to advance the state of the art
. not only in user interface but also in reliability and function-
. ality. Apple chose to accomplish this goal by yanking the guts
. out of the 17-year-old Mac OS and replacing them with those
- of the Unix operating system (see the following section). But
- almost none of the applications that run on Mac OS 8 and 9
- can run unmodified on Unix. Although Apple has minimized
- the number of changes application developers need to make
- to get applications to run on Mac OS X, developers still need
- to make some changes. Few users would move to Mac OS X
- if they had to get all new applications, even if those applica-
. tions appeared quickly. For this reason, Apple implemented
- the Classic compatibility layer in Mac OS X.

- Classic is essentially a large Mac OS X application (Figure 18.1).
- The Classic application creates a Mac OS 9 environment within
- Mac OS X. When a Mac OS 8 or 9 application is run under
- Mac OS X, Classic runs that application within the Mac OS 9
- environment that it has created. The application is, for all
- intents and purposes, running under Mac OS 9. But Mac OS 9
. is running under Mac OS X rather than directly on the
. Macintosh hardware.
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Y
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Figure 18.1 Classic is a large Mac OS X appli-
cation that creates a Mac OS 9 environment
for apps that haven't been upgraded to
support Mac OS X.

Classic is the key to making the transition to Mac OS X seam- -
less for applications. But it creates some interesting security .
challenges, because services can exist in both environments :
at the same time. Sometimes, protecting a service just under |

Mac OS X will protect it in Classic; at other times, it won’t.

Another transition accelerated by Mac OS X presents additional
security challenges. As we indicated in Chapter 17, Apple has -
been moving Macintosh networking protocols from AppleTalk -
to IP (Internet Protocol). Mac OS X puts heavy emphasis on -
IP while continuing the gradual phaseout of AppleTalk. But .
both protocols continue to exist within both Mac OS X and .

Classic.

As you proceed through this chapter, keep in mind the additional

security issues introduced by these three key factors:

= The use of Unix in the Mac OS core

= The transition from Mac OS 8/9 to Mac OS X, especially
its use of the Classic compatibility layer

= The ongoing transition from AppleTalk to IP

Also keep in mind that Mac OS X is new. Mac OS 9 has nearly :
two decades of history behind it, so it is slow-changing and rel- -
atively well understood from a security perspective. Although -
Mac OS X maintains a bit of this history, it is evolving rapidly
and is not well understood yet. New information comes out daily -
and will continue to for some time. Use the rest of this chapter -
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. as a guide to enhancing the security of your Mac OS X machine,
. but also check the Web and other sources to make sure that
. you have the most up-to-date information. The Web site for this
- book, at www.peachpit.com/macsecurity/, is another particularly
- good source of information on Mac OS X security.

: Mac OS X General Overview

- To understand and implement Mac OS X security, it is impor-
' tant to understand how Mac OS X works internally, which
- means learning about Unix as well as the Apple-added parts
- of the OS.

- Unix

- By far the biggest change between Mac OS 9 and Mac OS X
. is the new operating system’s Unix base. Mac OS 9 was built on
. a home-grown foundation that evolved over nearly two decades.
- That base, however, was not designed for today’s computer,
- which is capable of running multiple large programs simulta-
' neously, taking advantage of myriad hardware options and
- peripherals, and interacting on a high-speed worldwide Internet.
- Apple has done a good job of maintaining the evolving Mac
- OS and keeping it up with the times, but it could go only so
- far without replacing its engine. Unix is Mac OS X’s new engine.

. Unix provides the Mac OS a new level of robustness. Each process
. (application) in Unix runs in its own walled-off memory space
. and can’t interfere with other processes or with the OS. If a
. process crashes, it can’t hurt other processes or bring down
- the whole machine. Unix also provides preemptive multitasking,
- making sure that each process gets its fair share of CPU time
- and that one process doesn’t hog everything. Before Mac OS X,
- a malfunctioning Macintosh application could prevent all others
- from running.

. Unix was designed as a multiple-user operating system, unlike
. Mac 0S 9, which added multiple users on top of an inherently
. single-user OS. Getting around user restrictions is much harder
- in Unix than in Mac OS 9. Unix is also much harder to use,
- because its multiple-user design resulted in a complex command-
+ line user interface.
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;Older Than Macs

" Unix has been around longer than the Mac OS has: It was developed T
at AT&T's Bell Labs in the early 1970s, not cofnc:dentally at about the

- same time that the Intemnet was getting started. Like the Internet, many

. -of Unix's goals were-academic. The original Unix. developers were not -

- burdened with the commercial pressures of: bringnng

_ market quickly (AT&T could sell only phones), so they buil

- forward-looking framework on which a major operating system could
evolve. Also, Unix was developed for the larger minicomputers of its day, ~ -
s0 it was ready when the speed and power of the personal computer

_ -advanced beyond those early machines.

Unix’s design as a multiple-user operating system is also the -
principal reason for many of its security issues. Almost all its -
features were built to be accessed locally (from the keyboard) -
or remotely (over a network). Unix includes many network .
services, and its networking strengths are one reason why it
has been growing in popularity in this Internet era and why
Apple chose it as the basis of Mac OS X. These functional :
strengths, however, result in security weaknesses. You can do
so many things to a Unix machine over a network that its
designers and implementers have never been able to protect -
all its functions adequately.

Unix’s networking features and security weaknesses have had .
a snowball effect. From the early days of the Internet, Unix’s .
networking features made it the most popular operating .
system for providing Internet services. But this popularity, :
combined with its security weaknesses, encouraged early :
hackers, well before many Windows machines or Macs were -
on the Net. This security snowball gained momentum and size -
as the Internet developed.

Although Windows machines and Macs are now much :
more numerous on the Net than Unix machines, Unix
machines are still the most common targets of hackers.

Unix is open-source, which means that the detailed operating :
instructions (or source code) for the OS are available to any- :
one who is interested. An outgrowth of Unix’s academic roots, °
open source helped Unix evolve and grow and was instrumental -
in such phenomena as Linux. On the other hand, Unix’s open -
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. source has helped hackers search for and exploit vulnerabili-
. ties (although it’s also helped security experts search for and
. plug security holes).

- Unix is a highly functional, reliable, mature operating system,
- and it is an excellent choice for Apple to use as the guts of the
- Mac OS for years to come. But keep this telling fact in mind:

In the SANS Institute’s list of the Ten Most Critical Internet
Security Threats from January 2001, five apply only to Unix.

. Any security advantage that earlier versions of the Mac OS
- enjoyed due to its secure design and its lack of popularity with
- hackers is gone. The Unix security snowball is about to hit the
* Macintosh.

- Unix for the rest of us

- Mac OS X is Unix for the rest of us. Apple has done an amazing
* job of taking advantage of the good parts of Unix while shield-
- ing users from most (but not all) of its problems. The main Unix
- feature that Apple shields from users is Unix’s command-line
- interface. After setting the standard for user interface for most
. of its existence, Apple wasn’t going to settle for an interface
- that is a step 30 years backward. The Mac OS X interface is
. completely a Mac OS interface. It looks like a Mac, it feels like
- a Mag, it even talks like a Mac. As always, Apple is pushing
- the interface envelope in a few places, so things aren’t exactly
- the same as they are in Mac OS 9. But if you’ve used a Mac
- before, you can use Mac OS X, whereas most of us wouldn’t
- have a clue where to start with the Unix command line.

. The Classic compatibility layer overcomes Unix’s inability to
. run pre-Mac OS X Macintosh applications and facilitates the
. smooth transition that will encourage users to move to Mac
- 0S X. Almost any application that runs on Mac OS 9 runs under
. Classic on Mac OS X without modification. The principal excep-
" tions are applications that access the Macintosh hardware
- directly; Classic does not run on that hardware but on a vir-
- tual machine running on Mac OS X on that hardware. An addi-
- tional limitation is that all applications running under Classic
- are part of a single Mac OS X application, so if any Classic
. application crashes or misbehaves, it can affect all the others.
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But due to Unix’s design, a crash can’t affect any of the native -
Mac OS X applications or Mac OS X itself. Classic’s limitations .
are a small price to pay for the amazing level of backward :

compatibility that it provides.

Another area in which Apple has done a good job of shielding -
Unix peculiarities is networking. Unix uses a significantly -
different internal networking model than the traditional Mac OS -
did and does not always include AppleTalk support. Apple had -
to adapt Mac OS networking features to this new model while -
continuing to support the old model for Classic. Despite the .
large amount of work involved, Apple managed to make Mac
0S X’s networking features almost as easy to use as those of :
Mac OS 9. Certain AppleTalk features are lacking in Mac OS X’s -
first releases, but AppleTalk is not used for Internet access,

and Mac OS X remains the Internet OS for the rest of us.

Finally, Apple has shielded users from many of Unix’s .
security issues. By shipping the OS with most networking .
services disabled, enabling those services in their most secure
mode by default, and making them as easy as possible to under- :
stand and use, Apple has gone a long way toward securing -
Mac OS X. Unfortunately, Apple could do only so much. Mac -
OS X is fundamentally Unix at its core, and Unix has many -
security problems. Add to these problems Apple’s making Unix -
easy to use and more popular and thus increasing the number .
of hackers focusing on it, and security issues become even more .

significant.

This chapter will help you understand security in Mac OS X
networking so that you can begin to feel as safe under Mac -

0S X as you have under past versions of the Mac OS.

Mac OS X Networking Overview

Before we get into specific issues relating to securing Mac OS X .
on the Internet, let’s look at the networking support it offers, .

both from a client and a services point of view.

Client overview

Most users will use Mac OS X only as an Internet client, not -
to provide Internet services. When you install it, Mac OS X asks -
you a series of questions and sets up most of your Internet -
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. client information automatically. If you want to change that
. information or just see how your Mac is configured on the
. Internet, you can use the Network (Figure 18.2) and Internet
. System Preferences windows.

Configure: ( Built-in Ethernet _—ﬂa

¥ AppleTalk ¥ Proxies |

Configure: | Manually ™

Domain Name Servers (Optional)
IP Address: 208.1.80.219 208.1.80.220

Subnet Mask: ' 255.255.255.224

Router: 208.1.80.193 Search Domains (Optional) i

Ethernet Address: 00:0a:27:b0:07:42

Example: apple.com, earthlink.net

. Figure 18.2 Mac OS X's Network System Preferences window allows
* you to view and change your machine's network configuration.

. One new networking feature you may notice is that Mac OS X
- supports PPPoE (Point-to-Point Protocol over Ethernet) for DSL
- connections that require this Internet login technology.

- The two most-used Mac OS X Internet clients are likely to be
- e-mail applications and Web browsers. Mac OS X can run Mac
- 0S 9 e-mail applications and Web browsers through the Classic
. compatibility layer. But to take advantage of all of Mac 0S X’s
. features, check to see whether your preferred e-mail applica-
. tion and Web browser are available in Mac OS X versions.

- Early versions of Mac OS X ship with a preview release of
- Microsoft Internet Explorer and include Apple’s new e-mail
* application, simply called Mail. Mail is a highly functional and
- well-thought-out application and is integrated with Mac OS X,
- managing your password via the Mac OS keychain (see Chapter
. 4). It is also security-conscious in other ways, especially with
- regard to viruses (see “Safe Surfing” later in this chapter).
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Mac 0S X includes new clients for printing and accessing Apple- -
Share file servers. You choose printers and manage the print .
queue through the Print Center utility. You can connect printers .
to your machine directly through the USB (universal serial bus) !
port, through a local AppleTalk network, or via an intranet or

the Internet through the LPR (line printer) protocol.

You access AppleShare servers through the Finder’'s Connect -
to Server command, which displays a dialog box similar to -
Mac 0S 9’s Network Browser dialog box (Figure 18.3). The first -
releases of Mac OS X do not support AppleTalk for accessing -
file servers; neither do they support User Authentication .
Modules (UAMs), which we mention in Chapter 17. You can .
connect only to servers that are accessible over TCP/IP. Even |
the Classic Chooser can access AppleShare servers only via
TCP/IP. To illustrate the clash in the concurrent transitions from -
Mac OS 9 to Mac OS X and from AppleTalk to IP, the Classic -
Chooser shows AppleShare servers in its AppleTalk window -
but then tries to switch to TCP/IP to access them (which works -
only if the server supports TCP/IP as well as AppleTalk). The -

Classic Chooser does support UAMs.

Connect to Server

Choose a server from the list, or enter a server address

At _{_ﬁLocal Network ﬂ @

% Open Door Web pages
Q Open Door Web pages 2

2 items Searching... Q
Address: 7 l
" Add 1o Favorites \ “Connect

Figure 18.3 In Mac OS X, you connect to AppleShare
servers through a dialog box much like the Mac OS 9
Network Browser dialog box.

357



INTERNET SECURITY FOR YOUR MACINTOSH

. The Connect to Server command also provides direct access to
. WebDAV servers. As described in Chapter 14, WebDAV is a secure
. alternative to FTP for use in developing and maintaining Web
. sites on external servers. WebDAV servers mount on the desk-
- top just like AppleShare servers, making them more secure than
- those accessed through FTP and easier to use. You access Web-
- DAV servers by typing their URL (starting with http://) in the
- Address text box of the Connect to Server dialog box.

- An interesting networking addition in Mac OS X is the Network
. Utility, which lets you perform various tests on your local
. TCP/IP network or on the Internet itself. You can send a ping
. to any machine on the Internet to see whether that machine
. is reachable, for example, or you can trace the full route to
- that machine. The inclusion of the Network Utility in Mac OS
- X is questionable, however. Some users will find it helpful for
- performing some simple diagnostics, but most users will not
- be able to understand much of it. Worse, the Network Utility
- can be misused in such a way that it affects the security of
- other machines on the Internet.

. As mentioned in chapters 12 and 13, an important aspect of
- securing any machine on the Internet is installing a personal
. firewall on that machine, monitoring its log, and analyzing and
- reacting to apparent attacks. The Network Utility makes it easy
* to “attack” any machine on the Internet unintentionally. The
- attacks, which really are just diagnostic tests that you're trying
- to run from your machine, usually won'’t cause any direct harm
- to the machine you're testing, but they may appear in that
- machine’s firewall’s log file, sometimes flooding that log file
- 50 that real attacks are much harder to notice (Figure 18.4).
. Although the utility is just running a diagnostic test, that
. machine’s user and analysis software may interpret it as an
. attack, especially because many hackers use two of the Net-
- work Utility’s features (ping and port scan) extensively. As a
- general rule, you should not use these two features unless you
- know what you’re doing, and then only in a limited manner.
- If you’re port-scanning a machine over the Internet, for example,
- you should always scan a limited range of ports to minimize
- the effect of the test (Figure 18.5).
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Figure 18.4 Certain features of Network Utility can flood another
machine’s firewall log with information, potentially causing real attack
data to be missed.

8606 E Network Utllity

Please enter an internet or ip address to scan for open ports

{10.0.2.1 Jex. www.domain.com or 10.0.2.2)

1

# only test ports between (60 | and (80 |

Figure 18.5 If you need to do a port scan over the Internet, be sure to
scan a small number of ports.

Services overview

Mac 0S X’s Unix base makes it possible for a Mac OS X machine -
to provide a wide range of Internet services. Apple included -
several of these services with Mac OS X, although they are .
turned off by default. Due to Unix’s security vulnerabilities, -
you should leave Mac OS X services turned off unless you really '

need them (which should be rarely, if at all).

You access most of Mac OS X’s built-in services through the
Sharing option in the System Preferences window (Figure 18.6). -
Just as you can in Mac 0S 9, you can use File Sharing to share :
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. |lesc ‘ __Sharing
W B 8 .
Show All Displays Sound Network Startup Disk
" Flle Sharing Off : :
m Click Start to turn on Fife Sharing and allow other users to access
Public fold:
“'Web Sharing Off

. files via AFP (Apple Filing Protocol) and AppleShare. In the
. first releases of Mac OS X, however, this sharing is possible
- only through TCP/IP, not through AppleTalk. To aid in the
. ongoing migration from AppleTalk to IP, if you have File
- Sharing on and enable AppleTalk (through the Network
- System Preferences window), your machine will show up in
- the Chooser of other machines on the same AppleTalk
- network as yours. When those machines try to communicate
- with yours, however, they will switch over to TCP/IP (unless
- they don’t support it, in which case they’ll indicate an error).

Click Start to turn on Webvshafing and altow other users to Zccess Web
pages In Sites folders.” - -

E3 Allow remote login
Allows other users to access your computer using terminal applications.
£ Allow FTP access

Allows other users to access your computer using FTP applications.

 Network identity

Computer Name: | Kingsford :
Used for Fita Sharing. AppleTaik. NSL file servars

1P Address: 208.1.80.218 (in Network Preferences)

Used for Weh Sharing, FTP and other
{P-based services

. Figure 18.6 You enable most Mac OS X services through the Sharing
© System Preferences window.

* Mac OS X’s Web Sharing is much like it is in Mac OS 9. You
- enable this feature through a checkbox in the Sharing System
- Preferences dialog box, not through a control panel. Apple takes
- advantage of Mac OS X’s Unix base to provide Web Sharing
- through Apache, the world’s most popular Web server. Apache
- is incredibly powerful, but Apple provides no user interface
. for any of its wide range of features.
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The Sharing System Preferences window provides checkboxes -
for two new services in Mac OS X: remote login and FTP (File .
Transfer Protocol). These features are standard Unix services .
and are powerful but risky in security terms (see the follow- :
ing section). Remote login allows a network user on your '
intranet or the Internet to log in to your machine and access °
its underlying Unix command-line interface as though he or -
she were at your machine. Remote login is useful for power -
users {and hackers) but not for most other users, because the -
command line requires detailed knowledge of commands and -

of the workings of the Unix operating system.

FTP (which we talk about throughout this book and especially :
in Chapter 14) is an old and insecure way to share files. Having :
been around a long time, FTP is available on almost all com- :
puter platforms and acts as a least-common-denominator :
method of sharing files. If you have a Windows machine on -
your home network and want to exchange a file with it, FTP -
may be the easiest way to do so. Most users, however, will -

have little need to enable this service.

One service that is missing from the Network System Preferences .
window, at least in the early releases of Mac OS X, is Program .
Linking. Although Mac OS X fully supports Apple Events and .
AppleScript, it does not include the capability to send these :
events to other machines via either AppleTalk or TCP/IP, which :
is how Program Linking is implemented. Program Linking is -

supported in the Classic layer, however.

In addition to the services in the Network System Preferences -
window, Mac OS X provides NetInfo, which is a central direc- -
tory for storage of service information. Netlnfo in its most .
general sense is a distributed database, with portions of the :
database being stored on different machines on a local network. :
Because most users do not run Mac OS X networks, NetInfo :
is simply a local database that they can access through the -
NetInfo Manager utility. You may want to look at the large set -
of information available in NetInfo, but you shouldn’t change -
anything unless you know what you’re doing. You may prevent -
a service from working or turn off some of its security settings -

accidentally.
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" | ¥ man man
. | man: Formatting manual page...

* | MANQL) System Reference Manual MAN(1)

. | e
" | SYNOPSIS

* | DESCRIPTION

- Also in the “look but don’t touch” category, Mac OS X provides
. access to the Unix command-line interface through the Terminal
. application (Figure 18.7). After running Terminal, you see a
. standard Unix prompt and can type any Unix command you
- want. Due to the number and complexity of its commands,
- Unix provides access to a detailed online manual through the
- command line. Type man man and then press Return to get
- the manual pages.

806 /bin/tesh (ttypl)

mon - display the on-line manual pages

man [-achw] [-C file] [-M path] [-m path] [section] name ...

The man utility displays the BSD UNIX manual pages entitled pome.

The options are as follows:

. Figure 18.7 The Terminal application can provide full access to the Unix
* command line.

" You can enable any of a large variety of Unix services through
- the command-line interface, including the Unix standard for
- file sharing, NFS (Network File System). Getting command-
- line-based services to work is well beyond most users’ abilities,
- however, and using those services securely is a full-time job
- for many network administrators. In the future, Apple and third
- parties probably will provide graphical user interfaces for many
. of these services, at which time using them may become more
. practical. But you’ll always need to keep security issues in mind.

- Mac OS X Internet Security

- This entire book is about securing your Macintosh on the Inter-
" net. Throughout it, we have tried to address security issues
- holistically and without regard to a particular version of the
- Mac OS. Everything we have said so far applies to Mac OS X.
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Certain details are somewhat different, however. These details .
are also more critical, due to the new security issues that a Unix -
base brings to the Mac OS. In this section, we describe Mac
OS X’s security differences and what you can do about them. |

What, me worry?

We started this book by asking this question. Mac users have °
long enjoyed a more secure Internet environment than other -
computer users. If you’ve read this far in this chapter, how- -
ever, you understand that this advantage no longer exists with

Mac OS X.

Yes, you worry!

Physical security

As part of their multiple-user heritage, all Unix machines require -
a password. This password provides an additional level of .
physical security, because you have to know the password to !
turn a machine on and use it. The Mac OS, however, has never
required a password, other than in Mac OS 9’s multiple-user
feature. Apple felt that most users would want to continue to -
use Mac OS X machines without entering a password every -
time they started those machines. For this reason, Mac OS X -
enters your name and password automatically whenever you -
start your machine, using the name and password that you -
gave it when you installed it. If you want to require Unix’s .
standard manual login to enhance the physical security of your .
machine, you turn off the automatic-login option in the Login

System Preferences window (Figure 18.8).

The Login System Preferences window also includes a check- -
box that lets you turn off the Shut Down and Restart buttons -
that normally appear in the login window. When these buttons -
are inactive, a user who has physical access but not the -
password cannot easily restart the machine from Mac OS 9 .
(by holding down the Option key while restarting) or from a .
CD-ROM. This checkbox provides a false sense of security, how- :
ever, because the user could always turn your machine off and

back on and restart it that way.

The Login System Preferences window includes the option to
select a custom authenticator. This option is used on company -

357



INTERNET SECURITY FOR YOUR MACINTOSH

- networks to allow login through custom-authentication systems
. and directory services such as those described in Chapter 17.

8eC Login
« = &4 @ @
(VS ¥
jﬂ“i“" s _Displ_:ysl i Sound Network = SlmupDiL === —
" Login Items | Login W
|
i 7] Automatically log in
i T opendoor
Password: | sveessesssnnennare | € Set )

2] Disable Restart and Shut Down buttons

: # Show password hint after 3 attempts to enter a password
i A hint can be created in the Password pane

i Custom Authenticator: default

@ Click the lock to prevent further changes.

- Figure 18.8 Disabling Mac OS X's automatic-login feature will enhance
- the physical security of your machine.

. To provide further physical protection for your machine
. (Figure 18.9), an option in the Mac OS X Screen Saver
. System Preferences window requires you to enter your pass-
. word after the screen saver starts. If you walk away from your
. machine and someone else walks in, that person will not be
. able to access your machine. To enable this feature, select “Use
- my user account password” and change the time for the screen
* saver to start from Never to a specific value. You can also use
- the Hot Corners feature to activate the screen saver right away
- before you leave.

- Mac OS X provides direct integration with iDisk, no longer
. requiring you to go to the iDisk home page to mount your
. iDisk. Instead, you can mount it through the Finder’s Go menu
. or even include an iDisk icon in the Finder’s toolbars (Figure
. 18.10). As we mentioned in Chapter 3, iDisk provides an excel-
- lent backup option, especially for remote backup. Mac OS X’s
- direct iDisk integration makes iDisk backup even easier to use,
*s0 you may back up more often, increasing the physical
- security of the data on your machine.
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8680 Screen Saver
E = A @
Show All Displays Sound Newwork Startup Disk

5 min 10 20 30 40 50 60 Never

Password to use when waking the screen saver:

) Do not ask for a password
® Use my user account password

Figure 18.9 Mac OS X's

screen saver can require @ alano

you to enter your password
after it's started.

Bt v A @

..ﬂaﬂ{_ View Computer Home- Favorites Applica!ions ‘iDisk

Documents Pictures
Movies Sites
. g IR’Af?TdI
Figure 18.10 Mac OS X's EH
Software About your iDisk

direct integration with
iDisk makes iDisk even

N

easier to use for backups.

Managing passwords

Unix passwords have at least one significant advantage over !
traditional Mac OS passwords: they can be more than eight °
characters long. The traditional Mac OS’s Users and Groups °
control panel restricts passwords to eight or fewer characters. °
When few hackers existed and computers were much slower -
at guessing passwords, eight characters probably were suffi- -
cient for most services. But with the advanced password attacks -
we describe in Chapter 4, eight characters may not be enough. -
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. Although Mac OS X allows much longer passwords than
. previous versions of the Mac OS, most of its services use only
- the first eight characters of a password. This arrangement
. creates a false sense of security, because hackers need to try
- only the first eight characters. Still, the ability to set longer
- passwords makes it less likely that people will use easy-to-
- guess passwords, because the first eight characters of longer
- words or phrases usually are hard to guess. In the future, Mac
- OS X services may take advantage of the full password.

. Mac OS X also includes a password-hint feature. The password
- hint helps users remember their passwords, thereby allowing
. them to use passwords that are more difficult to remember (and
- harder to guess) without the fear of forgetting those passwords.
- When you set up a user account (see “Mac OS X’s model for
- securing services” later in this chapter), you can enter a pass-
- word hint for that user. If a user trying to log in enters an
- incorrect password three times, the hint for that password is
- displayed. Hints are optional, and if you use them, you should
- be sure that they provide significant information only to the
- user for whom they’re intended. Hints work only for logging
- in to Mac OS X, not for accessing Mac OS X services.

. The Mac OS X keychain works much like the same feature in
- Mac OS 9. It is better integrated with the system, however,
- and both the Mail application and your iDisk’s passwords are
- included automatically. The keychain’s password uses all the
- characters you enter, not just the first eight. One of the key-
- chain’s integration features can result in significantly decreased
- security, however. When you start your machine, your key-
- chain is unlocked automatically if it uses the same password
- that you use to log in. Even if your machine is set up for auto-
- matic login, you still have a login password, and the keychain
- will be unlocked at startup if it uses that password (which it’s
. set to do by default). This ease-of-use feature means that any-
- one who has physical access to your machine can access the
- services for which you have passwords on your keychain. They
© can also use the Keychain Access utility to look at the passwords
- you've saved for all those services, write those passwords down,
- and use them later without your ever knowing.
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After installing Mac OS X, run the Keychain Access utility, .
and change your keychain password to something other . ®
than your login password or set up the keychain to lock
automatically after a specified period and when the system

sleeps (Figure 18.11).

% Change "longuser” Settings

& Lock after |5i 3 minutes of inactivity
E Lock when the system sleeps

(Change Password > {_"Caneel 7

Figure 18.11 Immediately after installing Mac OS X, use
Keychain Access to change the keychain's password or set
the keychain to lock automatically.

Changing your keychain password, which prevents the system
from unlocking your keychain automatically, is the preferred :
alternative; otherwise, a user could restart your system and °
obtain access to the keychain. A determined user will almost °
always be able to restart your system.

A final Mac OS X password issue to keep in mind: Anyone -
who has a Mac OS X CD can reset your Mac OS X machine’s -
password. (Such a person could also reinstall the system, but -
reinstallation would take a long time, and you’d notice the
changes.) The Mac OS X CD lets anyone change a Mac OS X
machine’s password (or change the password of the adminis- :
trator of that machine, which usually is the same thing). This °
feature is intended to make sure that Mac OS X users are never -
locked out of their own machines, even if they forget their :
passwords. It is useful for that purpose but serves to further -
emphasize the importance of keeping your Mac OS X machine -
physically secure. .

Safe surfing :
Mac OS X includes Apple’s new Mail application, which is -
integrated with the Mac OS keychain and is security-conscious .
in regard to viruses. Mail deletes attachments automatically :

361



INTERNET SECURITY FOR YOUR MACINTOSH

. whenever you delete the e-mails with which they’re associ-
. ated and warns you if you try to open an attachment that’s
. an application, which usually is a bad idea (Figure 18.12).

Warning

The attachment “Virus" is an application. Since
applications can contain viruses or be harmful to
your computer, be sure this attachment is from a
trustworthy sender before saving or opening it.

Copen ) ((Cancel ) ST

Figure 18.12 The Mac OS X Mail application will warn you
if you are opening an attachment that is an application,
because doing so could infect your machine with a virus.

- Mail and its companion Address Book application can access
- LDAP directory servers to help you find e-mail addresses (see
. Chapter 17). In its first release, however, Mail does not include
. secure e-mail features, such as the capability to send encrypted
. or authenticated e-mail.

- Mac OS X's model for securing services

- Mac OS X allows you to offer a wide range of Internet services
* from your machine. By default, these services are turned off,
“ which is the way you should leave them for maximum
- security. If you do need to enable a service, Apple does a good
- job of making sure that the service is enabled in a limited,
. relatively secure way. But services on Mac OS X are imple-
. mented quite differently from previous versions of the Mac OS,
. and you need to understand how they work. If you understand
. a service before you enable it, you’re much more likely to set
. it up correctly and securely.

" Mac OS X uses the Unix model of service security simplified a
- bit for the rest of us. Even if you are the only one who will use
- the machine, it’s always set up to allow multiple users. Different
- users on Unix have different levels of access. The user called root
- has full access to everything on the machine. Many Unix
. security attacks are based on a network user’s logging into a
- machine as root or running a process on that machine that
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has root privileges. In Mac OS X, Apple disables the root -
account, decreasing the likelihood that many common Unix .
attacks will succeed. Disabling the root account also prevents
a user from accidentally doing something that would severely
damage his or her machine. Many Unix and core Mac OS X
processes still run with root privileges to do their job, but users
can’t log in as root, either at the machine or over the network.

Instead of root, Mac OS X uses administrative users. Admin- -
istrative (or admin) users have less power than root users but -
more than other users on the machine. If you are the only user -
of your machine, you are an admin user automatically. Admin .
users can do pretty much anything at the Mac OS level, such
as change system preferences, install new system software, and !
create new users. They still can’t do damaging things at the :

Unix level, however, such as delete key OS files.

Each user of a Mac OS X machine gets a home folder, stored -
within the Users folder on the hard disk (Figure 18.13). Users’ -
home folders are where they keep all their private files, in addi- -
tion to files and a Web site that they want to share with other .
people. Users of the machine can’t see most files in the other -

home folders.

206 . _ st =

i Computer Home Favorites Applications

i (5 (@

Desktop Documents Library
r =
Movies Pictures
Public

)

Figure 18.13 Each user of Mac OS X has a home folder.
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. You create authorized users for a machine in the Users
- System Preferences window (Figure 18.14). When you create
. a user, you give that user both a long name and a short one,
- although the system will derive a short name for you auto-
- matically, if you want. Most Unix services use the short name,
- which is limited to eight characters, is all lowercase, and can-
- not contain special characters (such as spaces). Passwords can
- be as long as you like, although most services use only the
- first eight characters. You can include a password hint in case
- a user forgets his or her password, although the hint is pro-
- vided only when a user tries to log into the machine from the
. keyboard, not through other services. If you want the user to
- have full administrative privileges on the machine, you can
. check the appropriate checkbox.

New User:Qpen Door test user

‘Name: |Open Door test user l
Example: Mary Jones

. Short Name: |opendoor ;
Example: rijones (8 characters or fower,
lawarcasa, no spaces). Used for. {

Password: %oonooooooo-oaoooo |
Must be at least 4 characters

Verify: [oooo--coootctoooo ]
Ratype password

Password Hint: ]
(optionalh i

Ahint should not easily reveal your password )
to others.

3 Allow user to administer this machine

- { Cangel 3 {rrifaveci)

Figure 18.14 You create Mac OS X user accounts in the Users
System Preferences window.

- Unix also uses groups, but Apple generally shields this con-
- cept in Mac OS X. Mac OS X admin users are placed in the
- admin group automatically, and Mac OS X defines a few other
- groups for its internal use (such as staff and wheel). But you
- can’t create or assign users to specific groups easily.
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Securing Mac OS X services

The four key Mac OS X services that you can make available -
through the Sharing System Preferences window are File -
Sharing, Web Sharing, Remote Login, and FTP (Figure 18.6). -
All these services give network users access to aspects of your .
machine that they otherwise could have only by sitting down
at the machine itself. Each service provides a different form :
of access in a different way, but all the services use the same :
user name and password. As indicated in Chapter 4, this
arrangement provides additional security exposure, because -
compromise of one service’s password can lead to compromise -

of the other services and of the machine itself.

Of the four services, Remote Login is riskiest and also the least -
likely to be needed. Remote Login gives authorized network .
users the same level of access they would have at the machine :
itself, except through the Unix command line rather than :
through the Mac interface. Unless you are a Unix expert, follow :

a simple rule about Remote Login:

Do not enable Remote Login. The Unix command line is

of little use to most Mac users but potentially of great use
to hackers. Enabling Remote Login exposes your machine to
network attacks that could take full control of the machine
at the Unix level. Many Unix machines are compromised
through Remote Login.

If you feel that you need to use Remote Login, make sure that -
your version of Mac OS X is at least 10.0.1. To check, choose -
About This Mac from the Apple menu. The original release of -
Mac OS X, 10.0, shipped with a highly insecure implementation -
of Remote Login called Telnet. Telnet sends its entire session -
in clear text, including user name and password. Anyone .
listening in on the conversation between a Telnet client and -
your Mac OS X machine (usually through automated sniffer :
software) would be able to capture your name and password :

and log in to your machine as you.

In Mac OS X 10.0.1, Apple replaced Telnet with SSH (Secure -
Shell). SSH uses advanced encryption techniques to make -
the session much more secure. Regardless of this increased -
security, exposing the full command-line interface of your Mac -
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. 0S X machine over the network remains risky and is not very
- useful unless you’re a Unix expert. The risk almost never
. justifies the reward. If you do take the risk, however, be sure
. to follow these guidelines:

« Use Mac 0S X 10.0.1 or later.

= Verify that all users on the machine have well-chosen
passwords.

= Install a personal firewall.

= Allow access to the SSH service only from IP addresses
that really need it.

- FTP is another Unix-based service with high security risks;
- generally, you should not enable it. (See Chapter 14 for details.)
- FTP gives authorized network users connecting to your machine
- the same level of access to files that they would have if they
- were logged in to the machine directly. FTP shows files and
- folders that generally are invisible in the Finder and are more
. difficult to access when a user is logged in directly.

. Mac OS X does not support anonymous FTP, so users who
- access files from your machine with FTP must have a user
" name and password, even if you don’t want them to be able
- to log in to your machine. Because FTP has a particularly high
- risk of password compromise, you should be sure that FTP
- users do not have administrative access to your machine. That
- way, if a password is compromised, the hacker will not be
. able to log into your machine as an administrator.

. Mac OS X’s File Sharing is a much more secure, easier-to-use
. alternative for sharing files, especially with other Macs. File
- Sharing is somewhat different from Remote Login and FTP in
- terms of the access it gives authorized network users. If an
- authorized network user is an admin user, that user has com-
- plete read-only access to all files and folders on the machine,
- in addition to any access that he or she normally would have
- at the machine. Non-admin users, on the other hand, have
- less access than they would have if they were at the machine.
. Specifically, a non-admin user has full access to only the files
. and folders within his or her home folder and not to other
- files, such as applications. Also, non-admin users, like guests,

366



18: SECURING Mac OS X

have read-only access to the public folders of other users of .

the machine. File Sharing does not display invisible files.

Mac OS X File Sharing supports guest users, just as Mac OS 9
does, so you don’t need to create accounts for users with whom °
you want to share files—another significant advantage over FTP. -
By default, any guest user has read-only access to the public
folders of all authorized users on the machine. A user who wants -
to share files with guests simply needs to place those files -
within his or her public folder, which is inside the home folder. -
Public folders also contain a drop box where guests can put -
(but not see) files that they want to transfer to authorized users. -

Admin users can change the access privileges of files and :
folders on the machine, and all users can change the access -
privileges of files and folders within their home folders, -
although only public folders are actually shared to guests -
through File Sharing. To change an item’s access privileges, -
choose that item in the Finder, and then the Finder’s Show -
Info command from the File menu. In the dialog box that -
appears, choose Privileges from the Show pop-up menu and -
select the desired privileges (Figure 18.15). Even though you .
can assign sharing privileges to any file or folder, you can share :
only the folders that the Mac OS makes available for sharing—
the whole hard disk for admin users, a user’s home folder for :

nonadmin users, and public folders for guests.

€ © C  Info: Shared files

k [Shafed files

Show: { Privileges ]

Owner “alan” can:

{@ Read & Write m
Membaers of group "staff* can:

{ & Read only i‘ﬂ

Everybody else can:

{6/ Readonty 37 Figure 18.15 Setting Mac -
OS X File Sharing privileges -
Copy these privileges to all enclosed folders is much the same as under
Mac OS 9 but somewhat
more limited.
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- Mac OS X File Sharing uses a different AppleShare (AFP)
. authentication protocol than previous versions of Mac File
. Sharing. It uses Diffie-Hellman Exchange (DHX) rather than
- random-number exchange. DHX, described in Chapter 14, is
- highly secure and supports longer passwords than random-
- number exchange. (Mac OS X File Sharing currently uses only
- the first eight characters of the password however.) Most Macs
- support DHX for File Sharing, but some older ones may not.
- If an older Mac doesn’t support DHX, it may send its user’s
- password in clear text, which would be indicated in the Chooser
. (Figure 14.6). Most older Macs can be upgraded to use the lat-
. est AppleShare client, which supports DHX.

" Mac OS X Web Sharing operates through the Unix-standard
- Apache Web server. Apache is extremely powerful, but Apple
- does not make its features available through the Mac OS X
- user interface. Experts can access these features through
- Apache’s text-file and command-line interface, but the
. procedure is complex and not recommended.

- When Web Sharing is enabled, specific folders are shared at
- specific URLs. Users of the machine can have their own Web
- sites, and the machine as a whole has a general Web site.
* Any files that users put in their Sites folders within their home
- folders will be available over the Web at http://computers-IP-
- address/ ~ username/, in which computers-IP-address is the IP
- address of the machine and username is the user’s short name.
. The tilde (~) is an unfortunate Unix standard that Apple chose
. not to eliminate. Any files that you put in the Documents folder,
. which is inside the WebServer folder in the Library folder on
- your hard disk, will be available at your computer’s main site
© at http://computers-IP-address/.

- Mac OS X does not provide an easy way to apply privileges
- to files shared through Web Sharing. Web Sharing seems to be
- intended for Web sites that are accessible to the whole network
. to which the machine is connected. Apache does provide a
- high level of control in this area, but this control is available
. only through its text-file-based interface.

- As you can see, each of the Mac OS X sharing services works a
- bit differently, which can be confusing and can lead to security
- holes if you assume that one service works the same way as
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another. Table 18.1 summarizes the levels of access that these -

services grant to admin users, nonadmin users, and guests.

Table 18.1
Service Type of Access Admin-User Nonadmin Guest
Access User Access Access
Remote Login  Unix command line  Same as at machine  Same as at machine ~ None
FTP Files and folders via  Same as at machine  Same as at machine  None
FTP client (no anonymous FTP)
File Sharing Files and folders via  Same as at machine, User's home folder, Public folders

AppleShare client

to everything folders

Web site via Main and user sites

Web browser

Web Sharing

plus read-only access other users’ public

Main and user sites

Main and user sites

You can use the NetInfo Manager utility to set many advanced
items associated with Mac OS X services (Figure 18.16). NetInfo
is recommended only for expert users, however, because the -
risk of decreasing the security of a service far outweighs the -
potential benefits of tweaking that service. If you feel you -
know what you're doing, you can use Netlnfo to put a user -
in a specific group, change the port used by File Sharing, or -
enable and set details of File Sharing’s logging (see “Detecting -
and responding to security threats” later in this chapter). You .

can also use Net-

Info to enable the 8eee

local @ localhost - /

root account, but
doing so is asking (i
for trouble. (R

© @3]

Directory Browser

/config/AppleFileServer

3

afpuser_aliases » |4 [ AppleFileServer

aliases » | |NetBootServer

|canfig ¥ | v | SharePoints >

Y s e e

Directory: AppleFileServer

Property

activity_log

activity_log_time

Figure 18.16 You
can use the Netinfo
Manager to change

advanced features of
Mac OS X services.

@ Click the lock to make changes.
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. Remember that Mac OS X services run as Unix processes. Most
. Unix processes keep running even if you’ve logged out of your
- machine. Don’t assume that a service is no longer accessible
. just because you’ve logged out. Either stop the service before you
- log out or shut down the machine rather than just log out of it.

- You should also be sure that services that could run in the
- Classic compatibility layer are secure. See chapters 7 through
- 10 for details on securing these services, although all network
. services that run under Mac OS 9 do not necessarily run under
- Classic. To secure Classic services such as Program Linking,
. you need to run an older application that starts the Classic
. environment and then choose the service from the Classic Apple
- menu or the third-party user interface.

- The Unix security community is an active one. Black hats
- (hackers) are always looking for new Unix security holes, and
- white hats (the good guys) are always working to fix them or
- to find them before the black hats do. Fixes are released in
- the form of patches that are applied to Unix-system files. Apple
. makes patches available through the Software Update System
. Preferences window. (Unix patches usually are applied through
. the command line.) It’s important to run Software Update peri-
- odically or set it to check for updates automatically (Figure 18.17).
- Apple maintains a security Web site at http://www.apple.com/
- support/security/ that provides details of the updates and related
© security issues.

Figure 18.17

Software Update will
help you ensure that
any security patches
that Apple releases are
applied to your system
as soon as possible.

8o ; Software Update
< B a4 @ |
Show All Displays Soﬁhd Network Startup Disk

Software Update checks for new and updated versions of your software based on
information about your computer and current software.

Update Software: 3 Manually
® Automatically

Check for updates: ; Daily E 73

Checking oczurs only when you have a network connection.

Status: Sofiware Update was last run at 3:57 PM on 5/9/01 .

Show Log...-
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Viruses

Although Unix machines are popular for running Internet ser- -
vices, they have not been popular among the end-user -
community. End users tend to do things that spread viruses, -
such as installing applications and sending and receiving -
e-mail. Attacking a Unix machine could bring down a whole .
set of Internet services and is exciting to hackers. But infect- :
ing a Unix machine with a virus isn’t very exciting to a hacker, '
because that virus wouldn’t spread very quickly or to many
machines. At least until Mac OS X, most virus creators weren’t -

interested in Unix.

But Mac OS X’s Unix base presents interesting opportunities -
for introducing viruses, and many hackers really understand that -
base. Ideally, most virus writers will continue to concentrate on -
Windows machines, but it’s a safe bet that Mac OS X is causing -
at least some writers to consider Unix. New classes of viruses !
will be created, and new antivirus software will be needed.
Mac OS X viruses will no doubt be a rapidly growing and
changing area, so you should monitor it closely by checking the -

Web sites of the popular antivirus software manufacturers.

When you protect your Mac OS X machine against viruses, -
remember the Classic layer, because applications that run under -
Classic may not be protected by Mac OS X antivirus software. -
Check that software’s documentation. You may need to install .
additional software to protect the Classic environment from !

viruses.

Personal firewalls

Due to Unix’s significantly different networking implementation -
from that of previous versions of the Mac OS, personal firewalls
that work under Mac OS 8 and 9 will not work under Mac OS -
X (except possibly to protect services running in the Classic -
environment). Because Unix machines have been especially -
vulnerable to Internet attacks, many firewalls have been devel- .
oped for Unix. Most Unix implementations include some sort :
of built-in firewall. Like most Unix applications, however, these -
firewalls usually are configured through the Unix command
line and are not appropriate for the rest of us. Nonetheless, !

you do need to understand a bit about Unix firewalls.
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* Mac OS X includes a Unix firewall feature called ipfirewall, which
- is accessible only from the command line. If you want to find
- out the details of ipfirewall, type man ipfw in the Terminal
- application and press the Return key. The information you get
- will show you why you don’t want to consider using ipfirewall
- directly. Setting up ipfirewall is so complex that you’re sure to
. make mistakes that open your machine to attack or prevent it
. from working on the Net (Figure 18.18). Also, ipfirewall requires

- root privileges, which you should never enable (see “Mac OS X’s
- model for securing services” earlier in this chapter).

Even if you considered a personal firewall to be optional
under Mac OS 9, Mac OS X’s Unix base makes a personal
firewall essential.

800 ___Ibin/tesh (wypd)
IPFY(8) Systen Manager 's Manual IPF¥(8)
NAME

ipfw - controlling utility for IP firewall

SYNOPSIS

ipfw [-q] [-p preproc [-D macro[=value]] (-U macro]] file

ipfw [-f | -q] flush

ipfw [-q] zero [number ...)

ipfw delete numher ...

ipfw [-aftN] list [oumber ...]

ipfu [-ftN] show [pumber ...]

ipfw [-q] add [number] gction [leg] proto from src to dst [via nane |
ipno] [options]

DESCRIPTION
If used as shown in the first synopsis line, the file will be read line
by line and applied as arguments to the ipfw command.

Opticnally, a preprocessor can be specified using -p preproc where file ;
is to be piped through. Useful preprocessors include cpp(1) and m4(1). !
1f preproc doesn't start with a slash as its first character, the usual L
PATH name search is performed. Care should be taken with this in envi- v
ronments where not all filesystems are mounted (yet) by the time ipfw is b/,

=

Figure 18.18 The firewall built into Mac OS X's Unix base requires
a level of expertise that even most Unix users don't possess.

- An early piece of Mac OS X shareware, Brickhouse, layers a Mac
. OS X user interface on top of ipfirewall (Figure 18.19). Brickhouse
- is highly functional, letting you access many ipfirewall features
. through a GUI and eliminating the need to know numeric
. details about many of the ports that common services use.
- Unfortunately, Brickhouse does not hide the underlying rules
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and logging model that ipfirewall uses and it is somewhat -

complex (although less complex than ipfirewall).

800 Firewall Configuration: Default

Jd @/ B eo3F

|

Save Quick Expert Monitar Settings Log Apply Install
Click the lock to disallow change: @

_ Ethernet/LAN Options

[# Allow All Qutgoing Connections
Allow Standard Services

Appleshare [ Email A ssH & ons
[ webserver 7] Telnet # snmp 7 sMB/samba
mian [ News #rec {7 Netinfo/NFs

[ Deny All Other Standard Services
[Z] Deny All Other Incoming Connectiens

Figure 18.19 Brickhouse layers a Mac OS X user interface on top

of ipfirewall.

Full-fledged versions of popular Mac OS 9 firewalls are avail-
able for Mac OS X, and you should consider installing one of -

them as soon as possi-
ble. Symantec’s Norton
Personal Firewall for
Mac OS X, for exam-
ple, is as easy to use as
its Mac OS 9 product.
It provides built-in sup-
port for key Mac OS X
services such as FTP
and Remote Login as
well as logging and
notification features
(Figure 18.20).

8066
stmwa- | Mmpersonal Firewall

@ IT'mau is enabled. This computer is protected.

v Settings

Nmnn Personal Firewall

Protect these Internet Services
—h File Sharing over TCP/IP
(Shareway IP)

q File Transfer Protocol (FTP) [
I
@ Program Linking over TCP/IP |

fid

Web Sharing

iﬁ"

Deny all access

g Remote Login {ssh)
Allow access from only IP addresses in list
Deny access from only IP addresses in list

e

Address list

,f""'""'““\('"“ "'"\f—"""

/i

Figure 18.20 You should install a personal firewall on a Mac OS

X machine as soon as possible.
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- Just as you do for antivirus software, you need to make sure
. that your Mac OS X personal firewall protects Classic as well
. as native Mac OS X services. The ipfirewall software included
- in early releases of Mac OS X did not protect Classic, so you
- have to install a Mac OS 9 firewall for Classic even if you use
- that software. Check your Mac OS X firewall’s user guide to
- see whether it protects Classic.

- As we mentioned in Chapter 12, personal firewalls may prevent
. you from downloading files via active-mode FTP. One way
- around this restriction is to enable passive-mode FTP. Under
. Mac OS X, you can enable passive-mode FTP in the Proxies tab
. of the Network System Preferences window (Figure 18.21).

Configure: {_B_uﬁf_-ln Ethernet i
:; FTP Proxy T Port:
£ Gopher Proxy - Port;
£ SOCKS Firewall SRR  Port:
71 streaming Proxy (RTSP) 7 Port:
E Web Proxy (HTTP) -  Port:

- Figure 18.21 Use the Network System Preferences window to enable
. passive-mode FTP downloads through your personal firewall.

. Detecting and responding to security threats

. Because Mac OS X is Unix-based, common attacks that on pre-
- vious versions of the Mac OS could be safely ignored (see Chap-
. ter 13) become much more significant. As long as you have
. installed and are running a personal firewall and have blocked
- access to the ports associated with these attacks, you should
© continue to be secure. When analyzing and responding to threats,
- however, pay additional attention to attacks against common
- Unix services such as RPC, DNS, LPR, and SMTP.

. As we said in Chapter 13, one key security aspect of any service
- is its capability to log and monitor accesses and access attempts.
. The first releases of Mac OS X leave something to be desired
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in these areas. After you’ve enabled a Mac OS X service, it’s -
difficult to determine whether that service is being accessed :
and by whom. Mac OS X has no equivalent of Mac OS 9’s File '
Sharing Activity Monitor, for example. Most services can write
log files, but the files are written in inconsistent formats and :

in different places on your machine’s hard disk.

The difficulties in monitoring Mac OS X services make it
even more important that you install a personal firewall
with good logging and notification features and that you
consider a firewall log-analysis application as well.

Mac OS X’s core Internet services have log files associated with :
them. Most of the services log to Unix-specific folders, which :
may not be visible in the Mac OS X Finder. To have the Finder :
display an invisible folder, you can type the full Unix path to -
that folder into the Finder’s Go To Folder command, or use a -
shareware application such as TinkerTool, which causes the -

Finder to show all invisible files and folders.

Remote Login. All remote logins to your machine are logged -
to the general system log. Unfortunately, just about everything .
else that goes on is logged there as well, so you’ll have to :
search this log carefully for logins. The system log is system.log :
in the log folder, which is inside the invisible var folder °
(or, in Unix parlance, /var/log/system.log). The format of the -

system log is the Unix standard syslog.

FTP. FTP logins and attempted logins are logged to /var/ -

log/ftp.log in syslog format.

File Sharing. The File Sharing log is disabled by default. :
Turning it on is a bit tricky, because it requires the NetInfo :
Manager utility. If you use File Sharing, though, the File :
Sharing log can be quite important in tracking down details °
of successful or attempted accesses, sO you may want to use -
NetInfo to enable the log. Run the NetInfo Manager from the -
Utilities folder, and choose config and then AppleFileServer -
(Figure 18.22). In the bottom list, you will see several attrib- -
utes. Scroll down to near the bottom of the list, and set the -
activity_log attribute to 1. (You may need to authenticate as .
an admin user through the lock in the bottom-left corner to .
make changes.) Then close NetInfo Manager and confirm that '
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. you want to make the change. You’ll need to restart your
. machine for logging to take effect.

8606 local @locathost =4 . o oo
Directory Browser /config/AppleFileServer
jafpuser_allases ™ |4 _ f
|aliases * [} NetBootServer » |
‘config »  SharePoints 4
|groups bl 5 4 Ll £

Directory: AppleFileServer

,"ﬁw...c_ QT Tt i gt e "%ﬁ"‘" T e
use_home_dirs g

name AppleFileServer
use_appletalk 0

tcp_quantum 32768

@ Click the lock to prevent further changes.

Figure 18.22 Turning on the File Sharing log is one of the few
tasks for which you should consider using Netinfo Manager.

- Unlike most other services, File Sharing does not store its logs
*in an invisible folder. Instead, those logs are in the Apple-
- FileService folder inside the Logs folder, which is inside the
- Library folder. The file name is AppleFileServiceAccess.log.

. The File Sharing log is quite detailed, using a format similar
. to the one used by Web Sharing.

- Web Sharing. The Web Sharing log is the standard Apache
' log, which comes in two parts. Both parts are stored at
- /var/log/httpd/, with the main log being named access_log
- and the error log being named error_log. These logs are in
- what has come to be known as common log format, or CLF.
- Many excellent log-file analyzers are available for CLF; the most
- popular is called Analog.
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Some Unix services have automatic log archiving. Periodically, -
or when the log reaches a certain size, the log file is renamed
and sometimes compressed, and a new log file is started. The .
system log is often renamed and compressed to a name such
as system.log.1.gz. (gz indicates GZip compression.) Old log :

files are often automatically deleted.

Third-party services, especially firewalls, should also write log files.
These files should be stored in the Logs or Preferences folder inside -
the Library folder, although if the service is Unix-derived, the log -

may be stored in /var/log/. Consult the service’s user guide.

As indicated in the “Client overview” section earlier in this chap- :
ter, Mac OS X includes the Network Utility for diagnosing Inter- :
net problems. The Network Utility includes two features for :
investigating attacks detected by your firewall or other service: -
whois and traceroute. Chapter 13 describes both of these features. -

Just say no to FTP

We cannot emphasize enough how risky it is to enable FTP on -
any Mac OS X system connected to the Internet. As indicated -
in Chapter 14 and the “Securing Mac OS X services” section -
earlier in this chapter, any access to your FTP server over the .
Internet could result in compromise of the user name and pass- .
word associated with that access. Because you also have to ;
create a Mac OS X user account on your machine to provide :
FTP access to that user, compromise of the FTP password also °
results in compromise of the login password and the File Shar- -
ing password. Even if you don’t enable remote login, and even -
if the user is not an admin user, giving hackers access to a -

user password on a Unix system is asking for trouble.

Mac OS X provides more-secure file sharing services than FTP. .
File Sharing works well for sharing files with other Macs, and
WebDAV (see Chapter 14) is also integrated into the Mac OS X
Finder. (Only the client is included, however. You need Mac
OS X Server to turn your machine into a WebDAV server.) -
Several Unix options are available for providing native Windows -
file service through SMB, although these features are not inte- -
grated into the OS and may be difficult to install and use. Still, -

the added security is worth the extra work.
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. The only situation in which using FTP may make sense is when
. you need to exchange files locally with a non-Macintosh plat-
. form, such as over a home network. As long as the exchange is
- local, the clear-text password will not be sent over the Internet
- and will not be subject to compromise. But make sure that
* you have enabled WEP in any wireless network you’re using
- (see Chapter 16) and turn FTP off immediately after the
- exchange, because hackers commonly use dictionary attacks
- to look for available FTP servers.

- Home networking

- A Mac OS X machine can be a full participant in a home
- network. Follow the security measures in this chapter, how-
. ever, because compromise of your Mac OS X machine is more
- likely than compromise of your other Macs, and your Mac OS
. X machine could serve as the weakest link in your network if
* you’re not careful.

- Due to the limited AppleTalk support in the first releases of
- Mac OS X, you need to use TCP/IP services within your
- home network—to share files with the Mac OS X machine, for
. example. AppleTalk is more secure than TCP/IP for home
. networking (see Chapter 15), because it’s not routed over the
. Internet. If you do enable TCP/IP services on your home
. network, follow the recommendations in this book about how
. to do so securely.

- Mac OS X’s Unix base includes a command-line-based NAT
- gateway (see Chapter 15 ). gNAT, which is similar to Brickhouse,
- provides a Mac OS X interface on top of the built-in NAT gate-
- way functionality. You can use gNAT to provide Internet access
- to machines on your home network with only a single IP
. address from your ISP and to act as a basic personal firewall
. (Figure 18.23).

Wireless networking

- Mac OS X has full support for connecting to AirPort networks
- on machines that have AirPort cards. But you cannot admin-
- ister the AirPort base station through the early releases of Mac
- 0S X, even through Classic. You need to use a Mac OS 9
- machine or restart your Mac OS X machine as Mac OS 9.
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806 gNAT e ]
Subnet Mask: 255 |=:{255 [=:]255 |- |0
Router Address: 192 , 168!. 0 =1
— NAT Settings

M Preserve Ports (improves compatibility)
s Use Sockets (improves compatibility)
SCreate Aliasing Log (in /var/log/alias.log)

E Deny Incoming Requests (more secure)
{7 Create Denial Logs (via syslog)

QOutgoing Interface: [ Modem ﬁ

Incoming Interface: | Ethernet Card 1 B
# bynamic IP Binding (for PPP or DHCP)
71 Load on Startup

Click to allow changes ]

Figure 18.23 You can use gNAT to turn your Mac OS X
machine into a NAT gateway.

You access AirPort networks through the Mac OS X Internet
Connect application or the Signal Strength dock item (included :

in the Dock Extras folder in the Applications folder).

Internet security at work

Many issues are associated with Mac OS X security at work, .
especially with regard to the ongoing transitions from AppleTalk '
to I[P and Mac OS 9 to Mac OS X. See Chapter 17 for all the :

details.
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AppleShare IP application, 102, 259, 320-324
AppleShare servers, 258-259, 308
AppleTalk
File Sharing with, 102
firewalls and, 187
guest access with, 116
home networks and, 274-275
networking transitions from, 337-338, 340, 341,
345
OSI model and, 77
security risks, 98
using on servers, 315
AppleTalk Filing Protocol (AFP), 77, 148, 258-261,
308-309, 354, 368
applets, 55-56
Application layer, 77
Application Preferences dialog box (FileMaker Pro),
145-146
applications
antivirus, 171-178
backup, 25-26
e-mail, 42, 60, 65
hacking performed with, 12-13
hidden on computers, 14
log-file analysis, 225-226, 231-232
network-global firewall, 296
newly developed, 72
password-management, 38-41
peer-to-peer, 71
personal firewall, 4, 185, 193, 206, 208, 242, 311
saving passwords in, 41-43
sniffer, 253-255
viruses distributed through, 162
See also software
ARAP (Apple Remote Access Protocol), 120
archives
log file, 377
virus detection in, 171
Ashland Fiber Network (AFN), 75-76
attachments, e-mail, 64-69
deleting, 68, 361-362
explained, 64-65
opening, 66-68
receiving, 64-68
sending, 68-69
viruses in, 68, 169, 173
AUTH protocol, 202, 209, 219, 237-238
Authenticated Post Office Protocol (APOP), 59-60,
321
authentication
e-mail, 62-63, 201
NTLM, 262
VPN systemn, 302-303
automated virus protection, 172-173, 175, 177
automatic disconnection, 304

backbone, Internet, 74-75
BackJack service, 26
Backup Set Creation dialog box (Retrospect), 142

backup sets, 140
risks associated with, 141-142
safeguarding, 142-143
backups, 24-28
FTP sites for, 141, 143
network administration and, 307
options for, 25-27
applications, 25-26
iDisk service, 26-27
Internet-based, 26
policies about, 334
procedures for, 28
Retrospect, 140-143
server, 313
base station, AirPort, 279, 288-289
baseline, 218-219
biometric tests, 47
black hats, 370
Brickhouse utility, 372-373
broadband connections, 3
hacker attacks of, 15-16
increasing prevalence of, 16

C

cable modems
configuring Macs for, 86-88
dynamic IP address, 86-88
static IP address, 88
data download speeds of, 75
security risks of, 3, 15
caller ID, 45
CD-ROM disks, 169
centralized security, 293-298
CERT Coordination Center, 10
CGI (common gateway interface), 112, 319-320
chatting services, 71-72, 154
Chooser, 354
CIFS (Common Internet File System) protocol, 262
Classic Chooser, 351
Classic compatibility layer (Mac OS X), 344-345,
348-349, 370, 374
clear text passwords, 260
CLF (common log format), 376
clients
AppleShare, 258-259, 308-309
DAVE SMB, 262, 308, 309
Mac OS X, 349-353
closed networks, 285
command-line interface, 356
common gateway interface (CGI), 112, 319-320
Common Internet File System (CIFS) protocol, 262
communities, 127
Community List dialog box, 128
Companion Sharing, 144, 147
configuration sets, 192
configuring
cable modems, 86-88
dial-up connections, 89
firewalls, 192-205
TCP/IP connections, 90
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Connect to Server command, 351-352
connectionless protocol, 183
consoles, 126-127

Control Panels folder, 38

cookies, 57

cordless phones, 278-279
Crack-a-Mac challenge, 317
credit-card security, 54

criminals, Internet, 23

cross-platform contamination, 310-311

D

Darwin open-source model, 328
data
backing up, 24-28
encrypting, 24, 52-53, 62, 63
packets of, 77-78
Data Link layer, 78
databases
log file analysis using, 225
sharing, 144-148
Date & Time control panel, 210
DAVE SMB client, 262, 308, 309
decryption
hacker efforts at, 53
wireless network data, 283-284
See also encryption
deleting
e-mail attachments, 68, 361-362
File Sharing, 106
Network Assistant, 125
Program Linking, 117
Remote Access, 122
Timbuktu, 137
Web Sharing options, 112
denial of service attacks, 189
detecting
firewall attacks, 189-190
Mac OS X security threats, 374-377
suspicious activity, 218-229
viruses, 171, 176-177
DHCP (Dynamic Host Configuration Protocol), 77,
80, 88, 91, 197-198, 210
DHX (Diffie-Hellman Exchange), 261, 368
dial-in remote access, 299-300
dial-up connections, 89
dictionary attacks, 33
digital certificates, 46
e-mail security and, 46-47, 62-63
VPN systems and, 303
Web page security and, 51-52
digital identity, 32
directory services, 47, 305-306
disabling
File Sharing, 106-107
Network Assistant, 125
Program Linking, 117
Remote Access, 122
SNMP, 128-129, 274
Timbuktu, 137
Web Sharing, 113

disinfecting viruses, 172
distributed computing services, 154-155
risks associated with, 154-155
security measures for, 155
distributed denial-of-service attack, 14-15
distributed networks, 74
DNS (Domain Name System), 83-84, 198, 210, 237,
239
domain names, 83-84
DoorStop Personal Firewall, 4, 242
DoorStop Server Edition, 191, 325
downloading files, 71
firewall configuration and, 202, 203-205
virus prevention and, 169
DSL (digital subscriber line), 3, 15
dumpster diving, 54
DVD drives, 26
Dynamic Host Configuration Protocol (DHCP), 77,
80, 88, 91, 197-198, 210
dynamic IP addresses, 79-80, 195

E

e-mail
attachments, 64-69
deleting, 68, 361-362
explained, 64-65
opening, 66-68
viruses in, 68, 169, 173
digital certificates for, 46-47, 62-63
HTML formatted, 70-71
Mac OS X, 350, 361-362
password security for, 30, 32, 44, 45
saving passwords, 41-42, 43
sending passwords, 58-61
receiving
attachments, 64-68
issues related to, 69-71
reporting suspicious activity, 233-234
sending
attachments, 68-69
rules for, 61
securely, 62-64
Web-page links from, 70
e-mail server, 58-61
encryption, 24, 130-131
e-mail, 62, 63
File Sharing, 108
necessity for, 55
password, 261, 263
Retrospect, 143
SSL protocol, 52-53
Encryption dialog box (Retrospect), 142
Ethernet connections, 87, 268
EtherPeek application, 253, 283
Eudora program
APOP option, 60
attachment options, 65, 68, 69
saving passwords in, 42
extended WebSTAR format, 188
Extensions Manager, 97, 107
external firewall tests, 206-207, 208
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F

failure, computer, 22
fiber-optic networks, 75
File Sharing, 102-109
access attempts, 240
deleting, 106
disabling, 106-107
firewalls and, 107, 109, 182-183, 193
guidelines for using, 108-109
log file on, 216, 375-376
Mac OS X platform, 366-368, 369, 375-376
risks associated with, 105-106
security measures for, 106-109
setting up, 103-104
turning off, 108
File Sharing Control Panel
Activity Monitor tab, 108, 223
Start/Stop tab, 103, 115
Users & Groups tab, 99-100, 116, 121
File Sharing dialog box (FileMaker Pro), 145
File Transfer Protocol. See FTP
FileMaker Pro, 144-148
built-in firewall, 148
guidelines for using, 147-148
risks associated with, 144-145
security measures for, 145-148
files
downloading, 71, 169, 202, 203-205
log, 216-218
virus-definition, 175, 178
Finder, 116, 358, 375
firewalls, 179-214
AppleShare IP, 324
configuring, 192-205

allowing access to TCP/IP services, 193-196

configuring for specific services, 201-202
denying access to ICMP, 198-199
enabling notification, 199
logging features, 199
protecting UDP services, 196-198
downloading files, 203-205
examples of, 182-183
features of, 185-192
advanced features, 185-186
attack detection, 189-190
ease-of-use features, 192
logging, 187-189
multihoming support, 190-191
outgoing-packet protection, 191
supported protocols, 186-187
feedback provided by, 187-189, 222
how they work, 181-184
insider attacks and, 331-332
Internet services and, 193-196
port numbers used by, 212-214
log files of, 187-189, 199, 209, 216
common access attempts, 236-241
finding patterns in, 226-228
logging denied accesses, 199, 209
software for analyzing, 225-226, 231-232
spotting security threats with, 216

Mac OS X platform and, 371-374
monitor window, 222-223
Network Address Translation and, 211, 271-272
network-global, 180, 223, 271, 294-298
notification alerts from, 222
overview of, 180
real-time monitoring by, 222-223
server, 324, 325
software
network-global firewall, 296
personal firewall, 4, 185, 193, 206, 208, 242,
311
stateful, 184, 205
stealth mode, 200-201
testing, 205-208
how to test, 208
reasons for, 205-206
types of tests, 206-207
utilities for, 207
troubleshooting, 209-211
ICMP problems, 211
TCP problems, 209
UDP problems, 210
types of, 180-181
Unix, 371-372

floppy disks, 169

forgotten passwords, 45-46

formal security policy, 332-335

FTP (File Transfer Protocol), 77, 249-265

G

access attempts, 237

alternatives to, 258-264

anonymous, 250, 252, 366

backing up files using, 141, 143

downloading files through, 202, 203-205

explained, 250-251

firewall problems and, 209

hacking Web sites through, 254-255

Mac OS X platform and, 355, 366, 369, 375,
377-378

minimizing potential damage from, 264-265

password-based, 250-251, 252, 256, 264~265,
321

security risks of, 251-257

server protection from, 313-314

gNAT interface, 378, 379

Gnutella, 154, 238

guessing passwords, 33-35

guest access, 107, 108, 116, 117, 367

H

hackers, 10
hacking

broadband connections and, 15-16
dictionary attacks and, 33

incident rate of, 10-11

pings used for, 198-199

problems caused by, 14-15
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scripts used for, 12-13
Unix systems, 10, 18, 330, 339-340, 347, 348,
370
VPN security against, 302
Web sites through FTP, 254-255
hardware
failure of, 22
NAT gateway, 269, 272
network-global firewall, 295
high-risk services, 221, 228
hints, password, 45, 360
home folder, 363
home networks, 267-276
all-in-one devices for, 272-274
general security precautions for, 274-276
Mac OS X machine in, 378
NAT used on, 268-272
VPN connections from, 304
work networks related to, 292-293
home page, Web Sharing, 109-110, 111, 113
host names, 83
hosts, Internet, 8
Hotmail, 58, 60
HTML (Hypertext Markup Language), 55, 57
e-mail formatted with, 70-71

HTTP (Hypertext Transport Protocol), 77, 237, 240,

263, 321
HyperCard viruses, 164
HyperTalk, 164

IANA (Internet Assigned Numbers Authority), 79,
85

ICMP protocol
firewall protection, 186-187, 198-199, 200
troubleshooting firewall problems, 211
Identity window, Users & Groups, 100
iDisk service, 26-27
Mac OS X integration with, 358, 359
passwords for, 31, 32, 261
iMacBackup.com service, 26
incident-escalation procedures, 335
iNetTools, 207
information-protection policy, 335
insecure Web pages, 50
insider attacks, 331-332
instant-messaging services, 71-72
integrity checking, 62
Internet
backup options on, 26-27
broadband connections to, 3
vulnerability of, 15-16
downloading files from, 71
easy connectivity to, 2
hacking on
incident rate of, 10-11
methods of, 12-13
problems caused by, 14-15
home networks connected to, 274
host and domain names on, 83-84
infrastructure of, 74-76

intranet security and, 294-298
[P addresses on, 79-82
Mac OS X security on, 356-379
number of users on, 8
port numbers on, 84-85
protocols used on, 76-78
routers used on, 82
safety issues
chatting services, 71-72
e-mail, 58-71
instant messaging, 71-72
peer-to-peer services, 71
Web browsing, 50-57
society’s reliance on, 9
time spent by users on, 8-9
viruses spread through, 162-163
wireless access to, 277-290
See also Web sites
Internet Assigned Numbers Authority (IANA), 79,
85
Internet control panel, 204
Internet Explorer
security icon, 50
setting security options in, 51, 56-57
Internet hosts, 8
Internet servers. See Web servers
Internet service providers (ISPs)
access attempts by, 220
Internet infrastructure and, 74
mail servers operated by, 58, 59
password security and, 30, 32
routers used by, 82
Internet services
AppleTalk and, 98
built-in, 96
defining users and groups for, 99-100
File Sharing, 102-109
risks associated with, 105-106
security measures for, 106-109
setting up, 103-104
firewalls and, 193-196, 200
levels of security for, 97-98
log files for, 216-217
Mac OS X platform, 353-356
monitoring, 374-377
security model for, 362-364
services secured on, 365-370
Network Assistant, 123-126
considering the need for, 123
risk associated with, 124-125
security measures for, 125-126
setting up, 124
port numbers used by, 212-214
principles of securing, 95-100
Program Linking, 115-118
risks associated with, 116
security measures for, 117-118
setting up, 115-116
Remote Access, 120-122
risks associated with, 121-122
security measures for, 122
setting up, 120-121
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Internet services (continued) seizure of computers, 23
SNMP, 126-129 LDAP (Lightweight Directory Access Protocol), 305,
considering the need for, 127 330, 362
risks associated with, 128 Learn More Web site, 242
security measures for, 128-129 level-of-protection system, 43-44
third-party, 133-155 level-of-trust system, 332, 334
distributed computing, 154-155 Library folder, 377
FileMaker Pro, 144-148 Line Printer Daemon Protocol (LPR), 239
peer-to-peer, 154, 155 Linux, 347
Retrospect, 140-143 local backups, 28
ShareWay IP, 148-153 log files
Timbuktu, 134-140 analyzing, 224-226
using vs. providing, 96 archiving, 377
Web Sharing, 109-115 file formats for, 217-218
risks associated with, 110-112 File Sharing, 216, 375-376
security measures for, 112-115 firewall, 187-189, 199, 209, 216, 236-242
setting up, 109-110 information provided by, 216
intranets Internet services, 216-217
Internet security on, 294-298 Mac OS X platform, 375-377
IP addresses on, 80-81 ShareWay IP, 153
Network Assistant used on, 123 Web Sharing, 115, 376
SNMP used on, 127 LogDoor real-time server monitor, 326, 327
IP (Internet Protocol), 78, 337-338, 345 Login System Preferences window, 357-358
IP addresses, 79-82 Love Bug virus, 67
assigning multiple, 190-191 LPR (Line Printer) server, 239, 351

denied accesses logged from, 226

explained, 79

firewalls and, 181-183, 195-196 M

network-administrator information for, 231, 232 Mac.com e-mail service, 60

public vs. private, 80-81 machine-specific firewalls, 180

static vs. dynamic, 79-80 Macintosh Mana
ger, 329-330
. il(l]bl'lel m’?'§kst» aﬂd, 811—3892 Macintosh OS platform
cator {Timbuktu), AppleTalk Filing Protocol, 258261

ipfirewall feature, 372

IPNetRouter gateway software, 270, 296
IPSec standard, 302

IS (information services) department, 293
ISPs. See Internet service providers

IT (information technology) department, 293

cross-platform contamination, 310-311
File Sharing setup, 103-104

login security, 31, 32

networking changes, 337

security of, 17-18

server security on, 311-328

iTools account, 26-27 TCP/IP Control Panel, 86-90
transition to Mac OS X from, 339-340, 341,
J 344-346
Web Sharing setup, 109-110
Java applets, 55-56 Macintosh OS X platform
JavaScript, 57, 70-71 Classic compatibility layer, 344-345, 348-349,
370, 374
File Sharing, 104-105, 366-368
K Internet security, 356-379
Keychain Access utility, 360-361 detecting security threats, 374-377
keychain feature, 38-40 e-mail, 361-362
how to use, 38 FIP, 377-378
Mac OS X platform, 360 home networking, 378
problems with, 39 passwords, 359-361
setting security for, 40 personal firewalls, 371-374
Kickoff! device, 314, 315 physical security, 357-359

services security, 362-370
virus protection, 371

L wireless networking, 378-379
workplace, 379
L2TP (level-2 tunneling protocol), 303 networking overview, 349-356
law enforcement issues clients, 349-353
reporting suspicious activities, 235-236 services, 353-356
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server security, 328-330
TCP/IP Network Preferences dialog box, 90-91
transition from Mac OS platform to, 339-340,
341, 344-346
Unix base for, 18, 328-330, 339-340, 346-349
virtual Mac OS 9 environment, 340, 344-345,
348-349
Web Sharing, 110, 368
Macintosh servers, 311-330
AppleShare IP security on, 320-324
general security on, 312-315
Mac OS X server, 328-330
security suites for, 324-328
WebSTAR security on, 315-320
macros, 163-164
viruses as, 163-164, 170
warning dialog box, 171
Macworld Expo, 11
Mail application, 350, 361-362
mail server, 58-61
malicious intent, 229
malicious viruses, 167-169
managing passwords, 38-46
keychain feature for, 38-40
level-of-protection system for, 43-44
Mac OS X platform, 359-361
Web Confidential application for, 40-41
master passwords, 137
migrated networks, 340-342
modems
cable, 3, 15, 75
telephone, 75
monitoring
access attempts, 220-222
security threats, 222-224, 374-377
MP3 files, 71, 154
multihoming, 190-191, 325
Multiple Users feature, 208
multiple-user operating system, 346-347

N

name servers, 83-84
Napster, 154, 202, 209, 239
NAT (Network Address Translation), 81, 268-272
AirPort networks and, 287
firewalls and, 211
how it works, 268-270
security concerns, 271-272
NAT gateways, 268-272, 279, 287, 378
natural disasters, 22, 24
NDS (Novell Directory Services), 305
NETBIOS protocol, 262
NetBoot, 328, 329~330
Netbus, 238
NetFinder, 109-110, 111, 113, 114
Netinfo directory system, 330
Netinfo Manager utility, 355, 369, 375
NetLINE Broadband Gateway, 273-274
Netscape Navigator
security icon, 50
setting security options in, 51, 56-57

Network Access Points (NAPs), 75
Network Address Translation. See NAT
network administrators

finding, 230-232

important functions of, 306-307

notifying of suspicious activity, 233-234

problems contacting, 234-235

remote administration by, 319

small organizations and, 293-294
Network Assistant, 123-126

considering the need for, 123

deleting or disabling, 125

guidelines for using, 126

risk associated with, 124-125

security measures for, 125-126

setting up, 124
Network Assistant Security dialog box, 124
Network Browser dialog box, 351
Network layer, 78
network news servers, 226, 231, 240
Network News Transfer Protocol (NNTP), 240
Network Service Providers (NSPs), 74
Network Sharing, 144, 147

Network System Preferences window, 350, 355, 374

network time servers, 198, 210-211
Network Utility, 352-353, 377
network-global firewalls, 180, 294-298
example of rules for, 295
implementing, 295-296
limitations of, 297
monitoring, 223
NAT gateways compared to, 271, 296
personal firewalls and, 296-297, 298
See also firewalls
networks
closed, 285
distributed, 74
home, 267-276, 378
all-in-one devices for, 272-274
general security precautions for, 274~276
NAT used on, 268-272
intranet, 80-81
migrated, 340-342
remote access to, 298-304
dial-in access, 299-300
security challenges of, 298
virtual private networks for, 301-304
routers on, 82
wireless, 277-290, 378-379
explained, 278-280
how to use, 280-282
securing, 282-290
work, 291-342
administration of, 306-307
centralized security on, 293-294
directory services on, 305-306
home networks related to, 292-293
Macintosh server security on, 311-330
network-global firewalls on, 294-298
policies and procedures for, 330-336
remote access to, 298-304
transitions occurring in, 336-342
Windows-based machines on, 307-311
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NFS (Network File System), 356
NNTP (Network News Transfer Protocol), 240
Norton AntiVirus, 171, 172, 176
Norton Personal Firewall, 4, 185, 193, 206, 208,
311, 373
notebook computers
private information on, 24
theft or loss of, 22
notification, firewall, 199
Novell Directory Services (NDS), 305
NSPs (Network Service Providers), 74
NTLM authentication, 262

o

office networks. See work networks
Open Door Networks, 4, 242
open-source code, 330, 347-348
Oppenheimer, Alan, 4
OSI (Open Systems Interconnect) model, 76-78
outgoing-packet protection, 191
Outlook Express program
APOP option, 60
attachment options, 65
saving passwords in, 42

P

packets, 77-78
acknowledgement, 181
outgoing, 191
reset, 181
passive-mode FTP, 204, 374
passwords, 29-47
AppleShare 1P, 322
biometric, 47
changing, 37
choosing, 32-36
easy to remember, 35-36
hard to guess, 33-35
clear-text, 260
digital certificates and, 46-47
e-mail, 30, 32, 44, 45
saving, 41-42, 43
sending, 58-61
encrypted, 261, 263
FileMaker Pro, 144-145, 147
forgotten, 45-46
FTP, 250-251, 252, 256, 264-265, 321
future trends for, 46-47
hacking, 33-34
home networking, 273
Internet login, 30, 32
Macintosh login, 31, 32, 357
maintaining secrecy of, 36-37
managing, 38-46
hint feature for, 45, 360
keychain feature for, 38-40, 360
level-of-protection system for, 43-44
Mac OS X platform, 359-361
Web Confidential application for, 40-41

master, 137
Network Assistant, 125
policies related to, 334-33S
Retrospect, 142-143
saving in applications, 41-43
server, 313
Timbuktu, 137, 138-139
types of, 31-32
Web-site, 31, 32, 42, 43, 44, 45
wireless networking, 283-284, 288-289
writing down, 44-45
patches, software, 370
peer-to-peer services, 71, 154
risks associated with, 154
security measures for, 155
peer-to-peer wireless networks, 278
permissions
firewall, 194-195
Web Sharing, 110, 111, 112
See also access control
personal firewalls, 180-181
Mac 0S X platform and, 371-374
network-global firewalls and, 296-297, 298
software programs as
DoorStop Personal Firewall, 4, 242
Norton Personal Firewall, 4, 185, 193, 206,
208, 311, 373
See also firewalls
Personal NetFinder, 109-110, 111, 113, 114
PGP (Pretty Good Privacy), 64
Physical layer, 78
physical security, 21-28
backups and, 24-28
options for, 25-27
procedures for, 28
guidelines for, 23-24
Mac OS X platform, 357-359
server machines and, 312-313
types of threats to, 22~-23
PIN (personal identification number), 32
ping, 198-199, 200
ping of death, 190
PKI (public-key infrastructure), 302-303
plug-ins, 56, 319-320
policies and procedures, 330-336
expecting changes to, 336
formal security policy, 332-335
inside jobs and, 331-332
POP (Post Office Protocol), 77
port mapping, 271
port numbers, 84-85
alternate, 85, 115, 153
common access attempts, 236-241, 244
default, 85
Internet services, 212-214
port scanning, 189-190
power-surge protectors, 23
PPP (Point-to-Point Protocol), 87, 89, 120
PPPoE (Point-to-Point Protocol over Ethernet), 350
PPTP (Point-to-Point Tunneling Protocol), 303
Preferences dialog box
Norton Personal Firewall, 186
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Timbuktu, 137, 138
Presentation layer, 77
primary addresses, 190
Print Center utility, 351
privacy issues, 4, 45
private IP addresses, 80-81
private keys, 64, 302
privileges
File Sharing, 103-104, 112, 367
trusted visitor, 135-136, 138
See also access control
procedures. See policies and procedures
Program Linking, 115-118
deleting, 117
disabling, 117
firewalls and, 117, 118
guidelines for using, 118
Mac OS X and, 355, 370
risks associated with, 116
security measures for, 117-118
setting up, 115-116
turning off, 117, 118
protocols, 76
Internet, 76-78
See also specific protocols
proxy, 240
public access
AirPort networks, 290
Mac OS X platform, 367
public IP addresses, 80-81
public keys, 64, 302

Q

QuickTime streaming, 198, 202

R

radio-based networks. See wireless networks
RAID systems, 314
read-only access, 113
realms, 318
real-time information, 218
real-time monitoring, 222-224
Real-Time Protocol (RTP), 198, 202
Real-Time Streaming Protocol (RTSP), 198, 202
Rebound device, 314
receiving e-mail attachments, 64-68
deleting attachments, 68
opening attachments, 66-68
redundant security measures, 184
remembering passwords
choosing easy to remember passwords, 35-36
dealing with forgotten passwords, 45-46
Remote Access Control Panel, 30, 89, 120
Remote Access dialog box, 121
Remote Access service, 120-122
guidelines for using, 122
risks associated with, 121-122
security measures for, 122
setting up, 120-121

remote backups, 28
Remote Login service, 355, 365, 369, 375
remote network access, 298-304

dial-in, 299-300

policies related to, 335

security challenges of, 298

virtual private networks for, 301-304
Remote Procedure Call (RPC), 236, 242, 243
reset packets, 181
Retrospect, 25, 140-143

risks associated with, 141-142

security measures for, 142-143
risks

distributed computing, 154-155

File Sharing, 105-106

FileMaker Pro, 144-145

Network Assistant, 124-125

peer-to-peer service, 154

Program Linking, 116

Remote Access, 121-122

Retrospect, 141-142

ShareWay IP, 151

SNMP, 128

stateful firewall, 184

Timbuktu, 136

Web Sharing, 110-112
root users, 362-363
routers, Internet, 82
RPC (Remote Procedure Call), 236, 242, 243
RTP (Real-Time Protocol), 198, 202
RTSP (Real-Time Streaming Protocol), 198, 202
rules, firewall, 181, 182, 194

S

S/MIME (Secure/Multipurpose Internet Mail
Extensions), 62-63
Samba software, 262
saving passwords, 41-43
Screen Saver Systemn Preferences window, 358, 359
script kiddie, 13
scripts
hacking performed with, 12-13
viruses as, 164
secondary addresses, 190
secrecy of passwords, 36-37
Secure Sockets Layer. See SSL protocol
secure Web pages, 50-54
SecuriD, 300
security
backups and, 24-28
degrees of, 19-20
e-mail, 58-71
FTP, 251-257
home network, 274-276
Mac OS platform, 17-18
Mac OS X platform, 356-379
Macintosh server, 311-330
passwords used for, 29-47
physical, 21-28
policies and procedures, 330-336
redundancy and, 98
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security (continued)
viruses and, 168-169
Web browsing, 50-57
wireless network, 282-290
security measures
distributed computing, 155
File Sharing, 106-109
FileMaker Pro, 145-148
Internet services, 97-98
Network Assistant, 125-126
peer-to-peer services, 155
Program Linking, 117-118
Remote Access, 122
Retrospect, 142-143
ShareWay IP, 152-153
SNMP, 128-129
Timbuktu, 137-140
Web Sharing, 112-115
security threats, 215-245
case study on, 242-245
COMMonN access attempts, 236-241, 244-245
detecting suspicious activity, 218-229
assessing maliciousness, 229
establishing a baseline, 218-219
firewall log patterns, 226-228
log-file analysis tools, 224-226
Mac OS X platform, 374-377
patterns to look for, 219-222
real-time monitoring, 222-224
generating useful data about, 216-218
log-file information, 216-218
real-time information, 218
insider attacks, 331-332
investigating and reporting, 229-236
contacting law-enforcement agencies, 235-236
creating an e-mail notification, 233-234
finding network administrators, 230-232
performing a trace route, 235
self-testing firewalls, 206, 208
sending e-mail, 61-64
attachments, 68-69
rules for, 61
securely, 62-64
server firewalls, 180-181
Server Message Block (SMB) protocol, 262,
308-309
server security, 311-330
AppleShare IP, 320-324
general, 312-315
Mac 0S X, 328-330
security suites, 324-328
WebSTAR, 315-320
server-side includes (SSls), 320
Service Location Protocol (SLP), 106, 151, 197
Session layer, 77
SETI@home, 154
ShareWay IP, 4, 148-153
file sharing with, 102, 108
monitor window, 224
multihoming with, 191
risks associated with, 151

security measures for, 152-153
versions of, 149, 150
ShareWay IP Security dialog box, 152-153
sharing
databases, 144-148
home network resources, 274-275
See also File Sharing; Web Sharing
Sharing dialog box, 104-105, 110
Sharing System Preferences window, 354, 355, 365
Sharing window, Users & Groups, 100
shoulder surfing, 37
Simple Mail Transfer Protocol. See SMTP
Simple Network Management Protocol. See SNMP
single sign-on, 305
SLP (Service Location Protocol), 106, 151, 197
SMB (Server Message Block) protocol, 262,
308-309
SMTP (Simple Mail Transfer Protocol), 77, 241
sniffer software, 253-255, 365
SNMP (Simple Network Management Protocol),
126-129
considering the need for, 127
disabling, 128-129, 274
guidelines for using, 129
network administration and, 307
risks associated with, 128
security measures for, 128-129
SOCKS proxy servers, 238
software
antivirus, 171-178
failure of, 22
fixes and patches, 370
NAT gateway, 269, 272
network-global firewall, 296
personal firewall, 4, 185, 193, 2006, 208, 242, 311
policies on using, 334
sniffer, 253-255, 365
See also applications
Software Update System Preferences window, 370
spreadsheets, 225
SSH (Secure Shell), 365-366
SSlIs (server-side includes), 320
SSL (Secure Sockets Layer) protocol, 51
data encryption and, 52-53, 263
digital certificates and, 51-52
e-mail and, 62
stateful firewalls, 184, 205
static IP addresses, 79, 195
stealth mode, 181, 199, 200-201
Sub? Trojan horse, 237, 238
subnet masks, 81-82, 196
surge protectors, 23
suspicious activity
assessing maliciousness of, 229
establishing a baseline for, 218-219
firewall logs and, 226-228
investigating and reporting, 229-236
log-file analysis of, 224-226
patterns to look for, 219-222
real-time monitoring of, 222-224
syslog format, 375
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TCP Filter, 324
TCP/IP Control Panel, 86-90
cable modem configurations, 86-88
dynamic IP address, 86-88
static IP address, 88
dial-up connection configurations, 89
Mac OS X, 90-91
TCP/IP configurations, 90
TCP/IP Network Preferences dialog box, 90-91
TCP/IP protocol, 76-78
disabling access to, 315
firewall protection, 186, 193-196, 200
troubleshooting problems with, 209
home networks and, 274-275, 378
Mac OS X platform and, 378
port numbers used by, 212-214
telecommuting, 292
telephone modems, 75
Telnet, 239, 273, 365
Terminal application, 356
testing firewalls, 205-208
how to test, 208
reasons for, 205-206
types of tests, 206-207
utilities for, 207
theft
AirPort network security and, 288
losing computers through, 22
protecting computers from, 23
third-party Internet services, 133-155
distributed computing, 154-155
FileMaker Pro, 144-148
peer-to-peer, 154, 155
Retrospect, 140-143
ShareWay [P, 148-153
Timbuktu, 134-140
Timbuktu, 134-140
cross-platform use of, 310
deleting or disabling, 137
firewall configuration, 201-202
guidelines for using, 137-140
risks associated with, 136
security measures for, 137-140
setting up, 135-136
UDP protection and, 197
TinkerTool, 375
token-based systems, 300
traceroute, 235, 377
transitions, 336-342
managing, 340-342
network security, 337-338
operating system, 339-340
Transport layer, 77-78
Trojan horse, 14, 165
access attempts, 237, 238
keychain feature and, 40
troubleshooting firewalls, 209-211
Trusted Visitor account, 135
TSSTalk AppleShare client, 308

U

UAMs (User Authentication Modules), 323, 351
UDP (User Datagram Protocol), 78

firewall protection, 183, 186, 187, 196-198

troubleshooting problems with, 210

port numbers used by, 212-214
uninterruptible power supply (UPS), 23, 313
universal serial bus (USB), 351
Unix operating system

access attempts on, 243

AFP servers on, 261

command-line interface, 356

firewalls used with, 371-372

general overview of, 346-348

Mac OS X based on, 18, 328, 329, 339-340,

346-349

original development of, 347

security weaknesses in, 347-348, 370
UPS (uninterruptible power supply), 23, 313
USB (universal serial bus), 351
User Authentication Modules (UAMs), 323, 351
User Datagram Protocol. See UDP
Users & Groups model

AppleShare IP, 321-322

File Sharing, 99-100

program linking, 116

Remote Access, 121
Users System Preferences window, 364

\'}

Verisign, 46
virtual private networks (VPNs), 292, 301-304
virus-definition files, 175, 178
viruses, 159-178
characteristics of, 160-161
damage caused by, 165-169
intentional damage, 167-169
unintentional damage, 166-167
defined, 160
e-mail attachments and, 68, 169
how they work, 161-162
Internet and, 162-163, 169
Mac OS X, 371
preventing, 169-178
antivirus applications for, 171-178
general precautions for, 169-171
sources of, 162-163
types of, 163-165
Visitor Privileges dialog box (Timbuktu), 135
Visual Basic (VB) Script, 164
voice-print passwords, 47
VPNs (virtual private networks), 292, 301-304

w

Web browsers
plug-ins for, 56
security icons in, 50
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Web browsers (continued)
setting security options in, 51, 56-57
vulnerabilities in, 55-56

Web Companion (FileMaker Pro), 144, 145, 147

Web Confidential application, 40-41
Web Pages folder, 110, 113
Web proxy, 240
Web servers, 96
Apache, 328, 354, 376
AppleShare IP, 320-324
security suites for, 324-328
WebSTAR, 315-320
Web Sharing, 109-115
access attempts, 237
deleting, 112
disabling, 113
firewalls and, 113, 115
guidelines for using, 114-115
logging, 115, 376-377
Mac OS X platform, 368, 369, 376-377
risks associated with, 110-112
security measures for, 112-115
setting up, 109-110
turning off, 113, 114
Web Sharing Control Panel, 109-110
Web sites
cookies from, 57
downloading files from, 71
hacking through FTP, 254-255
home pages for, 109-110, 111
languages used on, 55-57
ActiveX, 57
HTML, 55, 57
Java, 55-56
JavaScript, 57
links from e-mail messages to, 70
password security on, 31, 32, 42, 43, 44, 45
secure and insecure pages on, 50-51, 53-54
SSL protocol used on, 51-54
for authentication, 51-52
for data encryption, 52-53
See also Internet
Web-based firewall tests, 207
WebDAV standard, 263-264, 329, 352, 377
Web-mail systems, 58, 60-61
WebObjects middleware, 328
WebSTAR security, 217-218, 238, 315-320
WEP (wired-equivalent privacy), 283-284, 378
Whitaker, Charles, 4
white hats, 370
WHOIS database, 230-232
Who’s There? Firewall Advisor, 4, 231
Windows platform
access attempts on, 243
alternatives to FTP on, 262
hackers and, 17-18
on home networks, 276
preventing contamination from, 310-311
sharing files with, 307-311
Wingate Internet Sharing server, 238
wired-equivalent privacy (WEP), 283-284, 378

wireless networks, 277-290
explained, 278-280
how to use, 280-282
Mac OS X platform, 378-379
securing, 282-290
See also AirPort
work networks, 291-342
administration of, 306-307
centralized security on, 293-294
directory services on, 305-306
home networks related to, 292-293
Mac 0S X platform and, 379
Macintosh server security on, 311-330
AppleShare IP security, 320-324
general server security, 312-315
Mac OS X server and, 328-330
security suites for, 324-328
WebSTAR security, 315-320
network-global firewalls on, 294-298
implementing, 295-296
limitations of, 297
personal firewalls and, 296-297, 298
policies and procedures for, 330-336
expecting changes to, 336
formal security policy, 332-335
inside jobs and, 331-332
remote access to, 298-304
dial-in, 299-300
security challenges of, 298
virtual private networks for, 301-304
transitions occurring in, 336-342
managing, 340-342
network security, 337-338
operating systems, 339-340
Windows-based machines on, 307-311
interacting with, 307-310
preventing cross-platform contamination,
310-311
World Wide Web. See Internet; Web sites
World Wide Web Consortium (W3C), 17
worms, 161, 165
write privileges, 112, 114
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Yahoo! Mail, 58, 60

y4

Zip drives, 26
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