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When you're done reading it, simply click Quit at the bottom of the window to exit
the introduction screen and start Linuxconf. The opening window to Linuxconf looks like
Figure 19-2.

The left of the window is the hierarchical display of all the features Linuxconf offers.
Use this tree of features to move around Linuxconf and see the various features it is capa-
ble of doing. Whenever you click an item, it will appear on the right side of the window.
For example, when you click the Add User menu, you see the options for that menu ap-
pear on the right (see Figure 19-3).

When you finish with the Add User option (or whatever option is being displayed),
be sure to click its Quit button. This will cause the menu option to exit, but it won’t cause
Linuxconf to exit. To exit Linuxconf altogether, click the Quit button in the lower-left cor-
ner of the window.
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MANAGING USERS

One aspect of Linux that makes it useful is that multiple users of the system can work on it
at the same time. From each user’s point of view, the system appears dedicated to serving
only his or her needs. Each user has his or her own home directory where configuration
specific to that user is kept. You can think of this as multiple user profiles capable of being
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active in parallel without affecting each other. Pretty neat, isn't it?

To take advantage of the multiuser nature of Linux, it is necessary to add, edit, and re-
move users from the system. All this can be done through Linuxconf.

Adding Users

To add a user to the system using Linuxconf, do the following:

1. Click the Config | Users Accounts | Normal | User Accounts menu option
on the left side of the Linuxconf window. This brings up something that looks

like Figure 19-3.
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2. Click the Add button, which is on the bottom of the list of users. This brings up
four tabbed windows (see Figure 19-4).

3. You must, at a minimum, fill in the login name (less than eight characters) and
the full name of the user. If you aren’t sure about where the user’s home
directory should be, the type of shell, and so forth simply leave that
information blank and Linuxconf will determine the correct values for you
based on the user’s login name.

4. By clicking the tabs at the top of the window for Mail Settings, Disk Quota, and
Privileges you can control user-specific features. Under Mail Settings, you can
enter an e-mail alias and possibly a forwarding address. Under Disk Quota,
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you can set up the maximum disk space that can be used in that user’s home
directory. (Soft limits are those the user can exceed for some temporary time;
hard limits cannot be exceeded.) Under the Privileges tab is a second-level
series of menus that enable you to control finely what services this new

user can access.

5. Once you are done, click the Accept button at the bottom of the window.

6. You now have a window prompting you for the new user’s password. Enter
the new user’s password here. Once you click OK, you are prompted again to
enter the user’s password. This is not a bug—the system wants to be sure no
typos are in the new password, thereby preventing the new user access. Click
Accept when you finish.

In general, you can simply specify the user’s login name and real name only to get
him or her on to the system and working.

TIP: Picking a good password means not picking a dictionary word, no matter how bizarre or strange
it may seem. This includes words from foreign languages. Many crackers trying to break into systems
use automated programs that take large multilingual dictionaries and go through each word, one ata
time, trying all of them to see if any words match any passwords. A good technique for picking pass-
words is to use a phrase and then to take the first letter of each word in the phrase. For example:
“Snacking on Oatmeal Squares is goed for you” translates into SoOSgfy. The phrase is easy to re-
member, even if the password is horribly cryptic. This is an example of a good password, but remem-
ber to create your own.

Removing Users

A good idea is to keep track of who may log in to a system and who cannot. Thus, when
someone should have his or her access revoked (for example, if a user leaves the com-
pany, changes departments, and so forth) the access is revoked. This is important to sys-
tem security.

To remove a user, do the following:

1. Click the Config | Users Accounts | Normal | User Accounts menu option on
the left side of the Linuxconf window. This brings up something that looks like
Figure 19-3.

2. Click the user you want to remove. This takes you to a screen that looks like the
Add User screen, except this time the user information is already filled out.

3. Click the Del button at the bottom of the window.

4. The system will ask you what to do with that user’s data. You can either
archive the data, delete the data, or leave it in its place. If you need to get to this
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g

—

user’s work files, the best solution is to leave the user’s data in its place. If you
think the user might come back, archive the data. Otherwise, delete it and
reclaim the disk space. Click the appropriate choice and then click Accept. This
brings you back to the user list in Step 1, minus the user you just removed.

Editing Users

If you want to change a user’s settings, for example, his or her Full Name entry, you can
do so using Linuxconf. To edit a user, do the following:

1.

2.

3.

Click the Config | Users Accounts | Normal | User Accounts menu option on
the left side of the Linuxconf window. This brings up something that looks like
Figure 19-3.

Click the user you want to edit. This takes you to a screen that looks like the
Add User screen, except this time the user information is already filled out.

Change the information you want to change. Click Accept when you are done.

Changing Root’s Password

As previously mentioned, the root user is a special user who has a lot of power on the sys-
tem. Obviously, an account with this much power needs to be protected with a good
password. If you think someone may have gotten the root password or someone who had
the root password should no longer have it (for example, an old employee), you should
immediately change it.

To change root’s password, do the following:

1.

2.

Click Config | Users Accounts | Normal | Change Root Password. This brings
up a window like the one shown in Figure 19-5.

Enter root’s current password in the box. You must enter the current password.
This is in case you leave your screen logged in as root, and someone walks by
and changes the password on you! Click Accept when you finish.

Enter root’s new password. Follow the suggestion given for the “Adding
Users” section to make sure you select a good root password. Click Accept
when you're done.

You are prompted again to enter root’s new password. This is to make sure
that if any typos occurred the first time you entered, you won't be locked out.
Click Accept when you finish.
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NETWORK CONFIGURATION

Linux is at home in a networked environment. In fact, its design from the onset sup-

ports it. But networks are dynamic and things change—and Linux is easy to change
with it. In the next section, you see how to use Linuxconf to change the network config-

uration in Linux.
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Changing Your Host Name

Changing the name of your system is quite easy with Linuxconf. Here are the steps
to follow:

1. Click Config | Networking | Client tasks | Basic host information. This brings
you to a window that looks like Figure 19-6.

2. Enter the new host name into the box and click Accept.
That's all it takes.

Name server specification (DN{
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CAUTION: Changing your host name on the network may be easy, but it does have repercussions to
other members of the network and your relationship to them. Specifically, DNS records should be up-
dated to reflect the new host name, as well as host files for any systems that refer to the system di-
rectly. Any tools or applications that rely on your host name also need to be told about the change. And,
most importantly, other users on the network should know about the change if they have a need to con-
tact your system (for example, if your system is the company intranet Web server and you change your
name, no one will be able to find your server!).

Changing Your IP Address

To change the IP address of your system, do the following steps:

1. Click Config | Networking | Client tasks | Basic host information, just like for
changing the host name. This brings you to a window that looks like Figure 19-6.

2. Click the tab Adaptor 1. This brings up the configuration information for the
first network adaptor on your system, which looks like Figure 19-7. If you want
to change the IP address to another adaptor, simply click the corresponding
numbered tab.
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3. Change the relevant information for that adaptor. This includes being able
to change the kernel module driver for the adaptor. Immediately above the
information are three buttons that enable you to select whether the information
comes from manually configuring the device, DHCP, or BOOTP.

4. Once you have made all your selections, click Accept to accept the changes.

The /etc/hosts File

The /etc/hosts file contains a list of host names to IP mappings. Most systems use this
so they find other machines on the network if DNS is inaccessible. Typical entries in-
clude the host itself, servers for common services (for example, the DNS server), and
gateway entries.

The steps to adding entries into the /etc/hosts file are as follows:
1. Click Config | Networking | Misc | Information About Other Hosts. This
brings you to a window that looks like Figure 19-8.
2. Click the Add button.
3. Fill in the form and click Accept.
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The steps to editing an entry in the /etc/hosts file is as follows:

1. Click Config | Networking | Misc | Information About Other Hosts.
2. Click the entry you want to change.
3. Change the relevant information and click Accept to commit the changes.

The steps to removing an entry in the /etc/hosts file are as follows:

1. Click Config | Networking | Misc | Information About Other Hosts.
2. Click the entry you want to remove.
3. Click the Del button that appears below the entry information.

Changing DNS Client Configuration

If your system needs to work with a larger network (such as the Internet), a good idea is to
have it configured to point to a DNS server, so it can resolve host names to IP addresses
and vice versa. You can set up this information in Linuxconf by doing the following:

1. Click Config | Networking | Client tasks | Name Server Specification (DNS).
This brings you to a window that looks like Figure 19-9.
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2. Enter your domain name information and IP numbers for DNS servers in the
appropriate boxes.

3. Click Accept to commit these changes.

Changing Your Default Route
In large networks, it is impossible for a single machine to know how to get to every other
machine on the network, especially one aslarge as the Internet. Thus, when your machine
doesn’t know where to send a packet, it should have a default that either does know or
can find out. Typically, this is a router of some kind that speaks the necessary protocols to
learn where other components of the network are located.
To set the default route, do the following;:

1. Click Config | Networking | Client Tasks | Routing and Gateways | Defaults.
This brings you to a window that looks like Figure 19-10.

2. Enter the IP address of your default route here. If you don’t want to use a
default route, you can also deselect the Enable Routing button on this page.

3. Click Accept to commit the changes.
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Changing How Host Names Are Looked Up

Linux enables you to change the method by which host name resolution is done. The pur-
pose in enabling you to do this is so you have the option of not having to run more ad-
vanced services, such as DNS and NIS, if you don’t need to do so.

Introduction to Linux 8ystems Administration

To select the order in which host names are looked up, do the following;:

1. Click Config | Networking | Client Tasks | Host Name Search Path. This

brings you to a window that looks like Figure 19-11.

2. Select the order in which you prefer host names to be resolved. If you aren’t

sure, a safe bet is “hosts, dns.”

3. Click Accept to commit your changes.
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MANAGING CLIENT NFS FILE SYSTEMS WITH LINUXCONF

If an existing UNIX infrastructure is at your site, you may want to use Linux as a NFS cli-
ent to access remote disks. Adding, changing, and removing NFS mounts is easy to man-

age with Linuxconf.

To add an NFS mount, do the following:
1. Click Config | File Systems | Access NFS Volume. This brings you a window

that looks like Figure 19-12.
2. Click the Add button.

3. Enter the server name, the volume you are mounting, and the local directory to
which you are going to mount the volume. You can, in addition, go through
the tab menus for this mount and modify the parameters for how the partition
is to be mounted. Do this only if you are familiar with NFS. Don't forget, the
servers must be configured to enable your client to mount his or her volumes.

4. Once you have the information entered, click Accept to commit your changes.

Conflg
Networking
E:gmum accounts
File systems

You can edf, add, or. delets mounts
Select [Add fo add a new definition

—Access local drive

[—Access nfs volume

I—-Configure swap files and partitions
—Set quota defaults
'—Check some file permissions
g:MIu:allanauus services

boot mode
B~ Control

_out| Acchanges | Heip |

Isom:i | mount poirt. [FeType [Status

ou| s b




Chapter 19: Introduction to Linux Systems Administration 811
v

To edit a mount point:
1. Click Config | File Systems | Access NFS Volume. This brings you a window
that looks like Figure 19-12.
2. Click the mount point you want to edit.
3. You can change any of the parameters for the mount. When you are done with
the changes, you can click Accept to commit the changes.
To remove a mount point:
1. Click the Config | File Systems | Access NFS Volume. This brings you to a
window that looks like Figure 19-12.
2. Click the mount point you want to remove.
3. Click the Del button below the configuration information.

NOTE: Creating, changing, or removing a mount point does not affect whether the partition is
mounted or unmounted. To do that, you must select the partition and click the Mount or the Unmount
button. Any partitions listed in this table automatically get mounted the next time the system is
rebooted.

LINUX COMMAND LINE BASICS

Historically, the aspect of UNIX that makes it so powerful and flexible has been the op-
tions available through the command line. Casual observers of UNIX gurus are often
astounded at how a few carefully entered commands can result in powerful actions. Un-
fortunately, this power comes at the expense of ease of use! For this reason, graphical
user interfaces (GUISs) have proliferated and have become the de facto standard for so
many tools.

As you become more experienced, however, you will find presenting all the available
options to a user is difficult for GUIs. Doing so would make the interface just as compli-
cated as the command line equivalent. Thus, the GUIs have remained overly simplified
and experienced users have had to drop back down to the command line.

TIP: Before you get into a “which interface is better” argument with someone, remember, both types
of interfaces serve a purpose: each has weaknesses as well as benefits. In the end, the person who
chooses to master both comes-out ahead.

Before jumping into the nitty-gritty of the command line interface under Linux, you
must remember this section is a far cry from an exhaustive list of Linux command-line
tools. Instead of trying to cover many tools without any depth, this chapter covers in
detail a smaller handful of tools that are believed most crucial to daily work.
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NOTE: Allthe commands discussed in this section are to be performed in a terminal window. If you
are using the GNOME environment, you can start this by clicking the picture of a monitor on the control
bar at the bottom of the screen. If you are using KDE, you can use the menu in the lower-left comer of
your screen. Go to Utilities and then click Terminal Window. This brings you a prompt that looks some-
thing like [root@hostname /root}#, where host name is the name of your machine.

Environment Variables

The concept of environment variables is the same under Windows NT as it is under
UNIX; the only difference is how they are set, viewed, and removed.

Printing Environment Variables
To list all your environment variables, use the printenv command. For example:

[root@ford /root]# printenv

To show a specific environment variable, specify the variable as a parameter to
printenv. For example, to see the environment variable OSTYPE, type:

[root@ford /root]# printenv OSTYPE
Setting Environment Variables
To set an environment variable, use the following format:

[root@ford /rootl# variable=value

where variable is the variable name and value is the value you want to assign the variable.
For example, to set the environment variable FOO with the value BAR, type:

(root@ford /root]# FOO=BAR

Once the value is set, use the export command to finalize it. The format of the export
command is:

[root@ford /rootl# export variable
where variable is the name of the variable. In the example of setting FOO, type:

[root@ford /root]# export FOO

TIP: Youcancombine the steps of setting the enviranment variable with the export command, fike so:

[root@ford /root]# export FOO=BAR
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If the value of the environment variable you want to set has spaces in it, you need to
surround the variable with quote marks. Using the previous example, if you want to set
FOO to “Welcome to the BAR of FOO,” you would type:

[root@ford /root]# export FOO="Welcome to the BAR of F0O."

Unsetting Environment Variables

To remove an environment variable, use the unset command, like so:
[root@ford /root]# unset variable

where variable is the name of the variable you want to remove. For example, to remove the
environment variable FOO, type:

[root@ford] # unset FOO

Nuances on the Command Line Itself

One of the difficulties in moving to the command line interface, especially coming from
using command-line tools, such as command.com, is dealing with a shell that has a great
number of short cuts. These short cuts may surprise you if you're not careful. In this sec-
tion, the most common of these nuances are reviewed, and why they behave as they do
is explained.

File Name Expansion

Under UNIX-based shells—such as bash—wild cards seen on the command line are ex-
panded before being passed as a parameter to the application. This is in sharp contrast to
the default mode of operation for DOS-based tools, which often have to perform their
own wild card expansion. This also means you must be careful as to where you use the
wild card characters.

The wild card characters themselves are identical to those in command.com: the as-
terisk (*) matches against all filenames and the question mark (?) matches against single
characters. If you need to use these characters as part of another parameter for whatever
reason, you can escape them by placing a backslash (\) in front of them. This causes the
shell to interpret them as just another character instead of wild cards.

Environment Variables as Parameters

Although command.com also does this, it isn’t commonly done and, thus, is often forgot-
ten about: you can use environment variables as parameters on the command line. This
means issuing the parameter $FOO results in the value of the FOO environment variable
to be passed instead of the string $FOO.
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Mulitiple Commands

Under the bash shell, executing multiple commands on the same line by separating them
by semicolons (;) is possible. For example, to execute the sequence of commands:

[root@ford /rootl# 1ls -1
[root@ford /root]# cat /etc/passwd

on a single line, you could, instead, type:

[root@ford /rootl# ls -1 ;cat /etc/passwd

Backticks

How’s this for wild: you can take the output of one program and make it the parameter of
another program. Sound bizarre? Well, it’s time to get used to it! This is one of the most
creatively used features available in all UNIX shells. And, as a result, it’s also very powerful.

What backticks enable you to do is embed commands as parameters to other com-
mands. (The backticks feature uses the accent symbol ['], which is sometimes called a
“backtick,” and thus the name.) A common instance of this in this book is taking a num-
ber sitting in a file and passing that number as a parameter to the kill command. A typical
instance of this occurs with the DNS server, named starts, it writes its process identifica-
tion number into the file /var/run/named.pid. Thus, the generic way of killing the
named process is to look at the number in /var/run/named.pid using the cat command
and then issuing the kill command with that value. For example:

root@ford /root]# cat /var/run/named.pid
253
[root@ford /rootl# kill 253

One problem with killing the named process this way is it cannot be automated. We
are counting on a human reading the value in /var/run/named.pid, so she can kill the
number.

The second problem isn’t so much a problem as it is a nuisance: it takes two steps to
stop the DNS server.

Using backticks, however, you can combine the steps into one and do it in a way that
can be automated. The backticks version would look like this:

[root@ford /rootl# kill ‘cat /var/run/named.pid’

When bash sees this command, it first runs cat /var/run/named.pid and stores the re-
sult. It then runs kill and passes the stored result to it. From our point of view, this hap-
pens in one graceful step.

Documentation Tools

Linux comes with two tremendously useful tools for making documentation accessible:
man and info. Currently, a great deal of overlap exists between the two documentation
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systems, as many applications are moving their documentation to the info format. The
info format is considered superior to man because it allows the documentation to be
hyperlinked together in a World Wide Web-like way, without actually having to be writ-
ten in HTML format. The man format, on the other hand, has been around for decades.
Thousands of utilities have only one source of documentation: their man pages. Further-
more, many applications continue to release their documentation in man format because
many other UNIX-like operating systems—such as Sun Solaris—default to their docu-
mentation being in man format. As a result, both these documentation systems will be
around for a long while and you should try to become comfortable with both of them.

Man (short for manual) pages are documents found online covering the use of tools and
their corresponding configuration files. The format of the man command is:

[root@ford /root]# man program name

where program_name is the name of the program for which you want to read the manual
page. For example:

[root@ford /rootl# man 1ls

While reading about UNIX and UNIX-related sources for information (for example,
newsgroups) you may find references to commands followed by parenthesized num-
bers—for instance, 1s(1). The numeral represents the section of the manual pages. Each
section covers various subject areas. Some tools, such as printf, are both commands in the
C programming language and a command-line command, thus, two entries would exist
for printf under two different sections.

To refer to a specific section, simply specify the section number as the first parameter
and then specify the command as the second parameter. For example, to get the C pro-
grammer’s information on printf, you would enter:

[root@ford /root]# man 3 printf
whereas, to get the command line information, you would enter:
[root@ford /rootl# man 1 printf

by default, the lowest section number gets its manual page printed first.
The section numbers’ meanings are as follows:

User tools

System calls

C library calls

Device driver-related information

WO e
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{

Configuration files
Games -

Packages

System tools
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The unfortunate side effect of this method of organization is that it can be difficult to
use. A graphical interface to this library of documentation has been developed as part of
the GNOME project, called gnome-help-browser. You should find a large icon for it on your
tool bar at the bottom of your screen or in the menu selection on the lower-left corner of
your screen. If you don't see the icon, you can always start it from a terminal window
yourself by typing the following:

[root@ford /root]l# gnome-help-browser

TIP: A handy option to the man command is -k. With this option, man searches the summary infor-
mation of all the man pages and lists which pages have a match, along with those pages’ section num-

¥
¥ bers. For example:

[root@ford /root]# man -k printf

Texinfo

In addition to man pages, texinfo pages are another common form of documentation. Es-
tablished as the GNU standard, texinfo is a documentation system that has a closer resem-
blance to the Web in the sense that documents can be hyperlinked together, whereas man
pages are single, static documents. Thus, texinfo tends to be easier to read, follow, and
find information.

To read the texinfo documents on a specific tool or application, simply invoke info
with the parameter specifying the tool’s name. For example, to read about emacs, sim-

ply type:
[root@ford /root]# info emacs

In general, you want to check if a man page exists first. This is because a great deal
more information is still available in this format than in texinfo format. Some man pages
explicitly state the texinfo pages are more authoritative and should be read instead.

File Listings, Ownerships, and Permissions

Managing files under Linux is different from managing files under Windows NT and es-
pecially different from managing files under Windows 95/98. In this section, the tools
necessary to perform basic file management are discussed. The order taken is unusual be-
cause it starts with learning about some commands and then you learn some background
information. Doing this actually makes some of the concepts easier to understand be-
cause you'll already be familiar with some of the simpler tools discussed.
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Is—Listing Files
The 1s command is used to list all the files in a directory. Over 26 options exist; however,
the most common of these are

Option Description

-1 Long listing—in addition to the filename, show the file
size, date/time, permissions, ownership, and group
information.

-a All files—show all files in the directory, including those
that are hidden. Hidden files begin with a period.

-1 Single column listing.

-R Recursively list all files and subdirectories.

These options can be used in any combination with one another. See the texinfo page
for the complete list of options.

Example: To list all files in a directory with a long listing, type:
[root@ford /rootl# 1ls -la
Example: To list non-hidden files in a directory that starts with A, type:

[root@ford /root]# 1ls A¥*

About Files and Directories

Under Linux (and UNIX, in general), you will find almost everything is abstracted to a
file. This was originally done to simplify the programmer’s job. Thus, instead of having to
communicate directly with device drivers, special files (which appear as ordinary files to
the application) are used as a bridge instead. To accommodate all these uses of files, dif-
ferent types of files exist.

NORMAL FILES Normal files are just that—normal. They contain data or executables,
and the operating system makes no assumptions about their contents.

DIRECTORIES Directory files are a special instance of normal files, in that their contents
list the location of other files. Among the files the directory file points to may be other di-
rectories. From a daily standpoint, this won’t matter to you much unless you try to open
and read the file yourself, rather than use existing applications to navigate directories.
(One might compare this with electing to read the DOS File Allocation Table directly,
rather than using command.com to navigate directories or the findfirst/findnext sys-
tem calls.)

HARD LINKS Each file in the Linux file system gets its own i-node. An i-node keeps track
of a file's attributes and location on the disk. If you need to refer to a single file using two
separate filenames, you can create a hard link. The hard link has the same i-node as the
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original file and, therefore, looks and behaves just like the original. With every hard link
that is created, a reference count is incremented. When a hard link is removed, the reference
count is decremented. Until the reference count reaches zero, the file remains on disk.

Note, a hard link cannot exist between two files on separate partitions. This is because
the hard link refers to the original file by i-node. What file is referred to by one i-node on
one file system also refers to another file on another file system.

SYMBOLICLINKS  Unlike hard links that point to a file by its i-node, a symbolic link (often
abbreviated symlinks) points to another file by its name. This allows symbolic links to
point to files located on other partitions or even on other network drives.

BLOCK DEVICES  Because all device drivers are accessed through the file system, files of
type block device are used to interface with devices such as disks. The three identifying
traits of a block device are it has a major number, a minor number, and when viewed using
the Is -1 command, it shows the first character of the permissions to be a b. For example:

[root@ford /rootl# 1ls -1 /dev/hda
brw-rw---- 1 root disk 3, 0 May 5 1998 /dev/hda

In this case, you see the b at the beginning of the file’s permissions, the 3 is the major
number, and the 0 is the minor number.

The significance of the major number is it identifies which device driver that file rep-
resents. When accessing this file, the minor number is passed to the device driver as a pa-
rameter to tell it which device it is accessing, for example, if there are two serial ports,
they will share the same device driver and, thus, the same major number, but each serial
port will have a unique minor number.

CHARACTER DEVICES Similar to block devices, character devices are special files that en-
able you to access devices through the file system. The obvious difference between block
and character devices are block devices communicate with the actual devices in large
blocks, whereas character devices work one character at a time. (A hard disk is a block de-
vice; a modem is a character device.) The distinguishing characteristic of a character de-
vice is its permissions start with a c and it has a major and a minor number. For example:

[root@ford /rootl# 1ls -1 /dev/ttys0
Crw------- 1 root tty 4, 64 May 5 1998 /dev/ttySoO

NAMED PIPES  Named pipes are a special type of file that allow for interprocess communi-
cation. Using the mknod command (discussed later), you can create this special kind of
file, which one process can open for reading and another process can open for writing,
thus allowing the two to communicate with one another. This works especially well
when packages refuse to take input from a command line pipe, but you have another pro-
gram that needs to feed it data and you don’t have the disk space for a temporary file.

You can tell a file is a named pipe because the first character of its file permissions is
a p. For example:

[root@ford /root]# 1ls -1 mypipe
prw-r--r-- 1 root root 0 Jun 16 10:47 mypipe



Chapter 18: Introduction to Linax Systems Administeation

chown—Change Ownership

The chown command enables you to change the ownership of a file to someone else. This
is only doable by the root user. (Normal users may not “give away” or “steal” ownership
of a file from another user.) The format of the command is:

{root@ford /root]# chown [-R] username filename

where username is the user’s login to which you want to change the ownership and file-
name is the name of the file that will have its ownership changed. Filename may alsobe a
directory.

The -R option applies when the specified filename is a directory name. It tells the com-
mand to descend recursively through the directory tree and to apply the new ownership
not only to the directory itself, but also to all the files and directories within it.

chgrp—Change Group
chgrp is another command line utility that enables you to change the group settings of a
file. It works in much the same way as chown does. The format of the command is:

[root@ford /root)# chgrp [-R] groupname filename

where groupname is the name of the group to which you want to change filename. Filename
may also be a directoryl.

The -R option applies when the specified filename is a directory name. Like chown, it
tells the command to descend recursively through the directory tree and to apply the new
ownership not only to the directory itself, but also to all the files and directories within it.

chmod—Change Mode

Permissions are broken into four parts. The first part is the first character of the permis-
sions. If the file is “normal,” then it has no value and is represented with a - character. If
the file has a special attribute, it is represented with a letter. The two special files that are
most interesting are directories, which are represented with a d, and symbolic links,
which are represented with an 1.

The second, third, and fourth parts are represented in three-character chunks. The
first part is the permissions for the owner of the file. The second part is the permissions
for the group. Finally, the last part is the permissions for the world. In the context of
UNIX, the world is simply all the users in the system, regardless of their group settings.

The letters used to represent permissions are:

Letter Meaning
r Read
Write

b4 Execute
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Each permission has a corresponding value. The read attribute is equal to 4, the write
attribute is equal to 2, and the execute attribute is equal to 1. When you combine attrib-
utes, you add their values. See the following examples.

The reason these attributes need values is so you can use the chmod command to set
them. Although the chmod command does have more readable ways to set permissions,
it is important for you to understand the numbering scheme because it is used while pro-
gramming. Plus, not everyone uses the naming scheme and people often assume if you
understand file permissions, you also understand the numeric meanings.

The most common groups of three and their meanings are:

Permission Values Meaning

- 0 No permissions

- 4 Read only

w- 6 Read and write

WX 7 Read, write, and execute
r-X 5 Read and execute

=X 1 Execute only

While other combinations do exist (for example, -wx) they are nonsensical and the
likelihood you'll ever run across them is almost nil.

Each of these three-letter chunks is then grouped together, three at a time. The first
chunk represents the permissions for the owner of the file, the second chunk represents
the permissions for the group of the file, and the third chunk represents the permissions
for all the users on the system. Some common permissions are:

Permission Numeric Equivalent Meaning

TWeneneee 600 The owner has read and write
permissions. This is what you
want set on most of your files.

“TW-I--T-- 644 The owner has read and write
permissions. The group and
world has read-only permissions.
Be sure you want to let other
people read this file.

“-TW-IW-TW- 666 Everybody has read and write
permissions on a file. This is bad.
You don’t want other people to
be able to change your files.
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B4 C—

“TWXI-XT-X

“TWX~==X=-X

drwx--—---

drwxr-xr-x

drwx--x—-x
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Meaning

The owner has read, write, and
execute permissions. This is what
you want for programs you want
to run (the file that results from
compiling a C or C++ program).

The owner has read, write, and
execute permissions. The rest of
the world has read and execute
permissions.

Everyone has read, write, and
execute privileges. Like the 666
setting, this is bad. Letting others
edit your files is the cookbook
formula for disaster.

The owner has read, write, and
execute permissions. The rest of
the world has execute-only
permissions. This is useful for
programs you want to let others
run, but not copy.

This is a directory created with
the mkdir command. Only the
owner can read and write into
this directory. Note, all
directories must have the
executable bit set.

This directory can be changed
only by the owner, but everyone
else can view its contents.

A handy trick to use when you
need to keep a directory world
readable, but you don’t want
people to be able to Is. Only if the
person knows the filename they
wish to retrieve will they be
allowed to read it.
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File Management and Manipulation

In this section, you learn about the basic command line tools for managing files and direc-
tories. Most of this should be familiar if you have previously used a command line inter-
face. Same old functions, new commands to do them with. . . .

cp—Copy Files

The cp command is used to copy files. Like the Is command, the cp command has a large
number of options. See the man page for additional details. By default, this command
works silently, only displaying status information if an error condition exists. The most
common of these options are:

Option Description
-f Force copy—do not ask for verification.
-i Interactive copy—verify with the user that each file should

be verified before it is copied.

Example: To copy index.html to index-orig.html, type:
[root@ford /root]# cp index.html index-orig.html
Example: To copy all files interactively ending in .html to the /tmp directory, type:

[root@ford /rootl# cp -i *.html /tmp

mv—Move Files

mv is used to move files from one location to another. Files can also be moved across par-
titions. Because that requires a real copy to occur as well, the move command can at times
take longer.

The most common options to this command are:

Option Description
-f Force move
-i Interactive move

Example: To move a file from /usr/src/myprog/bin/* to /usr/bin, type:
[root@ford /root]# mv /usr/src/myprog/bin/* /usr/bin

Example: Because no explicit rename tool exists, you can use mv. To rename /tmp/blah
to /tmp/bleck, type:

[root@ford /root]# mv /tmp/bleck /tmp/blah
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In—Link Files

This tool enables you to establish one of two types of links, hard links and soft links. (See
the section on file types earlier in this chapter for additional information.) The general
format of this tool is:

[root@ford /rootl# 1n original_file new_file

In has many options, most of which you'll never need to use. The most common op-
tion is s, which creates a symbolic link instead of a hard link.

Example: To create a symbolic link so /usr/bin/myadduser points to /usr/local/bin/
myadduser, type:

[root@ford /rootl# 1ln -8 /usr/local/bin/myadduser /usr/bin/myadduser

find—Find a File

This tool enables you to find files based on a number of criteria. Like the tools already dis-
cussed, a large number of options exist that you can read about on the find man page. The
general format of the command is:

[root@ford /rootl# find start_dir [options]

where start_dir is the directory from which the search should start. Here is a list of the
most common options used:

Option Description

-mount Do not search file systems other than the file system
from which you started.

-atime n File was accessed at least n*24 hours ago.

-ctime n File was changed at least n*24 hours ago.

-inum n File has inode n.

~amin n File was accessed n minutes ago.

-cmin n File was changed n minutes ago.

-empty File is empty.

-mmin n File was modified n minutes ago.

-mtime n File was modified n*24 hours ago.

-nouser File’s UID does not correspond to a real use
in /etc/passwd.

-nogroup File’s GID does not correspond to a real group
in /etc/group.

-perm mode File’s permissions are exactly set to mode.
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Option Description

-size nfbck] File is at least n blocks/characters/kilobytes big. One
block equals 512 bytes.

-print Print the filenames found.

-exec cmd\; On every file found, execute cmd. Be sure to follow
every cmd with a \; or bash becomes confused.

-name name File’s name should be name. You can use regular
expressions here.

Example: To find all files in /tmp that have not been accessed in at least seven days, type:
[root@ford /root]# £ind /tmp -atime 7 -print

Example: To find all files in /usr/src whose names are core and remove them, type:
[root@ford /root]# £ind /usr/src -name core -exec rm {} \;

Example: To find all files in /home that end in .jpg and are over in 100KB in size, type:

[root@ford /root]# £ind /home -name *"*.jpg" -size 100k

dd—Convert and Copy a File

The dd command reads the contents of a file and sends it to another file. What makes the
dd command different from cp is it can perform on-the-fly conversions on the file and it
can accept data from a device (such as tape and floppy drives). When the dd command
accesses a device, it does not assume anything about the file system and, instead, pulls the
data in a raw format. Thus, it can be used to generate images of disks, even if the disk is of
foreign format.

The most common parameters for dd are:

Option Description

if=infile Specifies the input file as infile.

of=outfile Specifies the output file as outfile.

count=blocks Specifies blocks as the number of blocks that dd should
operate on before quitting.

ibs=size Sets the block size of the input device to be size.

obs=size Sets the block size of the output device to be size.

seek=blocks Skip blocks number of blocks on the output.

skip=blocks Skip blocks number of blocks on the input.

swab Convert big endian input to little endian or vice versa.
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Example: To generate an image of a floppy disk (especially useful for foreign file for-
mats), type:

[root@ford /root]# dd if=/dev/£d0 of=/tmp/floppy_image

gzip—The File Compression Tool

In the original distributions of UNIX, a tool to compress a file was appropriately
called compress. Unfortunately, the algorithm was patented by someone hoping to make a
great deal of money. Instead of paying out, most sites sought and found a different com-
pression tool with a patent-free algorithm, gzip. Even better, gzip consistently achieves
better compression ratios than compress does.

TIP:  You can usually differentiate files compressed with gzip versus compress by their extensions.
Files compressed with gzip typically end in .gz, whereas files compressed with compress end in .z.

The most used optional parameters to gzip are:

Option Description

-c Write compressed file to the stdout (thereby allowing the
output to be piped to another program)

-d Decompress

-r Recursively find all files that should be compressed

-9 Best compression

-1 Fastest compression

See the man page for a complete list. Note, gzip compresses the file in place, meaning
after the compression takes place, the original file is removed and the only thing left is the
compressed file.

NOTE: gzip does not share file formats with either PkZip or WinZip; however, WinZip can decom-
press gzip files.

Example: To compress a file and then decompress it:

[root@ford /root]# gzip myfile
[root@ford /rootl# gzip -d myfile.gz

Example: To compress all files ending in .html using the best compression possible:
[root@ford /root]# gzip -9 *.html

mknod—Make Special Files

Asdiscussed earlier, Linux accesses all its devices through files. To create a file the system
understands as an interface to a device, the file must be of type block or character and
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have a major and minor number. To create this kind of file with the necessary values, you
use the mknod command. In addition to creating interfaces to devices, mknod can be
used to create named pipes.

The use of this command is:

[root@ford /root]# mknod name type [major] [minor]

where name is the name of the file, fype is either the character b for block device, ¢ for char-
acter device, or p for named pipe. If you choose to create a block or character device, you
need to specify the major and minor number. The only time you need to create a block or
character device is when installing some kind of device driver that requires it. The docu-
mentation that comes with that driver should tell you what values to use for the major
and minor numbers.

Example: To create a named pipe called /tmp/mypipe, type:
[root@ford /root]# mknod /tmp/mypipe p

mkdir—Create a Home Directory

The mkdir in Linux is identical to the one in other UNIX's, as well as in MS-DOS. The only
option available is —p, which creates a parent directories if none exist. For example, if you
need to create /tmp/bigdir/subdir/mydir and the only directory that exists is /tmp,
using -p causes bigdig and subdir to be automatically created along with mydir.

Example: To create a directory called mydir, type:

[root@ford /root]# mkdir mydir

NOTE: The mkdir command cannot be abbreviated as md as it can under DOS.

rmdir—Remove Directory

The rmdir command offers no surprises for those who are familiar with the DOS version
of the command. It simply removes an existing directory. The only command line param-
eter available for this is —p, which also removes parent directories. For example, if the di-
rectory /tmp/bigdir/subdit/mydir exists and you want to get rid of all the directories
from bigdir to mydir, you only need to issue the command:

[root@ford /tmpl# rmdir -p bigdir/subdir/mydir
Example: To remove a directory called mydir, type:

[root@ford /root]# rmdir mydir

NOTE: The rmdir command cannot be abbreviated to rd as it can under DOS.
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pwd—Show Present Working Directory

Inevitably, you will sit down in front of an already logged in workstation and not know
where in the directory tree you are. To get this information, you need the pwd command.
It has no parameters and its only task is to print the current working directory. The DOS
equivalent is typing cd alone; however, under the bash shell it results in taking you back
to your home directory.

Example: To get the current working directory:

[root@ford srcl# pwd
/usr/local/src

tar—Tape Archive

If you are familiar with the pkzip program, you are used to compression tools not only re-
ducing file size, but also combining multiple files into a single large file. Under Linux, this
process is separated into two tools. The compression tool, of course, being gzip.

The tar program combines multiple files into a single large file. The reason for separat-
ing this from the compression tool is it enables you to select which compression tool to
use or whether you even want compression. Additionally, tar is able to read and write to
devices in much the same way dd is able to, making it a good tool for doing backups to
tape devices.

NOTE: Although the name of the program includes the word “tape,” it is unnecessary to read or write
to a tape drive when creating archives. In fact, you rarely you use tar with a tape drive in daily work
(backups aside).

The structure of the tar command is:
[root@ford /rootl# tar [commands and options) filenames

The commands and options available to tar are as follows:

Options Descriptions

- Create a new archive.

-t View the contents of an archive.

-X Extract the contents of an archive.

-f Specify the name of the file (or device) in which the archive
is located.

-v Be verbose during operations.

-z Assume the file is already (or will be) compressed with gzip.

Many more options exist that are less commonly used. Refer to the man page for the
complete list.
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Example: To create an archive called apache.tar containing all the files from /usr/src/
apache, type:

[root@ford srcl# tar ~cf apache.tar /usr/src/apache

Example: To create an archive called apache.tar containing all the files from /usr
/src/apache and show what is happening as it happens, type:

[root@ford srcl# tar -cvf apache.tar /usr/src/apache

Example: To create a gzipped compressed archive called apache.tar.gz containing all the
files from /usr/src/apache and show what is happening as it happens, type:

[root@ford srcl# tar -cvzf apache.tar.gz /usr/src/apache

Example: To extract the contents of a gzipped tar archive called apache.tar.gz and show
what is happening as it happens, type:

[root@ford /root]# tar -xvzf apache.tar.gz

cat—Concatenate Files

The cat program provides an extremely simple purpose: to display files. While more cre-
ative things can be done with the cat program, almost all its use will be in the form of sim-
ply displaying the contents of text files, much the way the type command under DOS
does. Because multiple filenames can be specified on the command line, it is possible to
concatenate files into a single large continuous file. This is different from tar in that the re-
sulting file has no control information to show the boundaries of different files.

Example: To display the /etc/passwd file, type:

[root@ford /root}# cat /etc/passwd

Example: To display the /etc/passwd file and the /etc/group file, type:
[root@ford /root]# cat /etc/passwd /etc/group

Example: To concatenate the /etc/passwd file with the /etc/group file into the file
/tmp/complete file, type:

[root@ford /root]# cat /etc/passwd /etc/group > /tmp/complete
Example: To concatenate the /etc/passwd file to an existing file called /tmp/orb, type:
[root@ford /root]# cat /etc/passwd >> /tmp/orb

more—Display a File One Screen at a Time

The more command works in much the same way the DOS version of the program does: it
takes an input file and displays it one screen at a time. The input file can either come from
its stdin or from a command-line parameter.
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Additional command line parameters exist for this command; however, their use is
extremely rare. See the man page for additional information.

Example: To view the /etc/passwd file one screenful at a time, type:

[root@ford /root]# more /etc/passwd

Example: To view the directory listing generated by the 1s command one screen at a
time, type:

[root@ford /root]# 1ls | more

du—Disk Utilization
You will often come across the need to determine where and by whom disk space is being
consumed, especially when you’re running low on it! The du command enables you to
determine the disk utilization on a dJrectory-by-dlrectory basis.

Some of the options for du are:

Options Description

- Produce a grand total at the end of the run.

-h Print sizes in human readable format.

-k Print sizes in kilobytes rather than block sizes. (Note: under
Linux, one block is equal to 1KB, however, this is not true
for all UNIX's.)

-8 Summarize. Print only one output for each argument.

Example: To display the amount of space each directory in /home is taking up in a
human readable format, type:

[root@ford /root]# du -sh /home/*

which—Show Which Directory a File Is Located

The which command searches your entire path to find the name of the file specified on
the command line. If the which command finds the name of the file, it displays the actual
path of the requested file. The purpose of this command is so fully qualified paths can be
easily found.

Example: To find out which directory the 1s command is in, type:
[root@ford /root]# which 1ls

whereis—Locate the Binary, Source, and Manual Page for a Command
As the description states, this program searches your path and displays not only the
name of the program and its absolute directory, it finds the source file (if available) and
the man page for the command (again, if available).
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Example: To find the location of the binary, source, and manual page for the command
grep, type:

[root@ford /rootl# whereis grep

df—Disk Free

This program displays the amount of free space on a partition-by-partition basis. The
drives/partitions must be mounted to get this information. NFS information can also be
gathered this way.

Some of the parameters you can use for this tool are:

Options Description

-h Generate human readable free size numbers, rather than
blocks free.

-1 List only the mounted file systems that are local. Do not
display any information about network-mounted file
systems.

Additional command-line options are available; however, they are rarely used. You
can read about them in the df manual page.

Example: To show the free space for all locally mounted drivers, type:

[root@ford /root]l# 4Af -1

Example: To show the free space in a human readable format for the file system on which
our current working directory is located, type:

(root@ford /root]# df -h

Example: To show the free space in a human readable format for the file system on which
/tmp is located, type:

(root@ford /root]# df -h /tmp

sync—Synchronize Disks

As most other modern operating systems do, Linux maintains a disk cache in an effort to
improve efficiency. This means however, at any given moment, not everything you want
written to disk, has been written to disk.

To schedule the disk cache to be written out to the disk, use the sync command. If
sync detects that writing the cache out to disk has already been scheduled, it causes the
kernel to immediately flush the cache.

No command-line parameters exist.

Example: To insure the disk cache has been flushed, type:

[root@ford /root)l# sync ; sync
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Process Manipulation

Under Linux (and UNIX, in general), each running program is composed of at least one
process. From the operating system'’s standpoint, each process is independent of one an-
other and, unless they specifically asked to share resources with other processes, they are
confined to the memory and CPU allocation assigned to them. Processes that overstep
their memory allocation (which could potentially corrupt another running program and
make the system unstable) are immediately killed. This method of handling processes has
been one of the key reasons UNIX has been able to sustain its claims to system stability for
so long: user applications cannot corrupt other user programs or the operating system.

In this section, the tools used to list and manipulate processes are discussed. This is
important in a system administrator’s daily work because it’s always important to keep
an eye on what’s happening.

ps—List Processes

The ps command enables you to list all the processes in a system, their state, size, name,
owner, CPU time, wall clock time, and much more. Many command-line parameters ex-
ist, but only the most common are covered here. They are:

Options Descriptions

-a Show all processes with a controlling terminal, not just the
current user’s.

I Show only running processes (read the following
comments about the different states a process can be in).

X Show processes that do not have a controlling terminal.

-u Show the process owners.

-f Visually show which processes are the parents to which
other processes.

-1 Produce long format.

-w Show process’s command line parameters (up to half a line).

A Show all of a process’s command-line parameters,
despite length.

The most common set of parameters used with the ps command are -auxww, which
shows all the processes (regardless of whether they have a controlling terminal), each
process’s owners, and all the processes’ command-line parameters. Let’s examine the
output of an invocation of ps -auxww.

USER PID %CPU 3%MEM VSZ RSS TTY STAT START TIME COMMAND

root 1 0.0 0.3 1096 476 2 S Junl0 0:04 init
root 2 0.0 0.0 0 02 SW  Junl0 0:00 [kflushd]
root 3 0.0 0.0 0 0?2 SW Junl0 0:00 [kpiod]
root 4 0.0 0.0 0 02 SW Junl0 0:00 [kswapd]
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root 5 0.0 0.0 0 02 SW< Junl0 0:00 [mdrecoveryd]
bin 253 0.0 0.2 1088 288 ? S Junl0 0:00 portmap
root 300 0.0 0.4 1272 548 ? S Junl0 0:00 syslogd -m 0
root 311 0.0 0.5 1376 668 ? S Junl0 0:00 klogd
daemon 325 0.0 0.2 1112 284 ? S Junl0 0:00 /usr/sbin/atd
root 339 0.0 0.4 1284 532 2 S Junl0 0:00 crond
root 357 0.0 0.3 1232 508 ? s Junl0 0:00 inetd
root 371 0.0 1.1 2528 1424 2 S Junl0 0:00 named
root 385 0.0 0.4 1284 516 ? S Junl0 0:00 1lpd
root 399 0.0 0.8 2384 1116 ? S Junl0 0:00 httpd
xfs 429 0.0 0.7 1988 908 ? S Junl0 0:00 xfs
root 467 0.0 0.2 1060 384 tty2 S Junl0 0:00 /sbin/mingetty tty2
root 468 0.0 0.2 1060 384 tty3 S Junl0 0:00 /sbin/mingetty tty3
root 469 0.0 0.2 1060 384 tty4 S Junl0 0:00 /sbin/mingetty tty4
root 470 0.0 0.2 1060 384 ttyS5 S Junl0 0:00 /sbin/mingetty tty5
root 471 0.0 0.2 1060 384 tty6 S Junl0 0:00 /sbin/mingetty tty6
root 473 0.0 0.0 1052 116 ? ] JunlQ® 0:01 update (bdflush)
root 853 0.0 0.7 1708 940 pts/1 S Junl0 0:00 bash
root 1199 0.0 0.7 1940 1012 pts/2 S Junl0 0:00 su
root 1203 0.0 0.7 1700 920 pts/2 S Junl0 0:00 bash
root 1726 0.0 1.3 2824 1760 ? S Junl0 0:00 xterm
root 1728 0.0 0.7 1716 940 pts/8 S Junl0 0:00 bash
root 1953 0.0 1.3 2832 1780 ? S Junll 0:05 xterm
root 1955 0.0 0.7 1724 972 pts/1 S Junll 0:00 bash
nobody 6436 0.0 0.7 2572 988 ? S Junl3 0:00 httpd
nobody 6437 0.0 0.7 2560 972 ? s Junl3 0:00 httpd
nobody 6438 0.0 0.7 2560 976 ? S Junl3 0:00 httpd
nobody 6439 0.0 0.7 2560 976 2 S Junl3 0:00 httpd
nobody 6440 0.0 0.7 2560 976 ? S Junl3 0:00 httpd
nobody 6441 0.0 0.7 2560 976 ? S Junl3 0:00 httpd
root 16673 0.0 0.6 1936 840 pts/1 S Junld4 0:00 su - sshah
sshah 16675 0.0 0.8 1960 1112 pts/1 S Junl4 0:00 tcsh
root 18243 0.0 0.9 2144 1216 ttyl S Junld4 0:00 login --sshah
sshah 18244 0.0 0.8 1940 1080 ttyl S Junld4 0:00 -tcsh

The first line of the output is the header showing which column means what. Most of
these are self-explanatory:

Heading Description

USER Who owns what process.

PID Process identification number.

%CPU Percentage of the CPU taken up by a process. Remember,

a system with multiple processors will have this column
add up to be larger than 100 percent!

%MEM Percentage of memory taken up by a process.
VSZ How much virtual memory a process is taking.
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Heading Description
RSS How much actual (resident) memory a process is taking.
TTY The controlling terminal for a process. A ‘? means the

process is no longer connected to a controlling terminal.

STAT Tells the process’s state. S means the process is sleeping.
Remember, all processes ready to run (are being
multitasked, but the CPU is focused on another process at
the moment) will be asleep. R means the process is
actually on the CPU, D is an uninterruptible sleep
(usually I/O related). T means a process is being traced
by a debugger or has been stopped. Z means the process
has gone zombie. Going zombie means one of two things:
either the parent process has not acknowledged the death
of its child using the wait system call or the parent was
improperly killed and, until the parent is completely
killed the init process cannot reap the child itself. A
zombiéd process usually indicates poorly written
software.

Each process state can have a modifier suffixed to it.
These modifiers are: W means the process has no resident
pages in memory (it has been completely swapped out),
< means it is a high-priority process, N means it is a
low-priority task, and, finally, L means pages in memory
are locked into memory (usually signifying the need for

real-time functionality).
START Date the process was started.
TIME Amount of time the process has spent on the CPU.
COMMAND Name of the process and its command-line parameters.

top—Show an Interactive List of Processes

The top command is an interactive version of ps. Instead of giving a static view of what is
going on, it refreshes the screen with a list of processes every 2-3 seconds (user adjust-
able). From this list, you can reprioritize or kill processes.

The key problem with the top program is it is a CPU hog. On a congested system, this
program tends to make the problem worse as users start running top to see what is going
on, only to find several other people are also running top and, collectively, they have
made the system even slower than before!

By default, top is shipped so everyone can use it. You may find it prudent, depending
on your environment, to allow only root to run it. To do this, change the permissions on
top with the command:

[root@ford /rootl# chmod 0700 /usr/bin/top
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kill—Send a Signal to a Process

For some reason, this program was horribly named—the kill program doesn’t really kill
processes! What it does do is send signals to running processes. The operating system by
default supplies each process a standard set of signal handlers to deal with incoming sig-
nals. From a system administrator’s standpoint, the most important handler is for signal
numbers 9 and 15: kill process and terminate process. (Okay, maybe using kill as a name
wasn’t so bad afterall....)

When kill is invoked, it requires at least one parameter: the process identification
number (PID) as derived from the ps command. When only passed the PID number, kill,
by default, sends signal 15, terminate process. This is a lot like politely asking a process to
stop what it’s doing and shut down. Some programs intercept this signal and perform a
number of actions so they can cleanly shut down. Others just stop running in their tracks.
Either way, it isn’t a guaranteed method for making a process stop.

The optional parameter is a number prefixed by a dash character (-) where the num-
ber represents a signal number. The two signals of most interest as sysadmins are 9 and 1:
kill and hang up. The kill signal is the impolite way of making a process stop. Instead of
asking a process to stop, the operating system takes it upon itself to kill the process. The
only time this fails is when the process is in the middle of a system call (such as a request
to open a file), in which case the process dies once it returns from the system call.

The hang-up signal is a bit of a throwback to when most users of UNIX connected to
the system via VT100 style terminals. When a user’s connection would drop in the middle
of his session, all his running processes would receive a hang-up signal (often called a
SIGHUP or HUP, for short). This gave the processes an opportunity to perform a clean
shutdown or, in the case of some programs designed to keep running in the background,
they could safely ignore it.

Currently, the HUP signal is used to tell certain server applications to go and re-read
their configuration files. Most applications otherwise ignore the signal.

SECURITY ISSUES OF KILL The power to terminate a process is obviously a powerful
one. The developers of the kill command realized this and made sure security precau-
tions existed so users could only kill processes they had permission to kill. In the case of
nonroot users, the only processes they can send signals to are their own processes. At-
tempts to send signals to processes they do not own result in error messages being sent
back to them. The root user is the exception to this: root may send signals to all processes
in the system. This means the root user needs to exercise great care when using the kill
command to insure she doesn’t accidentally kill the wrong process!

Example: To terminate process number 2059, type:

[root@ford /root])# kill 2059

Example: To kill process number 593 in an almost guaranteed way, type:
[root@ford /root]# kill -9 593
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Example: To send the init program (which is always process ID 1) the HUP signal, type:
[root@ford /root]# kill -1 1 '

Miscellaneous Tools

If an entire book were dedicated to the commands available in your Linux system, these
tools could definitely be categorized. But, because this covers just the important stuff for
daily administrative chores, these tools don’t have their own labels. However, just be-
cause they don’t get their own category, doesn’t mean they aren’t important!

uname—Show System Name

The uname program enables you to learn some details about a system. This is often help-
ful when you’ve managed to log in remotely to a dozen different computers and you
have lost track of where you are! This is also helpful for script writers because it enables
them to change the path of a script based on the system information.

The command line parameters for uname are as follows:

Options ' Description

-m Print machine hardware type (for example, 1686 for
Pentium Pro and better architectures)

-n ' Print ghte machine’s host name

1 Print the operating system’s release name

8 . Print the operating system’s name

v Print the operating system’s version

-a Print all of the above

While it may appear odd that uname prints such things as the operating system name
when everyone knows this is Linux, it is actually quite useful because you can find
uname across almost all UNIX-like operating systems. Thus, if you sit down at an SGI
workstation, uname —s will return IRIX, a Sun workstation would return SunOS, and so
forth. Folks who work in heterogeneous environments often find it useful to write their
scripts so they behave differently depending on the operating system type; uname pro-
vides a wonderfully consistent way to determine that information.

Example: To get the operating system’s name and release, type:
[root@ford /root]l# uname -8 -r

who—Who Is Logged In

When administering systems that enable people to log in to other people’s machines or
specially set up servers, you want to know who is logged in. This report is generated by
using the who command. Simply type:

[root@ford]l # who
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to get a report that looks like:

sshah ttyl Jun 14 18:22

root pts/9 Jun 14 18:29 (:0)
root pts/11 Jun 14 21:12 (:0)
root pts/12 Jun 14 23:38 (:0)
su—Switch User

Once you have logged in to the system as one user, it is unnecessary to have to log back
out and log in again to assume another identity (for example, you logged in as yourself
and you want to become the root user). Simply use the su command to switch to another
user. This command has only two command line parameters, both of which are optional.

By default, running su without any parameters results in your trying to become the
root user. You are prompted for the root password and, if you enter it correctly, dropped
down to a root shell. If you are the root user and you want to take the identity of another
user, you needn’t enter their password.

Example: If you are logged in as yourself and you want to switch to the root user, type:
[sshah@ford ~]$ su

Example: If you are logged in as root and you want to switch over to user sshah, type:
[root@ford /root]# su sshah

The optional parameter you can use is a dash character. This character tells su not
only to switch identities, but to run the login scripts for that user as well.

Example: If you are logged in as root and want to switch over to user sshah, with all his
login and shell configurations, type:

[root@ford /rootl# su -sshah

CHAPTER SUMMARY

This chapter covered two basic methods of systems administration and laid the ground
work for learning more about it. You learned how the Linuxconf program worked and
how to set many of the higher level features of Linux using it. In the second half of the
chapter, you learned even more about the Linux command line and how to control the
system using it.

Inboth halves of this chapter, we’ve obviously had to leave out information. After all,
most system administration books are hundreds of pages and this chapter isn’t even 50
pages long. But, given what you learned here, you should be able to perform basic admin-
istrative duties.
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The easiest way to gain more information is to spend time playing with both the com-
mand-line tools and the Linuxconf utility. Linuxconf is capable of so much more than was
discussed. For simple servers, performing system maintenance using Linuxconf alone
is entirely possible! The command line, on the other hand, is Linux’s secret weapon to
flexibility.

On a final note, if you want to learn more about systems administration for Linux, be sure
to check out Linux Systems Administration: A Beginner’s Guide, from Osborne/McGraw-Hill,
which should be available by January 2000.
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10Base-2

10Base-5

10Base-Fx

10Base-Tx

100Base-T

802.x

access control list (ACL)
access rights

account

Address Resolution

Protocol (ARP)
administrator

American National
Standards [nstitute (ANSI)

analog

Apple Attachment Unit
Interface (AAUI)

Appte Filing
Protocol (AFP)

AppleTalk

Specification for 10Mbps (baseband) carried over coaxial
cable. Also called thin Ethernet or ThinNet.

Specification for 10Mbps (baseband) carried over thick
coaxial cable. Also called thick Ethernet or ThickNet.

Specification for 10Mbps (baseband) carried over fiber-
optic cable.

Specification for 10Mbps (baseband) carried over twisted-
pair cable.

Specification for 100Mbps (baseband) carried over
twisted-pair cable.

Specification for Ethernet networks. Both 802.2 and 802.3
are in use.

A list of security permissions for a network’s files, directories,
and other resources.

The rights that control what a user can and cannot do for a
particular network resource.

The definition for a user on a network. Access to a network
cannot be had without a valid account.

A protocol that resolves a destination’s Media Access Control
(MAC) address from its Internet Protocol (IP) address.

The chief administrator of a network, who generally has
permission to perform any task on a network and access any
resource, and who can assign rights to network users.
Sometimes called supervisor and super user.

A private nonprofit organization that coordinates standards
in the United States.

A multistate electrical signal that usually has an infinite
number of values. For example, a volume knob on a radio is
usually an analog adjustment.

A connector for connecting a Macintosh to an Ethernet
network.

A file access protocol for working with files through
a network.

A set of networking protocols for Macintosh computers.



application layer

archive bit

ARCnet

Asynchronous
Transfer Mode (ATM)

Attachment Unit
Interface (AUI)

attributes (file)

backbone

bandwidth

baseband

Basic Rate Interface (BRI)

baud rate

B-channel

bindery

m

The seventh and highest layer in the OSI networking
model, which handles communication between applications
across a network.

A bit flag indicating which files need to be archived (backed
up). When a full backup is done, the archive bit is cleared.
Any subsequent changes to the file cause the archive bit to be
set to on, indicating the need for an archive.

A token-passing network protocol rarely used currently.

A high-speed switched and multiplexed network
specification.

A box that connects a network cable to a transceiver.

Characteristics given to files. For example, in DOS files can be
Read-Only, System, Hidden, and Archive. Network systems
generally add to this list with attributes like Shareable and
Delete Inhibit.

A common cable shared by segments of a network. Usually,
the backbone portion of a network operates at a higher speed
than the individual segments because it must carry most of
the connected segments’ traffic.

The amount of data that can be carried over a network,
usually expressed in mega (million) bits per second, or Mbps.
Sometimes bandwidth is also specified in hertz, such as 10
megahertz (MHz).

A network cable that can carry only one signal at a time.
See broadband.

A package of ISDN services that includes two bearer
channels at 64Kbps each, plus a single data channel that
carries 16Kbps. BRI is sometimes also called 2B+D.

The speed at which an analog signal is carried. Baud rate is
analogous to bits per second (bps); thus, 2,400 baud is
roughly equivalent to 2,400 bits per second.

A channel in an ISDN connection that carries (normally)
64Kbps of data.

A database that contains account and security information
for Novell networks versions 3 and earlier.
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bit

BNC connector

bottieneck
bridge

broadband
broadcast

browser

buffer

bus

byte
cache

capture

central office (CO)

Challenge Handshake
Authentication
Protocol (CHAP)

Short for binary digit, a single digit having a value of
either 0 or 1.

Bayonet-Neill-Concelman connector. A bayonet-style
connector used in 10Base2 (thin) Ethernet networks.

In a complex system, the rate-limiting part of the system.

A networking device that connects two networks to each
other using layers 1 and 2 of the OSI network model.

A network cable that can carry multiple signals at once.
See baseband.

A network transmission sent to all nodes of a network
or subnetwork.

An application that interprets and displays data formatted
using Hypertext Markup Language (HTML) on the
World Wide Web.

Memory set aside to cache data between two devices,
providing faster access to frequently used data. Buffers are
often used by operating systems to hold frequently used data
stored on disks.

(1) A network topology in which a cable runs from node to
node, terminating on each end.

(2) A connection backbone used in a computer, to which most
peripherals connect.

A collection of 8 bits, bytes can represent up to 256
distinct values.

Memory set aside expressly for holding frequently accessed
data from a disk.

A mechanism whereby a network printer acts like a local
printer for a specific computer. Output sent to the computer’s
printer port is captured and redirected to a network printer.

A local switching facility run by the Regional Bell
Operating Company (RBOC) that provides an access
point to their network.

An Internet communication standard for validating
encrypted passwords.



client

client/server

CNE
coaxial cable

Common Gateway
Interface (CGl)

concentrator

console
CSMA/CD

CSuU/Dsu

customer premises
equipment (CPE)

cyclic redundancy
check (CRC)

data communications
Equipment (DCE)
datagram

data-link layer

data terminal
equipment (DTE)
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A computer on a network that uses data provided by
a server.

A network concept in which data processing work is divided
between a client’s processor and a server’s processor, letting
each perform the jobs to which they are best suited.

A Certified NetWare Engineer.

Cable with a center conductor surrounded by a shield.
Common coaxial cable types are RG-58 and RG-8.

A programming standard that connects databases and
web browsers.

A network device that connects multiple user devices
to a network. Sometimes called a hub.

A NetWare server’s administrative interface.

Carrier Sense Multiple Access with Collision Detection.
A method used with Ethernet networks to manage
packets on a segment.

Channel Service Unit/Data Service Unit. A hardware device
that interfaces between a network’s signals and the signals
carried over a public network connection, like a T-1 line.

Telephone company lingo for interconnection equipment
located on a company’s premises.

A method to detect errors in transmitted or stored data. A
checksum is a simpler, less reliable method that serves the
same purpose.

One end of an RS-232C or other serial connection. See data
terminal equipment.

A collection of network data, along with its associated
addressing and header information. Also called a packet.

The second layer of the OSI network model, the data-link
layer handles error-free connections between two devices
over a common physical connection.

One end of an RS-232C or other serial connection. A DTE
device only communicates with a DCE device, and
vice-versa. See data communications equipment.
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DBMS
D-channel

deadlock

delayed write

Dial-Up
Networking (DUN)

diferential backup
digital

digital audio tape (DAT)
digital signature
direct cable connection

directory
disk mirroring

domain

Domain Name
System (DNS)

drive map

Database management system. Usually a relational database.

Data channel. One of the channels used in all ISDN
interfaces, it carries 16Kbps of data and is for call setup
and other signal control duties. It carries no user data.

A situation in which two computers or two processes attempt
to access a resource simultaneously and both wait
indefinitely for the other one to finish using the resource.

A method used in writing new or changed data to a network
server’s disks to improve overall performance. Data to be
written is temporarily held in memory until the system is not
busy (or for a set maximum amount of time), at which time
the data is committed to the disk.

A Microsoft term for a dial-up network connection over
a modem.

A backup that copies all files with their archive bit set and
does not clear the archive bit when done.

A signaling method in which all signals are binary (1’s and
0’s only) in nature.

A digital tape often used in network backup devices.
An authentication code embedded in a network message.
A serial (RS-232C) connection between two computers.

In the tree-shaped structure of a disk’s file system, a logical
container for files.

Also known as RAID 1, a method whereby data is
redundantly written to two separate disks.

(1) On the Internet, a domain is a network identified by a
name, such as yahoo.com.

(2) On Microsoft Windows NT networks, a domain is the
smallest administrative unit in a network.

An Internet system whereby domain names are resolved to
IP addresses.

A method that uses a network directory to simulate a local
drive for a client computer.



DSO
Ds1

DS3

Ethernet

EtherTalk

Fast Ethernet
FAT

Fiber Distributed Data
Interface (FDDI)

file server

File Transfer
Protocol/Program (FTP)

firewall
Fractional T-1
frame

full backup

full-duptex
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A basic telephone line.

A digital telephone line used for both voice and data
applications. A DSI carries up to 1.544Mbps of data, split
across 28 separate channels, or that carries up to 28.voice
channels. Often called a T-1 line.

A digital telephone line that carries up to 44.736Mbps of data.
Often called a T-3 line.

A network standard that uses CSMA /CD methods to carry
network data over many different types of media at many
different speeds.

An Apple protocol for connecting Macintosh computers to an
Ethernet network.

An Ethernet network that runs at 100Mbps.

File allocation table. Used by several operating systems to
allocate space for files on physical disks.

Fiber-optic LAN that operates at 160Mbps.

A network server primarily responsible for storing, sharing,
and retrieving files for network clients.

An Internet protocol for copying files between two
computers. Also, a program that uses the FTP protocol
to do its job.

A network device that protects a network from
outside intruders.

A T-1 telecommunications connection in which only some of
the channels are leased for use.

A data-link layer unit of transmission in the OSI network
model. Frames can be of variable length.

A process where all files on a network drive are copied to
tape or other archival media. Each file’s archive bit is cleared
as part of a full backup.

A connection in which both ends can transmit and
receive simultaneously.
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gateway

GB
generational backup

half-duplex (simplex)
handshaking

header

hub

Hypertext Markup

Language (HTML)
Hypertext Transfer

Protocol (HTTP)
IEEE

incremental backup
Internet

intranet

IPvé

IPX

IRQ

ISA bus

A device that connects two networks together at all layers of
the OSI network model. An example is an e-mail gateway
that transmits e-mail from one network to another.

Gigabyte. GB represents one billion bytes.

A tape-swapping methodology that gives good restoration
granularity without consuming too many tapes. Also called
the Grandfather-Father-Son method.

A connection in which only one end can transmit at a time.

The process of negotiating a connection and data
transmission between two devices.

Control information carried along with a file or a unit of
network data, such as a packet.

A network device that connects multiple nodes to a
network segment.

A formatting language used to format Web pages.

A network protocol used to retrieve Web pages from
a Web server.

Institute of Electrical and Electronics Engineering. A body
that defines standards for electrical devices.

Backs up files that have their archive attribute set and then
clears the archive attribute.

A world-wide public network of services for businesses
and consumers.

A company-specific network modeled after the Internet.

Internet Protocol version 6. Increases the number of IP
addresses available dramatically and includes other
enhancements to the IP protocol.

Internetwork Package Exchange. A network protocol used
with NetWare networks.

Interrupt request. A hardware switch in a computer that
allows a device to signal the processor.

Industry Standard Architecture bus. A computer bus
originally developed for the IBM PC-AT.



ISDN

IS0

ISP

Java

KB
key

LAN

LAN Manager
leased line
LocalTalk

login
login script
MAC

MB
MCA bus

MCSE

MHz

MIME

Integrated Services Digital Network. A telecommunications
standard for providing digital telephony services to
consumers and businesses.

International Standards Organization. A body that defines
many computer standards, including networking standards.

Internet service provider. A company that provides Internet
services directly to businesses and/or consumers.

A programming language, derived from C, which allows
automation of Internet Web pages.

Kilobyte. 1,024 bytes.

A digital password used to sign electronic documents to
guarantee their authenticity.

Local area network. A building-specific network.
An older Microsoft network operating system.
A dedicated, always-on, telephone connection.

An Apple networking system for connecting Macintoshes
and Apple laser printers together on a low-speed (230Kbps)
network over twisted-pair wire.

The act of providing account and authentication information
to a computer or network to gain access to its resources.

A set of commands that runs automatically when a user logs
into a computer or network.

Media Access Control. A sublayer of layer 2 of the OSI

networking model that is defined by Ethernet standard 802.3.

Megabyte. 1,048,576 bytes.

Micro Channel Architecture bus. A computer bus standard
introduced by IBM, which was not widely accepted.

Microsoft Certified System Engineer. A person who has
completed a set of tests given by Microsoft to certify them as
a networking engineer.

Megahertz, or one million Hertz (signals per second).
Roughly equivalent to Mbps (million bits per second).

Multipurpose Internet Mail Extensions. A standard for the
attachment of binary data (attachments) to Internet e-mail
messages. Also available as S/MIME, which is a secure
form of MIME.
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modem

MSAU
multiplexing
multiprocessor
multitasking
NetBEUI
NetBIOS

NetWare

NetWare Core
Protocol (NCP)

NetWare Loadable
Module (NLM)

network interface
card (NIC)

network layer
nibble

node
NOS
Novell Directory

Services (NDS)
osl

Modulator/demodulator. A device that allows digital signals
to travel over an analog telephone line. A modem is required
on each end of the connection.

Multistation Access Unit (or MAU). A hub used to connect
Token Ring nodes together.

A technique that allows multiple signals to be aggregated
onto a single channel.

A computer, operating system or application that uses more
than one processor to accomplish its work.

The act of running multiple programs simultaneously on a
single computer.

NetBIOS Extended User Interface. An enhancement to the
NetBIOS protocol.

Network Basic Input/Output System. An older and slower
networking protocol, originally developed by IBM.

A network operating system developed by Novell Corporation.

An underlying protocol that manages server and workstation
communications on a NetWare network.

A special program that runs only on NetWare servers.

A peripheral card attached to a computer that lets it interface
to a network.

Layer 3 of the OSI networking model.
Four bits.

A computer or device that is a distinct network entity, such
as a computer or printer.

Network operating system. An operating system that runs on
network servers.

A directory service for NetWare networks.

Open Systems Interconnection. A reference model that
conceptually describes how networks work.



packet
packet filtering

partition
patch cable

PCl

peer-to-peer network

physical layer

Point-to-Point
Protocol (PPP)

Post Office
Protocol (POP)

presentation layer

Primary Rate
Interface (PRI)

print job
print queue

print server

protocol
RAID

349

A collection of data sent as a single entity from one node on
a network to another node.

The act of examining packets coming into and going out of
a network to prevent unauthorized traffic.

A logical division of a hard disk.

A cable that connects between a patch panel and a network
hub, or from a wall jack to a computer.

Peripheral Component Interconnect. A very fast bus
introduced by Intel corporation to allow high-speed
communications between peripherals and the computer in
which they are installed.

A network that spreads shareable resources among all the
client computers on the network. A peer-to-peer network has
no central network servers.

Layer 1 of the OSI networking model.

An IP-specific protocol that allows remote nodes to connect
to a network over telephony connections.

A communications protocol for the exchange of e-mail over
the Internet.

Layer 6 of the OSI networking model.

An aggregation of ISDN B-channels plus one D-channel that
provides 1.544Mbps of network bandwidth through the
telephone network.

A unit of printing from a client computer to a network printer.

A place on a network server that accepts and accumulates
user print jobs and then sends them to the network printer
in sequence.

A computer or dedicated device on a network that accepts
jobs from print queues and interfaces them to the
individual printers.

A syntax for communication over a network.

Redundant Array of Inexpensive Disks. A variety of methods that
allow high-speed failsafe arrays of disks to be used in concert.



Registry

remote access
(node and control)

Remote Access
Service (RAS)
repeater

requestor

ring topology

RJ-45

router

Routing Information
Protocol (RIP)

SCSI

segment

server

session layer
share

Networking: A Beginner's Gulde

A database used on Microsoft Windows operating systems
that stores computer and user settings.

The process of accessing a network from a remote computer,
usually over a telephone line or sometimes through the
Internet. Remote node makes the remote computer a node
on the network. Remote control lets the remote computer
“take control” of a computer that is already a local node

on a network.

A Windows NT service that provides remote node access
to remote computers.

A device that extends the distance a network segment
can be run.

Special networking software that runs on a client computer
that interfaces between the computer’s operating system and
the network operating system. Requestors are specific to each
different type of NOS.

An electrical arrangement of nodes on a network in a ring
configuration.

A snap-in connector used with some kinds of network
media, similar to modular telephone connectors used in
homes, but larger.

A device that routes network traffic from one network
to another.

A protocol that allows routers to communicate with each
other to discover the best route between networks.

Small Computer Systems Interface. A high-speed interface
used primarily to interface hard disks to network servers.

An individual part of a network that connects two or more
computers together.

A computer on a network that provides some kind of
network service to client computers.

Layer 5 of the OSI networking model.

A Windows NT shared directory, available for use over
a network, provided the user has permission.



SMTP

SNMP

SPX

star topology

switch

B

TCPAP

token

Token Ring

transceiver

transport layer
twisted-pair

UPS

URL

Virtual Private
Network (VPN)

851

Simple Mail Transfer Protocol. An Internet standard for the
exchange of e-mail between systems on the Internet.

Simple Network Management Protocol. A protocol that
allows for the management of network devices by special
management software.

Sequenced Packet Exchange. A NetWare protocol used in
concert with IPX.

A network arrangement whereby a central hub connects to
the nodes it services by individual cables.

An Ethernet device that switches traffic between two or more
network segments.

Terabyte. One trillion bytes.

Transmission Control Protocol/Internet Protocol. A
standard network protocol used on the Internet and
on many private networks.

An electrical signal circulated around Token Ring networks.
Only the computer that “has the token” can transmit on the
Token Ring network.

A network designed by IBM that uses a ring topology and
circulates a token to manage traffic on the network.

A device that connects a computer to a network cable. Often
transceivers are built-into NIC cards.

Layer 4 of the OSI networking model.

Cable that uses small-gauge wires twisted together within
a common sheath to carry network or telephone signals.
Twisted-pair cable comes in unshielded (UTP) and shielded
(STP) varieties.

Uninteruptable power supply. A battery-driven power
supply that allows a server to continue operating when
a building’s power supply is cut off.

Uniform Resource Locator. An address that allows a resource
on the Internet to be located and accessed.

A secure, virtual network connection formed over a public
network, like the Internet.
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wiring closet A closet or room in which all the cables needed for
a building’s network are brought together.

workstation A generic computer client on a network. Sometimes
this also refers to a high-powered computer used for

engineering purposes.
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Aborting Red Hat Linux, 291
Access
administering remote, 262
managing file system,
184-188
remote, 12
remote network, 87-98
Access needs, remote, 91-92
Access servers, setting up
Windows 9x client to,
218-219
Access services, remote, 262
Access technologies,
learning remote, 92-98
Accessing DHCP on Windows
2000, 259
Account, root, 285
Account security, 102-104
Account tab of user’s
Properties dialog box, 230
Accounts
administrative, 182
backups of administrative,
102
creating, 285-287
creating user, 215-216
deleting large number of,
233

deleting user, 182, 232-233
disabling user, 182
modifying user, 177-182,
228-232
user, 174-182, 225-233
Active Directory, 84
AD (Active Directory), 225

Adding
partitions, 281-282
users, 226-228, 299-301
Addresses
changing IP, 305-306
need for more, 68
Addressing, IP, 6669
Administering
Internet services, 263
NetWare, 173-189
remote access, 262
Windows 2000 Server,
223-256
Administration, Linux
systems, 295-337
Administration tool,
ConsoleOne Java based, 174
Administrative accounts
backups of, 102
for networks, 182
Administrative tasks in
NetWare Administrator,
174
Administrator
administrative tasks one
does normally in
NetWare, 174
NetWare, 174-175, 186
toolbar in NetWare, 176
ADSL (asymmetrical DSL),
60-61
AMD (Advanced Micro
Devices), 116
Analysis paralysis, 153
Anonymous FTP (File Transfer
Protocol), 71

Anti-Virus, Norton, 112
AppleTalk, 74-75
Applications, 152-154
layers, 17
running vital to
business, 140
services, 11
Archive bit, 248
Archives
creating, 327
setting up tape called
Employee, 250
Arrays, drives lost from RAID
30orRAID 5,123
Assessing network needs,
151-157
Assigning
logon names on
networks, 227
rights, 188
Assignments, viewing folder’s
trustee, 189
Asymmetric DSL, 60
Attributes, 80, 85
Authentication configuration,
287-288
Automatic partitioning, 47
Automatic tape rotation
schemes, 250

V s
B-channels, 58

Back-door threats, 109-110
Back up before upgrading, 206
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Back up material, selecting, 254 Browsing NetWare 5 server Changes made with Disk Druid, 281
Backing up with Backup resources, 171 Changing
Wizard, 253 Built-In groups, changing default route, 308
Backticks, 314 membership of, 235 DN client configuration, 307-308
Backup destination, selecting, 255 Bumn-in, 164 host names, 304-305
Backup plans for servers, 133 Bus Multipoint Topology, host names on networks, 305
Backup software, Windows 2000 Common, 24 how host names are looked
Server, 252-255 Bus networks, drawbacks to, 26 up, 309
Backup tapes, keeping, 251 Bus topology, 24-27 IP addresses, 305-306
Backup terms, Windows 2000 Buses keyboard layout or type, 275
Server, 249-250 capabilities, 117-118 keyboard types, 275
Backup Wizard, backing up comparing rings to stars and, membership of Built-In groups,
with, 253 235
Backups, 247-255 PCI, 117-118 mount point, 311
of administrative accounts, 102 PCI-X, 117-118 root’s password, 302-303
frequency of, 251 Business Channels
Base defined, 34 companies running application bearer, 58
Baseband, 34 vital to, 140 data, 58
BDCs (Backup Domain Controllers), running applications vital to, 140 Fibre, 120
83, 205 Character devices, 318
Bearer channels, 58 Checking hardware
Beginning installation of Windows v [ compatibility, 163, 200-201
2000 Server, 206-215 configuration, 164, 201-202
BFS (BorderManager Firewall Cable modems, 98 chgrp (change group)
Services), 194 Cable plants, 20-21 command, 319
BIOS (Basic Input Output defined, 21 chmod (change mode), 319-321
Software), 139 Cable problems Choosing
Bit, archive, 248 solving, 4042 cabling contractors, 3940
Block devices, 318 troubleshooting coaxial, 42 desktop computers, 136-141
Blocks, bad, 282 Cable systems, higher-rated, 37 between FAT and NTFS, 207
BMAS (BorderManager Cable topologies, 24-31 languages during Linux
Authentication Services), 194 Cable types installation, 273-274
BMVS (BorderManager VPN learning, 32-33 network structures, 158-159
Services), 194 mixing in coaxial network, 38 network types, 158
BNC connectors, 26 Cables platforms, 138
T-connector, 25 categories, 36 protocols, 144
Bombs, logic, 111 coax, 21 servers, 159-160
Bonding defined, 98 coaxial, 21, 37-39 servers for NetWare, 126~132
Boot disks crossover, 35 servers for Windows NT, 126-132
creating Linux, 273 and electrical interference, 21 chown (change ownership)
creation, 292-293 fiber-optic, 32 command, 319
using, 272 king of network, 33-37 Classifying remote users, 88-91
Boot manager defined, 282 non-plenum, 37 Client 32 software, Novell, 143
Booting, dual, 270271 plenum, 37 Client computers, 135-145
BorderManager Authentication running extra, 42 Client configuration, changing
Services (BMAS), 194 Cabling, 20-21 DNS, 307-308
BorderManager FastCache contractors, 3940 Client connections, testing, 219-220
Services, 194 demystifying network, 32-39 Client for Windows 95/98 install,
BorderManager Firewall Services installing network, 39-42 Novell, 170
(BFS), 194 maintaining network, 39-42 Client, NetWare, 186
BorderManager, Novell, 193-194 network, 2342 Client NFS file systems, managing
BorderManager VPN Services twisted-pair, 33-37 with Linuxconf, 310-311
(BMVS), 194 California, Northern, 58 Client properties, Novell
Boxes, break-out, 44 CAL:s (Client Access Licenses), 206 NetWare, 170
Break-out boxes, 44 Capacity planning, 156-157 Client/server database systems, 6
BRI (Basic Rate Interface), 58 Capturing defined, 243 Client/server network
Bridges, 4748 cat (concatenate files) program, 328 relationships, 6
Broad traveler defined, 88 Catalog, global, 82 Client/server networks, 6
Broadband, 34 CERT (Computer Emergency comparing, 7-9
Browser, gnome-help, 316 Response Team), 109 cons for, 9
Change permission, 239 pros for, 89



Client software, installing, 144
Clients
configuring NetWare 5,
168-171
configuring server, 215-220
Clones
Intel, 116
no-rame, 139
Cluster Services, Windows, 264
Coaxial cable problems,
troubleshooting, 42
Coaxial cables, 21, 37-39
Coaxial network, cable types
mixing in, 38
Collision domain, 19, 47
Command line basics, Linux,
311-336
Command line, nuances on,
313-314
Commands
1s, 317
chgrp (change group), 319
chown (change ownership),
319
cp (copy files), 322
dd, 273
dd (convert and copy file),
324325
du (disk utilization), 329
export, 312
kill, 314
mkdir (create home
directory), 326
mknod, 318
more (display file one screen at
a time), 328-329
multiple, 314
mv (move files), 322
NET, 243
ps (list processes), 331-333
rmdir (remove directory), 326
su (switch user), 286, 336
top (show interactive list of
processes), 333
whereis (locate), 329-330
which (show which directories
files are located), 329
who (who is logged in),
335-336

Common Bus Multipoint
Topology, 24

Companies, running applications
vital to business, 140

Comparing
peer-to-peer networks, 7-9
rings to stars and buses, 29-31

Compatibility, checking
hardware, 163, 200-201

Completing Windows 2000
Server setup, 210-215

Component types, selecting
network, 143

Components
hot-swap, 125-126
installing network, 144
Computers
choosing desktop, 136~141
client, 135-145
desktop, 139
logging onto, 231
networked computers, 138
performances of desktop,
140-141
prices of desktop, 140-141
reliability of desktop, 138-140
serviceability of desktop,
138-140
using for accessed
resources, 5
workstation-class, 21
Concentrators
defined, 19, 27
and hubs, 4647
intelligent LAN, 46-47
Conductors defined, 21, 38
Configuration, Authorization, 288
Configuration tool,
X-Windows, 292
Configurations
authentication, 287-288
changing DNS client, 307-308
checking hardware, 164,
201-202
different PRI (Primary Rate
Interface), 58
installing Linuxin server,
267-294
Linux network, 303-309
new user, 286
time zone, 285
Configuring
NetWare 5 clients, 168-171
server clients, 215-220
X-Windows, 291-292
Connect, NetWare, 194
Connecting RS-232 devices, 44-45
Connection-based switched
link, 56
Connections
from afar, 87-98
DS1/DS3, 61
DSO, DS1 and DS3 WAN, 61
making high-level, 51
making WANs (wide area
networks), 53-62
remote control, 93-95
remote node, 93-95
T1/T3, 61
testing client, 219-220
understanding WANSs (wide
area networks), 57-62
Windows 98 includes support
for client-side VPN, 96

Connectors
BNC, 26
BNCT, 25
ConsoleOne Java based
administration tool, 174
Container object, 80
Content, control of, 217
Contractors, choosing cabling,
3940
Control connections, remote,
93-95
Controllers
domain, 205
multimaster domain, 206
COs (central offices), 58
Cost, network, 153
Count, reference, 318
cp (copy files) command, 322
CPU (central processing
unit), 114
Create New User dialog box, 176
Creating
accounts, 285-287
archives, 327
groups, 183, 234-237
groups with wrong scopes, 237
Linux boot disks, 273
mount point, 311
partitions for Linux, 277-282
shared accounts, 216-218
shares, 240-242
user accounts, 215-216
Creation, boot disk, 292-293
Crossover cable, 35
CSMA/CD (Carrier Sense
Multiple Access/with
Collision Detection), 29-30
CSU/DSU (Channel Service
Unit/Data Service Unit), 13
Cyrix, 116

Vo

D-channel, 58

DAP (directory access
protocol), 80

Data
channel, 58
downstream, 60
how it travels through OSI

layers, 17

link layer, 15
packets, 15
RAID and, 121-122
upstream, 60

Database systems, client/
server, 6

Datagrams, IP, 64

DCE (data communications
equipment), 35
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.
dd (convert and copy file) establishing shared, 153 Downstream
command, 273, 324-325 Directories and files, about, 317-318 data, 60
DEC Alpha, 116 Directory files defined, 317 defined, 59
Dedicated WANS (wide area Directory permissions, 104-105 Drivers
networks), 55-56 Directory roles, generic, 105 line, 44
Default route, changing, 308 Directory services, 77-85 print, 243
Deleting defined, 78-82 Drives
large number of accounts, 233 invention of, 79 lost from RAID 3 or RAID 5
user accounts, 182, 232-233 redundancy department, 80-82 arrays, 123
Denial of service (DoS) threats, specific, 82-85 mapping, 242-243
110-111 Directory trees, partitioning, 278 reading to tape, 327
Design, network, 153 Disabling user accounts, 182 DS1/DS3 connections, 61
Designing networks, 149~160 Disk creation, boot, 292-293 DSL (Digital Subscriber Line), 59
not exact science, 150 Disk Druid asymmetric, 60
strong experience needed, 151 changes made with, 281 DSL modems, remote users
Designing Windows NT 4 partitioning tool, 280-281 using, 98
domains, 83 Disk interfaces, 119-120 DSO, DS1 and DS3 WAN
Desktop computers, 139 Disk partitioning tool, installation connections, 61
choosing, 136-141 screen for, 279 DTE (data terminal equipment), 35
clones for, 139 Disk subsystems, 119-125 du (disk utilization) command, 329
networked, 138 Disk systems, RAID, 126 Dual-booting issues, Linux, 270-271
performances of, 140-141 Disk topologtes, 120-124 Duplexing defined, 121
prices of, 140-141 Disks
reliability of, 138-140 creating Linux boot, 273
serviceability of, 138~140 nondestructive testing of, 203 v E
Desktop platforms, 136-138 RAID 0 array stripes data across
Detection, Intruder, 104, 181-182 multiple, 121 E-mail, 11
df (disk free), 330 RAID 1 array mirrors data E-mail notification systems, 131-132
DHCP (Dynamic Host between two, 122 E-mail system, flooding, 110
Configuration Protocol), stand-by, 126 ECC (Error Checking and
195-196, 209 synchronize, 330 Correcting), 118
and DNS, 195-196 testing, 203 Editing users, 302
DHCP (Dynamic Host Control using boot, 272 EIA (Electronics Industry
Protocol), 64, 70 Distribution groups, 237 Association), 36
Manager program, 215 DNS (Domain Name System), EIDE (Enhanced Integrated Drive
DHCP (Dynamic Host Control 69-70, 84, 195-196, 259-261 Electronics), 119-120
Protocol) server, 258-259 and DHCP, 195-196 18-24 month doubling rule, 141
Dialog boxes client configuration, changing, Electrical interference, cables and, 21
account tab of user’s 307-308 Employee Archive, setting up tape
Properties, 230 DNS/DHCP Management called, 250
Create New User, 176 Console, 196 Enabling printer pooling, 246
Environmental tab of User, 179 records, 305 Enterprise Edition, running
Group Membership, 184 DNS MMC plug-in, 260 Windows NT Server 4, 204
Internet Protocol (TCP/IP) DOA (dead on arrival), 139 Entries, root, 80
Properties, 214 Document retention policies, 251 Environment, GNOME, 312
Local Area Connection Documentation tools, 314-316 Environment variables, 312-313
Properties, 213 Documenting security-related combining steps of setting, 312
Login Restrictions tab of issues, 106 as parameters, 313
User, 179 Domain controller, 205 printing, 312
Members, 185 Domain controllers, setting, 312-313
Network Properties, 142-144 multimaster, 206 unsetting, 313
password Restrictions tab of Domain defined, 205 Environmental tab of User dialog
User, 180 Domain Local groups, 237 box, 179
Properties, 186 Domain names, 69 Establishing shared directories, 153
tabs in Windows, 177 Domains Estimating network design and
User, 177-178 collision, 19, 47 cost, 153
user’s Properties, 229 designing Windows NT 4, 83 /etc/hosts file, 306-307
Dictionary attacks, 104 Windows NT, 83-84 Ethernet, 74
Directing network traffic, 45-51 Do$S (Denial of Service), 110 networks use CSMA/CD, 30
Directories Doubling rule, 18-24 month, 141 10Base, 34
Active, 84 Thin, 26



EtherTalk, 74

Export command, 312

External security, 107-111
back-door threats, 109-110
denial of service threats,

110-111

front-door threats, 107-109
threats, 107

Vr

Fanatics

Mac, 138

PC, 138

FAT and NTFS, choosing
between, 207

FAT (File Allocation Table),
204-205

FAT partition, single, 205

FDDI (Fiber Distributed Data
Interface), 29

Fiber-optic cable, 32

Fibre Channel, 120

File
/etc/hosts, 306-307
listings, 316-321
locking defined, 10
management and

manipulation, 322-330

name expansion, 313
permissions, 104-105
sharing, 9-10

File system access, managing,
184-188

Filename, 319

Files
differentiating compressed, 325
directory, 317
listing, 317
WinZip can decompress gzip,

325

Files and directories, about,
317-318

Filtering, packet, 51

Filters, packet, 101

find (find files) tool, 323-324

Firewall routers, protecting
networks with, 51

Firewalls, 101

Folder permissions
management, 186
NetWare, 185-188

Folders, creating shared, 216-218

Folder's trustee assignments,
viewing, 189

Forests, 80

Formats
info, 315
man, 315

Formatting, checking for bad
blocks while, 282

Formatting partitions, 282
Screen for, 283
Frame relay signaling
technology, 61
Frames defined, 15
Front-door threats, 107-109
FTP (File Transfer Protocol),
71-72
anonymous, 71
Full-duplex, 15

Vs
Gateways, making high-level
with, 51
Global catalog defined, 82
Global group, 237
GNOME environment, 312
Gnome-help-browser, 316
Graphical installer, 273
Graphical user interface installed,
assumptions about, 296
Group Membership
dialog box, 184
maintaining, 183-184, 237-238
Groups, 234-238
changing membership of
Built-In, 235
creating, 183, 234-237
creating with wrong
scopes, 237
Distribution, 237
Domain Local, 237
Global, 237
security, 182-184
selecting package, 288~290
Universal, 237
Growth, 156-157
GUIs (graphical user interfaces),
296, 311
gzip (file compression) tool, 325

A AN’

Hacking into networks, 182

Half-duplex, 15

Hardware
Linux, 268-269
listing on HCL (Hardware

Compatibility List), 201

network, 17-21, 43-52
network workstation, 141
testing server, 164-165, 202-203
workstation, 21

Hardware compatibility,
checking, 163, 200-201

Hardware configuration,
checking, 164, 201-202

HCL (Hardware Compatibility
List), 200

listing hardware on, 201
Microsoft's, 128
Hewlett-Packard's, PA-RISC
(Precision
Architecture-Reduced
Instruction Set Computing),
116-117
Horses, Trojan, 111
Host defined, 71
Host names
changing how they are looked
up, 309
changing on networks, 305
Host names, changing, 304-305
Hot-swap components, 125-126
HTTP (Hypertext Transfer
Protocol), 71
Hubs, 19-20
and concentrators, 4647
defined, 27
HUP (hang-up signal), 334

Vi

I-node defined, 317
120 (intelligent I/0), 124-125
IBM'’s NetBEUI (NetBIOS
Extended User Interface), 74
ICANN (Internet Corporation for
Assigned Names and
Numbers), 69
IS (Internet Information Server),
263-264 :
Implementing Terminal
Services, 266
Improving server reliability, 195
Info format, 315
Information server, Internet,
263-264
Inherited permissions, 242
Inherited Rights Mask, 187
Install, Novell client for Windows
95/98, 170
Installation
of core network services, 212
Linux methods of, 271
screen for disk partitioning
tool, 279
starting Novell client
software, 169
starting Red Hat Linux,
273-293
of Windows 2000 Server,
206-215
Installation of Linux,
troubleshooting, 271-272
Installation tools, text-based, 273
Installer, graphical, 273
Installing
client software, 144
LILO, 282-284

357
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NetWare 5, 161, 166-168 ITU (International Line drivers defined, 44
network cabling, 3942 Telecommunications Union), 84 Links
network components, 144 , connection-based switched, 56
Red Hat Linux, 272-293 -~/ defined, 118
servers, 131-132 v " d higher speed remote, 97-98
Windows 2000 Servers, 197, - : packet-based switched, 56
206-215 ]a"é:’:::feéﬁ':‘l“;imn°“ tool, symbolic, 318
Installing Linux Linux
before, 268-272 j— aborting Red Hat, 291
finishing, 293 V « command line basics, 311-336
in server configurations, 267-294 . creating boot disks, 273
status of, 293 -K option, 316 creating partitions for, 277-282
Intel clones, 116 KDE, 312 dual-booting issues, 270-271
Intel Pentium family, 115-116 Keeping backup tapes, 251 finishing installing, 293
Interfaces, 311 Kernels, not recompiling, 270 before installing, 268-272
disk, 119-120 Keyboard layout, changing, 275 before installing, hardware,
Interference, cables and electrical, 21 Keyboard types 268-269
Internal security, 101106 changing, 275 installing in server
account security, 102-104 _selecting, 274-275 configurations, 267-294
directory permissions, 104-105 kill (send signals to processes) installing Red Hat, 272-293
file permissions, 104-105 program, 334-335 managing users, 299-303
practices, 106 command, 314 methods of installation, 271
user education, 106 security issues of, 334-335 network configuration, 303-309
Internet root user, 296
information server, 263-264 v server design, 269-270
information Services L status of installing, 293
Manager, 263 LAN concentrators, intelligent, systems administration, 295-337
and intranets, 13 46-47 troubleshooting installation of,
Internet Protocols Languages, choosing, 273-274 271-272
miscellaneous, 69-73 LANSs (local area networks, 12 upgrading Red Hat, 277
(TCP/IP) Properties dialog Laser printers, adding dedicated and uptime, 270
box, 214 network interfaces, 245 using boot disks, 272
Internet services, administering, 263 Layers welcome to Red Hat, 276-277
Intranets, and Internet, 13 application, 17 Linux installation
Intruder detection, 104 data-link, 15 choosing languages during,
Intruder Detection, 181-182 how data travels thmugh (0,31 273-274
IP addresses, changing, 305-306 (Open Systems selecting mouse, 275-276
IP addressing, 6669 Interconnection), 17 starting Red Hat, 273-293
IP datagrams, 64 network, 15-16 Linuxconf
IP (Internet Protocol), 15, 64 packet, 16 managing client NFS file systems
Next Generation, 68 physical, 15 with, 310-311
PBCkEfS, 66 presentaﬁon, 16 tool, 296-299
IPng (IP Next Generation), 68 session, 16 Listings, file, 316-321
IPv4 (IP version 4), 68 transport, 16 LLC (Logical Link Control), 15
IPv6 (IP version 6), 68 LDAP (Lightweight Directory In (link files) tool, 323
IPX (Internet Protocol Exchange), 15 Access Protocol), 80, 85 Loading additional print drivers for
IPX/SPX (Internet Packet Leaf object, 80 shared printers, 249
Exchange/Sequenced Packet user account, 80 Local Area Connection Properties
Exchange) protocols, 73 Learnin: dialog box, 213
Novell's, 74-75 cable types, 32-33 Locking, file, 10
ISDN remote access technologies, 92-98 Logic bombs, 111
line installed, 58 Leaves, 80 Login Restrictions tab of User
users, 98 Licensing dialog box, 179
ISDN (Integrated Services Digital Per Seat, 206 Login scripts defined, 181
Network), 58-59 Per Server, 206 Logon names, assigning on
ISO (International Standards LILO networks, 227
Organization), 15 installing, 282-284 Logon time, setting restrictions for
ISP (Internet service provider), setup screen, 283 users, 231
13,69 Line command, 311-336 Logon To feature, 232
nuances of command, 313-314 Is command (listing files), 317
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Mac fanatics, 138
MAC (Medium Access Control), 15
Maintaining
Group Membership, 183-184
group membership, 237-238
network cabling, 39-42
servers, 132-133
Making Server preinstallation
decisions, 204-206
Malicious software,
miscellaneous, 111-112
man format, 315
Man (manual), 315-316
Management
file, 322-330
Trustees tab for folder
permission, 186
Manager, boot, 282
Manager program, DHCP, 215
Managing
client NFS file systems with
Linuxconf, 310-311
file system access, 184-188
modems, 95
users, 299-303
Manipulation, process, 331-335
Manufacturers, server, 124,
131-132
Mapping
defined, 242
drives, 242-243
Mask, Inherited Rights, 187
MAU (Multi-station Access
Unit), 27
MBR (master boot record), 282
McAfee VirusScan, 112
Member server, 205
Members dialog box, 185
Membership of Built-In groups,
changing, 235
Memberships, maintaining
Group, 183184, 237-238
Microsoft networks, 144
Microsoft’s
HCL (Hardware Compatibility
List), 128
license agreement and pricing
models, 266
MIME (Multipurpose Internet
Message Encoding), 72
Mirroring defined, 121
mkdir command, 326
mknod command, 318, 325-326
MMC (Microsoft Management
Console), 199
Models
multimaster, 81
primary/backup, 80
seven-layer, 15

Modems
cable, 98
managing, 95
to modem or not to, 95-98
short-haul, 44-45
taking advantage of someone
else’s, 95-97
Modifying user accounts,
177-182, 228-232
Monitoring, server state, 125
Monitors, frequency information
about, 291
more (display file one screen at a
time) command, 328-329
Mount points
changing, 311
creating, 311
removing, 311
Mouse
reconfiguring, 276
selecting, 275-276
MSL (Mirrored Server Link), 195
Multimaster domain
controllers, 206
Multimaster model, 81
mv (move files) command, 322

V n
Name, file, 313
Named pipes, 318
Names
domain, 69
host, 309
logon, 227
numbering server, 168
Narrow traveler
defined, 89
WAN used by, 90
NBT (NetBIOS over TCP/IP), 75
NCS (Novell Cluster
Services), 195
NDS (Novell Directory Services),
79, 82-83, 142, 162, 192-193, 209
Neighborhood, servers not
appearing automatically in
Network, 220
NET command, 243
NETADMIN, 83
NetBEUI, 261
NetBEUI (NetBIOS Extended
User Interface)
IBM's, 74
protocols, 75, 232
NetBIOS (Network Basic
Input/Output System),
73-74, 261
protocols, 232
NetBIOS (Network Basic
Input/Output System)
protocols, 75

NetBIOS over TCP/IP (NBT), 75
NetNews Transfer Protocol, 72
NetWare
administering, 173189
choosing servers for Windows,
126-132
installing previous versions
of, 166
NetWare 5
checking hardware
compatibility, 163
checking hardware
configuration, 164
installing, 161, 166-168
preparing for installation,
163-166
setting up, 161-172
surveying server, 165-166
testing server hardware,
164-165
three-user demonstration
version of, 162
understanding, 162-163
NetWare 5 clients, configuring,
168-171
NetWare 5 server resources,
browsing, 171
NetWare Administrator, 175, 186
administrative tasks one does
in, 174
defined, 174
toolbar in, 176
NetWare Client, 186
NetWare client properties,
Novell, 170
NetWare Connect, 194
NetWare folder permissions,
185-188
NetWare services, miscellaneous,
191-196
Network
hardware, 43-52
hardware components,
17-21
peer-to-peer, 4
philosophies, 4
Network access, remote,
87-98
Network cabling, 2342
demystifying, 32-39
installing, 39-42
maintaining, 39-42
Network component types,
selecting, 143
Network components,
installing, 144
Network configuration, Linux,
303-309
Network design and cost,
estimating, 153
Network Directory Service,
Novell’s (NDS), 82-83
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Network features, learning, 9-14
Network layer, 15-16
Network needs
assessing, 151-157, 152-154
meeting, 157-160
Network needs, assessing
network services, 155-156
security, 156
users, 154-155
Network Neighborhood, servers not
appearing automatically in, 220
Network printers, setting up,
244-247
Network Properties dialog box,
142-144
Network relationships
client/server, 6
peer-to-peer, 5
types, 49
Network resource, 79
Network security, 13-14, 224-225
Network security devices, 101
Network segment defined, 25
Network servers
licensed, 11
See also Servers, 113-134
Network services, 155-156
confirming installation of
core, 212
Network services, assessing
capacity planning, 156-157
growth, 156-157
safety, 156
Network storage, reducing, 153
Network structures, choosing,
158-159
Network topology defined, 24
Network traffic, directing, 45-51
bridges, 4748
hubs and concentrators, 46-47
repeaters, 45-46
routers, 48-49
switches, 49-51
Network types, choosing, 158
Network workstation, 21
hardware, 141
requirements, 141-144
software, 141-144
Networked desktop computers, 138
Networking
protocols, 63-76
setting up, 284-285
understanding, 3-22
Networking models, OSI (Open
Systems Interconnection), 14-17
Networks
administrative accounts for, 182
cable types mixing in coaxial, 38
changing host names on, 305
client/server, 6
comparing client/server, 7-9

comparing peer-to-peer, 7-9
cons for client/server, 9
cons for peer-to-peer, 7-8
designing, 149-160, 151
drawbacks to bus, 26
Ethernet, 30
hacking into, 182
Microsoft, 144
Novell, 144
physical versus logical
arrangements, 28
physically wired in star
topology, 28
private, 56-57
pros for client/server, 8-9
pros for peer-to-peer, 7
protecting with firewall
routers, 51
public, 56-57
securing, 99-112
setting up small, 26
TCP/IP is default protocol for
Windows 2000 Server-
based, 258
TCP/IP-only, 232
Token Ring, 31
Windows-based TCP/IP, 261
News reader, 72
NFS file systems with Linuxconf,
managing client, 310-311
NGIO (Next Generation 1/0), 118
NHAS (Novel High Availability
Server for NetWare 4.2), 195
NIC (Network Interface Card),
15,33
NIS (Network Information
System), 287
NNTP (NetNews Transfer
Protocol), 72
No Access permission, 239
Node connections, remote, 93-95
Node, i-, 317
Non-plenum cable, 37
Nondestructive testing of disks, 203
Northern California, 58
Norton Anti-Virus, 112

NOS (network operating system), 7,

103, 105-106, 114, 159-160, 203
Novell BorderManager, 193-194
Novell Client 32 software, 143
Novell client for Windows 95/98

install, 170
Novell client software installation,

starting, 169
Novell Directory Services (NDS).

See NDS
Novell NetWare client

properties, 170
Novell networks, 144
Novell’s

IPX/SPX, 74-75

NDS (Novell Directory Services),
82-83
NSS (Novell Storage Services), 163
NTEFS (New Technology File
System), 204~205, 271
choosing between FAT and, 207
NTLDR (NT Loader), 282
Numbering server names, 168
NW Admin, 83

Vo
Objects
container, 80
leaf, 80
user account leaf, 80
Office user, remote, 89
Operating systems, UNIX, 273
OSI (Open Systems Interconnection)
layers, 17
networking models, 14-17
Ownerships, 316-321

Vo
PA-RISC (Precision
Architecture-Reduced Instruction
Set Computing), 116
Package groups, selecting, 288-290
Packages
resolving prerequisite, 290
selecting individual, 290
Packet
filtering, 51
filters, 101
layer, 16
Packet-based switched link, 56
Packets, 64
data, 15
IP (Internet Protocol), 66
Paralysis, analysis, 153
Parameters, environment variables
as, 313
Partition manipulation tasks,
miscellaneous, 282
Partition, single File Allocation
Table (FAT), 205
Partitioning
automatic, 47
defined, 82
directory trees, 278
Partitioning tools
Disk Druid, 280-281
installation screen for disk, 279
Partitions
adding, 281-282
creating for Linux, 277-282
formatting, 282
Screen for formatting, 283




Passing, token, 31
Password setup, root, 286
Passwords
changing root’s, 302-303
cracking programs, 104
picking good, 301
Restrictions tab of User dialog
box, 180
shadow, 287
PC fanatics, 138
PC Magazine, and annual
survey of reliability and
serviceability, 139
PCI bus, 117-118
PCI-X bus, 117-118
PCs (personal computers), 138
PDCs (Primary Domain
Controllers), 83, 205
Peer-to-peer networks, 4
comparing, 7-9
cons for, 7-8
pros for, 7
relationships, 5
Pentium family, Intel, 115-116
People, expecting worst of, 102
Per Seat licensing, 206
Per Server licensing, 206
Permission boxes, grayed, 242
Permission management,
Trustees tab for folder, 186
Permissions, 316-321
Change, 239
directory, 104-105
file, 104-105
inherited, 242
NetWare folder, 185-188
No Access, 239
Philosophies, network, 4
Physical layer, 15
Physical security, 109
PID (process identification
number), 334
Pipes, named, 318
Planning, capacity, 156-157
Plants, cable, 20-21
Platforms
choosing, 138
desktop, 136-138
Plenum cable, 37
Plenum space, 37
Plug-ins
DNS MMC, 260
use routing and remote access
MMC, 262
PnP (plug and play) devices, 198
Pooling, enabling printer, 246
POP (Point of Presence), 61
Ports, TCP and UDF, 64-66
POTS (Plain Old Telephone
Service), 57,97
PowerPC, 117

Preinstallation decisions, making
Server, 204-206
Preparing for Windows 2000
Server installation, 200-206
Presentation layer, 16
PRI (Primary Rate Interface), 58
Prices of desktop computer,
140-141
Primary/backup model, 80
Print drivers, 243
loading additional, 249
Print servers, 245
Printer
pooling, 246
queue, 243
sharing, 10
Printers, 243-247
laser, 245
loading additional print
drivers for shared, 249
setting up network, 244-247
Printing environment
variables, 312
Private network, 56-57
Problems
solving cable, 40-42
troubleshooting coaxial
cable, 42
Process manipulation, 331-335
Processes, 115
Processors
server, 114-117
Windows 2000 support of, 199
Programs
cat (concatenate files), 328
DHCP Manager, 215
kill (send signals to processes),
334-335
password-cracking, 104
tar (tape archive), 327-328
uname (show system
name), 335
Windows 2000 Server
configuration, 211
Properties, 80
Properties, dialog box, 186
Properties, Novell NetWare
client, 170
Protecting networks with firewall
routers, 51
Protocols
choosing, 144
IPX/SPX (Internet Packet
Exchange/Sequenced Packet
Exchange), 73
miscellaneous important, 73-75
miscellaneous Internet, 69-73
NetBEUI, 232
NetBEUI (NetBIOS Extended
User Interface), 75
NetBIOS, 232

NetBIOS (Network Basic
Input/Output System), 75

NetNews Transfer, 72
networking, 63-76

Proxy server, 101

ps (list processes) command,
331-333

Public network, 56-57

Purchasing server systems,
130-131

pwd (show present working
directory), 327

V¥

Queue, printer, 243

V R
-R option, 319
R&D (Research and
Development), 234
RADIUS (Remote Authentication
Dial-In User Service), 194
RAID 10 defined, 122
RAID 3 or RAID 5 arrays, drives
lost from, 123
RAID 5 system, 124
RAID disk systems, 126
RAID (Redundant Array of
Inexpensive Disks), 120-124
0 array stripes data across
multiple disks, 121
1 array mirrors data between
two disks, 122
and data, 121-122
levels, 121-123
RAM (random access memory),
118, 130
requirements for servers, 118
RAS (Remote Access Service), 12,
261-263
RBOC (Regional Bell Operating
Company), 58
estimates from, 58
Readers, news, 72
Reading to tape drives, 327
Recompiling kernels, not, 270
Reconfiguring mouse, 276
Records, DNS, 305
Red Hat Linux
aborting, 291
installed, 296
installing, 272-293
popular and technically
sound, 268
process of installing, 292
status indicator for installation
process, 292
upgrading, 277

861
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welcome to, 276-277
Red Hat Linux installation, starting,
273-293
Reducing network storage, 153
Redundancy department, 80-82
Reference count, 318
Referral defined, 85
Registered trademarks, 69
Relay, frame, 61
Reliability
of desktop computers, 138-140
improving server, 195
PC Magazine survey of, 139
Remote access, 12
administering, 262
needs, 91-92
services under Windows 2000
Server, 262
Remote access user, is hybrid, 89
Remote control connections, 93-95
Remote links, higher speed, 97-98
Remote network access, 87-98
Remote node connections, 93-95
Remote office user defined, 89
Remote users
classifying, 88-91
using DSL modems, 98
Removing
mount point, 311
users, 301-302
Repeaters, 4546
defined, 27
Replication defired, 81
Resources
browsing.NetWare 5 server, 171
network, 79
using dedicated computer for
certain frequently accessed, 5
Restarting servers, 133
Retention, document, 251
Rights, assigning, 188
Rights Mask, Inherited, 187
Ring topology, 29
Rings, comparing to stars and
buses, 29-31
rmdir (remove directory)
command, 326
Roles, generic directory, 105
Root
account, 285
entry, 80
password setup, 286
Root user
Linux, 296
not adding, 287
Roots, 80
Root’s password, changing, 302-303
Routers, 19-20, 4849
defined, 16
protecting networks with
firewall, 51

Routes, changing default, 308
Routing and remote access MMC
plug-in, use, 262
RRAS (Routing and Remote Access
Service), 261-263
RS-232 devices, connecting, 4445
Running
applications vital to business, 140
extra cables, 42
Windows 2000 Server setup
program, 207-210
Windows NT Server 4 Enterprise
Edition, 204

Vs
S-HTTP (Secure HTTP), 71
Safety, 156
Scope defined, 70
Scopes, creating groups with
wrong, 237
Screens
Authorization Configuration, 288
for formatting partitions, 283
LILO setup, 283
Scripts, login, 181
SCSI (Small Computer Systems
Interface), 119-120
SCSI subsystem, detecting, 273
Seat licensing, Per, 206
Securing networks, 99-112
Security, 156
account, 102-104
groups, 182-184
issues of kill, 334-335
network, 13-14, 224-225
physical, 109
share, 239-240
Security devices, network, 101
Security Equal to Me tab, 182
Security, external, 107-111
back-door threats, 109-110
denial of service threats, 110-111
front-door threats, 107-109
Security, internal, 101~106
account security, 102-104
directory permissions, 104-105
file permissions, 104-105
practices, 106
user education, 106
Security-related issues,
documenting, 106
Security threats, external, 107
Segment defined, 25
Selecting
back up destination, 255
back up material, 254
individual packages, 290
keyboard types, 274-275
mouse, 275-276

network component types, 143
package groups, 288290
servers, 128-130
Server 4 Enterprise Edition, running
Windows NT, 204
Server backup software, Windows
2000, 252-255
Server backup terms, Windows
2000, 249-250
Server-based networks, TCP/IP is
default protocol for Windows
2000, 258
Server clients, configuring, 215-220
Server configuration program,
Windows 2000, 211
Server configurations, installing
Linuxin, 267-294
Server design, Linux, 269-270
Server hardware, testing, 164165,
202-203
Server licensing, Per, 206
Server makers, top-tier, 131-132
Server manufacturers, 124
Server names, numbering, 168
Server preinstallation decisions
making, 204-206
FAT or NTFS, 204-205
upgrade or install, 204
Server processors, 114-117
Server reliability, improving, 195
Server services, understanding
other Windows 2000, 257-266
Server setup, completing Windows
2000, 210-215
Server setup program, running
Windows 2000, 207-210
Server state monitoring, 125
Server systems, purchasing, 130-131
Server technologies, information
about different, 201
Server testing software, 165
Server vendors, dealing with, 130
Servers, 18
accessing DHCP on Windows
2000, 259
administering Windows 2000,
223-256
backup plans for, 133
beginning installation of
Windows 2000, 206-215
checking hardware compatibility,
200-201
checking hardware configuration,
201-202
choosing, 159-160
choosing for NetWare, 126-132
choosing for Windows NT,
126-132
dealing with vendors, 130
defined, 18
defining needs, 126-128



DHCP (Dynamic Host Control
Protocol), 258-259
distinguishing from
workstations, 114-126
and expertise of suppliers, 130
installing, 131-132
installing Windows 2000, 197,
206-215
Internet information, 263-264
introduction to Windows
2000, 198
maintaining, 132-133
making backups, 133
manufacturers of, 131-132
member, 205
network, 113-134
not automatically in Network
Neighborhood, 220
preparing for Windows 2000
installation of, 200-206
print, 245
proxy, 101
RAM requirements for, 118
remote access services under
Windows 2000, 262
restarting, 133
selecting, 128-130
setting up Windows 2000,
197-221
setting up Windows 9x client
to access, 218-219
shares created on, 217
shutting down, 133
stand-alone, 205
surveying, 165-166, 203-204
Terminal, 265
troubleshooting, 132-133
upgrading toWindows 2000
Advanced, 204
Windows 2000, 200
Windows NT, 126
Service threats, denial of, 110-111
Serviceability
of desktop computers, 138-140
PC Magazine survey of
reliability and, 139
Services
administering Internet, 263
application, 11
directory, 77-85
implementing Terminal, 266
miscellaneous NetWare,
191-196
network, 155-156
Windows Cluster, 264
Windows terminal, 264-266
Services Manager, Internet
information, 263
Session layer, 16
Setting
additional user settings, 178
environment variables, 312-313

logon time restrictions for
users, 231
Setting up
NetWare 5, 161-172
network printers, 244-247
networking, 284-285
small networks, 26
tape called Employee
Archive, 250
Windows 2000 Servers,
197-221
Windows 9x client to access
servers, 218-219
Setup, root password, 286
Setup screen, LILO, 283
Seven-layer model, 15
Severname_volumename, 188
SFT I (System Fault Tolerance,
Level 1), 195
SG&A (Sales, General, and
Administration), 234
Shadow passwords defined, 287
Share security, 239-240
Shared directories,
establishing, 153
Shared folders, creating, 216-218
Shared printers, loading
additional print drivers
for, 249
Shares, 239-243
created on servers, 217
creating, 240-242
defined, 217
Sharing
file, 9-10
printer, 10
Shield defined, 21
Shield, wire, 38
Short-haul modems, 4445
Shutting down servers, 133
SID (Security ID), 225
SIGHUP (hang-up signal), 334
Signaling technology, frame
relay, 61
SIMD (Streaming Extensions), 116
SMP-based systems, 284
SMP (symmetric
multiprocessing), 116-117
SMTP (Simple Mail Transfer
Protocol), 64, 73, 264
Software
installing client, 144
miscellaneous malicious,
111-112
network workstation, 141-144
Novell Client 32, 143
server testing, 165
Windows 2000 Server backup,
252-255
Software installation, starting
Novell client, 169
Solving cable problems, 40-42

SONET (Synchronous Optical
Network), 29
Space, plenum, 37
SPX (Sequenced Packet
Exchange), 16
SSL (Secure Sockets Layer), 71
Stand-alone server, 205
Stand-by disks, 126
Star topology, 27-29
networks physically wired
in, 28
Stars and buses, comparing rings
to, 29-31
Starting
Novell client software
installation, 169
Red Hat Linux installation,
273-293
startx, 296
Storage, reducing network, 153
STP (shielded twisted pair), 28, 32
Structures, choosing network,
158-159
su (switch user) command,
286, 336
Subsystems
detecting SCSI, 273
disk, 119-125
Suppliers, servers and expertise
of, 130
Surveying servers, 203-204
Switch user, 286
Switched link
connection-based, 56
packet-based, 56
Switched WANSs (wide area
networks), 55-56
Switches, 19-20, 49-51
Symbolic links, 318
Symlinks, 318
Sync (synchronize disks), 330
System State, 253
Systems administration, Linux,
295-337

V1

T1/T3 connections, 61
Tab for folder permission
management, Trustees, 186
Tabs
environmental, 179
Login Restrictions, 179
password Restrictions, 180
Security Equal to Me, 182
in Windows dialog boxes, 177
Tape drives, reading to, 327
Tape rotation schemes,
automatic, 250
Tapes
keeping backup, 251
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keeping off site, 251
setting up Employee Archive, 250
tar (tape archive) program, 327-328
Tasks
administrative, 174
miscellaneous partition
manipulation, 282
TCP and UDP ports, 64-66
TCP/IP networks, Windows-
based, 261
TCP/IP-only networks, 232
TCP/IP (Transmission Control
Protocol/Internet Protocol)
default protocol for Windows
2000, 258
and UDP, 64-69
TCP (Transmission Control
Protocol), 16
Technologies
information about different
server, 201
learning remote access, 92-98
Telnet, 72-73
10Base, Ethernet, 34
Terminal Servers, 265
Terminal Services
implementing, 266
Windows, 264-266
Terminal window, 312
Terms, Windows 2000 Server
backup, 249-250
Testing
client connections, 219-220
disks, 203
server hardware, 164-165,
202-203
Testing software, server, 165
Texinfo, 316
Text-based installation tools, 273
Thin Ethernet, 26
Threads defined, 115
Threats
back-door, 109-110
denial of service, 110-111
external security, 107
front-door, 107-109
Time zone configuration, 285
To modem or not to modem, 95-98
Token passing, 31
Token Ring networks, 31
Toolbar in NetWare Admin-
istrator, 176
Tools
ConsoleOne Java based
administration, 174
Disk Druid partitioning, 280-281
documentation, 314-316
find (find files), 323-324
gzip (file compression), 325
installation screen for disk
partitioning, 279

Linuxconf, 296-299
In (link files), 323
miscellaneous, 335-336
text-based installation, 273
X-Windows configuration, 292
top (show interactive list of
processes) command, 333
Topologies
bus, 24-27
cable, 24-31
Common Bus Multipoint, 24
disk, 120-124
network, 24
networks physically wired in
star, 28
ring, 29
star, 27-29
Trademarks, registered, 69
Traffic, directing network, 45-51
Transfer Protocol, NetNews, 72
Transfers, zone, 261
Transport layer, 16
Travelers
broad, 88
narrow, 89
WAN used by narrow, 90
Trees, 80
partitioning directory, 278
Trojan horses, 111
Troubleshooting
coaxial cable problems, 42
installation of Linux, 271-272
servers, 132-133
Trustee assignments, viewing
folder’s, 189
Trustees tab for folder permission
management, 186
Twisted-pair cabling, 33-37

Vo
UDP, and TCP/1P, 64-69
UDP ports, TCP and, 64-66
UDP (User Datagram Protocol), 64
uname (show system name)
program, 335
UNC (Universal Naming
Convention), 242
Universal group, 237
UNIX operating systems, 273
Unsetting environment
variables, 313
Upgrading
back up before, 206
Red Hat Linux, 277
to Windows 2000 Advanced
Server, 204
Upstream
data, 60
defined, 59

Uptime, Linux and, 270
User account leaf object, 80
User accounts, 174-182, 225-233
creating, 215-216
deleting, 182, 232-233
disabling, 182
modifying, 177-182, 228-232
User configuration, new, 286
User dialog boxes, 177
Environmental tab of, 179
Login Restrictions tab of, 179
password Restrictions tab of, 180
using, 178
User education, internal
security, 106
User settings, setting additional, 178
Users, 154-155
adding, 226-228, 299-301
classifying remote, 88-91
editing, 302
ISDN, 98
Linux root, 296
managing, 299-303
not adding root, 287
remote, 98
remote office, 89
removing, 301-302
restricting logging onto
computers, 231
setting logon time restrictions
for, 231
User’s Properties dialog box, 229
Account tab of, 230
UTP (unshielded twisted pair),
28,32

Vv

Variables
combining steps of setting

environment, 312

environment, 312-313
printing environment, 312
setting environment, 312-313
unsetting environment, 313

Viewing folder’s trustee
assignments, 189

Viruses, 107, 111-112

VirusScan, McAfee, 112

VPNs (Virtual Private Networks),
12,18, 96, 261
connections, 96

V w
WAN connections, DSO, DS1 and
DS3, 61
WANSs (Wide Area Networks),
12-13,48




analyzing requirements, 54-55
connections, 53-62
dedicated, 55-56
determining needs, 54-57
links expensive to maintain, 13
switched, 55-56
understanding connections,
57-62
used by narrow travelers, 90
when not required, 13
whereis (locate) command,
329-330
which (show which directories
files are located) command,
329
who (who is logged in)
command, 335-336
Window, terminal, 312
Windows
See also X-Windows
Windows 2000 Advanced Server,
upgrading to, 204
Windows 2000 professional, 198
Windows 2000 Server, 200
accessing DHCP on, 259
administering, 223-256
backup terms, 249-250
beginning installation of,
206-215
remote access services
under, 262
Windows 2000 Server backup
software, 252-255
Windows 2000 Server-based
networks, TCP/IP is default
protocol for, 258
Windows 2000 Server
configuration program, 211
Windows 2000 Server
installation, preparing for,
200-206

Windows 2000 server services,
understanding other, 257-266

Windows 2000 Server setup,
completing, 210-215

Windows 2000 Servers
installing, 197, 206-215
introduction to, 198
setting up, 197-221
setup programs, 207-210

Windows 2000, support of
processors, 199

Windows 2000 versions,
understanding, 198-200

Windows 95/98 install, Novell
client for, 170

Windows 98, includes support for
client-side VPN connections, 96

Windows 9x client, setting up to
access servers, 218-219

Windows-based TCP/IP
networks, 261

Windows Cluster Services, 264

Windows dialog boxes, tabs
in, 177

Windows NT 4 domains,
designing, 83

Windows NT, choosing servers
for Windows, 126132

Windows NT domains, 83-84

Windows NT Server 4 Enterprise
Edition, running, 204

Windows NT Server defined, 126

Windows terminal services,
264-266

WINS (Windows Internet Name
Service), 209

WINS (Windows Internet Name
System), 261

WinZip, 325

Wire shield, 38

Wizard, backing up with
Backup, 253

Workgroup defined, 205

Workstation-class computers
defined, 21

Workstation hardware,
networked, 141

Workstation requirements,
network, 141-144

Workstation software, network,
141-144

Workstations
distinguishing from servers,

114-126

hardware, 21
network, 21

Worms, 111

WTS (Windows Terminal
Services), 264-266

V x

X-Windows, 296

X-Windows, configuring, 291-292

X.25, 61-62

X.500, 84-85

Xconfigurator, 292

XDSL, 59-61

XNS (Xerox Network Systems)
architecture, 74

V 1

Zone transfers defined, 261
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Visit the companion Web site of Networking: A Beginner’s Guide for detailed additional
information about networking technologies, including the following topics:

A complete guide to TCP/IP addressing and subnets
Information on setting up a firewall for an Internet connection
Details about implementing VPNs

Troubleshooting network servers

Network authentication technologies, including public/private key
cryptography, Kerberos, digital certificates, and authentication servers
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