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Foreword 

The Information Age is a revolution. It's a revolution that's global in scope, with few safe 
harbors for isolationists. It's a revolurion in which winning organizations will be those 
that give individuals the chance to personally make a difference. It's a revolution in 
which our key challenge is - how do we maximize the human use of information? 

At Apple, we've always been concerned about maximizing human potential. In fact, 
our vision as a company is to create products that empower individuals to do their best, 
and to provide tools that help them manage and control information. Part of this vision 
involves giving people access to other people and information beyond their desktop. In 
this reg;1n :. \pple's products, including Macintosh® and AppleTalk®, have brought new 
levels of functionality and usability to individuals as well as to workgroups. 

Once regarded as little more tlrnn t11e hard-wired connection between a Macintosh 
and a LaserWriter®, AppleTalk has grown into a highly functional network system. There 
are more than three million nodes installed. AppleTalk works. It's very easy to use. It's 
very easy to install. And it's media-independent. 

With AppleTalk, Apple has extended me reach of Macintosh users, whemer mey 
work in small groups or large organizations. As you read through this book and learn 
about administering an AppleTalk network, you'll see how easy it is to integrate the 
Macintosh into any networking environment. 

Apple is actively extending me reach of Macintosh to enterprise-wide environments
environments mat encompass an entire organization. To be successful, we must provide 
excellent integration into an increasingly multivendor world. That's why Apple has been 
such a strong supporter of me development of open systems. 

ix 



x Foreword 

Connecting is only part of the solution. The real value to our customers is in 
interoperability and distributed computing-that is, the ability to run applications and 
share data across a network as easily as if it were on your own desktop Macintosh. 

This is a powerful concept that allows you to put the power you need most of the 
time on your desktop, while giving you easy access to higher-performance computers 
when you need it. This strategy means we can combine the ease of use of the Macintosh 
with very cost-effective higher performance computing across the entire enterprise. 

Apple began with the revolutionary idea of "one person, one computer." A book like 
this underscores the fact that the future of personal computing involves more than just 
placing a computer on every desktop. just as Apple Computer helped raise the standards 
for stand-alone personal computing with the Macintosh, we now want to raise the 
expectations for the connected personal computer with innovative "interpersonal 
computing" products. As one example, Macintosh File Sharing, which is built into 
Macintosh system software, makes it easier than ever before to share information with 
other people. 

We need individuals to have powerful new kinds of tools that will help them work. 
think, communicate, and learn in new and exciting ways. As we continue to expand our 
vision of personal computing to include interpersonal computing, I hope the message is 
very clear that at Apple we never intend to take our focus off of the individual. That's 
where the dream began-and that's where the vision becomes a reality. 

john Sculley 
Chairman and Chief Executive Officer 
Apple Computer, Inc. 
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The firsc pan of this book-Chapters 1 and 2-concains an overview of che following 
copies: 

• network administration, including a discussion of the administrator's role 

• the book's intent and audience 

• the book's organization and how to use che book 

• basic concepts abouc che AppleTalk® net\vork system, including a discussion of 
network protocols, the physical components of the network, and network addressing 

If you are unfamiliar with network administration or wich che AppleTalk network 
system, you will probably want to read some or all of the nexc two cha peers. If these 
topics are already famil iar to you, you may jusc wane to read about the book's 
organization in Chapter 1 and then skip direccly to Part 2, "Planning Your Network." 

2 Part 1 Overview 



1 Introduction 

When the first Macintosh® computer was introduced in 1984, it included an innovative 
capability in computer technology-built-in AppleTalk networking- that extended the 
Macintosh user's reach beyond the confines of the desktop. The initial AppleTalk 
nel\vorks consisted of three products-the Macintosh computer, the LaserWriter® 
printer, and LocalTalk® cables-that delivered shared printing service to users. Since 
then, the scope of the AppleTalk network system has broadened considerably. 
AppleTalk now supports other impo1tant industiy standards, including Ethernet and 
Token Ring, and includes a vadety of computers, peripheral devices, network services, 
and products, from Apple® as well as from other companies. Currently, the AppleTalk 
network system is used by more than three million computers in networks that range 
from a minimum of two devices to large internets with thousands of devices. 

As the scope of the AppleTalk system has expanded, so have the responsibilities of 
those who administer these systems. Today, the network administrator's role is 
multifaceted, including such tasks as planning the network design, laying out cable 
systems, assessing and purchasing network products, day-to-day managing, and 
troubleshooting. 

An administrator's job may encompass one of these areas or several, depending on 
the individual's level of experience and the size of the organization. In a large 
organization, the administrator may be responsible for administering just one of many 
networks in a larger, company-wide internet Others in the organization may make 
network purchasing decisions, take care of cable installation, and handle network 
problems on the larger scale. In a smaller organization, the administrator may take on 
more of the planning and purchasing tasks, provide input to those who have these 



responsibilities, or be responsible for coordinating work (such as cable layout) with 
network contractors. 

This book is written primarily as a guide for those who administer AppleTalk 
networks, although many other audiences, including business managers and network 
users, will also find the information valuable. The book focuses on small- to medium
sized networks, which can range from a single network to a small internet made up of 
several connected networks. It examines in detail the role of the network administrator, 
provides a solid background of AppleTalk network concepts, discusses the different 
kinds of services available for AppleTalk networks, and outlines the basic principles 
necessary to plan and manage an AppleTalk network effectively. 

This book is not a review of the wide variety of products currently available for the 
AppleTalk network system, although the general types of produc!S available and some 
specific examples are discussed. Because of the fast-paced nature of the computer 
industry, new products are introduced continually and, therefore, any reviews included 
here would be quickly out of date. Useful reviews can be found in a number of trade 
journals and magazines and are referenced in the Appendix. 

Before reading this book, you should have a general understanding of local area 
networks and some knowledge about the computers you'll be using on your AppleTalk 
network. A number of introductory books on networking are available, including 
Understanding Computer Networks from Apple Computer (available at your local 
bookstore). You do not need to have any previous knowledge of AppleTalk networks cir 
experience as a network administrator. 

Who is the network administrator? 

The administrator plays a central role in the design, operation, and maintenance of a 
network. Being a good network administrator is more of a learned art than an exact 
science and, as many administrators will attest, experience is usually the best teacher. 
However, there are certain qualities that go a long way toward ensuring success in this 
position, as discussed in the following list. 
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• Technically inclined. Although the person chosen to act as an administrator does 
not need to be an engineer or programmer, he or she is often required to 
troubleshoot both hardware and software problems. In addition, administrators must 
be willing to learn about computers in detail, because users will call upon 
administrators frequently to answer questions and to provide information. 

• Enjoys learning about applications and network-related subjects. The administrator 
is a central source of information and should, therefore, be a generalist, familiar with 
all computers and applications used on the network-even applications that are not 
network related. When the administrator doesn't know the answer, he or she should 
be able to direct people to other sources that can help. 

• Enjoys the challenge and reward of investigative problem-solving. Some 
responsibilities of the administrator involve a certain amount of detective work, such 
as alleviating network bottlenecks or discovering the source of network breaks, and 
are best carried out by a person who likes piecing clues together to solve a problem. 

• Trusted and respected. Because administrators have complete control over the 
network-including access to confidential information-they must have a high 
degree of honesty and integrity. 

• Able to spend sufficient time maintaining the network. Small networks require little 
time to administer. However, as networks grow and become more complex, they 
require more time to maintain and troubleshoot. 

• A clear sense of organization and attention to detail. Especially when 
troubleshooting, the administrator must know where to look for clues. In addition, 
the administrator must be able to think through and formulate operational policies 
and procedures for the network and communicate them clearly to users. 

• Enjoys working with people. Administrators must interact with a wide variety of 
personalities on a day-to-day basis. They must maintain a sense of balance and 
remain calm, even when under pressure. 

Very often, administrators in small- to medium-sized networks simply "slipn into the 
role-either because they are told that this is now part of their jobs or because they are 
the only ones in their group who have the technical interest or skill. Administration is 
often just part of their regular job, whether that job is as an accountant, advertising 
executive, or word processor. 
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As an administrator, you may find yourself in charge of the only network in the 
organization. Or you may be responsible for a network that is patt of a larger, compan}
wide internet. In either situation, your responsibilities will fall into some or all of the 
following categories: 

Planning 

Initial setup 

~ ....... n 
Network 
maintenance 

This is the research phase during which you determine what your 
network needs are. You'll assess what kinds of network services you 
need, such as printing, file sharing, and electronic mail. You'll select 
the type of transmission medium to use and decide which network 
type (such as LocalTalk or Ethernet) is best suited to your 
requirements, based on such factors as network activity and number:-. 
of users. You'll also evaluate different network products, design the 
network layout, and consider various factors that might affect your 
network installation. In addition, you'll take a look at security issues 
and determine what, if any, impact they will have on your network. 

During this phase, you'll lay out the cable or help coordinate the 
installation with a professional installer, connect devices to the 
network cables, and install the appropriate software on computers and 
se1vers. You'll then check to make sure that eve1ything is working as it 
should, and you'll teach people how to use the network. 

Maintenance consists primarily of routine tasks that keep the networ · 
running smoothly. You'll keep network logbooks; periodically 
monitor network activity using repotts and software tools; add or 
relocate users and shared devices; back up and restore data; upgrade 
system software; train new users; manage your network servers; and 

' analyze and alleviate any bottlenecks that occur. 

Troubleshooting 

C\ 
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Whenever users have problems working on the network, you'll spend 
time diagnosing and fixing problems. The amount of time you spend 
troubleshooting depends on the complexity of your network, the 
sophistication and experience level of your users, and your own 
experience as an administrator. 



As you can see, administration covers a wide range of tasks. Your job may 
encompass just one or two of these areas, such as clay-to-clay maintenance of servers 
and basic troubleshooting, or it may involve all of these areas to some degree. 

What's the best way to use this book? 

There's no "right" way to use this book. Even though each chapter does build upon the 
previous one, you can also go directly to a subject that interests you rather than read the 
book sequentially. Additionally, if you are already familiar with certain basic networking 
topics (such as transmission media or topologies) or with tl1e fundamentals of the 
AppleTalk network system, you can skip those chapters entirely. 

The book is organized into three parts. Pan 1, "Overview," lays the groundwork for 
the rest of the book, discussing basic tem1s and concepts relevant to network admin
istration and to the AppleTalk network system. Chapter 1 (this chapter) has provided an 
ove1view of AppleTalk network administration. Chapter 2 provides you with an 
overview of the AppleTalk network system itself, covering such topics as network 
protocols (the rules that govern how the network system functions), the physical 
components of networks, and network addressing. 

Part 2, "Planning Your Network," covers the various issues you need to consider as you 
design your network. Chapter 3 looks at me network se1vices for AppleTalk, including 
printing, file sharing, modem sharing, and electronic mail, and helps you evaluate which 
se1vices you might need. Chapter 4 discusses the different kinds of media that can be used 
on AppleTalk networks, from phone wire to infrared connections that eliminate tl1e need 
for cable. Chapter 5 examines tl1e ways in which you can physically arrange devices and 
weighs the pros and cons of each. Chapter 6 covers different network types, such as 
LocalTalk, Ethernet, and Token Ring, tlm target the needs of different network 
environments. Chapter 7 guides you in the design process, answering such questions as 
where to locate printers and se1vers and when it makes sense to create two or more 
connected networks. Chapter 8 looks at the various factors that can affect network 
installation, such as building and fire codes and electrical considerations. Chapter 9 helps 
you define your needs for network security and explores your security options. 
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Part 3, "Managing Your Network," discusses the ways in which you can keep your 
network running efficiently once it is set up. Chapter 10 provides guidelines for 
monitoring and maintaining your network, including information on backing up shared 
files, managing servers, supporting and training users, and optimizing network 
performance. Chapter 11 discusses network troubleshooting, providing information on 
administrative tools and strategies that can help you resolve problems, common 
situations you may run across, and some real-life troubleshooting scenarios. 

The Appendix points you to additional sources of information on AppleTalk 
networks, network products, and local area networks. It includes a list of relevant 
publications from Apple with a brief description of each. It also includes other sources of 
networking information, such as computer journals, user groups, electronic forums, and 
networking books (both general and AppleTalk-specific). Terms of special significance 
to administrators are boldfaced throughout the book and are defined in the Glossary. 
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2 The AppleTalk Network System 

The AppleTalk network system makes possible such activities as sharing information, 

sharing printers and modems, and communicating with others. An AppleTalk network 

consists of network hardware- such as computers, peripheral devices, and connection 

components-and network software, which runs in each device connected to the 

network. 

This chapter provides an overview of the Apple Talk network system by discussing 

• the AppleTalk protocol architecture, which governs how the hardware and software 

work together 

• physical components, such as computers and connection hardware, that can be used 

on an AppleTalk network 

• the addressing scheme, which describes how information is sent to the correct device 

• the different types of networks, such as Loca!Talk and Ethernet, over which 

AppleTalk protocols can operate 



What is the AppleTalk network system? 

The AppleTalk network system can best be described in terms of its protocol 
architecture and its components. The protocol architecture governs how the 
network's components communicate with one another. The components are all of th~· 

network's functional parts. This includes the hardware-such as computers, shared 
printers, servers, transmission media, and connection devices-and the software, such .ts 
network control software and network services. The following sections discuss these two 
aspects of the AppleTalk network system. 

The AppleTalk protocol architecture 

AppleTalk's protocol architecture determines how the various components on the 
network-devices, connectivity components (such as cables and connectors), and 
software-work together to provide network services to users. Protocols are the rules 
for exchanging information on the network and distinguish one type of network system 
from another. For instance, AppleTalk networks use different protocols than d1ose used 
by TCP /IP networks, the network system most often used to connect UNIX® 
workstations. 

Protocols govern nearly everything a computer network does by defining the actua 
steps mat a device or program must rake to communicate with another device or 
program on the network. The protocols define-among many other things-how 
devices can exchange information, how information is addressed or sent to the correct 
destination, and how multiple devices can send information on the same medium in an 
orderly way. 

As a simple analogy of what protocols do, consider the various "rules of the road" 
that regulate how vehicles move from one place to another. The protocols that govern 
mis process determine eve1ything from what side of the road we drive on, to who has 
the right-of-way, to when we can proceed and when we must stop. \V/e've all 
experienced the chaos that results when these driving protocols are not followed! 
Similarly, network communication protocols also define a process- the process of 
sending and receiving information over the network from one device to another. These 
protocols are very precise and must be followed by all network devices to interact 
successfully wid1 each other on the network. 
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Protocols govern nearly everything a 
network does, including ... 

~=~ 
... how devices exchange infonnation 

... how information is addressed and 
sent to the con-ect destination 

.. . how multiple devices can send infonnation 
on the same medium in an orderly fashion 

Network protocols can be divided into three general categories: 

• Application protocols are the highest-level protocols. They enable an application 
program to communicate with an equivalent application on another computer. 

• Delivery protocols are middle-level protocols. They manage the addressing scheme 
that defines how information gets to and from a device on a network. 

• Connection protocols are the lowest-level protocols. These govern the physical 
transmission that provides a path for information to travel from one device to another 
on the network medium, such as cable. 
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As shown in the following figure, each time an interaction takes place between 
devices-for example, when a user requests a print job from a printer-data moves 
through each of these protocol categories in order to implement the request. 

1 Application Protocols l Fonnat data as specified 
by the application 

1 Delivery Protocols 

l Address and route 
data to its destination 

Connection Protocols 
Control characteristics 

of the network connection 

Prococols can be further divided into layers that describe the specific functions they 
govern. The International Standards Organization (ISO) has developed a reference 
model for layered network protocols that has become widely used to describe network 
protocol architectures. This model is called the Open Systems Interconnection (OSO 
model. 
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A network is said to use protocols, or obseroe protocols, but protocols aren't physically 
tangible parts of the network. 

One conunon source of confusion is that people sometimes talk about protocols "doing" a network task or 

"controlling" some aspect of conununication. This implies that protocols are active entities on a network

which they are not. When you read, for example, that some networking protocol "manages interactions 

between computers and printers," this means that the protocol was written to specify how those devices 

conununicate. The protocol itself is not a thing that resides on the network and manages other things on 

the network. Protocol rules are adhered to by networking software and by devices each time they perform 

a task, such as transmitting a document from one computer to another. 

The OSI protocol model 
In some ways, the OSI model is like a company organizational chart. Just as the 
organizationai chart defines who performs what functions in the company, the OSI 
model defines which protocol layer is "in charge" of which functions in a network 
environment. The OSI model divides network protocols into seven interconnecting 
layers-physical, data link, network, transport, session, presentation, and application
that communicate with each other in a specified manner. The model starts at the lowest 
layer by defining the rules characterizing communication on the physical media, and 
continues through the highest layer, where services specific to user applications are 
provided. Each layer provides a defined set of services for the layer above and requests 
specific services from the layer below. Table 2-1 shows how the AppleTalk protocol 
architecture can be placed into the framework of the OSI model. 

The AppleTalk protocol architecture is an open system architecture, which means 
that the protocols are openly published so that developers can implement them on other 
computer platforms. For more information on the AppleTalk protocol architecture, refer 
to Inside AppleTalk, second edition, and the AppleTalk Network System Overoiew, both 
listed in the Appendix. 
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Table 2-1 AppleTalk and che OSI model 

OSI reference 
model AppleTalk protocols Function 

Application protocols Application Application-specific protocols that Provides the network services 

~ 
control such applications as required by user applications. 
AppleShare® 

Presentation AppleTalk Filing Protocol (AFP), Prepares the information for the 
Postscript application, converting data format-; 

as necessary for network 
transmission. 

Delivery protocols Session AppleTalk Session Protocol (ASP), Establishes a session and manages 
Printer Access Protocol (PAP), the sequence of interaction between 
AppleTalk Data Stream Protocol two communicating devices. 
(ADSP), Zone Information 
Protocol (ZIP) 

Transport AppleTalk Transaction Protocol Controls the continuity and reliability 
(ATP), AppleTalk Echo Protocol of a communication transmission 
(AEP), Name Binding Protocol between devices; converts names tu 
(NBP), Routing Table Maintenance addresses. 
Protocol (RTMP) 

Network Datagram Delivery Protocol (DDP) Manages communication between 
multiple AppleTalk networks, 
addressing and routing data to its 
final destination in the internet. 

Connection protocols Data Link LocalTalk Link Access Protocol Times and coordinates the 
(LW), EtherTalk Link Access transmission; controls access to the 
Protocol (EW), TokenTalk Link network medium. 
Access Protocol (TW) 

Physical Specifications that govern the Defines the electrical and mechani< al 
net\vork hardware characteristics of the network 

connection and the media. 
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Network components 

Whereas the protocol architecture provides a conceptual view of how the system 
functions, a discussion of the network components focuses on the network from a 
physical perspective, examining the tangible pieces that can be used on the network. 
There are three basic components on an AppleTalk network: 

• computing and peripheral devices 

• connection hardware 

• networking software 

The following sections provide an overview for each of these components. In some 
cases, you are ref erred to later chapters in the book that discuss a subject in more detail. 

Computing and peripheral devices 
By using the AppleTalk network system, you can connect a variety of dissimilar 
computers and peripheral devices. Besides the Macintosh family of computers, many 
other personal computers can be part of an AppleTalk network, including the Apple Ile, 
Apple IIGs®, and MS-DOS computers. 

Other types of computers, including the Digital V AXfM, IBM mainframes, and 
computers running the UNIX operating system, can also communicate with AppleTalk 
devices through a variety of networking and communications products. For example, 
AppleTalk for VMS™ enables a VAX computer to act as a device on an AppleTalk 
network, making it possible for AppleTalk users to take advantage of the computer's 
processing power, file storage capacity, and wide area network resources. When using a 
Macintosh computer running the A/UX® operating system, AppleTalk allows Macintosh 
computers to communicate over Ethernet networks with computers running under the 
UNIX operating system, such as Sun workstations. There are several publications listed 
in the Appendix that provide more inf onnation on connecting to other computer 
environments, including A Guide to Apple Networking and Communications Products, 
Apple Multivendor Network Solutions Guide, and Introduction to the Apple-Digital 
Network Environment. 
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Additional computing devices on an AppleTalk network include servers that, when 
combined with special networking software, can provide network services such as file 
service, electronic mail, and print spooling to users on the network. Macintosh 
computers and other computers, such as the VAX and MS-DOS computers, can all be 
used as servers. 

Shared peripheral devices are also common components of an AppleTalk network. 
These include modems, printers, plotters, and scanners, and can be a mixture of Apple 
and non-Apple products. 

Connection hardware 
AppleTalk connection hardware consists of 

• the transmission medium and connectors 

• transceivers 

• devices called repeaters, bridges, routers, and gateways 

The transmission medium and connectors link individual devices on the network. 
AppleTalk can operate over a variety of transmission media, including twisted-pair, 
coaxial, and fiber-optic cable as well as infrared light. These options enable you to select 
the medium that best fits your network requirements. (Ref er to Chapter 4 for a discussion 
on evaluating transmission media.) 

The transceiver is the hardware that transmits and receives information between a 
device and the network medium. The transceiver may be built into the computer or the 
peripheral device (as in the case of LocalTalk, discussed in Chapter 6). Alternatively, the 
transceiver may be added to each device through an external transceiver module, an 
interface card, or an external SCSI box. 

When you need to go beyond the limitations of a single AppleTalk network-for 
instance, if you need to connect two separate networks or if you need to enlarge a 
network that has reached its maximum length of cable or number of devices-you can 
use repeaters, bridges, routers, and gateways. These devices are either dedicated 
hardware or special networking software that is installed in a computer. When two or 
more networks are connected together with a router, the resulting system is called an 
internetwork, or internet The connected networks can be near one another or they can 
be geographically distant and connected through modems. (Chapter 7 provides a 
detailed discussion of internees and connection devices such as routers.) 
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Media enable infonnation to 
flow between devices. 

T1·a11sceivers transmit and receive 
infonnation between the device 
and cable. 

Repeaters, bridges, routers, 
a11d gateways enlarge or 
connect networks. 

Networking software 

• • 

You can use a variety of networking software on an AppleTalk network for such 
functions as 

• implementing network connections 

• providing network se1vices 

• performing network management and troubleshooting tasks 

• performing bridging and routing 

• providing networking applications 

Network connection software, sometimes referred to as network drivers, control the 
network transceivers that send and receive information. Drivers enable devices on the 
network to transmit and receive data on the network medium and to communicate suc
cessfully with one another. The LocalTalk driver is included with the operating system of 
most Apple computers. The drivers for other network types (such as the EtherTalk® 
driver for Ethernet and the TokenTalk® driver for Token Ring) must be added to each 
device (see Chapter 6 for a discussion of Ethernet and Token Ring networks). 
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Another type of software is used for network services, which enable users to 
perform such tasks as sharing files, using a shared printer, and exchanging electronic 
mail. These services use software that rnns on network servers and on each client 
computer using the service. The AppleShare File Server is an example of network 
service software that runs on a Macintosh computer, providing file-sharing service to 
users. Network services are the topic of Chapter 3. 

Network management and troubleshooting sofhvare helps administrators monitor the 
network and diagnose the source of problems that arise. For example, the Inter• Poll® 
administrator's util ity searches for and reports on all active devices connected to an 
AppleTalk network. Network management and troubleshooting are discussed in 
Chapters 10 and 11. 

Routing and bridging sofovare is installed on the computers or other hardware used 
to connect AppleTalk networks together. The AppleTalk Internet Router is an 
example of routing software that is installed on a Macintosh computer. (See Chapter 7 for 
a discussion of routers and bridges.) 

Networking applications are the software tools used for such activities as setting up 
group calendars and sharing a central database. etwork applications make possible a 
wholly new way for people ro collaborate and work more productively. However, 
administrators also need to be aware of such network issues as software licensing 
agreements and whether applications can manage concurrent access by multiple users. 
These issues are explored in Chapter 10. 

AppleTalk addressing 
A network system must have some method to identify network devices so that the 
information being transmitred can be sent to its correct destination. That scheme is called 
addressing. Addressing is the fundamental method by which all networks manage the 
transfer of info1mation. When network software performs a task, like sending a file to a 
prinrer or transmitting a mail message between users, the software requires the addressl.!s 
of both the sender and recipienr. 

The AppleTalk network system uses an addressing scheme that identifies borh the 
sender and recipient by means of node and network numbers. A node is any device that 
might be the target of a transmission on the network, such as a computer or a 

18 Part l Ove1view 



Laser\Vriter printer. Each node's address contains a node number (or node ID) and, in 
an internet, also identifies the network to which the node is connected, called the 
network number. 

The information that is transmitted between nodes is organized into packets. A 
packet includes 

• the user information that is being transmitted 

• the addresses of the sender and recipient devices 

• additional information about the type or purpose of the transmission. This 
information tells the network device at the receiving end (and any connecting 
devices along the way) what to do with the packet. 

AppleTalk packets vaiy in length from a few characters to several hundred. A short 
network transmission might fit into a single packet, while a longer transmission, such as 
a document file, will usually be broken up into multiple packets. Some of the packets 
transmitted on a network are not sent by users, but by network software implementing 
AppleTalk protocols, such as routing devices that exchange network information in 
order to update other routers. 

By examining packet activity, you can gauge the amount of activity on your network 
as well as the integrity of network connections and transmissions. In Chapter 10, you'll 
learn how packet analysis can be used to monitor your network. 

7he AppleTalk network ~ystem uses node and network 
numbers to identify the sender and recipient. 
Infom1alion is sent between nodes in the form of packets. 

Node ID 17 

Node ID 29 
Network 12 
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Dynamic node assignment 

Unlike network environments where nodes have fixed addresses, AppleTalk nodes 
automatically assign themselves a node address each time they start up. This scheme is 
known as dynamic node ID assignment 

In network environments where node addresses are fixed, the network administrat r 
has extra hardware and software configuration to do. For example, the administrator 
may have to set the node address manually for each device, acid each address to a 
central database so that other devices can communicate with the new device, and keep 
track of addresses for the devices in the organization. 

Dynamic node assignment eliminates such typical network configuration procedures. 
Adding a device to an AppleTalk network is simply a matter of plugging in the device 10 

the network cable (once any necessa1y interface cards are installed); the device is then 
up and running as a node on the network. Since addresses are not fixed, nodes can also 
be moved without concern for taking node numbers ci1at are already in use. 

A node may or may not have the same address each time it is turned on. When 
restarted, a node attempts to reclaim the address it previously used. If, while the node 
was off, its address was acquired by another node, the node will acquire a new addres-;. 

the network, it a1110111atically 
acquires an address. 
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AppleTalk's naming service 

Alrhough nerworks require numerical network addresses ro idenrify devices, such as 
primers or users' compurers, these addresses can be difficulr for people to remember and 
use. Because of this, AppleTalk enables users to identify devices using meaningful 
names insread. AppleTalk nerwork software auromatically translates these names into 
nerwork addresses by using AppleTalk's Name Binding Protocol (NBP). 

When a device is connected to the nerwork, BP assigns a useful name (such as 
LaserWriter) to the device. Alternatively, administrators can name devices with names 
they choose. For example, the amer application enables administrators to name print 
devices on the network. 

Besides making it easier for users to refer to and access devices, "name binding" 
means that device names can stay the same even when devices move. This makes 
network modifications simpler, since you don't have to reconfigure each device to "tell" 
the network where the device is located. 

Once a device is connected to the network and the appropriate software is installed 
on the device, it is irnmediarely visible to all users, by name, through the Chooser. No 
additional hardware configuration is needed for users to access different devices. Users 
can simply browse through the Chooser to select the network device d1ey need to use. 

AppleTalk users can select devices 
using 111ea11i11gful 11a111es. 

Chooser 

George Sond D 
Selecl o LoserWrlter. 
Gullenburg 

scanner 
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Network types 

AppleTalk protocols can operate on several different kinds of networks, including 
LocalTalk, Ethernet, and Token Ring. These network types differ in many respects, 
most notably in terms of transmission speed, cost, the number of devices that can be 
connected, the distance that can be covered, and ease of installation. You can connect 
different network types together by using a router, enabling all computers to 
communicate with one another and to share devices such as printers and file servers. 
Regardless of the network type you choose, each provides the same AppleTalk service~ 
and ease of use throughout your internet. 

LocalTalk is a low cost, easy-to-install network that is well suited to small work
groups with low to moderate amounts of network activity. The network connection fo1 
Loca!Talk is built into all Macintosh computers and many peripheral devices, such as 
printers. 

Ethernet is an industty-standard, high-performance network that is used to 
accommodate heavy amounts of network activity, cover longer distances, connect mary 
devices, or provide ve1y quick response times. Devices are typically connected to 
Ethernet networks by using EtherTalk software and an interface card. 

Token Ring is an industry-standard network that is commonly used to connect IBM 
mainframes and IBM PCs. Macintosh computers can be connected to a Token Ring 
network by using TokenTalk software and an interface card. 

You'll learn more about these network types in Chapter 6. 
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Conclusion 
As you've learned in this chapter, the AppleTalk network system can be viewed in rwo 
ways: conceptual and physically. The conceptual point of view examines the nerwork 
protocols that govern how the system functions. The physical point of view looks at the 
actual components that reside on the network, such as devices and connection 
hardware. This chapter has also provided an overview of addressing: how infonnation is 
sent to the correct place, how a device automatically acquires a network address, and 
how AppleTalk's naming service translates names into network addresses. Finally, 
you've learned about the different network types-LocalTalk, Ethernet, and Token 
Ring-over which AppleTalk protocols can operate. 

Because of AppleTalk's open system protocol architecture, you can expect new 
AppleTalk networking products and services to be introduced frequently-from both 
Apple and other companies. You can keep up with the latest products for AppleTalk 
networks in many ways: through computer magazines, user groups, trade shows, and 
electronic bulletin boards (see the list of references in the Appendix for some helpful 
reference sources). 

With this broad overview of AppleTalk in mind, we now move on to tl1e second part 
of the book, "Planning Your Network." Parr 2 begins by introducing the variety of 
network services you can use on AppleTalk networks, such as print service, file service, 
and electronic mail. Subsequent chapters discuss such planning issues as choosing the 
right transmission medium, evaluating network topologies, designing your network, and 
network security. 
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There are many issues to consider as you begin planning your network. Taking the time 
to think through and assess your network needs is an important step in designing a 
network that will meet tomorrow's needs as well as today's. The following are some ke;-' 
questions you should ask yourself: 

• How many users need to be connected? This is one of the mosl important 
considerations in planning your network, since it determines the network's initial 
size. Do you have a few dozen users or a few hundred? How will this number change 
in the next year or so? 

• Where are users located and how much distance does the network need to cover? 
Are users located on a single floor, multiple floors, or in more than one building? Are 
offices separated by movable partitions or are there solid floor-to-ceiling walls? What 
will the total network distance be? Are d1ere any remote users who need to access 
the network? 

• What kinds of network sel7!ices and application software do users need? Do users 
need to share files; share printers, modems, or other peripheral devices; or exchange 
elemonic mail? Do they need to share applications over the network? 

• What kind of network activity will these se1vices and applications generate? The 
kinds of applications and services being used and the number of people using their 
can affect net\vork activity and design. For instance, if your network will have a gre:.H 
deal of activity on it, it might be a good idea to create two smaller, connected 
networks rather than a single large network. 

• What kinds of devices wilt be on the network? Do you need to connect different 
types of computers, such as Macintosh, MS-DOS, VAX, and Apple II computers? What 
other devices will you need (shared printers, servers, modems, scanners, film 
recorders, and so on)? How many will you need? What special interface cards and 
software might you need to connect these devices to the network? 

• Which network type best fits the current and near future physical, work-related, and 
budgeta1y requirements of your network? Will Loca!Talk be sufficient to meet your 
needs or will you need to use Emernet to accommodate a large number of users or 
heavy network activity? 
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• What kind of transmission medium best serves your network needs? Factors such as 
existing wiring, cosr, ease of installation, the size and layout of your site, and security 
can all affect your choice of media. 

• What are the physical considerations that can affect your installation? How will 
your network be laid out? Where will cable be run? Does your site have special 
environmental requirements? 

• Which users need to communicate wilh one another? Do different groups need to 
communicate or share resources? In what ways do they need to communicate? For 
instance, does the group you're responsible for need to exchange electronic mail 
with a department in another part of the building? 

• Do users need to access computers on other networks, such as DECnet or TCP/IP? 
What special software or hardware might you need to connect to these large systems 
or other networks? 

• What level of security do you need on the network? Is the data on your network 
highly confidential? Will you need to take strict precautions to guard against 
unauthorized access or accidental loss? 

• What are you rplans for the future and how might they affect your network plans 
today? Do you anticipate expansion in the coming year or two? Will you need to add 
many more people or additional floors to the network, or will you need to connect 
different computers to the network? 

Chapters 3 through 9 will help you answer these questions and wi ll guide you 
through the planning process. 

Part 2 Planning Your Network 27 



3 Assessing Network Services 

Network services deliver the benefits of networking to users, enabling them to work 

more efficiently and effectively- as individuals or as part of a team. These services make 

it possible for users to access and share information and applications, collaborate 

electronically, share network resources such as printers and modems, and communicate 

quickly with other people on the network. 

This chapter explores the following network services and helps you evaluate which ones 

you might need on your network: 

• print services 

• file services 

• electronic mail 

• remote dial-in access to the network 

• modem sharing 



How are network services provided? 

Mosr nerwork services are provided by devices called servers. A server can consist of a 
dedicated piece of hardware, a central computer with specialized software, or even a 
user's personal compurer thar is set up to provide services to other people on rhe 
network. 

AppleTalk nerworks commonly include many kinds of servers, including file server~, 

prinr servers, elecrronic mail se1vers, and modem servers. In the pasr, servers were ofren 
dedicared to providing just a single nerwork service. Today, with a sufficient amount of 
memo1y and disk space, a single se1ver can fulfill many roles, providing mulriple 
se1vices-such as print and file service- simultaneously. 

Nore rhat some nerwork services, such as shared printing, can be provided without 
using a central se1ver-an option that may be appropriate for smaller networks. 
However, servers provide certain features and efficiencies, such as centralized 
administration, that may be needed in larger nerworks. 

AppleTalk print services 
Print se1vice is ofren the first network service thar is set up on an AppleTalk network. In 
facr, the ve1y firsr AppleTalk networks were LocalTalk networks that connected a few 
Macintosh computers to a shared Laser\Xfrirer prinrer. Because AppleTalk networks 
enable users ro share printers, the printing cost per user is kepr at a reasonable level. 
This is parricularly advantageous when using applications such as those for desktop 
publishing, where ve1y high-quality output and equally high-quality (and expensive) 
printers are required. 

You can use a wide variety of printing devices on an AppleTalk network, both from 
Apple and from other companies. Printing can be set up in one of two ways: by using; 
shared printer or by using a print server. which takes over the p1inting task from users' 
compurers. The following sections discuss the types of printing devices you can use or 
your network and the different methods you can choose to set up printing. 
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Using Apple printers 

Apple's network printing devices are designed with the AppleTalk network system in 
mind. This means that printers can be easily attached directly to the network, either 
through a connection built into the device or by adding interface hardware to the device. 
It also means that computers include the printer drivers-the programs that tell a 
computer how to work with specific types of devices- as part of the system software. All 
Apple printers implement the AppleTalk ame Binding Protocol (:'-IBP), which allows 
users to access devices by name, through the Chooser, rather than by a cumbersome 
address. Additionally, all Apple printers support the advanced graphics capabilities of 
the Macintosh computer. 

There are currently two families of printers for AppleTalk networks: Image Writer® 
and LaserWriter. Image Writer printers are dot-matrix printers that can provide lener
quality shared printing. Image Writers require a LocalTalk Option Card to connect to a 
LocalTalk network. These printers offer versatile paper-handling features that are 
especially useful for such tasks as printing labels, multipart forms, and letters. 
LaserWriter printers are laser printers that provide fast (up to eight pages per minute), 
near typeset-quality shared printing (300 dots per inch). LaserWriters for AppleTalk 
networks have built-in LocalTalk connections. 

Using printing devices from other companies 

You can also connect a variety of printing devices to an AppleTalk network that are sold 
by companies other than Apple, including high-resolution phototypesetting equipment, 
daisy-wheel printers, plotters, and line printers. These non-Apple devices may differ 
from Apple printers in several ways. 

For one, the way these devices connect to the network varies considerably. Non
Apple devices can be connected to an AppleTalk network through a built-in connection; 
through an adapter; or through an intermedia1y device that is connected to the network. 

Secondly, unlike an Apple printer in which the printer drivers are included with the 
system software, non-Apple printing devices may require you to install special drivers in 
order for the devices to work in your operating environment. 
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Another difference may lie in the way users select the device. NBP may or may not 
be an integral part of a non-Apple printing device, depending upon how the device wa~ 

designed. If the printing device does not adhere to BP, users may have to select the 
device through some means other than the Chooser. 

Finally, some non-Apple printing devices may not support the high-resolution 
graphics capabilities of the Macintosh. For instance, printing devices such as high-speec 
line printers are intended for text applications rather than graphics. 

Shared printing 

One way to set up network printing is by simply connecting an appropriate printer to the 
network cable, making the printer available to everyone on the network. When users 
send documents directly to a shared printer, they have to wait for their print jobs and all 
print jobs ahead of theirs to finish before their computers are free for other work. 

Shared printing is well suited to small networks or to networks where users print at 
different times. However, if the printing workload is heavy and many users need to print 
at the same time, shared printing can result in bonlenecks and subsequent loss of 
productivity while people wait to regain control of their computers. 

Slzaretl pri11ti11g 
Users wail for their print jobs 
and all print jobs ahead of theirs to finish 
before their computers are free. 
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With shared printing, you can also use background printing, which allows a user 
to continue working on other tasks while his or her document is being printed. The 
background printing software rnns on a user's computer as a background process. 
When a user issues a print command, the background printing software stores the 
document on the user's hard disk and then sends the document to the printer when the 
printer is free. The user's computer must remain connected to the network until the 
document is processed. If the computer is turned off, or if its connection to the network 
is broken, the print job will not be printed. Background printing may occasionally slow 
the performance of a computer until the document is actually sent to the printer. 

Backgrour1d prir1ting 
A user can continue working 
while his or her document is sent 
to the printer. 

The PrintMonitor application program included with Macintosh system software is 
an example of a background printer. Aside from the speed and convenience provided by 
background printers, they also provide users with additional management control in 
printing their own documents. For example, with PrintMonitor users can 

• see the name of the document that is currently being printed, the document's status 
(for example, how many pages still need to be printed), and the name of the printer 
being used 

• see the names of their documents waiting to be printed and get general information 
about each document's status 

• cancel a print request 

• specify a date and time to print a document 

• receive an alert notice if any printer problem occurs (for example, if tl1e printer is out 
of paper) 

• be immediately notified when a manual-feed job starts (for example, to print labels) 
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-o PrintMonitor 

~~~~~~---'P~r=in=ti=ng,~~~~~~~ 
@ Budget letter 3/29/ 91 @ N&C Mgrs 

Cancel Printing ( Set Print Time ... 

Printing Status: Budget letter 3/ 29/ 91 
Peges To Pr tn t: 2 
Wei ting f or LeserWr i ter " N&C Mgrs": user : Regello , 
Cerolyn; document : Budget l etter 3/29/9 1; st etus: 
printing 

PrintMonitor lets users see the status of their documents. 

Printing with a server 

An alternative way to set up network printing is to use a print server, sometimes calleLI 
a spooler. The server allows several users to send documents to the same printer 
simultaneously, regardless of wheci1er or not that printer is currently busy. Ramer man 
having to wait for the printer to become free, users transmit their files to ilie server and 
immediately regain complete control of ilieir computers for oilier tasks. 

A print server consists of special software operating on a computer wiili one or more 
hard disks. This server computer acts as an intermediary between one or more 
computers and one or more printers. When users issue print commands, their documerts 
are sent (or spooled) to the server and are stored on the server's hard disk, completely 
freeing ilieir computers of printing tasks. The server sends each document to me 
appropriate printer when me printer is available to print the user's document. 

Print servers are effective for networks that use printers regularly. From a user's point 
of view, the process used to print with a server is no different man mat for printing 
directly to a network printer. Users issue tl1e same commands they would normally use 
to print to their usual print devices. However, users will definitely notice how quickly 
their computers are freed for other work. 
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Pri11ti11g with a server 
Man)' users can send documents 
to the same p1int se1ver and regain control 
of their computers for other tasks. 

A print server is managed by the network administrator, providing a single point of 
control over print jobs and a variety of options to monitor printer usage. 

The AppleShare Print Server can handle printing for up to five networked 
Image Writer and LaserWriter printers, which can be located in different AppleTalk 
zones. It consists of se1ver software that runs on a Macintosh computer and it can be 
used by Macintosh, Apple II, and MS-DOS users. 

An AppleShare print server provides you with a variety of information to help you 
centrally manage and control printing for a group of users. For example, you can 

• interrupt printing or spooling for printer or network maintenance 

• defer printing 

• immediately print a high-priority document 

• delete a document in the queue 

• view the current status of the print server and associated printers. You can see 
whether the server is connecting to a particular printer or if printing has stopped 
because a printer is out of paper. You can also view the status of each document in 
the print queue, the name of the user printing the document, the date and time the 
document was sent to the server, and the number of pages in the document. 
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• bypass the server to print directly to a network printer. This option is useful if, for 
example, you need to print using the manual-feed option on the printer. 

• refer to an automatically generated print log about documents that have been 
printed, documents that were deleted from the print queue, and documents that 
could not be printed 

Print Spooler Queue 
Status: Pri nterError: no paper tray ~ .... ~ .... ~ ;·:::; 

Status Docum@nt Un r Date/nme Pages 

8 .... ~ 15 -Appendix A /Special.. Wong, John 4/3/91 10:38:20 PM 8 

8 N & C Survey- Layer •1 James, Patricia 4 / 3/91 10:47 :40 PM 1 

8 2/18/91 cc Berk•1ey, Ron 4/3/91 10:38:22 PM 1 

8 Sp••ch draft Garcia, Janet 4/3/91 10:44 :46 PM 2 

8 16- App•ndix B/Special K HennJ, Mark 4/3/91 10:47:44 PM 21 

'fl1e AppleShare Print Seroer lets you display the status of the serve1; the printe1; and 
each document in the print queue. 

Background printing or print server: 
\Vhich one to use? 

[Q 

fgJ 
l2J 

How do you know whether to use background printing or a print server? If your network 
is small, background printing may be all you need. A seIVer may not be economically 
feasible for your network. Or you may not need central control over print jobs and 
background printing may be adequate to speed up the printing process from the user's 
point of view. 

As your network grows, however, and contention for printers increases, a print 
server is often most efficient. The server completely frees computers from the printing 
tasks so that users can get on with their work. A print seIVer also allows you to central!) 
manage printing tasks for a group. In addition, a print server provides users with some 
handy features not provided by background printing, such as the ability to shut down 
their computers once documents are sent to be printed. 
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AppleTalk file services 
AppleTalk file services provide users with a convenient and productive way to access 
and share information and applications. These se1vices are provided by file servers, 
which are typically computers with specialized software and one or more attached hard 
disks or CD-ROM discs that store the shared information. 

You can use a file server to do the following: 

• access and use files and applications that reside on a server 

• copy files and applications from a file server to your own computer 

• store files and applications on the file se1ver so that others can readily access them 

You can share information on a file seiver in two ways: over time- you place a file 
there and others access it later-or simultaneously, where several people can access and 
update a file at the same time. 

File se1vers can be big timesavers. It's certainly much easier and faster to place a file 
on a server instead of distributing multiple floppy disks, or to place a document in
progress on a server so that it can be viewed or annotated electronically by contributors 
rather than passing the document around from office to office. 

A file sen;er can store any i11fon11atio11 
that people need to share ... 

y .. licensed 
/ software 
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AFP: Computer-to-server communication 

Communication between a user's computer and a file server is made possible by the 
AppleTalk Filing Protocol, commonly referred to as AFP. AFP server software can 
reside on a variety of hardware platforms. Typically, these platforms are general-purpose 
computers, such as one of the Macintosh family of computers, MS-DOS computers, and 
the Digital VAX.. However, some AFP file servers consist of dedicated hardware that is 
connected to an AppleTalk network. Regardless of the hardware platform used as an 
AFP file server, standard client software is used to access the server. 

AFP provides users with a number of significant features: 

• Extension of native operating environment. Files and application programs on the 
server are accessed and used as if they were located on the user's personal computer. 
For instance, when a Macintosh user logs on to a file server, the file server icon 
appears on the desktop just like any other attached disk. Macintosh users see the 
usual Macintosh interface with its familiar icons, choose icons by pointing and 
clicking, and copy files by dragging them to their local disks. Sinularly, MS-DOS and 
Apple II users access and use the server in a way that is familiar to them. 

• Consistent server interface. Whether the server platform is a Macintosh, an MS-DOS 
computer, or a Digital VAX., users access and use file service in a consistent fashion. 

• File security. Access to the server is restricted by user names and passwords. Users 
can protect their individual folders through an access privilege scheme. 

• A shared, dynamic view of the file server. Whenever anyone makes a change to the 
contents of the file server, that change appears on the computer of each user loggea 
on to the server-regardless of whether the computers are dissimilar. For example, if 
someone creates a new folder, that folder will show up on each user's desktop with 
the appropriate access privileges assigned. 

Note that file servers using filing protocols other than AFP can also be used on an 
AppleTalk network. However, file server applications in a non-AFP environment do nm 
adhere to the features and standards discussed above and may be accessed differently 
and may use a different interface than AFP servers. 
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Centralized file service and distributed file sharing 

AppleTalk file service can be centralized or distributed. Centralized file service, as its 
name implies, is provided by a central se1ver that is accessed by users. The se1ver does 
not usually run user applications, such as word-processing or spreadsheet programs, but 
it does often provide other network services, such as print spooling and electronic mail. 
A centralized server is managed by a network administrator who performs such duties as 
registering users, monitoring and controlling se1ver usage, and backing up shared files. 

Distributed file sharing can be provided by any personal computer on the 
network that has the file-sharing software installed. In effect, each user's computer 
becomes a file server, enabling users to share the contents of their hard disks with other 
users on the network. The file server software operates in the background of each user's 
computer and can be used concurrently with other applications. In such a distributed 
system, individual users are responsible for managing file service. 

The decision to use centralized or distributed file service is based upon the needs of 
your organization. In general, distributed file sharing should be considered when you 
have a small group of users (less than ten) who need to share files. In this situation, 
distributed file service can be very cost effective, since you don't need to dedicate a 
computer to its use. In addition, if there's no need to centrally control file server usage or 
if you have little time to manage a file se1ver, distributed file sharing may be a good 
choice. Note that the performance of a computer running file-sharing software will 
decline when the computer is being shared by others on the network. 

Centralized file service is appropriate for groups of more than ten users. As the 
number of users increases, centralized service delivers better performance than 
distributed file sharing, because the central server is only performing the file se1ver tasks 
rather than running other applications that typically exist on a user's personal computer. 
Centralized service also makes it easier for many users to locate the information they 
need. In addition, the ability to centrally manage file service becomes more important in 
larger groups, enabling administrators to monitor and control se1ver usage from a single 
location. 

Other considerations include backup and security. When you have many users, it's 
much easier to back up one central se1ver rather than a multitude of servers. And 
centralized file service enables you to physically restrict access to the se1ver by locking it 
in a secure room. 
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Ce11tralizedftle service 

Distributed file sharing 

The next two sections provide examples of centralized and distributed file services 
from Apple: the AppleShare File Server and Macintosh File Sharing. 

The AppleShare File Server: Centralized file service 

The AppleShare File Server is a central location where AppleTalk users can store and 
share infonnation and applications. AppleShare consists of server and administrative 
software that runs on a Macintosh computer and computer-specific workstation software 
for Macintosh, Apple II, and MS-DOS computers. 

Information is stored on an AppleShare file server on attached disks (either hard 
disks or CD-ROM discs) called volumes. Within a volume, files are stored in folders. 
These AppleShare folders are analogous to directories on a PC or a UNIX computer. 
Both folders and directories are named and they hold files or other folders/directories. 
AppleShare enables users to share entire volumes or specific folders within a volume. 
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AppleShare file setvice is equally well suited to small groups in one geographic area 
or to diverse user populations scattered throughout a large internet. A single seiver can 
accommodate over a thousand users, with 50 users connected at any one time. A single 
network or internet can include many file seivers, and with the right access privileges, 
any user can access any connected seiver. 

Registering users and creating groups 
Some organizations prefer that inf onnation be completely accessible to all users, and they 
do not require ftle protection schemes. If this is the case for your organization, you can use 
AppleShare by simply setting up the appropriate hardware and software and having users 
log on as guests. However, because many organizations prefer to keep certain infonnation 
private, AppleShare provides data protection for these networks. You can specify which 
users can access a setver volume and who can create folders by first registering users on the 
seiver with a name and a password. You can then assign specific privileges to those users. 

~ User: Walthrop, Royce -~ 

D Name:lwalthrop,Ro11ce 

Password: I •H• I Login Enabled 181 
Change Password Enabled 181 

Undo I U Saue U 

Primary Group: I 
~====r:;::; 

Groups: ~ Advertising 

Registering users 011 an AppleShare file server 

You can also organize users into one or more groups to reflect the way they'll share 
infonnation. (A user can belong to many AppleShare groups.) Groups can be organized 
by any criteria desired, such as department, project, or location. You can assign the group 
to a particular folder and assign special access rights to the group. For example, 
a project team may want you to set up a group of users with whom they can share 
confidential inf onnation, making the infonnation inaccessible to others on the network. 
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ID Group: Rduert ising_ 

[ill Nam•: I Advertising I 
I Undo l ~ ~IWI~ ~ 
M~mbeors : D Ames, Patrick ~ 

D Garcia, Sondra i D Gorham, John 

D Reece, Becky 

'°' 
Specifying an AppfeShare group 

Using the server 
Users access an AppleShare file server by first selecting it from the Chooser. They are 
then asked to enter their names and passwords, as shown in the following figure. If you 
have not registered users, they can log on as guests (if you make the file server available 
to guests). As users enter their passwords, the characters show up as dots or asterisks so 
that no one can see the password as it is being entered. AppleShare passwords are also 
encrypted as they are sent over the network to eliminate the possibility of electronic 
eavesdropping. (Note that AFP file service from other companies may not encrypt 
passwords.) 

Connect to the file seruer "CRD Library Seruer" 
as: 

O Guest 
@Registered User 

Name: I Stone, Steuen 

Password: I•.... I (Scrambled) 

( Cancel J [Set Password J ([ OK JJ 

Logging on to an AppfeShare file seroer 
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After users log on to a file server, they can select the volumes they want to use. Each 
selected volume appears on their desktops and users can then display d1e contents of 
each volume. On the Macintosh screen, the AppleShare folders, files, and volumes appear 
in the form of icons. Macintosh users can open files and folders by double-clicking with 
the mouse. On an MS-DOS computer, AppleShare folders appear as directories and sub
directories; documents appear as files. MS-DOS users can use standard DOS commands to 
open files and folders. The following screens show a view from a Macintosh computer 
and an MS-DOS computer logged on to the same AppleShare file server. 

s File Edit Uiew Special 

§0 Deu CD Uol. I U 
i 12 i tems 6 16 ,OSOK in disk 

o o o 
develop Info Island Welcome 

D ~ D 
Imaging Owner's Guide Programming & Utilities 

o o o 
Apple II Sound & Audio Storage & Communications 

o 
Support Stacks 

A view from a Macintosh computer logged on to an AppleShare file se1ver 

C:,WORD>dir d: 

Uolume in driue D i s !DEU_CD_UOL 
Directory of D:~ 

!RPPLE_I I <DIR> 
!D_E_U_E L <DIR> 
IMAGING <DIR> 
!IHFO_IS LAH <DIR> 
!OWNER'S GU 350816 
!PROGRAM HIN <DIR> 
!SOUND_& RU <DIR> 
!STORAGE & <DIR> 

06-25-90 
03-06-90 
03-06-90 
03-06-90 
0?-05-90 

11:30p 
1:42p 
3:54p 
1:41p 
6:3?p 

!SUPPORT ST <DIR> 06- 15-90 11:14a 
WELCOME <DIR> 0?-02-90 1: 30p 

10 File(s) 13496320 bytes free 

A view from an MS-DOS computer logged on to an AppleShare file se1ver 
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File security 

AppleShare protects files in two ways: through password security and through access 
privileges to specific server volumes and folders. Administrators can set access privileges 
for any folders stored on the file server. Individual users can set privileges for the folders 
they create. When a registered user creates a folder on the file server, that user is the 
owner of the folder. The owner decides who can access each folder and what kind of 
access other people can have (such as reading or making changes to the information). 
Guests cannot create private folders and can only access public folders, which are 
available to everyone who can access the server. 

AppleShare access privileges at work 

· Here's an example of how AppleShare's access privileges might be used. (Note that Don is using 

AppleShare in the System 7 environment.) Don is collaborating on a publications research report with Paul 

and Gail. Don asks you to set up a group on the server, called Focus Group, and to include Paul, Gail, and 

himself in this group. Don then creates a folder on the server called Focus Group Results. Using the 

User/Group category, he specifies See Folders, See Files, and .Make Changes privileges for the Focus 

Group team so that they can all add their comments to the report. When he finishes the first draft of the 

report, he places it in the group folder. 

Later, Don decides that it would be a good idea to let the rest of his Publications department read the 

report in progress, but doesn't want anyone else in the department to make changes to it. So, using the 

User/Group category once again, he specifies that his Publications group (which you've already created) 

has See Folders and See Files privileges. He doesn't specify any access privileges for Everyone, so other 

people with access to the server will not be able to read the report. 

User/Group: Focus Group Publications Everyone 

Focus Group Focus Group ~ 
Results Results L......ru 

Folder Icon: 

Access privileges: See Folders See Folders None 
See Files See Files 
Make Changes 
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With AppleShare, administrators and users can specify three kinds of access 
privileges that can be used in combination with one another. 

• See Folders allows others to see the folders (if any) nested within a volume or folder. 
If someone does not have See Folders privileges, the folders within the main folder 
will not appear on that person's screen. 

• See Files allows others to see the files within a volume or folder and to open and 
copy those files onto their local disks. If someone does not have See Files privileges, 
the files within the main folder will not appear on that person's screen. 

• Make Changes allows others to make changes to a folder, including moving, 
renaming, or deleting any of its contents, as well as adding files or folders. 

These privileges can be granted to any of three categories of network users: 

• Owner. Either the creator of the folder or any registered user or user group to whom 
the creator assigns ownership. This category allows the owner to restrict his or her 
own privileges; for example, not allowing accidental deletion of a file. 

• User/Group. A single user or a specified group of registered users. 

• Everyone. Every user with access to the file server, including guests. 

The access privileges set in AppleShare are visually apparent to everyone using the 
server. Folder icons graphically reflect the kinds of access privileges that have been 
assigned, letting users know what kind of access (if any) they have to the information. 

CJ 
Tabbed folder 

LJ 
Plain folder 

()] 
Not accessible 

LiJ 
Drop folder 

The person who sees this icon owns the folder and controls access 
privileges to the folder. 

The person who sees this icon is not the owner, but has some access 
privileges to it. 

The person who sees this icon cannot see files or make changes to 
contents of this folder. 

The person who sees this icon cannot open the folder but can copy 
files and folders into it. This is often called a drop folder(or drop box). 
Once a document is placed into the drop folder, only the intended 
recipient (the owner) can retrieve and open it. 
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AppleShare management features 
AppleShare provides several ways to control and track file server usage and performance: 

• Monitoring and controlling server usage. You can view current server activity; copv
protect files; and Jock files and folders so they cannot be renamed, discarded, or 
changed. 

• Displaying server status messages. When you start up the se1ver, you see status 
messages, such as the date and times of startup and the number of connected disks 
found. These messages are automatically recorded in a file se1ver log and can help 
diagnose problems that arise. 

• Creating detailed administrative reports. You can create AppleShare reports d1at 
provide information about me server and volumes (such as the amount of disk space 
used); existing files and folders; folder hierarchy and access privileges; and owner, 
group, and user names. Chapter 10 discusses how to use administrative reports to 
manage your network. 

~O Seruer Report 4/9/9 1 
Administrator (Enabled, All Pr1Y11eges) 

Primary Group: 
Groups: Art 

CIN Pubs Mgrs 
Editorial 
N&C Pubs 
Production 

Space Usage: 
Volume: Alfred B,956K used for 263 files & 109 

folders 
Volume: Jeeves 46,914K used for 856 f11es & 154 

folders 

Allen, Jeannette (Enabled) 
Primary Group: N&C Pubs 

Groups: C/N Pubs Mgrs 
N&C AA's 
N&C Pubs 

Space Usage: 
Volume: Alfred 2,B04K used for 124 files & 77 

folders 
Volume: Jeeves I , 173K used for 3 files & 3 folders ii,!!; 

Ames, Patrick (Enabled) 
Primary Group: 

Groups: C/N Pubs Mgrs 

AppleShare reports provide a variety of information, including the amount of shared 
disk space used by each person and the groups lo which each person belongs. 
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Macintosh File Sharing: Distributed file sharing 

Macintosh File Sharing-a built-in feature of System 7-enables users to share 
information on their Macintosh computers with other people on the network. Any user 
whose Macintosh computer is running System 7 and has the file-sharing feature turned 
on can share files directly with other network users. 

At all times, Macintosh owners have complete control over what information they 
share and with whom they choose to share it. For example, they can 

• share the files in a folder with one other person 

• share several folders with everyone on the network 

• share an entire hard disk with everyone in their department 

• keep the contents of their computers private and not share anything at all 

Turning on File Sharing 

Before files can be shared, computer owners must turn on File Sharing, as shown in the 
following figure. Once this feature is turned on, it stays on until it's turned off again. 

_o Sharing Setup 

~ Network Identity 

~~--
Owner Name : 

0 w n er Password : I•••••••• 
:========~~~~~~----, 

Macintosh Name: !Jonathon Jones's Macintosh 

LJ File Sharing 
,.-.st~tus ............................... - ···--··-····-····- ·······························-·····1 

Owners click Stan --+---[~-S-ta_r_t ~J ! Fil• sharing is off. Click Start to allow other users l 
~---- L~~ .. ~.~~.~~.~ .. ~~.~~-~~-!~~~~!..~: ............................................................ ! to tum on File 

Sharing ~ Program linking 
r ... Still tus ················-················ .............................................................. ~ 

[~-S-ta_r_t ~J ! Program l_inkin9 is off. Click Start to allow other ' 

~-~ L~.~~-~~---~~-.~~~~-.~~ .. ~.?.~~ .. ~~-~~-~~-~-~~.?.~.~~~.: ....... . ... ! 

Turning on Macintosh File Sharing 
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The owner then selects specific folders and disks to be shared, specifying who can 
access them and what kinds of access privileges they can have. Access privileges range 
from the permission to view and copy information to the ability to make changes, store 
information on the owner's disk, and even create new folders and files. 

A convenient fean1re of Macintosh File Sharing is that it allows Macintosh owners to 
access the entire contents of their hard disks from any computer on the network. This is 
very handy if, for example, you're in someone else's office and you need to check a file 
on your own computer. 

Using File Sharing 

Users can access other Macintosh computers in the same way they access a centralized 
file server such as the AppleShare File Server-through the Chooser. As shown in the 
following figure, the Chooser displays a list of all the servers available on the network, 
including the other Macintosh computers that have File Sharing turned on. 

Once users are connected to another Macintosh computer, they can access shared 
folders and disks and create new documents if they have the appropriate access 
privileges to do so. 

Chooser 

Select a file server : 

Artificial Intelligence S, 
Art1 ste _._,__,___ File servers and other 
Corner Pocket computers on the 
General Purpose network that have 
Greg's Macintosh shared disks. 
Kitty Margola's Macintosh 

~ 
lmage.,,.riter 

Monterey 
AppleTal k Zones: Jonathan Jones's Macintosh 

15EllngiDillnelelrilngil•••••l'°l Sonoma Ill Ventura 
Marketing 
Production 
Publications 
Research 
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Monitoring File Sharing 

Macintosh File Sharing includes a number of features for monitoring and controlling 
computer usage. Computer owners can readily gauge the file-sharing activity of their 
computers, displaying all of the folders and disks they are sharing and a list of the people 
currently connected to their computers (shown in the following figure). 

~o File Sharin Monitor 

~ Jonathon Jones's Macintosh 

bl Shared Items 
Becky's folder 
Get Your Reports Here 
For All Eyes 

File Sharing Rctiuity: 
I 
Idle Busy 

OJ Connected Users 

[] <Guest > 
[] Niles Davis 

Ois<onm~c1 

Macintosh File Sharing allows users to monilorfile-sharing activity on their 
computers. 

AFP file servers from other companies 

Other companies have implemented AF~ file service on hardware platforms other than 
the Macintosh. These currently include NetWare (from Novell), which typically runs on 
Intel-based computers; VAXshare™ (part of PATHWORKsrn for Macintosh, jointly 
developed by Apple and Digital Equipment Corp.), AlisaShare (from Alisa Systems), and 
PacerShare (from Pacer Software), all of which run on the Digital VAX; StarGROUP LAN 
Manager Server (from AT&T), which runs on UNIX-based computers; MACLAN Connect 
(from Miramar Systems), which nms on MS-DOS computers; as well as dedicated server 
platforms, available from a variety of companies. As shown in the following figure, users 
select other AFP servers through the Chooser in exactly the same way they select shared 
disks made available through the AppleShare File Server or Macintosh File Sharing. 
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Appl•Shar• Las•rWrit• r 

~ ~ 
LinkSaver MS M•il 2.0 

AppleTelk Zones: 
Accounting 

Engineering 
Marketing 
Production 

Chooser 
Select e file server : 

e•!im.. ~ 

I 

(~] 

User Neme: 

®Active 
AppleTelk 0 Inactive 

3.4 

Se/ecli11g a non-AppleShare AFP file seruer through the Chooser 

There are several reasons you may opt to use a non-AppleShare AFP file server. It 
might make sense economically if you already have that particular hardware platform 
(such as an MS-DOS computer). Or, you might need a particular connectivity solution 
that's solved by another AFP server; for instance, maybe you need to exchange files with 
users on a VAX. In addition, you might want to take advantage of some of the added 
features provided by the server, such as enhanced security or increased file storage 
capacity. 

Novell's NetWare is one of the leading network operating systems for connecting 
MS-DOS computers. By installing Novell's NetWare for Macintosh software on a Novell 
server, Macintosh computers and other personal computers mnning MS-DOS, OS/2, and 
Windows 3.0 can all access the server's file-sharing and printing services. The server can 
be connected to a LocalTalk, Ethernet, or Token Ring network. 
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Using a Novell Net\Vare 
file semer 

LocalTalk 

Ethernet 

computer 

A Digital VAX computer can be used as an AFP file server and print server through 
such products as V Ax.share, PacerShare, and AlisaShare. This means that Macintosh, 
MS-DOS, Apple II, and VAX users can share the same files as well as printers located on 
either a DECnetrn or an AppleTalk network. Computers on an AppleTalk network use 
the standard AppleShare client software to access the VAX server. 

Using a DEC VAX 
as an AFP file se1ver 

·. 
·. 

Macintosh II 

Ethernet 
.. 
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The VAX file system appears on a Macintosh as a series of hierarchical file system 
volumes, with VAX directories being represented as folders and VAX files represented as 
documents. MS-DOS users can access VMS directories as MS-DOS directories. No 
translation process is necessary to move between the VMS and Macintosh or MS-DOS file 
systems. Users on Macintosh, Apple II, and MS-DOS computers can also access the VMS 
Distributed File Service to use files on other Digital systems connected to the VAX file 
seiver. 

Using a VAX as a file seiver provides AppleTalk users with access to the large-scale 
computing power of the VAX, while retaining the look and feel of their usual working 
environments. This means, for example, that a Macintosh user can use the standard 
Macintosh desktop interface to access VMS files, such as quarterly financial figures, and 
then bring that data to the Macintosh for graphing. Or artwork can be prepared on a 
Macintosh and then printed on a typesetter that's connected to the DECnet network. By 
using a VAX as a file seiver, AppleTalk users also benefit from increased storage capacity. 
While acting as an AFP file seiver, a VAX conforms to standard VMS file system security. 

Sharing files among different computers 

AppleTalk file services enable Macintosh, Apple II, and MS-DOS computers to share files stored on a file 

server. In order to read a file on one computer that has been created in a different operating environment 

(for example, MS-DOS to Macintosh or Apple II to Macintosh), the files must have a common ftle fonnat or 

else a file translator must be used. 

Some applications have built-in file translators and do not require users to take any additional steps to 

read a file created in a different operating environment. For example, Lotus 1-2-3 files created on an MS

DOS computer can be stored on an AppleShare file server and then opened by a Macintosh user running 

Microsoft Excel. 

Applications that do not have built-in file translators require a separate file translation program. The 

Apple File Exchange utility is one such translation program and is included with every Macintosh 

computer. Apple File Exchange comes with a set of translators for specific applications; you can purcha ~ 

additional translators for Apple File Exchange if you need them. 
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Using electronic mail 

Electronic mail, or E-mail, is a quick, convenient way for AppleTalk users to exchange 
text, sound, graphics, and binary data wid1 other people in their organization. E-mail 
eliminates the time delays associated wid1 "telephone tag" or regular postal delivery, 
enabling users to transmit information almost instantaneously- anyplace, anytime. It can 
be used across AppleTalk zones and network types (that is, LocalTalk, Ethernet, and 
Token Ring), linking people together in all parts of an internet system within an 
organization. Using modems, electronic mail can also link users that are geographically 
dispersed. 

Users can create an electronic mail message or file within an E-mail application. 
Alternatively, they can send files that have been created using anoilier application, such 
as their favorite word-processing or spreadsheet software. To send mail, users usually 
only need to know the recipients' names; the mail system can be set up so that users 
don't have to know where ilie recipients reside on the network. 
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Is a server needed? 

An E-mail system can be designed to work with or without a central mail server, which 
is typically a computer with one or more hard disks for storing accumulated messages 
and files. In a serverless-or direct delivery- system, messages are sent directly from 
one computer to another. This requires that the computer receiving the mail be turned 
on when the message is sent. Direct delivery systems are useful in small networks where 
it may be impractical to have a server. 

If the mail system uses a server, then that server acts as a store-and-forward 
device. The server is the intermediary between sending and receiving devices: it accepts 
messages, stores them in a user's electronic mailbox, and then sends the messages on 
to their destinations when requested by the recipients. In a server-based system, a use" 
can send mail even when the recipient's computer is not turned on. To read their mail 
recipients can log on to the E-mail system at their convenience, any time of the day or 
night. 

Mail se1vers also provide additional features not offered in a direct delivery system. 
For instance, the se1ver may provide centralized administration (making such tasks as 
backup easier) and a directory service that can be used to find the E-mail names of 
network users. 

An electronic mail system ... 

.. . wit11 a mail set·ver 

.. . willio11t a mail server 
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Mail servers need not be dedicated to mail service; they can also run concurrently 
with other network services such as print spooling or file sharing. 

E-mail features 

Ideally, it's best to have one E-mail system that everyone in the group can feel 
comfortable using. The system should be straightforward enough for novices and yet 
have enough advanced potential for sophisticated users. 

E-mail software varies from vendor to vendor, but some of the more desirable 
features are listed below: 

• audio and video alert messages that let users know immediately when a message has 
arrived 

• address lists that enable users to specify individual recipients 

• distribution lists that enable users to specify a group of recipients 

• file enclosures or annotations that enable users to attach spreadsheets, graphics, 
sound, or text to a message 

• automatic processing of mail, such as forwarding to a specific address 

• an interface to applications so that an application can send mail directly 

• the ability to sort messages, such as by date or name 

• phone messages that can be sent electronically with all the standard phone message 
information 

• password protection that can be changed by each user 

• an easy way to save messages that users want to keep 

• gateways, which enable users to read from and send to mail systems on other 
networks 

Some products enable different computers on the network to exchange electronic 
mail (such as Macintosh and MS-DOS computers); others do not provide this capability. 
Some of the most commonly used E-mail packages for AppleTalk networks include 
Microsoft Mail, cc:Mail (cc:Mail), QuickMail (CE Software), and InBox (Sitka). For more 
information on these and other E-mail packages, refer to the trade journals and books 
about Macintosh networking listed in the Appendix. 
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Dialing in to your network 
Will any of your users need ro access the network while they're away from the office
for instance, if they're traveling on business or working at home? If so, you'll want to 
consider setting up a remote dial-in service on your network. 

A variety of products enable users to connect their computers to an AppleTalk 
network from a remote location using a modem and ordinary dial-up telephone lines, 
including Liaison (from Farallon Computing), etModem, TeleBridge, and EtherGate (<II 
from Shiva Corporation). The remote computer can be on another network or not on a'1y 
network. Once the remote computer is connected to the network, users can do anythirg 
they could do if they were connected locally to the network. For example, users can 
print a document on the office LaserWriter, send an electronic mail message to a 
coworker, or access files that reside on an AppleShare file server. 

Products that provide remote dial-in access to an AppleTalk network can be 
hardware- or software-based. Hardware-based products are dedicated "black box" 
devices that sit between a user's computer and the modem. Software-based products 
consist of remote-access software that runs on a user's computer. Depending upon how 
the product is implemented, the access may be one way or two way, as shown in the 
illustrations on the following page. If access is one way, then only the remote end is ahle 
to access the devices on the network that is being dialed into. The network to which the 
remote device is connecting cannot access devices or services on the remote end. If 
access is two way, then the product functions as a half-bridge or half-router 
(described in Chapter 7). Users can access devices on either side of the half-bridge or 
half-router by selecting them through the Chooser. 

Because remote access can potentially be an easy way for unauthorized users to 
access data on a network, most remote-access products provide some kind of security 
protection. Users are commonly required to identify themselves by name and passworJ 
before they can access the network. Some products limit the number of unsuccessful 
call-in attempts, at which point the user's account is automatically disabled. A callback 
procedure is an additional security precaution in which the caller's preauthorized phone 
number is verified before allowing the user to connect to the network. A data encryption 
scheme may also be used in which a secret code scrambles the infom1ation being sent 
and makes it readable only by computers using the same code. Some products also 
enable you to restrict access to specific zones within a network. 
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011e-way remote dial-i11 access 

Through remote-access hardware or software 
users can dial in to a network. 

Two-way remote dial-in access 

7hrough a halj:router 
users can access devices on either network. 
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Sharing 111odems 

If several users on your network need to use a modem, consider using a modem 
server, which eliminates the cost of multiple modems and extra phone lines. A modem 
server can be used to dial into the network from a remote location (using a remote dial
in access product) or to dial out of the network to access remote resources, such as on
line information services. 

You connect a modem server directly to an AppleTalk network, and users select it 
through the Chooser. The server controls user access, allowing just one person at a time 
to use the modem, and letting users know when the modem is busy. 

Some modem se1ver products are software-based. The server software runs in the 
background on a Macintosh computer, and the client software runs on each computer 
that needs to access the se1ver. Software-based products work with ordinary modems. 
Other modem se1vers consist of specialized hardware platforms and software that is 
installed on each client computer. 

Two conunonly used modem server products for AppleTalk networks are NetModem 
and NetSerial (Shiva Corporation). 

Users can share a modem se1Ver 
to access remote resources such as 
011-line information semices. 
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Conclusion 
At this point, you probably have a good idea about what kinds of services you can use 
on your network. The next step is ta lking to users to find out what d1eir exact needs are. 
Will they need to collaborate on projects electronically? Do many users need to pe1form 
on-line research outside the company, making a modem se1ver a high priority? Will users 
benefit from a print server or will printing be very occasional? 

Keep in mind that, if you need to, you can start out with just the essential services 
users need today and then add more se1vices later on clown the road. As your network 
expands, you'll probably need to expand your existing se1vices (by adding more servers, 
for example) and acid services that meet your users' new and changing needs. 

If your administrative role is a part-time one, you may want to consider using 
se1vices that place more of the responsibilities on the user rather than on you. For 
instance, distributed file sharing-controlled by each user-will be less time-consuming 
for you than centralized file service, where you are in charge of maintaining and 
managing the server. On the oilier hand, if your network is growing rapidly, you may 
benefit from many of d1e management and control advantages provided by centralized 
se1vers. 

A final note: mis chapter has focused on helping you evaluate which network 
services you need. Chapter 7, "Design Guidelines," will discuss server requirements in 
greater detail, providing guidelines on the amount of shared disk space and server 
memory you need as well as guidelines for running multiple services on one server. 
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4 Selecting the Right Medium 

The transmission medium is the "thread" that links together computers and other 

devices, enabling them to communicate and share information. AppleTalk network types 

can use a variety of media. For example, the Loca!Talk network type can operate over 

traditional cable methods-including shielded and unshielded twisted-pair cable-or it 

can send data by means of infrared light, a more recent development in network 

technology. This chapter explores the basic principles of media technology and helps 

you evaluate which medium best fits your network environment. 



Some factors to consider 
Given rhe variety of media available, how do you decide which medium rouse? There 
are some clear-cur and importanr distinctions between differenr rypes of media rhat will 
help make your choice easier. Some of the factors to keep in mind include: 

• Network activity 

\¥1/Jat kind of Ira nsm ission speed will you need to accommodate the activity on your 
network? Generally speaking, the greater the amount of network activity, the higher 
the transmission speed you may need. While a network's transmission speed is 
largely governed by the design of the network and the method of transmission, the 
media over which signals travel may also affect the maximum transmission speed. 
The physical properties of different media determine how suitable the media are fo1 
high rates of data transmission. Typically, the term bandwidth is used to indicate 
how much data can travel over the network media in a given period of time-the 
higher the bandwidth. the higher the media's capacity for transmining data. (See 
Chapter 7 for a detailed discussion of network activity.) 

• The size and layout of your site 

How much distance does the medium need to cover to connect all network devices 
and where are devices located? Because of attenuation-the weakening of electrical 
signals over distance-different types of media have a prescribed maximum length 
between devices as well as an overall maximum network length. (These lengths can 
be increased in a number of ways by using devices such as repeaters that extend the 
recommended cable length or by using roucers or bridges to connect networks 
together, as described in Chapcer 7.) Twisted-pair cable, for example, is generally 
used for shore or moderace distances, while coaxial and fiber-optic cable are capable 
of transmitting data over longer distances. 

• Electromagnetic interference considerations 

Does your network reside in an area of high i11te1ference? Radio transmitcers, power 
transformers, electric motors, gasoline engines, and industrial machine1y all produce 
electromagnetic interference (EM!), which can seriously affect the reliable 
transmission of network data. If your site generates a large amount of EMI, you ma" 
need to install fiber-optic cable or use infrared light, both of which are highly 
resistant to EMI. 
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• Ease of installation and maintenance 

Can you install and maintain the cable yourself? Depending on your level of 
experience, you might be able to plan the cable layout and install the cable yourself 
or you may have to rely on a more experienced person or a professional installer. 
Any changes that are made to the network, such as additions or reconfigurations, 
may also need to be handled by a professional installer. Some media, such as 
twisted-pair cable and thin coaxial cable, can generally be installed and maintained 
with relative ease, while other media, such as fiber-optic cable, require more 
technical expertise. 

• Cost considerations 

How much can you spend? What are your budgetary constraints? Even though you 
may want fiber-optic cable, will you have the budget to support it? When considering 
cost, remember to include not only the purchase price, but the installation and 
maintenance costs as well. Twisted-pair cable is your least expensive option. 

• Security considerations 

What are your security requirements? How sensitive is the information on your 
network? Some kinds of media are more susceptible to data monitoring and 
interception, either through electronic eavesdropping or cable tapping. If security is a 
critical concern at your site and you believe that your network is vulnerable to 
intrusion, fiber-optic cable may be your best choice. 

• Existing wiring 

Does cable already exist in the building you occupy? In some cases, you may be 
able to take advantage of preexisting cable. Make sure, however, that the cable suits 
the requirements of your current-and near-future-network environment. 

The following sections discuss your media choices, elaborating on the factors mentioned 
above, and will help guide you through the decision-making process. 
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The changing face of media technology 

Although the descriptions in this chapter accurately renect the current state of media technology, this 

technology is undergoing rapid advancements, blurring some of the boundaries and distinctions between 

media types. For example, although twisted-pair cable has traditionally been considered a low-speed 

transmission medium, ideally suited for low to moderate network activity, techniques have been 

developed to use twisted-pair for high-speed Ethernet transmission. Similarly, although fiber-optic cable 1-

now considered difficult to install and an expensive desktop-to-desktop solution, the next generation of 

fiber-optic cable may make it an economically feasible alternative to twisted-pair and coaxial cable. 

Twisted-pair cable 
Twisted-pair cable consists of two wires, often made of copper, that are individually 
insulated and then twisted together. Unshielded, twisted-pair cable- the kind used in 
standard telephone systems- has insulation covering each of the wires, but there is no 
shielding between the wires and the outer insulation jacket. This lack of shielding makes 
the cable more vulnerable to electromagnetic interference from the environment it 
passes through. Another kind of twisted-pair cable is shielded, as shown in the followir g 
figure. Shielded twisted-pair (such as LocalTalk cable from Apple Computer) has an 
extra layer of shielding to provide some added protection from interference. 

Shielded, twisted-pair cable 
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Twisted-pair cable is very popular because it is low cost, generally easy to install, and 
easy to reconfigure. The cable is very flexible and is commonly strung along baseboards, 
around corners, and under desks from computer to computer within the nerwork. It is 
ideal for nerworks that cany a low to moderate amount of traffic and that span relatively 
short distances within a single building. 

Twisted-pair does have some drawbacks, however. Because it lacks heavy-duty 
shielding, rwisted-pair is nor well suited ro nerworks located near industrial operations. 
The cable should not be routed near electric motors, gasoline engines, welding 
machines, or any device thar has a strong electromagnetic field, such as a power 
transformer or radio transmitter. If security is a major consideration, rwisted-pair cable 
may not be a good choice, because signals can be radiated by the wires and intercepted 
electronically (unless the cable is enclosed in a special conduit). In addition, the physical 
ruggedness of rwisted-pair is fairly low. It can be damaged in many ways, including 
improper installation, sharp bends, heavy objects resting on it, or people stepping on it. 

Coaxial cable 
Coaxial cable consists of an inner conducting wire and an outer surrounding ground 
wire (see the figure below). Between the conductor and ground is an insulating layer, and 
the entire cable is shielded. Although coaxial cable is more expensive than twisted-pair, 
its wider bandwidth permits faster transmission speeds and its extra shielding provides 
good protection in environments where rwisted-pair could not function. It is panicularly 
resistant to interference from sources such as radio transmitters. Coaxial cable provides 
in1proved security over twisted-pair because signals are not radiated by the wires. 
However, it is still easily tapped by anyone who can gain physical access to the cable. 

Coaxial cable 

Outer 
insulation 

Outer 
ground wire 

Inner 
conducting wire 
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There are two types of coaxial cable (also known as coax) commonly used in 
computer networks: thick (or thicknet) and thin (or thinnet). Thick coaxial cable 
measures about 1/2 inch in diameter and can extend almost two miles without 
substantial signal degradation. Because of its thickness and rigidity, thick coaxial cable is 
cumbersome to install. It is usually laid above a dropped ceiling, in a wire conduit, or 

beneath a raised floor, connected to individual computers through a transceiver cable 
(see the following figure). 

Thick11et 

Transceiver cable ---

Thin coaxial cable, which measures about 3/16 inch in diameter, is much like the 
cable used for cable TV. The distance it can span is less than thick coaxial, but it is less 
expensive and more flexible, making it easier to install. Thin coaxial cable snakes from 
computer to computer within the network. The cable is connected to each computer 
with a T-connector, as shown in the following figure. 
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T-connector 

Because the cable television industry has popularized the use of coaxial cable, there 
are many contractors who specialize in designing, installing, and maintaining coaxial 
systems, and there is a ready supply of standardized hardware for installation. 

Fiber-optic cable 

Fiber-optic cable uses light rather than an electrical current to send a signal through 
fine fibers made of glass (see the following figure). It can transmit signals at a very high 
speed over long distances, with a high degree of immunity to interference. The cable is 
rugged, has a long life, and is ve1y reliable under adverse physical conditions. 

Fiber-optic cable 
Outer insulation Inner insulation Glass core 
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Fiber-optic cable is ideal in installacions susceptible to interference, such as industnal 
sites. It is also useful in high-security sites. For one, information is transmitted opticall), 
rather than electronically, eliminating interception risks. For another, the cable is 
eh.'tremely difficult to tap. The cable's ruggedness, immunity to interference, and its 
ability to transmit data over long distances without signal degradation also make it usei.11 
for connecting buildings within an organization. 

Installation of fiber-optic cable can be difficult (and therefore, expensive) and 
requires the use of special connectors and alignment techniques. In addition, there is 
currently a lack of standardization in the industry and a limited choice in companies that 
specialize in fiber-optic installations. 

At the present time, fiber-optic cable can be an expensive desktop-to-desktop 
solution and is not well suited to small networks unless interference or security is a 
critical consideration. However, costs are dropping rapidly and developments in low
cost fiber-optic systems will probably make these networks commonplace in the future. 

Infrared media 
Infrared light, which is basically the same technology as that used to send remore
control signals to a TV set, provides a way to transmit data without using physical cabLs. 
In an open office, each network device is connected to a transceiver device that 
conununicates with other transceivers by means of infrared signals bounced off the 
ceiling or wall. To network devices, these signals look just like those received by 
network cables. Infrared light can also be used between buildings by transmitting the 
signal through panes of glass. 

Because installation of infrared networks involves simple installation of transceiver 
devices, these networks can be well suited to ve1y dynamic environments where people 
are frequently moving from one office to another or where offices are often rearranged. 
Like fiber-optic technology, infrared light is immune to electromagnetic interference, s > 
it is useful in environments that generate large amounts of interference, such as industrial 
sites. Infrared signals can be tapped by anyone within "line of sight" of the transmission, 
so it may not be appropriate for high-security requirements. As a relative newcomer to 
local area networks, infrared connection is not widely available at the present time. 
However, as this technology becomes more prevalent, the number of vendors offering it 
will most certainly grow. 
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bifrared light 

. · - Infrared signals renecting 
\:,:'_' off ceiling or wall ... 

Conclusion 

The array of media types may seem a lirrle bewildering at first glance-how do you 
decide which one is best? Choosing the appropriate transmission medium for your 
network, however, can be relatively straightforward and is determined by your specific 
network requirements in several well-defined areas, summarized in the following table. 
Currently, 90 percent of LocalTalk networks use unshielded or shielded twisted-pair 
cable. For Etl1ernet networks, about 75 percent of installations use thin coaxial cable, 
although it's estimated that by 1994, twisted-pair cable will be just as popular as thin 
coaxial cable. The majority of Token Ring networks use shielded, twisted-pair cable. 
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Table 4-1 A comparison of media types 

Characteristics 

Distance 

Resistance to 
interference 

Ease of installation 
and maintenance 

Associated costs 

Security: Resistance to 
illegal monitoring and 
tapping 

Short to moderate 

Low (shielded slightly 
better) 

Generally easy to install 
and maintain 

Low 

Low 
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Moderate 

Moderate 

Thick: Requires 
professional installer 
or experienced in
house personnel 
Thin: Generally easy 
to install 

Low to moderate 

Moderate 

Long 

Very high 

Requires specialized 
installer 

High 

Very high 

Infrared 
light 

""' 

Short to moderate 

Very high 

Easy to install and 
maintain 

Moderate 

Depends on the physical 
security of the building 



5 Topology-The Shape 
of Your Network 

At its most basic, topology refers to the physical arrangement of devices and cable in a 

network. The three most widely used designs for local area networks are bus, star, and 

ring topologies. But topology is really more than just a matter of geometry- in addition 

to describing the physical layout of a network, topology is related to the method that 

devices use to access the network and to send information to each other. On a ring 

network, for example, each device takes turns transmitting data, whereas on a bus 

network, devices usually must contend with each other to access the medium. 

The network type and media you choose may determine the topology of your network. 

For example, if you use the Ethernet network type with twisted-pair cable, your network 

will be laid out in a star. If you select coaxial cable for your Ethernet network instead, 

your network will be arranged in a bus. Just as you can combine a variety of network 

types in an internet, so can you combine different network topologies, which means that 

your internet may consist of several different physical shapes. 

This chapter examines each topology and weighs the pros and cons of each. 



The bus 
A bus topology connects devices in a sequential line, one after the od1er, as shown in t 1e 
following figure. A bus always has two distinct ends, each of which must include a 
terminating resistor. Devices are attached along the length of the cable by connecto~s 
called taps or drops. LocalTalk networks using shielded twisted-pair cable and Ethernet 
networks using coaxial cable are laid out in a bus topology. 

Bus topology 

On a bus, there is no central device controlling transmissions on the network. 
Instead, devices contend with each other to access the medium, a scheme that 
distributes network control. In order to transmit information, devices use a med10d 
called carrier sensing. Each device "listens" to the medium before transmitting and, ff it 
senses a signal on the medium (which means another device is transmitting), it backs off 
and tries again later. Transmissions on a bus are broadcast to all devices connected to the 
medium. To receive a transmission, a device must be able to recognize its own address. 
(Note that token-passing busses are an exception. Because there are currently no token
passing busses for AppleTalk networks, they are not discussed here.) 
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Address recognition on a bus 

'~ " sends a message over the cable. Each message 
begins with the address of the destination 
followed by the sender's address. 

"B" listens for activity, and compares the message's 
address with its own. Addresses match 
and "B" accepts the message. 

"C" checks the address, but since it does not 
match, "C" ignores the message. 

fo: B 
From: A 

Because devices closest to the sending device receive a stronger signal than devices 
further away, the transceivers used by the network must tolerate a wide range of signal 
levels. Signal-strength problems are often handled by limiting the length of the cable 
segments and the number of devices per segment. On some bus networks, such as 
coaxial Ethernet networks, amplifying devices (known as repeaters-see Chapter 7) are 
used to connect cable segments. 

A distinct advantage of bus networks is that they are easy to configure. The modular 
design encourages a plug-and-play installation where devices are quickly and easily 
added to the network. In addition, the distributed nature of a bus provides a certain 
amount of reliability; the failure of a single device will not affect the rest of the network. 

Bus networks do have some disadvantages, however. A break anywhere on the 
network can disrupt services for all the devices on the network. Problems can be difficult 
to locate and, depending on the size of the network, the bus may require test equipment 
to isolate faults. In addition, cable taps may need to be separated by a prescribed 
distance to avoid signal reflections that can interfere with data transmission. 
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The star 

Carrier sensing: Collision avoidance and detection 

Since two devices on a bus could conceivably check the medium at exactly the same time, find no signa , 

and begin transmitting packets, causing their transmissions to collide, additional precautions arc added to 

carrier sensing. One is called collision avoidance, the other is called collision detection . In collision 

avoidance, the protocol attempts to minimize the occurrence of collisions. All nodes wait until the 

transmission medium has been idle for a specified minimum amount of time plus an additional random 

period before attempting to transmit. If a collision occurs, the packets are retransmitted. In collision 

detection, the access protocol specifies a method of detecting collisions and retrnnsmilling the data if a 

collision has occurred. LocalTalk networks use carrier sensing with collision avoidance. Ethernet networ s 

use carrier sensing with collision detection. 

Unshielded, twisted-pair LocalTalk networks (such as Farallon's PhoneNET cable 
system) and unshielded twisted-pair Ethernet networks allow you to set up your network 
using a star design. A star consists of branches that radiate from a central point, called 
the hub. A branch can contain a single device or several devices arranged in a bus 
topology. A passive star has a fairly low limit on the number of branches allowed anc 
the total length of the cable. An active star, which has a controlling device at the hub Jf 
d1e star, allows a greater number of branches and total cable length. The controller in an 
active star is connected ro each device through a dedicated channel, and sends 
information to the appropriate device rather than broadcasting it to the entire network. 

Star networks generally use unshielded twisted-pair cable (telephone wire) as their 
transmission medium; the center of the star is usually located in a telephone wiring 
closet. Wires radiate out to users' offices from a wiring distribution block, such as a 
telephone punchdown block, as shown in the following figure. 
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Active sta,. topology 

Central controller device 

The greatest strength of star topologies is their ease of maintenance and 
troubleshooring. Because devices do nor share a single cable, it's a relatively 
straightforward process to isolate fau lty cables and devices. If the wiring already exists in 
offices, ic's easy to reconfigure the network by simply reconnecting wires in the 
telephone wiring closer. Adding or moving devices is not disruptive to the network 
because each device is isolated from the resr. 

If you're planning an active star, you'll need to purchase a central controller device or 
hub. Probably the biggest weakness of an active star is that if the controller fails, all of 
the devices connected to it fail as well. Pe1formance in a star is good for moderate 
amounts of traffic, but the size and capacity of the network varies according to the 
capability and expandability of the hub. Each controller has a limit co the number of 
devices that can be connected, so you'll need co add more controllers as your network 
grows. 
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The ring 
There are several kinds of ring topologies possible on a local area network, including true 
rings, loops, and star-wired rings. In a true ring, devices are connected in a closed circle, 
with each device wired directly to the next by means of the sho1test physical path. Control 
is distributed, with messages traveling automatically from one device to the next. A loop 
looks the same as a true ring; the difference is that there is a controller directing 
transmissions on the network. A star-wired ring, which is the topology popularized b) 
IBM and used in Token Ring networks, transmits data like a ring, but is shaped like a sta r. 

As shown in the following figure, each device on the star-wired ring is connected to a 
central wiring concentrator called a multistation access unit (MAU). A number of 
MAUs can be interconnected to form the main ring of a network. All information must 
travel through the central MAU, but, unlike star networks, this central point does not 
control network transmissions. 

Ring networks usually use token passing to control access to the network. A special 
sequence of data representing the token is passed around the ring from device to device. 
When a device is holding the token, it has sole access to the cable and can transmit 
freely without risk of collision. To accept messages, each device must be able to 
recognize its own address. If the receiving device is the intended destination, it accepr.s 
the message; otherwise, it resends the message on to t11e next device in the ring. 

Star-wired ririg topology 
711e token passes from device to device via the central 
multistation access unit (MA U). The dotted line shows 
the logical path between stations. 
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The star-wired ring has several advantages. For one, it is extremely reliable and easy 
to maintain. The MAU contains automatic bypass relays that enable the ring to continue 
operating even if a device on the ring fails. The MAU also faci litates maintenance by 
providing a central location for monitoring and reconfiguration. Another plus is that 
every device is guaranteed a chance to transmit within a certain period of time
regardless of how busy the network is- so the ring is ideal in situations where network 
response characteristics must be guaranteed. For example, the ring is useful for real-time 
applications such as process control and medical monitoring. 

On the minus side, star-wired rings can be difficult to install. In addition, the costs for 
the MAU and for installing the star-wired ring can be quite high and beyond the means 
of a budget for a small network. 

Combining topologies in an internet 

In an organization with several connected networks, it's conunon to encounter a mix of 
different topologies. For example, one network might be connected to an IBM 
mainframe through a ring, another network may be set up as a star to take advantage of 
existing telephone wire, while a third network might be designed as a bus. These 
different topologies are connected together by using routers, which are discussed in 
Chapter 7. An example internet combining different topologies is shown in the following 
figure. 
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A11 i11ter11et combi11illg differe11t topologies 

Star 

Conclusion 

• • • 

. 
•' Bus 

Because the topology of your AppleTalk network will often depend on the network type 
and media you choose, topology probably won't be the overriding criterion in planning 
your network. However, by becoming familiar with the characteristics of each topology, 
you will know what to expect during installation and when you need to reconfigure or 
troubleshoot the network later on. Each topology has inherent strengths and 
weaknesses, summarized in Table 5-1. 
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Table 5-1 A comparison of network topologies 

Features Bus Star Star-wired ring 

Uses Ideal for small networks. Ease of maintenance and A good choice for applications 
troubleshooting. that require predictable 

network response. Part of 
IBM's Systems Applicmion 
Architecture (SAA). 

Pe1formance Excellent under light loads; Good for moderate activity. Less delay under heavy 
may degrade rapidly if load Performance depends on the network load than other 
reaches saturation point. capability of the central controller. topologies. Under light to 

moderate loads, delays can be 
longer than other topologies. 

Reliability Failure of one device does not Failure of one device does not Very reliable. The failure of 
affect the rest of the network. affect the rest of the network. one device does not affect the 
However, a single break can However, in an active star, if the rest of the network. 
disrupt the network. controller fails, the entire network 

goes down. 

Ease of adding and Easy to add or move devices. Easy to reconfigure the network Easy to add or move devices 
moving devices May cause network disruption. if wire already exists in offices. without disruption. 

Adding or removing devices is not 
disruptive. 

Ease of maintenance Becomes more difficulc as che Easy. Because devices do not share Generally easy. The MAU 
and troubleshooting network grows. Problems can be a single cable, it is fairly easy to provides a central point for 

hard to locate, but are usually isolate faulty cables and devices. monitoring. 
easy to repair. 

Chapter 5 Topology-The Shape of Your Network 79 



6 Network Types 

As you learned in Chapter 2, AppleTalk protocols can operate on different network 

rypes, including LocalTalk, Ethernet, and Token Ring-each network rype supporting a 

variety of media and topologies. The network rype you choose will depend on many 

factors, such as the amount of activity you expect on your network, the distance that 

needs to be covered, the number of devices that need to be connected, and budgetary 

considerations. 

This chapter examines each network rype and helps you determine which one best fits 

your organization's requirements. 



LocalTalk networks 

A LocalTalk network is ideal for small workgroups that generate low to moderate 
amounts of network activity, generally characterized by shared printing, E-mail, and b} 
file sharing with small numbers of users. (See Chapter 7, "Design Guidelines," for a 
detailed discussion of network traffic.) LocalTalk provides a transmission speed of 230.4 
kilobits per second (Kbps)-about 200 times faster than the data transfer rate between 
devices using 1200 baud modems. 

Because the transceiver for LocalTalk is built into every Macintosh and Apple !IGs 
computer, most LaserWriter printers, and many peripheral devices, LocalTalk is the mcst 
affordable network solution. The software driver for LocalTalk is included as part of the 
Macintosh and Apple Iles operating systems. 

You can connect Apple Ile computers, MS-DOS computers, and Image Writer printt'rs 
to a LocalTalk network by installing the appropriate interface card and software. The 
Apple II Workstation Card and software is used for the Apple lie; the PhoneNET Carel 
PC• LocalTalk card (from Farallon Computing) is used for MS-DOS computers; and the 
LocalTalk Option Card is used for the Image Writer printer. (Inte1face cards for some 
computers are also available from other companies.) 

The Loca!Talk network type is often used as a starting point for setting up an 
AppleTalk network. As a LocalTalk network grows, reaching its cable or device 
limitations, it can be subdivided into two or more LocalTalk networks connected by 
routers, creating an internet. As the internet grows and has greater performance 
requirements, LocalTalk networks can be connected to each other through a backbone 
network such as Ethernet (described in the section "AppleTalk Over Ethernet: 
EtherTalk," later in this chapter). 

A Loca!Talk network can be used in either bus or star topologies and can use a 
variety of media, including shielded twisted-pair cable, unshielded twisted-pair cable, 
and infrared light. The components for these different media are described in the 
following sections. 
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Shielded, twisted-pair cable systems 

Apple's LocalTalk cable system uses inexpensive (typically under $100 per computer), 
shielded, twisted-pair cable to connect up to 32 devices in a single network. Networks 
can be connected to support more devices and longer distances. The LocalTalk cable 
system is always arranged in a bus topology. 

LocalTalk cable comes in preassembled kits and in custom wiring kits. A basic kit 
contains a 2-meter cable (you can also purchase cable in 10-meter or 25-meter lengths), 
a connector box that connects each device to the cable, and a cable extender (an adapter 
that joins two cables to form a longer cable and that allows you to reserve a place to add 
a LocalTalk connector box for another device later on). The custom wiring kit contains a 
roll of cable and the necessary plugs, cable splicers, and extenders that allow you to 
create custom-length cables. 

A typical LocalTalk network 

Lab 

Empty 
(to be hired) 

' y 

' r Cable 
extender 
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Every connector box for the LocalTalk cable system has a built-in resistor that 
terminates the network. (Note that other types of LocalTalk-compatible networks such is 
PhoneNet, described in the next section, require you co add terminating resistors to the 
network.) The connector box at each end of a Loca!Talk cable system network must 
have one empty outlet for proper network termination. 

Each device sends information through the LocalTalk connector box, through both 
cables attached to the box, and out over the bus. It makes no difference where you pla...:e 
devices along the bus; computers, servers, and peripherals such as printers can be 
located wherever it makes most sense for your network. 

Using the LocalTalk cable system, network expansion is quite easy. To add a device 
to the end of the network, you just plug in a cable and connector box. To add a device 
between existing network devices, you muse temporarily disrupt the network, but the 
process is the same: add a cable and a connector box. To remove a device, you simply 
unplug the device from its connector box. The connector box may remain on the 
network indefinitely without an attached device. 

Addi11g devices ... 

... to the end of a network .·· ... between two devices .. · 

.·· 
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Unshielded twisted-pair cable systems 

With the PhoneNET cable system (from Farallon Computing), a Loca!Talk network can 
also use unshielded twisted-pair cable, which makes it possible to use existing telephone 
wire. Using PhoneNet, a Loca!Talk network can extend up to 4000 feet and can be 
arranged in both bus and star topologies. 

The following figure shows a LocalTalk network using unshielded twisted-pair cable 
in a star topology. The network cables radiate from a hub placed in a central location, 
usually a telephone wiring closet. The most common configuration uses an active star 
controller providing a fixed number of ports (usually 12). You should plan to add more 
controllers as the number of devices on your network grows. In addition to the 
controller, you need an unshielded twisted-pair connector for each network device . 

Farallon StarController .. · · 
in wiring closet 

Farallon PhoneNET 
connectors 

. . ·" .. -. . r Punchdown 
·" · .... block 
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Infrared connections 

With infrared technology, such as PhotoLink (from Photonics Corporation), you can se 
up a LocalTalk network without using cable at all. Infrared installations are suitable for 
environments that undergo cominual rearrangement, such as floors used for a 
manufacturing process. In an infrared LocalTalk installation, each device is connected 10 

a transceiver that communicates with other devices by bouncing signals off ceilings or 
walls. Each PhotoLink transceiver has four ports, and each port can connect up to 32 
devices. 

A disadvantage of infrared networks is that they are not practical in environments 
where work spaces are closed off by barriers that impede the transmission or receptior 
of the signals. 

. . · - Infrared signals reflecting 
.,..· off ceiling or wall 
.·.·. 
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AppleTalk over Ethernet: EtherTalk 
AppleTalk protocols can operate on industry-standard Ethernet technology, supporting 
the 802.3 standard defined by the IEEE (Institute of Electrical and Electronic 
Engineers). Ethernet can use a variety of media, transmitting data at 10 megabits per 
second (Mbps). It is useful for networks that carry hea'vy traffic; for example, in work 
environments that have many users or that transfer large files (such as CAD files or other 
files d1at include graphics or color), have multi-user database activity, or where 
applications are typically launched from a file server. Ethernet is also used in 
environments that require very quick response rimes. 

You can connect most Macintosh computers to an Ethernet network by installing 
EtherTalk software and an interface card (such as the Apple Ethernet NB Card or Apple 
Ethernet LC Card) in each computer, or by using an external SCSI box. You can connect 
Laser\Xlriter printers co an Ethernet network by using a product such as EtherPrint (Dayna 
Communications). 

An Ethernet network can be sec up in various ways. Using dlin coaxial cable, you can 
easily connect devices in a bus topology. Ethernet also enables you to connect devices 
using unshielded, twisted-pair cable (telephone wire), laying out devices in a star
shaped design. In addition, an Ethernet network often functions as a high-speed 
backbone-using thick coaxial or fiber-optic cable- to connect several LocalTalk 
networks by means of a router. (See the following figure.) Using Ethernet as a backbone 
and placing heavily-used devices on the backbone improves access to these devices. 
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Ethernet can serve as a backbone, 
improving access to heavily used shared 
devices such as file servers. 

network 

server 

LocalTalk 
network 

Ethernet 
• •• backbone 

Devices using EtherTalk software can also communicate over the same Ethernet 
cable with devices obeying non-AppleTalk protocols, such as TCP/IP and DECnet. Thi.;; 
means that, with the appropriate software installed (such as MacTCP®), Ethernet users 
can communicate with non-AppleTalk devices, such as Sun workstations, and take 
advantage of non-AppleTalk network services, such as those on a DECnet network, as 
shown in the following illustration. 

88 Part 2 Planning Your Network 



Macintosh computers can communicate over 
an Ethernet network with non-AppleTalk devices. 

·. LocalTalk 

Eth em et 

eJ 
Sun workstation using 
TCP/ IP protocols 

Macintosh computer using 
AppleTalk, TCP/IP, and 
DECnet protocols 

The Apple Ethernet Cable System 

The Apple Ethernet Cable System is a family of products from Apple Computer that 
provides connectivity to Ethernet networks. This family of products combines the 
modular ease-of-use familiar to Loca!Talk users with the high performance and 
extensibility of Ethernet networks. All Apple Ethernet products conform to the IEEE 
802.3 standard for Ethernet, so they work with Ethernet products from other vendors. 

Apple Ethernet media adapters, shown in the following figure, allow you to connect 
to any standard Ethernet cable system through the Apple Ethernet port. This port is a 
universal connection point provided for your computer through the installation of an 
interface card, such as the Apple Ethernet NB Card or Apple Ethernet LC Card. Because 
Apple Ethernet separates the transceiver from the interface card, you can use the 
appropriate media adapter to switch cable systems without having to replace your 
interface card. 
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Apple Ethernet media adapters 

Apple Ethernet 
Thin Coax Transceiver 

Apple Ethernet 
AUi Adapter 

Thin coax cable systems for Ethernet 

Apple Ethernet 
Twisted-Pair Transceiver 

The Apple Ethernet Thin Coax Transceiver connects computers and peripheral devices 
equipped with Apple Ethernet ports to a thin coaxial cable Ethernet network. 

The Apple Ethernet Thin Coax Transceiver kit consists of an external transceiver with 
an Apple Ethernet connector. The kit also includes a 2-meter length of self-terminating 
cable, which you can use to connect to another transceiver on the network. (You can 
also purchase cable in 5-meter lengths and 13-meter lengths to connect devices over 
longer distances.) 

The Apple Ethernet Thin Coax Transceiver brings the plug-and-play approach of 
LocalTalk to thin coax networks. By providing a Thin Coax Transceiver for each device, 
you can quickly build your own network. You simply connect the network cable to the 
transceiver and plug the transceiver into a device's Apple Ethernet port. To extend the 
network, you connect a transceiver to the new device, then use the 2-meter cable to 
attach to another transceiver already on the network. 
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Both the Apple Ethernet Thin Coax Transceiver and Apple Ethernet cable are self
terminating, unlike traditional Ethernet hardware. This means that if a cable becomes 
disconnected for any reason, both halves of the network will remain functional 
(although the separated networks won't be able to communicate with one another until 
the cable is reconnected). 

In addition to creating a network with all Apple Ethernet components, you can use 
the Apple Ethernet Thin Coax Transceiver to add devices to existing installations. The 
transceiver works with any standard thin coax cable system. 

Apple Etller11et 11zin Coax cable system 
A true "plug-a11d-play" Ethernet network 

Apple Ethernet 
Thin Coax Transceiver 

.. · 

.- -- --------, 
~ --- --------. 
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Twisted-pair cable systems for Ethernet 

The Apple Ethernet Twisted-Pair Transceiver connects computers and peripheral devices 
equipped with Apple Ethernet ports to a twisted-pair Ethernet network. The transceiver 
conforms to the IEEE 802.3 lOBASE-T standard for implementing Ethernet over 
unshielded twisted-pair cable. 

Ethernet cable systems that use unshielded twisted-pair cable are arranged in a sta1 
topology and can take advantage of existing telephone wires that radiate out to work 
spaces from a central controlling hub. Because the Apple Ethernet Twisted-Pair 
Transceiver fully supports the lOBASE-T standard, it can be used with any vendor's 
lOBASE-T hub. 

Ethe,.11et twisted-pa;,. cable system 

Central controller 
. · ··. · in wiring closet 
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Thick coax and other cable systems for Ethemet 

The Apple Ethernet AUI Adapter enables you to connect a device equipped with an 
Apple Ethernet port to standard Ethernet transceivers for thick coax, fiber-optic, and 
other Ethernet media types. The AUI Adapter will work with external transceivers from 
all companies following the 802.3 AUI (Attachment Unit Interface) specification. 

Etl11m1et cable system for.fiber-optic a'1d thick coax 

Transceiver 

Transceiver 
cable 

.·· 

Apple Ethernet 
AUi Adapter 

l Electrical plug 
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AppleTalk over Token Ring: TokenTalk 
A TokenTalk network transmits AppleTalk protocols over industry-standard (IEEE 802 5) 
Token Ring networks. The growing populariry of Token Ring is the result of its 
compatibiliry with standard cabling installations and its role in IBM's Systems Application 
Architecture (SAA), making it ideal for large business installations. 

Providing transmission rates of either 4 megabits per second (Mbps) or 16 Mbps, 
Token Ring can use either shielded twisted-pair cable or unshielded twisted-pair cable. A 
single network can connect up to 260 devices. 

Each device on a Token Ring network is connected to a MAU that is usually locate1 I 
in a wiring closet. A rypical MAU provides eight ports for connecting network devices. As 
your network grows, you can add MA Us to support more devices. 

You need TokenTalk software and a Token Ring interface card for each computer 
that you want to attach to the network. To connect members of rhe Macintosh II famil~· 

of computers to Token Ring networks that operate at 4 Mbps, Apple provides the 
TokenTalk NB Card. This card connects to IBM Type 1 cable (shielded twisted-pair). 
Other vendors provide media filters for attaching to IBM Type 3 cable (unshielded 
twisted-pair). You may also purchase interface cards from other companies that allow 
you to connect a Macintosh SE or SE/30 to a Token Ring network. 
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Conclusion 

In d1is chapter, you've learned about the different network types that are supported by 
the AppleTalk network sysrem-LocalTalk, Ethernet, and Token Ring. These network 
types target the needs of varying network environments. The following table enables 
you co compare the features of these network types. Nore that AppleTalk protocols can 
also operate on other types of networks, such as ARCnet, LANSTAR, and IBM baseband 
networks. For more information on these additional network types. refer to the sources 
listed in d1e Appendix. 

Table 6-1 A comparison of network types 

Maximum 
Transmission number of Maximum Ease of 

Medium rate Topology devices length installation 

Loca!Talk Shielded 230.4 Kbps Bus 32 1000 ft. Easy 
twisted-pair 

Unshielded 230.4 Kbps Bus 20-40 2000 ft. Easy 
twisted-pair Passive star Varies 4000 ft. (sum Requires installer 
(phone wire) of branches) 

Active star 254 3000 ft/branch Requires installer 

Infrared light 230.4 Kbps NA 128 per Transceivers Easy 
transceiver must be within 

70-ft. diameter 

Ethernet Thick coaxial 10 Mbps Uus 100/segment 8250 ft. Requires installer 
l 024/network 

Thin coaxial 10 Mbps Bus 40/ segment 3300 ft. Easy with Apple 
1024/nctwork Ethernet product 

Twisted-pair IO Mbps Star 1024 330 ft. from Requires installer 
hub to device 

Fiber optic IO Mbps Bus 1024 14,256 ft. Requires installer 

Token Ring Shielded 4 / 16 Mbps Star-wired ring 260/ ring 990 ft. from Usually requires 
twisted-pair MAU to device installer 

Unshielded 4 / 16 Mbps Star-wired ring 72/ring 330 ft. from Usually requires 
twisted-pair MAU to device installer 
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7 Design Guidelines 

When you begin planning your network design, a number of questions may spring to 

mind immediately. Where should shared resources, such as printers and seivers, be 

placed? Can users be set up into a single network or is it necessary to create several 

connected networks? What kind of computer should be used as a file seiver? This 

chapter provides guidelines for questions such as these and includes the following 

design topics: 

• how to plan for network act.ivity 

• how to determine shared resource needs 

• how to expand a single network 

• when it makes sense to create two or more connected networks 

• how to determine which device to use to connect networks together 

• dividing your internet into zones 

• when to use a backbone network 

• where to locate shared resources 

• creating a network map 



Planning for network traffic 

One of the main factors to consider when designing your network is the kind and 
amount of network activity or traffic that your network will carry. Network traffic is 
generated any time two devices communicate. This means that whenever one device 
attempts to access another device, such as a computer accessing a printer, file server, or 
another computer, traffic is created on the network. Packet volume is an indication of tne 
total traffic on the network at any given time. The more frequently devices communicare 
over the network, the greater the number of packets sent, and the greater the volume of 
network traffic. 

When a network is designed and maintained properly, it is generally transparent 10 

users. This means that users are unaware of the communication taking place between 
devices that enable the network to function efficiently. With a well-designed network, 
for example, users can quickly download information from the file server and print 
without delay. However, if a network is not properly designed, network performance 
may decline, causing delays in network services-and users will come running to you 10 

fix their problems! 
There are two types of traffic generated on a network: overhead traffic and user

generated traffic. Overhead traffic is generated by network devices and comes from 
such sources as 

• routers updating routing tables throughout the internet 

• E-mail message alercs 

• file server volumes mounted on user desktops 

User-generated traffic is created by user requests and constitutes the bulk of network 
traffic. It results from such activities as 

• computer startup 

• using the Chooser 

• printing documents 

• accessing the file server 
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• sending and receiving E-mail 

• using remote access devices such as shared network modems 

After your network is up and running, there are some steps you can take to minimize 
the amount of overhead traffic. For example, if many users mount server volumes on 
their computers automatically when they start up (whether they use the server or not), 
you may have a great deal of unnecessary overhead traffic. To alleviate this problem, 
you can ask users to log on to servers only when they plan on using them. During the 
design phase, however, you'll focus on ancicipating user-generated traffic, discussed in 
the next section. 

Creating a balanced network 
In many ways, network traffic is analogous to the traffic on streets and freeways. Like a 
freeway, the efficiency of a network depends on free-flowing traffic. If the network 
becomes congested, bottlenecks can occur, often resulting in performance degradation. 

Your primary goal in network design is to ensure a balance of network traffic so that 
bottlenecks don't occur. One of the main considerations will be the kinds of network 
functions each user will be pe1forming. The network usage level of any user can be 
generally classed as low, medium, or high. While there are no actual rules that specify 
the number of devices per type of usage, analyzing usage levels will give you a good 
idea of what kind of traffic to expect, helping you to plan a balanced network. 

The following chart provides some guidelines on network usage levels and helps 
you evaluate the kind of activity users will generate. As you can see from this cha11, 
printing generally creates low levels of network traffic. A computer sends a print job to 

the printer or server, and the communication ends. Launching an application from the 
file server, on the other hand, generates high levels of traffic because information is 
continuously sent back and forth over the network between the file server and the user's 
computer. 
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Network usage levels 

Function Usage 

Printing 

Mail and printing 

Mail, file service, and printing 

Shared database on server 

Mail 

File transfer, small to medium text files ......... ,, 

File transfer, large files (e.g., graphics) 

Launching applications from server 

1 ote that the number of users taking part in network activiry at a given time will al o 
affect the overall level of network traffic. For example, the greater the number of people 
accessing a shared database on the server simultaneously, the greater your traffic will be. 

Once you've analyzed the usage levels of network users and the total number of 
users likely to engage in specific network activities, compare network groupings (such as 
departments) with this list to see which groups are likely to generate high traffic. You 
can use these results to design a balanced network layout and to assign network 
resources to users. 

For example, if you have 30 users who will be printing short documents and 
exchanging E-mail, you can readily group those users into a single LocalTalk network. It 
would be unwise, however, to group 30 high-usage individuals into one Loca!Talk 
network, since each Loca!Talk network has a limit of about 32 devices. Instead, you may 
opt to balance network activiry by dividing this group into two LocalTalk networks, 
connected by a router, or Lo use Ethernet instead. (See the section "Extending and 
Connecting Networks" later in this chapter for a discussion of when and how to connect 
networks.) 
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If you're using LocalTalk, a safe guideline is to consider 16-20 medium-usage devices 
as a full network. It's good policy to underload LocalTalk networks in an initial internet 
design; this will accommodate growth by making it possible to acid to each network 
rather than creating additional networks. 

In Chapter 10, you'll learn how to monitor your network traffic and optimize 
performance as your network changes and grows. 

Determining shared resource needs 

Once you know which services and applications will be used on your network, you can 
determine your shared resource requirements. For example, if you've decided to use 
centralized AppleShare file se1vice, what kind of computer will you need as a server: will 
a Macintosh Classic® be adequate to meet your needs or will you need to use one of the 
higher-performance Macintosh II family of computers? Should you nm more than one 
network service on the same se1ver? How much shared disk space will each user require 
on each server? How many se1vers or printers will you need? 

Many factors affect the shared resource requirements for your network, including the 
type of services and applications being used, the number of users, the anticipated 
amount of use (moderate? heavy?), and the amount of general network activity you have 
on your network. Some of the basic decisions you need to make about shared resources 
include: 

• which network type to use (LocalTalk, Ethernet, or Token Ring) 

• the number of shared devices you need (such as file servers and printers) 

• the type of computer to use as a se1ver 

• the type of disk drive to use 

• whether to run multiple services on the same se1ver 

• the amount of shared disk space you need (number and size of volumes) 

• the amount of server memo1y you need 
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Your main goal in assessing shared resource needs is to deliver a sufficient level of 
service and performance to network users. When shared resources adequately meet the 
needs of your users, they will receive network services without any noticeable delays. 
However, inadequate resources will become apparent when users begin experiencing 
slowdowns in network services. 

The following sections provide some rules of thumb to help guide you through some 
of these shared resource decisions. Bear in mind that these are not hard and fast rules. As 
you can imagine, there are many variables involved in determining shared resource 
needs. The best approach is to make an educated guess and then make any necessary 
adjustments as the need arises. As you gain experience as a network administrator and 
become familiar with the ins and ours of your own network's operation, you'll become 
more adept at estimating your requirements. 

The Macintosh computer is used here as the basis for discussing server performance, 
but the concepts discussed apply to other server platforms as well. 

The network type 

The network type determines how fast information moves from one device to another 
(such as between a computer and a server) and has the most significant impact on 
network performance. If your network and server activity will be moderate, LocalTalk 
may deliver ample performance. However, Ethernet and Token Ring deliver significanJy 
higher network performance levels and may be appropriate for your network 
environment. Accessing a file server on a Token Ring network can provide about four 
times the performance of accessing the same file server over a LocalTalk network, while 
an Ethernet network can typically provide six to eight times the performance of a 
LocalTalk network. 
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Shared devices- how many? 

The number of shared devices you need is determined, in part, by usage levels. A large 
accounting group doing heavy database work may need its own file server. A 
publications department that does constant printing of long documents probably needs 
several printers. When estimating the number of shared printers you need, consider such 
factors as printer speed and output and the number and size of printing jobs. When 
determining how many servers you need, consider that a network service may have 
limits to the number of users that can simultaneously access the service. For instance, the 
AppleShare File Server allows up to 50 users to log on to the file server at the same time. 

Note that some network se1vices can run simultaneously on the same server 
computer, reducing the number of se1vers you may need. See the section "Running 
Multiple Se1vices on One Seiver" later in this chapter for more information. 

The type of computer to use as a server 

If you're using an Ethernet network, the type of computer you use as a file se1ver can 
affect the se1ver's performance. This has not been found to be true on LocalTalk and 
Token Ring networks. For these networks, performance is limited by the network itself, 
not by the choice of computer used as the server. 

ln general, the more powerful the server on an Ethernet network, the better the 
server performance will be. Consider how your file server will be used when deciding 
which computer you need. If your file server will be used by 15 people for activities that 
generate low to moderate amounts of traffic-such as file transfer with small text files or 
infrequent launching of applications- a lower-cost Macintosh computer will probably 
deliver adequate se1ver performance. However, if your server will be used by the same 
number of people for large file transfers or heavy multi-user database access, you'll 
probably want to use a higher-performance Macintosh computer. (See Table 7-1 for 
some general guidelines on AppleShare File Server configurations.) 
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The type of disk drive to use 

The type of hard drive you use can make a difference in se1ver performance, especiallr 
under a heavy load or when transferring large files. For faster disk access speeds and 
improved server performance, use a high-performance disk drive. 

Running multiple services on one server 

Running multiple services on the same server is a highly cost-effective use of server 
hardware. However, if your network demands the least possible risk from degradation in 
server performance, it may not be appropriate. 

A very common configuration is to run print service and file service on the same 
Macintosh server. An AppleShare print server generates relatively low levels of 
input/output traffic, so server performance is less likely to be degraded by its concurrent 
use with other network services. However, if you run routing software (such as the 
AppleTalk Internet Router) concurrently with file service, users may notice a slowdown 
in server performance, particularly if the router is sending large amounts of traffic to 
another network. 

If you run multiple services, you may need additional memory on the server to 
deliver adequate performance to network users (see the section "The Amount of Server 
Memory"). You may want to experiment with multiple services to determine whether the 
resulting server performance is appropriate for your needs. 

Shared disk space 

Another factor to consider is the amount of hard disk storage required for each server. 
For file service, you can get a general idea of how much storage space you'll need by 
learning what kinds of applications and files will be stored on the server. Some 
applications, such as graphics programs, spreadsheet programs, and high-end word
processing software, can be very large. In addition, the files created from these 
applications may also use up a lot of disk space. Short text files or smaller applications 
will naturally use less storage space on the server. 
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Shared disk 

One other point to keep in mind when determining how much shared disk space 
you need is whether you need any separate volumes for security reasons. For instance, 
you may want to set up a separate volume for high-security financial data to make the 
information inaccessible to others using the server. 

If you're running spooler software on the server, you'll need to allocate adequate 
disk space for spooled files. Consider such factors as the number of users and the 
average size of documents to be spooled. Spooling typically requires a minimum of ten 
megabytes of disk space. However, this number can vary considerably depending upon 
the size of the spooled files. 

If you're running an electronic mail application, allocate space for storing messages 
and for overhead message processing. For messaging, disk space depends on the E-mail 
application being used, the number of people using the system, their method of access, 
and how long you store messages on the server (30 days is common). E-mail typically 
requires a large amount of disk space. In addition, many mail programs require that the 
space be available on one single disk rather than on multiple disks. Consult the manual 
that came with your mail application for specific disk space requirements. 
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The amount of server memory 

Adding memo1y to a server can improve its performance and functionality. Additional 
memory can support a greater number of simultaneous users and helps to suppo1t other 
se1vices on a file se1ver such as print spooling, electronic mail, and router services. 
Added memory not only allows more services to run simultaneously, but also allows 
these services to run more efficiently. 

Table 7-1 AppleShare File Server configuration guidelines (forfile semice only) 

Usage level 

Light to moderate use* 

Heavy uset 

Number of 
concurrent users 

Up Lo IO 

Up LO 30 

Up LO 50 
storage 
Over 50 

Up to 20 

Up to 35 

Over 35 

Recommended server configuration 

Macintosh Classic or Macintosh SE/30 with 2 MB RAM 
and 40 MB hard disk storage 
Macintosh SE/30 with 4 MB RAM and 80 MB hard disk 
storage 
Macintosh Jlt with 4 MB RAM and 100+ MB hard disk ,• 

Configure 2 servers 

Macintosh II with 4 MB RAM and 80 MB hard disk 
storage 
Macintosh II with 4 MB RAM and 100+ MB hard disk 
storage 
Macintosh II with 4 MB RAM and 160+ MB disk stor.ig~ 
or configure 2 servers 

* Assumes that the server will be used mainly for storing small applications (or few large 
applications) and text files. 

t Refers to one of the Macintosh II family of computers. 

* Assumes that the server will be used to store many space-intensive applications and fil es, such as large spreadshem, 
graphics, and multi-user databases. 
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Extending and connecting networks 

When designing your network, you may find rhat you need to extend a single network 
or divide the network into two or more connected subnetworks. Connection devices 
such as repeaters, bridges, routers, and gateways (discussed fully in the next section) 
extend networks or provide the link between individual networks, enabling many users 
to communicate and share resources with one another. 

The following situations conunonly call for extending or connecting networks: 

• Enlarging a network that has reached its maximum length or number of devices. If 
you've reached the specified device or cable lengtl1 limits of a network, you may 
need to extend the network. For example, if you're using LocalTalk cable and need 
to extend the cable beyond the specified 1000-foot limit, you would need to use a 
connection device. 

• Linking two or more existing networks in your organization. It's not unusual for 
networks to be installed in an organization for different reasons and at different 
times. The result? Separate networks that don't communicate. Connection devices 
can link these networks together, allowing users on each network to access nmvork 
services on the entire internet. 

• Connecting different network types or networks using different protocols. A common 
reason for connecting networks is to link different network types, such as Loca!Talk 
and Ethernet, each using differenr connection methods and transmission media. Or 
you may need to link your AppleTalk network to a network running an entirely 
different set of protocols, such as DECnet or TCP/ IP. 

• Maintaining a satisfactmy level of network pe1formance. In a high-traffic network, 
performance can be increased significantly by dividing the network into 
subnetworks, each with a low demand for the resources of anotl1er subnetwork. A 
logical way to divide an existing network is along natural divisions wid1in d1e 
organization. For example, networks are commonly divided by department or by 
groups that have shared requirements. By pa11itioning the network into largely self
contained subnetworks, you can minimize the amounr of traffic flowing between 
them and maintain higher levels of performance on each subnetwork. 
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• Isolating a single group generating high traffic. When one group of users generate." 
a large amount of network traffic, performance may decline on the entire network. 
For example, several users performing frequent, high-volume printing and file 
sharing can cause network congestion for all other users on the same network. 

When designing your network layout, you can plan for such high-traffic groups 
ahead of time by isolating these users in a network of their own. If your network is 
already in place, you can use the same traffic-isolation technique, dividing one large 
network into two smaller networks. 

• Accommodating different user requirements. If users' needs for network resources 
vary greatly, you may want to consider creating two networks linked by a connection 
device. In this way, the special interests of each group may be better satisfied. 

• Restricting access to sensitive information. You may decide that sensitive or 
important information-such as product development plans or personnel files-car 
be better safeguarded and supervised by placing the information in a separate 
network. Even though users in other networks can access devices on the "secure" 
network, you can set up certain servers that have restricted access. 

• Creating zones for efficient network organization. Zones are logical divisions 
within an internet that enable an administrator to balance the number of network 
services presented to users. See "Dividing Your Internet Into Zones" later in this 
chapter for a discussion of zones. 

Which connection device do you need? 
Four kinds of devices are used to extend or connect networks: 

• repeaters 

• bridges 

• routers 

• gateways 

The device you choose depends on what kind of connection services you need, as 
described in the following sections. 
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Repeaters 

A repeater is a piece of hardware about the size of a modem. It is commonly used to 
add another length of cable to a network, extending the cable beyond its recommended 
maximum length. As a transmission signal travels through the network cable, the signal 
becomes weakened. The repeater amplifies and retransmits this signal, effectively 
enabling it to travel beyond the normal limitations of the cable. 

A repeater can be very helpful if, for example, you have a few users on a LocalTalk 
network whose offices are isolated from the rest of their group, requiring a total cable 
length greater than the 1000 feet allowed by LocalTalk. The repeater enables you to 
connect those users to the network rather than creating another, separate, network. 

You can also use a repeater to add devices to a network cable; however, there are 
two important points to keep in mind. One, repeaters do not isolate traffic. When you 
add a repeater to your network, the result is one larger network. The traffic th•tt results 
from adding more devices can quickly degrade performance on the entire network. Two, 
be aware of the recommended device limitations of each network type. It would be 
unwise, for example, to use a repeater to go well beyond d1e 32-device limitation of 
LocalTalk (using the LocalTalk cable system), since performance would rapidly suffer. 
However, if you're using Ethernet, which can accommodate a large number of devices, a 
repeater may be a good choice for adding more devices. 

Repeaters enable a cable to be extended 
beyond its recommended length. 

1 .. ---- Maximum recommended length--•J .. ----------- ••• 
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Bridges 

A bridge can be used ro join two networks of the same network type (such as two 
Ethernet networks or two Token Ring networks). The networks can use different types 
of media, such as fiber-optic or coaxial cable. Note that there are currently no bridges 
available to connect LocalTalk networks; routers are used instead (see the next section 
for a discussion of routers). 

Unlike a repeater, which simply retransmits all data onto d1e connected cable 
segment, bridges can interpret data addresses. This means that bridges can isolate traffi< 
on each network, sending only those packets across the bridge specifically destined for 
the other network. (Note that bridges do not typically isolate broadcast traffic, which 
results from such activities as using the Chooser.) 

Bridges can be dedicated, self-contained devices or computers running appropriate 
bridging sofovare. Because the networks connected by a bridge are not identified by 
network numbers or zone names (unlike routers), installing and administering a bridge is 
usually quite easy. Bridges provide administrators with information about network 
activity levels and e1rnr statistics, which are helpfu l in moniroring the network. 

~ Bridges are used to co1111ect 11et111orks together. 
~ Devices see the previously sepamte networks 

as one single, larger network. 
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Connection devices and the OSI model 

Connection devices perform network functions that involve different layers in the hierarchical OSI model. 

In this hierarchy, as you may recall from Chapter 2, each layer represents a separate level of network 

function. Network connection devices perform functions that may involve one or more of these layers. For 

example, repeaters-very simple hardware devices- make use of the protocols in just the physical layer, 

whereas gateways-sophisticated translators between different protocol architectures- use the greatest 

range of networking protocols. 

Functional layers 
of OSI model 

Application 

Presentation 

Session 

Transport 

Network 

Data link 

Physical 

Repeater 

Routers 

Bridge Router Gateway 

Routers can connect networks of the same network type (such as two LocalTalk 
networks) or of different network types (such as an Ethernet network and a Token Ring 
network). Routers enable the connected networks to retain separate identities with their 
own unique network numbers, and they can selectively route data along the most 
efficient path possible. This ensures faster traffic flow and can automatically provide for 
detours if a connection is broken along the path. 
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Routing table 
infom1ation 

Routers are often used to isolate areas of high traffic from lower-traffic areas for 
optimum network performance. They also enable you to partition an internet into zones, 
which make it easier for users to locate and access network services. In addition, routers 
(like bridges) provide administrators with information about network activity levels and 
error statistics, which are helpful in monitoring the network. 

Routers can be hardware- or software-based. A hardware-based router is a dedicated 
box whose only function is routing. It is generally a self-contained device, without a 
monitor or keyboard, designed to be used only as a router. A software-based router 
operates on a general-purpose computer such as a Macintosh. It can be used as either a 
dedicated or nondedicated router, depending on the level of performance your network 
requires. A dedicated router is a computer which, when running routing software, is 
used for no other purpose. A nondedicated router operates on a computer that can be 
used concurrently for other network services as well. If your router is sending large 
amounts of traffic to other networks or if you need the highest possible performance 
from your router, a dedicated router is the better choice. 

Each router on an internet maintains a routing table (shown in the following figure) 
that lists all networks and routers in the internet. The routing table enables routers to 
determine the most efficient route for each packet of data. 

~ Network l nformotlon for Router: RppleTolk Internet Router 0= 

Pocket' Routed: 24 Nel'Work Reliobtlily: 100.0% 

Recent Activity Role: 11111111111111 1 Recent Nel'Work Error Rele: Iii! iii iii iii ii 
ldl• Busy Low High 

Iii)(!) IO zone,, 9 nol'Work' sorted by: I Zone Nome I 
Nel'Wor k Ro~ Zone Name Dhlonce fo r..erdin9 Port Next Router 

~ 40 Accounlln9 0 ~ Locollolk (91) ~ 
61 LocelTolk Zone I ~ Locollolk 195 

62 Locollol k Zono 2 ~ LocolTolk 195 

~ 63 Locollol k Zone 0 ~ LocolTolk (166) 

~ 25 - 35 Morket109 ... 0 ~ EtherTolk (27. 33) 

~ 45 - SS Publtcollon' 0 ~ TokenTolk ( 47 ,207) 

2200 - 2203 TTLobZono l 2 ~ Locollolk 195 

230 0 - 2303 TTLobZone3 2 [!?1 LocelTolk 195 

SS - 6 0 Zone I.. . 2 ~ Locollolk 195 

lo 
~I IC: rt!J 

The routing table serves as a logical map of d1e internet. It lists the network number 
(or network range) for each network, associated zone names, the address of the next 
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router in the path to a given destination network, and the distance to other networks, 
measured in hops. A hop is a unit count between networks on an internet, and means 
"one router away." Each router uses this routing table to determine where (and whether) 
to forward a data packet. 

Device A is 3 hops (routers) 
away from device B. 

" · B ... .... .. ..,. 

Routers can be used in the following ways. 

• To connect local networks: A local router is used to connect two or more networks 
in close proximity. 

• To connect remote networks: A half-router (or remote router) is used to connect 
two or more remote networks over a long-distance telecommunications link. Each 
network is connected to a router, which in turn is connected to a modem. 

• To connect networks to a backbone: A backbone router can be either a local router 
or a half-router. The router is used to connect networks through a backbone 
network, allowing you to link networks in a nonserial manner. This configuration 
minimizes the number of hops between networks (a network is no more than two 
hops from another network) and thereby improves performance. (See "When to Use 
a Backbone" later in this chapter for more information on backbone networks.) 
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~ A router mai11tains a logical map of networks in an internet 
~ and can route data along the most efjicient path. 

local networks Remote networks 

Networks connected to a backbone 
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Because routers are inherently more intelligent than bridges, they do require more 
administration time. When you set up a router, you must identify each connected 
network with a network number or network range (see "Assigning Network Numbers 
and Ranges" later in this chapter), and you also need to specify zone names. Routers 
generate more overhead traffic than bridges since they are continually updating the 
routing tables of all routers in the internet. 

Where to place a router 
Each internet is, in some ways, unique. The connected networks can differ in size, 
layout, and type. As long as a router is properly connected, there are no absolute rules 
that govern its placement in the internet. You can place a router at any point along the 
length of a network. It isn't necessary to connect networks end-to-end with a router 
between each network. The figure below shows examples of possible router locations. 

You can place a router at any point 
along the length of a network. Router 

.· 
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Creating redundant routes 
Where possible, ti)' to create duplicate routes to each individual network in an internet. 
Using this technique, called redundant routing, you can prevent networks from getting 
cut off from the rest of the internet if a break occurs on one of their access routes. 

In the figure below, a router has been added to the internet, resulting in redundant 
connections between networks. The additional router provides an alternate access rou e 
between any two networks, thereby improving network reliability; it also reduces the 
number of hops between some of the networks. 

Be aware that if you create redundant routes with the same number of hops, _ 
troubleshooting can be more difficult, because it may be hard to figure out which path 
the packets are following. 

Redundant~· ~ 
router fl. 

ti . 
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Dividing your internet into zones 
During router setup, you can arrange devices into logical groupings called zones that 
conceptually partition the internet. There are two main reasons to create zones: to make 
it easier for users to locate devices, and to facilitate the creation of departmental 
workgroups that may reside on different physical networks. 

lnternets can contain many hundreds of shared resources, such as printers and file 
servers. If users had to sort through a list of all these devices, the process would be 
overwhelmingly long and cumbersome. Dividing the internet into zones is a much 
preferred alternative, enabling users to view the devices within a single zone rather than 
those on the entire internet. 

Zones also enable administrators to group users into a single zone regardless of 
where they are physically located. A group of users assigned to the same zone can 
efficiently locate the network resources in that zone. This is convenient in situations 
where members of a department or workgroup reside in different physical areas. This 
also lets administrators change zone groupings without having to change any physical 
connections. 

If you do set up users so that they are in the same zone, but reside on different 
networks, be aware that this may cause areas of high traffic on the internet. For example, 
in the following diagram, if a user in Zone B on the Token Ring network needs to access 
the file server in Zone B on the LocalTalk network, this will cause traffic on both the 
intervening Ethernet network and the LocalTalk network. Especially in large internets, 
you should consider grouping all the users on one network into a single zone to isolate 
traffic within that network. 

Zon_es have no physical boundaries or size limits. A zone can include one device, 
several devices, or all of the devices on the entire internet. 
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Users co1111ected to different p/Jysical 11et1rorks 
ca11 belong lo tile same zone. 

Ethernet • 

Zone names and zone lists 

Zone A 

Zont B 

I.ocalT a1k . . 

When you ser up a router, you can associate one or more zone names with each 
network connected to the router. The name identifies the zone to users through the 
Chooser and is used in various router displays. It's a good idea to keep zone names sh )rt 
and simple and m make them meaningful to users. A common method is to use 
departmental names or locations, such as Personnel, Engineering, or Finance East and 
Finance West. 

118 Part 2 Planning Your Nerwork 



A single LocalTalk network can be associated with only one zone name; all of the 
devices on that network belong to this one zone. A single Ethernet or Token Ring 
network can have multiple zone names, which means that the devices on the network 
can belong to different zones. These multiple zone names are ref erred to as a network 
zone list, which contains one or more zone names available to nodes on that network. 
During router setup, you specify the default zone for each device. You (or any other 
user) can change the zone to which a device belongs through the Network control panel 
(or the Control Panel if you're using Macintosh system software earlier than version 7.0). 

If only one zone is defined for the entire internet (or if no zones are defined), all 
network services in the internet are presented in each Macintosh user's Chooser window, 
and no zone name is displayed. 

Assigning network numbers and ranges 
When you use a router to connect networks, you need to identify each network by 
assigning it a unique number or range of numbers. (As with zone name assignments, this 
is done during router setup.) LocalTalk networks are always identified by a single 
network number. Ethernet and Token Ring networks are identified by a network 
range. The network number or range must be unique in the internet. No two networks 
can have the same number and no two network ranges can overlap or have any network 
numbers in common. 

The network range is a series of contiguous network numbers, such as 1-10. Each 
number in a network range is a network identifier that can be associated with up to 254 
devices. The size of the network range determines the maximum number of AppleTalk 
devices on the physical network. For example, a network having the range 1-10 could 
contain up to 10 x 254 devices, or 2,540 devices. If an Ethernet or Token Ring network is 
never expected to require more than 254 devices, you can assign a range that contains a 
single number, such as 100-100. 

When assigning a network range, be sure the size of the range allows for ample 
network growth. For example, in a network containing 500 devices, the range 1-2 would 
accommodate current needs (2 x 254 devices= 508), but would only allow 8 additional 
node addresses for future growth. Exceeding this level of growth would require you to 
shut down the router and assign a new, larger network range, disrupting network 
services to users. 
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The recommended guideline in choosing a network range is to allow capacity for ac 
least twice the current number of nodes (more, if rapid growth is anticipated). Since an 
AppleTalk internet supports up to 65,279 network addresses, or over 16 million possible 
node addresses (65,279 x 254 nodes), it's possible to assign oversized network ranges 
and still have sufficient addresses for a very large internet. For further flexibility in your 
internee setup, when assigning nerwork ranges, allow wide margins between the ranges 
you select. For example, if you assign a range of 100-110 to a network, you may want to 
start the next range with network number 120 rather than network number 111. If your 
internet has relatively few networks, margins between network ranges can be very large. 

• Note Network ranges are part of the extended addressing capabilities of AppleTalk 
Phase 2. To learn more abouc the capabilities of AppleTalk Phase 2, refer to Inside 
AppleTalk (second edition), the AppleTalk Phase 2 Introduction and Upgrade Guide, 
and The Advantages of AppleTalk Phase 2. See the Appendix for information on how to 

obtain these publications. • 

Although there are no rules for numbering networks, it's useful to observe a 
consistent network numbering scheme-especially in large and fast-growing intemets. 
One such scheme involves assigning a location code or department code to the digits in 
a network number. The following figure illustrates how a network numbering system 
can help to identify networks in an orderly way. 

Sample network range: 12345-12399 

r 
2 3 L 45-99 

Site location (headquarters, 
field office, etc.) 

Building 
Floor 
Network range 
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A network numbering system serves several purposes: 

• It faci litates the assignment of network numbers when new networks are created. 

• It identifies each network in a way that is meaningful to you. For instance, you can 
look at a routing table and immediately associate the network numbers with their 
physical locations (such as "building 2, third floor"). 

• It avoids potential network numbering conflicts that can arise with duplicate 
numbers. 

Keep track of your network numbers and ranges by recording them in a logbook, in 
an electronic spreadsheet, or on your network map. 

Gateways 

The fourth kind of connection device-a gateway-is a combination of hardware and 
software that connects an AppleTalk network with a network using non-AppleTalk 
protocols, such as TCP/IP or DECnet. Gateways serve as translators between these 
otheiwise incompatible network protocols. A gateway is not necessarily used to make a 
network larger; irs primary purpose is to overcome differences between connected 
networks. The gateway interprers network-related information in a data transmission, 
such as addressing and routing instructions, then translates this information into the 
format of the protocols running on the connected network. 
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Gateways se1ve as translators 
between othe1wise incompatible 
network protocols. 

. . 
Ethernet 

When to use a backbone 

Node using AppleTalk 
protocols 

. . 

Node using TCP/ IP 
protocols 

If you are planning an internet, you'll find that a backbone network is a very useful 
part of an efficient network layout. The primary function of a backbone is to transport 
information between other (often slower-speed) networks. A backbone is like a 
superhighway. It alleviates cross-network traffic congestion, providing each connected 
network with a more direct route to eve1y other network in the internet. With a well
planned backbone network, data can be sent through a minimal number of routers to 
reach the destination network. 

It's especially useful to create a backbone network to connect many separate 
networks or to connect networks that aren't physically contiguous. A backbone is often 
used to connect networks on cliff erent floors of a building or in di.ff erent buildings. In 
addition, you can connect network devices directly to a backbone, permitting faster 
access to heavily used devices such as file servers. 
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Example A: without a backbone 

Network I 

Network 3 

Network 4 

. . . . . . . . . . . . . . . . . . . . . 

......... .. .............. 

Example B: with a backbone 

Network I Network 2 

Backbone 

Network 4 

Network 2 

Network 5 

Network 3 

Network 5 

In the preceding figure, Example A shows five networks connected serially by 
routers, with no backbone. To get from Network 1 to Network 5, a packet would need to 
travel four hops and would have to contend with network traffic on three intervening 
networks- which may themselves be slower networks. In contrast, in Example B, the 
same transmission would need to travel only two hops, with the backbone network in 
between. (Network performance can be further enhanced if the backbone is a high
speed network such as Ethernet, as discussed in the next section.) 
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Selecting the backbone network type 

Any network type that can be connected to a router can be set up as a backbone. 
However, since the object of a backbone is to enhance performance-and since the 
backbone may be used as a thoroughfare for many connected networks- it's desirable 
for the backbone network to transmit data at a fast rate. 

For example, any type of network can provide the efficiency of fewer hops between 
networks, but an Ethernet or Token Ring backbone also provides a high transmission 
speed. The backbone network type you select should take into account the usage level 
and performance needs of your own internet. 

Connecting networks of different speeds 

Since you can combine different network types in an internet, you need to consider 
where it would be most advantageous to place higher-speed networks in the layout of 
your internet. When possible, use faster networks in a busy route between other 
networks, as illustrated in the following figure. 

Not recommended More efficient layouts 

Ethernet Ethernet Ethernet 

LocalTalk LocalTalk 

Ethernet Ethernet Ethernet 
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When connecting networks of different speeds, consider that most lower-cost routers 
(including the AppleTalk Internet Router) do not distinguish the speed of a network 
when selecting the most direct route to a destination. Instead, these routers select the 
route with the least number of hops. If you have a lower-cost router, wherever redundant 
routes exist, try to place fewer hops in the faster network so that this is the path selected. 
You may want to consider eliminating redundant routes.in which the number of hop 
counts will cause the router to select the slower-speed route. 

Where to place shared resources 

How do you determine where it would be most efficient to place shared resources? If 
you have a single network, it doesn't matter where you place printers and servers from a 
network performance standpoint. However, you will want to consider factors such as 
convenience and security. Shared printers should be easily accessible by network users. 
You may want to place servers close to you for administrative purposes or in an isolated 
area for security reasons (see Chapter 9 for a discussion of security). 

If you have two or more connected networks, there is one basic, common-sense rule 
about where to place shared resources: always try to place them on the same network as 
the people most frequently using them. Avoid placing routers or bridges between users 
and the devices they share. This will cause unnecessary traffic over networks that do not 
use the devices or that use them infrequently. If your internet includes a backbone 
network, consider locating devices shared equally by many networks on that backbone. 
(See the following examples.) 
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Poor 11etwm·k design 

If many users on Network B need to use the modem se1ver 
on Network A, unnecessaiy traffic will be 
generated on Net work A. 

Recomme11ded 11etwork desig11 
To isolate traffic on each network, 
Network B has been given its 
own modem se1ver. 

Modem 
server 

. • • 

File 
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Network B server 



Placing shared devices 011 a backbone • 
• . 

Users on networks A, B, and Call 
need lo access the graphics file seroet; 
the scanner, and the color printer; 
so ii makes more sense lo locate these 
shared devices on the network 
backbone. 
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Creating a network map 

When you're ready to detail the physical layout of your network, you'll start by drawing 
a network map. The map is a graphic representation of your network and is an 
essential planning tool. It will assist you in designing the initial network layout, helping 
you to figure out where it's best to place printers and file servers, how a network should 
be partitioned into zones, where a router would be most optimal, and where cable needs 
to be installed. 

The network map is also an important management tool, helping you keep track of 
changes to your network in an organized way and making it easier to troubleshoot 
problems that arise (as you'll see in Chapter 11). For example, if several users tell you 
that they can no longer use a shared printer, the network map can reveal the point 
where their computers are cut off from the rest of the network. The importance of 
network maps becomes more obvious as networks grow into internees and are 
complicated by routers, gateways, backbone networks, and multiple floors or buildings. 

There are many kinds of network maps. The most commonly used ones are 
schematic maps, architectural maps, and skeleton maps, shown in the following 
illustrations. Consider these maps as suggestions; you can use any kind of map that 
physically details your network and best suits your needs. 

The schematic map represents your network's arrangement of devices and cables. 
and is convenient for daily troubleshooting and maintenance. It does the following: 

• identifies the type and function of each network device as well as its location in 
relation to the other network devices 

• describes the connectivity between the devices (such as Loca!Talk or Ethernet) 

• describes the functions, memory capacity, and disk capacity for each network service 
and computer 

• provides the names of network zones 
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The architectural map shows the network's actual physical structure, including 
architectural elements such as staitways, walls, and windows. If you're administering a 
very small network, you can easily plan and troubleshoot using this map. However, as 
your network grows to include multiple floors and buildings, you'll find the schematic 
map much more manageable. (For small networks, you might also consider using a 
hybrid map that combines the components of the schematic and architectural maps.) 

The architectural map is useful for planning the initial installation and for planning 
physical changes to the network, such as additions, relocation, or remodeling. It can 
provide people outside the company-such as support representatives or contractors
with a physical representation of the network and gives new users an idea of the 
network layout in the building or buildings. The components of an architectural map 
include: 

• an area floor plan as close to scale as possible, including doors, windows, permanent 
walls, and cubicle walls 

• potential architectural and electromagnetic obstructions that can affect cable and 
device installation, such as elevators, microwaves, and refrigerators 

• device types and their locations within the building 

• a scaled-down drawing of cable between devices 

To create an architectural map, it's useful to obtain floor plans of your building to 
save time in measuring and drawing an original floor plan. Check with the facilities 
department of your company or the building management office of your building for a 
copy of the plan. 
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Architectural map 
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Skeleton maps are useful for visualizing interconnected networks in an internet and 
are best used in conjunction with schematic maps that detail each individual network. 
For reference purposes, it's helpful to label (and even color code) the different wiring 
schemes in your internet. 

Skeleton map 

Publicac.ions zone Product Management zone 

Ethernet backbone ----- 
(fiber-optic) 

Engineering zone 
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It's best to create your network map using a computer graphics application, such as 
MacDraw® II, or to use a network management application, such as NetAtlas (Farallon 
Computing) or GraceLAN (Technology Works), that automatically creates a map for you. 
If you simply draw the map on paper manually, then each future change in the layout 
will require you to erase and redraw the affected network segments. Unless your 
network is very small and simple, this may be difficult and time-consuming. Note that the 
Inter• Poll Administration disk includes symbols, such as icons for computers and 
LaserWriters, that can help you construct a network map. 

Conclusion 

Your main goal in designing your network is to create a balanced network that delivers 
an adequate level of performance and service to users. One of the most important 
considerations in network design centers around network activity: How many users will 
be on the network and what kinds of traffic will they generate? Once you have an idea of 
potential traffic activity, many design decisions-such as whether to have a single 
network or several connected networks-fall naturally into place. 

As you design your network, also keep these general guidelines in mind: 

• Build the network slowly. A void uncontrolled network growth by adding devices 
and software in an orderly way. Ask users to consult with you before doing anything 
that might affect the network. (Training users is a vital part of keeping the network 
running smoothly, and is discussed in Chapter 10.) 

• Avoid unnecessary through-traffic. If users on one network require frequent access 
to users or devices on another network, be sure the networks are contiguous or 
linked by a backbone. Otherwise, any networks placed between them will be 
bogged down carrying constant through-traffic. 

• Control the assignment of device names, network numbers, and zone names. These 
should be assigned by you and should be kept consistent to facilitate network 
monitoring and troubleshooting. In addition, try to give meaningful names to devices 
that will help users identify them, such as 2nd floor Laser Writer. 

Chapter 7 Design Guidelines 133 



• Design your network with projected expansion in mind. Assessing your current 
needs helps to define minimum requirements, but cannot produce a total design 
strategy. In your design plan, anticipate network expansion by projecting the 
increase in numbers of users and services, and in the anticipated level of network 
usage. By anticipating the way a network will evolve, you can help ensure that it will 
be easy to add new devices and to connect additional networks-while keeping 
communication between all points on the network as fast and efficient as possible. 

134 Part 2 Planning Your Network 



8 Factors Affecting Installation 

As you plan your network, it's important to consider the various factors that can affect 

network installation. This chapter focuses on the following general physical 

considerations: 

• local building and fire codes 

• electrical considerations, such as power system capacity 

• sources of electromagnetic interference 

• environmental conditions that may require special installation measures 

• cable distribution and layout, including cable handling; labeling cables; and laying 

cable in a single room, multiroom, or multifloor sire 



Local building and fire codes 
Building and fire codes differ in every county, so be sure to check local regulations 
before installing your network. For example, some local building codes require you to 
run cable through metal conduit, tubing which protects and insulates electrical wiring. 
Some local fire codes require that you use coated, fire-retardant plenum cable (such a-; 
LocalTalk Custom Cable) rather than PVC cable, which is not fire resistant and may emit 
toxic fumes if burned. Conduit or plenum cable is commonly required if cable passes 
between floors without being enclosed in a closet or power pole or if it passes through 
the ceiling in open spaces where flames can spread quickly. If you're using a contractor 
to install the cable, don't rely upon d1is person to know the codes in your area. 
Ultimately, your organization is responsible for ensuring that the network installation 
adheres to code. 

Electrical considerations 
The primary electrical consideration in installing a network is power system capacity. 
Verify that sufficient power is available for each device connected to the network and 
allow for adequate power for new devices as the network grows. Also check for power 
integrity. Power flucn1ations can cause intermittent and hard-to-diagnose problems, 
including brownouts (extended voltage drops), blackouts, surges, and line interference. 
If power integrity is a problem in your building, consider installing an uninterruptible 
power supply (UPS) or a constant voltage transformer ( CVf). 

You should also check the electrical grounding of your installation to make sure th' t 
there is a common earth ground between all devices. Differences in the quality of the 
electrical ground between devices can result in a "ground loop"-external interference 
that can cause intermittent data transmission errors. 
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Electromagnetic interference 
Avoid running cable near electrical or mechanical equipment, such as elevators, air 
conditioners, fluorescent lights, radio transmitters, and industrial machinery. Such 
equipment can cause electromagnetic interference, creating transmission disturbances 
that can potentially corrupt or destroy data. Cable should not be routed next to power 
lines unless the two are separated by conduit or a metal shield, as shown in the 
following figure. 

When you are forced to run cables through large fields of interference, such as on a 
manufacturing floor with high-voltage electrical equipment, you may need to shield the 
cable with extra insulation or consider fiber-optic cable, which is immune to 
electromagnetic fields. 

Metal shield -----+ 

Power lines _/cm-• 

Environmental factors 
Ideally, your network should be maintained in a temperature-controlled area, free from 
excessive moisture and other adverse environmental conditions that can disturb the 
network's secure operation. If your network is subjected to unusual conditions such as 
high heat, caustic fumes, excessive dirt, moisture, or vibrations, you may need to take 
steps to provide protection for network equipment and cables. For example, a network 
that is located on a factory floor may have problems with excessive dust and debris that 
can clog equipment. If you need help in assessing or handling potential problems at 
your sire, contact a professional network installer. 
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Cable distribution and layout 
Planning cable la your carefully can save you a lor of rime and money larer on. Too often, 
cable installation is jusr an afterthought, and cable is strung haphazardly on walls and in 
exposed areas on the floor. This may be an easy way to lay cable, bur ir is also a 
potential source of transmission problems on rhe network. To protect the cable from 
physical abuse that can cause network fa ilure, avoid laying cable across open floor areas, 
hallways, or in exposed areas where it can be easily stepped on. Route cable so that it is 
hidden and protected. yet is easily accessible and adaptable to new office arrangements. 

Regardless of the cable distribution system you use, plan for repair, future 
modifications, and gro\Yth. The more accessible the cable is, the easier ir wi ll be to 
maintain or move. It makes sense to lay additional cable to acconunodate new users on 
the network. If you run cable through raceways or conduits, plan them so d1ey are large 
enough to accommodate extra cable for future expansion. 

You also need to decide whether you (or someone in your organization) can perform 
d1e cable installation or whether you need to call in a professional to do some or all of 
d1e work. Most LocalTalk cable installations can be done quickly and easily without 
outside help. Occasionally, however, structural elements in some types of buildings 
make professional help desirable. 

For ocher types of AppleTalk installations, such as PhoneNET, Token Ring, and some 
Ethernet networks, you'll probably need ro enli r the help of outside professionals for 
cable layour. Such professionals include telephone installers, electrical contractors, or 
cable i11stallation contractors. Even if you won't be doing the actual cable installation, 
being familiar with the procedures can be very helpful when talking with contractors a 1d 
when troubleshooting network problems. 
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Handling cable 

When you purchase cable, you'll receive information on how to handle it during 
installation. Improper cable handling can cause intermittent transmission problems on 
the network, making it difficult for you to locate the problem source. Before you install 
the cable, check its specifications for flexibility and bending. Some cable is more flexible 
than others; for instance, twisted-pair cable is more flexible than coaxial cable. When 
routing cable, t1y to make rounded bends rather than sharp ones that can kink the cable, 
causing damage and blocking transmission. A cable is not designed to support any 
weight-even its own. If you run cable without conduit or raceways, the cable should be 
secured with proper clamps along the route. 

Attaching a cable to a wall improperly can produce such problems as kinking. For 
instance, if you run the cable through a metal staple attached to the wall, the staple can 
crimp the cable and kinking will result. If you need to attach cable to a wall, use the 
appropriate cable mounts. When pulling cable, especially through narrow openings, tiy 
not to exert excess force. Severe pulling can stretch or break the center conductor. 

Labeling cables 

It's good practice to label your network cables to avoid wiring confusion and to help in 
maintenance and troubleshooting. Labeling cables becomes especially impo11ant in 
installations where cable is hidden from view. Use some kind of logical numbering 
scheme so that you know where each cable comes from and where it goes. Putting the 
network number or network range on each cable is also a good idea. You may want to 
use color coding to differentiate cables further; for example, to denote different floors of 
a building. It's also a good idea to match your cable labels to your network map and to 
keep the map updated. 

The label should be easy to read and long-lasting, but also easy to remove or change 
if necessary. Some stores sell self-sticking, preprinted numbered and colored labels, 
which saves time in creating your own. 
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Laying cable in a single room 

If you're laying cable around a single large room in offices that have a flexible 
arrangement of devices, installation is very easy. You can simply string the cable along 
baseboards, preferably in a molding or raceway. Raceways are covered metal or plastic 
channels that can be attached to walls and installed around the edge of the room at 
baseboard or desktop height. Surface raceways are one of the simplest means for laying 
cable around a room. They protect the cable, are easy to maintain and modify, and 
eliminate the trouble and expense of going through walls, ceilings, or floors. 

Suiface raceways around a single room 

Laying cable in a multiroom or multifloor site 

The design of most larger buildings includes a cable distribution system that 
accommodates communications and power lines between rooms and floors. Your 
building manager or faci lities engineer should have a diagram of the system or be able to 
explain it to you. 
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The major types of cable distribution systems-ceiling systems, riser systems, and 
floor systems- are described in the following sections. To identify your type of 
multiroom or multistory installation, determine which of these general types of cable 
distribution systems is closest to your own building's arrangement. 

Ceiling systems 
One of the most flexible and economical ways to lay cable is through an accessible 
ceiling space, bringing cable down walls through power poles or raceways to the 
desired location. Ceiling distribution systems allow you to move cable easily and to keep 
cable lengths short. 

In most code areas, cable in ceilings that carry used room air without air ducts (a 
plenum air return) must be insulated with flame-retardant materials or placed in conduit. 
The following figure shows a ceiling in which the used air is carried through air ducts 
(closed air returns) instead of through the entire ceiling space. If you have such a ceiling, 
some regulatory codes allow you to use non-flame-retardant PVC cable without conduit. 

Ceiling 
itwlation 

Light fo.1Ure 

A ceiling system in which air is carried through ducts 

Closed air 
re rum 
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Before you begin a ceiling insta llation, examine your ceiling for potential problems. 
Some older plaster ceilings may be inaccessible, and other ceilings may have inadequate 
clearance. The ceiling may also contain light fixtures, insulation, electrical boxes, air
conditioning systems, and antennas. If the clearance between such devices is less than 
three inches, laying the cable could be difficult. Some ceilings contain cable trays, racks, 
or hooks that are used to support large numbers of cables. If you are using such 
supports, leave at least one foot of clearance between unshielded power lines and cable 
to prevent radio-frequency interference. 

A ceiling grid system, composed of prefabricated ducts to hold wiring, is often 
built into office buildings. Cables are laid through the ducts and brought into the offic~ 

work spaces through power poles or raceways. You can access the grid system by 
temporarily removing strategic ceiling tiles. 

A ceiling grid is one of the most flexible of all cable distribution systems. The 
following figure shows cable brought up through a utility pole and installed in a 
distribution duct for transport across the ceiling. 

A ceiling g1id system for ro11ti11g cables 
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Remember, cable should not be installed directly next to unshielded power lines; 
instead, use a separate or divided duct. Most regulatory codes require you to use flame
retardant plenum cable in ceiling grids or to place PVC cable in conduit. 

Riser systems 
Riser systems are vertical structures extending from floor to floor through which utility 
lines can pass; these include shafts and wiring closets. Enclosed utility areas that are 
vertically aligned between floors are called closed shaft systems. The cable passes 
from a lower enclosure to one directly above through pipe or conduit embedded in the 
floor. Open shafts are areas where unenclosed cables pass from floor to floor. Strict 
codes are usually enforced for open shafts, and conduit or plenum cable is generally 
required. 

If you're installing a multifloor network, you'll probably want to make use of 
centralized wiring closets that exist at your site. These wiring closets are typically 
installed for large-scale cable distribution. They provide a central point for incoming 
power and telephone lines and for data distribution between large central computers 
and office terminals. Because some AppleTalk networks are laid out in a linear topology, 
centralized wiring closets are not necessary, but they can be an excellent option if your 
wiring closets provide the major means of access from floor to floor. Wiring closets are 
typically used for star topology installations (such as unshielded twisted-pair LocalTalk 
networks and twisted-pair Ethernet networks) and are often used to run coaxial cable for 
Ethernet networks between floors. 

Floor installation 

Underfloor installation is another option for laying cable, either through underfloor 
ducts, cellular floors, or raised floors. An underfloor cable installation physically protects 
the cable and is quite secure from tampering, but may be impractical unless the cable is 
installed during building construction. 

Underfloor duct systems are incorporated into the initial design of many large 
buildings. The ducts-prefabricated pipes in various sizes and cross-sectional pieces
are installed into the floor and provide protection and transport for cables. 
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As shown in the following figure, a duct system is usually composed of: 

• Header (orfeeder) ducts. These fit flush with the floor around its perimeter and m ty 
be covered with tile or carpet sections. 

• Distribution ducts. These carry cables to various locations within d1e room. 

• junction sites. These provide access to header and distribution ducts. 

• Service fittings. These are generally unmovable outlets under desks and along walls. 

Distribution 
dud cover 

An undeifloor duct system 

Header duct cover 

Shielding 

Distribution dud 

Large-area ducts are used for communications wiring, small-area ducts for power 
lines. Some trenches may be partitioned with metal shielding so that communications 
lines and power lines can be installed together. Your existing ducts may already be at 
full capacity. To inspect them, remove the covers from ducts and junction boxes. 
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In cellular floors, the ducts and distribution cells that carry cables are intrinsic 
elements of the floor itself; that is, they perform two functions, architectural support and 
cable distribution. The distribution cells are usually steel or concrete and are fed by 
header ducts carrying cable from the wiring closets or shafts. The header ducts provide 
access to all cells in the floor. 

Header duct 

Wall 

A cellularjloor system 

Since the cells are placed at close, regular intervals, cellular floors are more flexible 
than underfloor duct systems and can carry many more cables than a duct system can. As 
with other cable systems built into the structure of a building, careful planning at the 
time of construction is essential, because adding inserts after the floor is in place means 
drilling concrete. Remember to use separate or partitioned cells to avoid interference 
problems between unshielded power lines and cable. 
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A raised floor, commonly designed for large computers, is built over existing 
flooring and is made up of interlocking plates supported by metal standards, as shown in 
the following figure . The entire area under the floor is accessible, so cable installation i -
convenient and flexible. A disadvantage is that raised flooring is very expensive. When 
installing cables in a raised floor, be sure the floor is well grounded and be carefu l to 
warn others to stay away from any open grid areas. Some local building codes may 
require the use of conduit or flame-retardant cable in raised floors. 

A raised floor design 
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Conclusion 
This chapter has summarized some of the more general physical aspects to consider 
when installing your netv.rork. Obviously, network installation is a very broad topic and 
a great deal more can be said on the subject; however, such an expanded discussion is 
beyond the scope of this book. To learn more about installation issues, check the va1ious 
networking books and journals in your local bookstore or library. Some specific 
references are listed below. 

BOCA Basic/National Building Code, 1990 edition (with 1991 supplement). Produced by 
the Building Officials and Code Administrators (BOCA) International. 4051 Flossmoor 
Rd., Country Club Hills, IL 60478. (708) 799-2300. 

Hands-On AppleTalk. Mike Rogers and Virginia Bare. Simon and Schuster. New York, 
>Jew York. 1989. 

Local Area Networks. john E. McNamara. Digital Press. Burlington, Massachusetts. 1985. 

National Electrical Code (NEC). 1990 edition. Produced by the National Fire Protection 
Association. 1 Batterymarch Park, P.O. Box 9146, Quincy, MA 02269. (617) 770-3000. 

Protection of Electronic Computer/Data Processing Equipment. 1989 edition. Produced 
by the National Fire Protection Association. 1 Batterymarch Park, P.O. Box 9146, 
Quincy, MA 02269. (617) 770-3000. 

Standard Building Code (SBC), 1988 edition 0990 amendment). Produced by the 
Southern Building Code Congress International, Inc. 900 Montclair Rd. , Birmingham, 
AL 35213. (205) 591-1853. 

Uniform Building Code, 1991 edition. Produced by the International Conference of 
Building Officials (ICBO). 5360 S. Workman Mill Rd., Whinier, CA 90601 . 
(213) 699-0541. 
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9 Security Considerations 

An importanr part of planning your network is assessing your security needs. This 

chapter helps you define chose needs and explore your security options, which include 

such simple measures as user education and password protection as well as more 

complex protection schemes such as dara enc1yprion. 

Although network security is a relatively new area of focus for local area networks, it is 

also a rapidly growing one, and there are many products on the marker today that can 

help you implement the security concepts discussed here. 



Your network security needs 
Security can be broadly defined as the process of protecting the data that is stored and 
transmitted on your net\:vork from unauthorized access, alteration, or destruction
whether from human error, malicious tampering, hardware malfunctioning, or 
environmental conditions. Security measures can take many forms, ranging from such 
basic measures as data backup and user education, to physical protection schemes, to 
sophisticated measures such as data encryption, which encodes net\:vork data. 

The type of security you choose to implement will depend on the type of information 
transmitted and stored on your net\:vork, the scope or reach of your net\:vork, the 
physical environment in which the network is installed, and your budgetary 
requirements. You need to decide how critical or sensitive the information on your 
network is, where the potential risks are, and what kinds of security protection make the 
most sense for you. 
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When assessing your security needs, evaluate how your organization would be 
affected if the information on your network were lost, stolen, or damaged. If your 
network is small and the data is not highly confidential or critical, then simple security 
measures are probably sufficient. But the larger and more complex the network is, and 
the more critical the data on the network is, the greater the security issues will be. For 
instance, if the information on your network consists of routine office data, security 
concerns might center around accidental misuse rather than malice, and user educaLion 
and backup procedures may be sufficient. However, if your network contains highly 
confidential data-such as personnel information, electronic funds, or product 
development plans-then more slringent security measures such as data encryption and 
perhaps even network isolation (a completely separate network) may be necessa1y. 

A key point to keep in mind: be realistic when considering your security needs. 
Although establishing adequate security is essential, establishing more security than is 
necessary is costly, inconvenient, and time-consuming. Consider the repercussions of 
unauthorized data access and data loss, weigh this against the inconvenience or cost 
imposed by the security measure, and then decide what type of security best meets the 
needs of your network. 

Backing up data 

Backing up shared data on file servers and mail se1vers is an essential part of network 
security, since it may be your only way to recover information that has been destroyed, 
lost, or tampered with in some way. The responsibility for backing up data is often one 
of the most vital aspects of an administrator's job. 

If the information you are backing up is confidential, make sure the backup tapes or 
disks are locked in a secure location. For especially critical information, multiple backup 
copies should be kept at different, secure locations, including one off-site location. This 
way, even if your site experienced an environmental catastrophe, your data would still 
be safe. Backup methods and media are discussed fully in Chapter 10. 
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Educating users about security 
One of the most basic and important elements in a network security plan is sometimes 
the most overlooked: the people who will be using the network. The best-planned 
network security may never work if users don't understand or aren't committed to usir g 
establi hed security procedures. Your organization can start educating users by 
establishing formal policies on security measures. If users understand why such 
measures are needed, they are usually happy to comply, making your job much easier 
Without such user acceptance, you may be continually frustrated in your security efforts. 

As the network administrator, it's important to define your security role and to 
communicate this role to users. Decide how much control you need to have over 
security and how much can be entrusted to others in the organization. Part of your job is 
to make users aware of security measures (or remind them of stated company policies I 
and to help users better understand why they're necessary. 

For instance, if d1e integrity of your network information depends on password 
protection, explain to users that they shouldn't write a script or macro mat wi ll 
automatically log a computer on to a server, because it bypasses the nonnal log-on 
process-negating the password protection you have established. Let users know mat 
they should log off a network service when they leave their computers so that someore 
else can ·t access the service (and possibly penetrate the network further) while they're 
gone. 

You may need to make it clear to users why they can't just add a piece of equipment 
to the network without your knowledge. For instance, if your network is a high-securi-y 
installation where remote access is not allowed, users need to understand that they ca:1't 
add a modem to the network to access their computers from home because the modem 
may create an entry point for unaumorized users. 

It's important to train network users so that they have a basic understanding of 
network functions, components, and procedures. This training will help to prevent 
accidental misuse of equipment or software. For example, users need to know that dw 
Macintosh com purer sirring outside their offices is a router, not a workstation. They 

should understand what each piece of equipment is and how it works, and that they 
shouldn't tamper with servers and routers unle s they have your OK. 
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Training will also help users understand the reasoning behind certain security 
measures. If users understand that a security breach compromises data on their own 
computers as well as on connected computers and servers with confidential information, 
they are more likely to adopt security practices. 

It's the responsibility of your organization not only to establish security measures, but 
to enforce them as well. It's a good idea to give employees incentives so that security is 
an essential part of their jobs. Consider having periodic security reviews to help ensure 
that procedures are being followed and to make it clear that security is a high-priority 
area. The bocrom line? Security is an organizational commitment and is literally 
everyone's business. 

Physical security 
There are a variety of physical security measures you can use to protect your data and 
equipment. If your network is vulnerable ro physical intrusion (for example, in a public 
setting where many people have easy access to your network), then your data may be at 
risk in spite of other measures you take. After all, even the best password protection 
scheme won't help if someone runs off with your disks or file server. 

Equipment can be physically secured in a variety of ways. Servers and routers can be 
placed in locked rooms or in cabinets with adequate ventilation. Tapes and disks 
(including backups) that contain sensitive information can be locked up. There are also 
physical locking mechanisms that can be installed on computers to prevent access to the 
disk drives or power switch. Computers, servers, and routers can also be physically 
locked down by anchoring them with padlocks and cables or security pads. 
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Locking cables 

Other physical comrols include removing monitors and keyboards from servers 
(commonly called headless servers); placing cables out of sighr and, if possible, in 
protective raceways ro avoid accidemal misuse (such as cables being stepped on), cable 
tapping, or penetration by monitoring devices; and placing network printers that are 
used to print confidential information in locked rooms or in supervised areas that are off 
limits to unauthorized users. 

Finally, if pa11 of your organization transmits or stores data of a highly sensitive 
nature, your best choice may be to isolate those users in rheir own separate network, 
providing them with their own file servers, mail servers, printers, and so on. 

Controlling access to data 

An integral part of any network security scheme is rhe ability ro restrict access ro 
information. Files scored on a user's computer can be protected with special security 
software. Network se1vices, such as file service, electronic mail, and remote access 
should identify authorized users with an ID and a password. File service should provide 
the capability to restrict access to information and to specify what kind of access users 
can have, such as read or write access. 
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Using passwords 
The password protection in AppleShare and in other network se1vices, such as electronic 
mail and remote access, is a good deterrent to unauthorized access if used properly. 
However, passwords are often treated casually and can be a vulnerable weak spot in a 
security system. To use password protection effectively, follow the guidelines below and 
explain appropriate information to network users. 

• Make passwords hard to guess. Don't use such easily broken "codes" as first or last 
names; the names of children, pets, or spouses; social security numbers; birthdates; 
or initials. This kind of information can be easily obtained by someone seriously 
motivated to access the system. Instead, choose a long string of random characters 
with spaces, numbers, and letters (mix upper and lower case). One technique for 
generating passwords that are seemingly random but easy to remember is to make 
up a nonsense sentence and use the first letter (or number) of each word to compose 
the password. For example, "This morning 7 cows and 3 geese sang," would yield 
the password "Tm7c+3gs." 

• Change passwords frequent~y (but make sure you remember them!). This way, even 
if someone learns your password, it won't be useful to the person for very long. If 
password security is important to your organization, you may choose to take control 
of creating and distributing passwords by changing users' passwords automatically 
on a regular basis (but let them know this routine and why you're doing it). 
Alternatively. you can require users to change their own passwords regularly. 

• Keep passwords strictly confidential. Users should memorize their passwords. They 
should not share passwords with coworkers unless absolutely necessary and they 
should avoid jotting down passwords and leaving them where they can be 
discovered by someone else. Keep any administrator passwords memorized or in a 
secure, locked location. Anyone who has access to an AppleShare file server and 
who knows the adminisu-ator's password can obtain confidential information on the 
server. 

• When an employee leaves the company, remove that person's password or account 
immediate~y. This ensures that neither the ex-employee or someone that person 
knows can use the password to access the network. 

• Avoid scripts or macros that automatically provide user passwords. The ability to log 
on automatically can provide unauthorized users with easy ently into a network. 
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Protecting information on workstations 

To protect data on workstations, users have several options. One option is to store all 
sensitive files on floppy disks, locking the disks up at the end of each day. Another 
choice is to install a data lockout program on the computer. These programs protect 
folders and files by requiring a password (either at startup or when someone tries to 
access the folder or file) or by creating password-protected "safes" that lock data inside. 
Some programs enable users to activate the lockout process at any time, a convenient 
feature that prevents intruders from accessing unattended computers during the course 
of the day. A third option for protecting files is to use software that enables you to 
encrypt or code data files. 

Data encryption is a high-end security measure that can go a long way towards 
protecting sensitive files on the network. Encryption is the process of changing 
intelligible data into unintelligible data. A password, called a key, is used to encrypt and 
decrypt files. When a file is encrypted, only those who know the key can read it. Even if 
an unauthorized person manages to gain access to an encrypted file, that person will not 
be able to make any sense of it without the key. 

Some data encryption products are used strictly to protect files stored on disk. Other 
products also enable you to transmit an encrypted file over the network or copy the 
enctypted file onto other media, such as floppy disks or tape. Be aware that if a produ.:t 
does not have the capability to transmit encrypted files over the network, then any 
encrypted files you transmit (through electronic mail, for example) can be potentially 
intercepted and read. 

Enc1yptedfiles are unreadable 
unless you have the password. 
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There are a wide range of encryption processes available, from simple encryption 
that protects against the accidental or "casual abuser" to sophisticated methods that 
protect against all but the most highly trained criminal with an in-depth knowledge of 
cryptanalysis, the analysis and deciphering of codes. 

Rigorous encryption methods are based on mathematical algorithms that make it very 
difficult for even mainframe computers to break the code. The National Bureau of 
Standards has established its own Data Encryption Standard (DES), which is 
recommended for extremely sensitive applications such as electronic financial 
transactions. Some encryption products use their own algorithms; others have adopted 
DES as their basis for encryption. Before purchasing encryption software, make sure that 
the encryption technique is reliable and that you understand how ci1e vendor handles 
selection and distribution of encryption keys. Once the data is encrypted, it is useless to 
unauthorized users, but if the encryption key is compromised (or forgotten!), the process 
is useless to you as well. 

+ Note To send encrypted files or encryption software outside of the United States, 
you may need approval from the Defense Trade Center (National Security Agency) in 
Washington D.C. Call (703) 875-6644 for details. • 

Protecting information on file servers 

If you need strict control over access to shared data, you may want to consider using a 
centralized file service, such as AppleShare, where control ultimately resides with one 
person-the network administrator. A centralized file service also enables you to place 
the server in a physically secure location, such as a locked room or cabinet. If you store 
confidential infom1ation in a distributed file-sharing environment, individual users must 
be well aware of security measures and take any necessary precautions to protect data. 

As discussed in Chapter 3, an AFP file server has built-in security mechanisms to 
safeguard information. For example, with AppleShare you can control file access at the 
file server level and at the folder level. Users can also protect their own folders without 
the administrator's intervention. 
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Security provisions at the file server level include user name and password log-on 
(encrypted password) and restricted access co file server volumes. AppleShare also 
allows you to create private volumes chat permit access by designated users only. It's 
especially critical to keep the administrator password, which allows access to all folders 
scored on a se1ver, confidential. 

You can restrict access to folders in several ways. You can permit folder access by 
specified users only, hide folders from unauthorized users, and specify further whether 
users can just view or make changes co a folder. AppleShare also enables you co lock 
folders to prevent them from being deleted, moved, or renamed. AppleShare's "drop 
folder" security feature is like a private mailbox, enabling users to put files into a folder 
that only the owner of the folder can see and retrieve. 

If you're using Novell NetWare 2.15 or a Digital VAX as a file se1ver, you can take 
advantage of the added security features built into those systems. NetWare enables you o 
implement stringent security controls (including enforced password requirements, audit 
trails, and restricted log-on anempts) to prevent unauthorized access to server resources. 
Using a Digital VAX as a file se1ver allows you to take advantage of the fu ll range of 
VAX/VMS security mechanisms. This includes extensive mechanisms Lo control access ti> 
the system and the data scored on iL, and to monitor activity to ensure chat access is 
restricted to authorized users. The VAX also has automated backup features, which is 
especially convenient for networks chat score large amounts of data on the server. 

One final point about making file se1vice more secure: encourage users to log off a 
network se1vice when they leave their computers-even if it's just for a few minutes. 
This not only prevents unauthorized users from accessing the se1vice, it also prevents 
others from reading information left on the screen that they should not see. 

• Note If you want to store enc1ypted files on a file se1ver, be aware d1ac some 
encryption products do not protect files transmitted over the network (from d1e server to 
individual computers). The safest procedure is to enc1ypt d1e file locally (the data and 
applicalion should be on your local hard disk), then copy the enc1ypced file to the 
server. When you need to access the encrypted file. copy the file to your hard disk, the-n 
run the application locally to decrypt the file. • 
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Remote-access concerns 

Remote access (discussed in Chapter 3) is a valuable productivity tool, allowing users to 
access the resources of the network from a remote location over modems and phone 
lines. However, because remote access is a hook into your network and can be a 
potential source of intrusion by unauthorized users, it's wise to take precautions to 
safeguard this access. 

Remote access can be made more secure by using a remote-access product that 
provides user name and password validation, call auditing, or automatic callback 
procedures. With callback security, instead of directly accessing a computer or 
peripheral device, users call another device (such as a server or modem) and enter a user 
ID and a password. The device then disconnects the call, confirms the ID and password 
information, and calls the user back using the preset telephone number associated with 
that password, enabling the user to connect to the network. The security features may be 
built into a modem (security modems) or they may be part of the remote-access 
software. 

A note of caution: if the data on your network is ve1y sensitive, you may want to 
eliminate or at least strictly regulate remote access. 

Preventing interception of network signals 

Any time information is transmitted through a computer cable, monitor, or printer, that 
information can potentially be intercepted in the form of electromagnetic impulses (EMI) 
or radio-frequency signals. These signals can be picked up by monitoring devices, 
recorded, and then interpreted. Sophisticated devices can intercept transmission signals a 
considerable distance away from the source. 

If you have a network that requires stringent security control, you might want to 
consider some of the following precautions to protect the network from EM! interception: 

• Place cables out of sight and in protective conduit to discourage physical cable 
tapping. 

• Adel additional shielding to your cable to reduce EMI leakage. 
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• Use fiber-optic cable, which eliminates EMI emission problems entirely, since light 
pulses are used in place of electronic signals. 

• Use an electromagnetic field emitter, an inexpensive device that emits a jamming 
signal to thwart attempts to steal EMI emissions. 

• Keep equipment away from exterior windows. It would be difficult to pick up 
transmission signals without a clear view of the equipment. 

• Install shielding devices on computers that reduce or eliminate EMI emanations. 

Computer viruses 
A discussion of network security would not be complete without a few words on 
computer viruses. A virus is a computer program char is added to otherwise harmless 
software and is capable of replicating itself and spreading to other computers. It can 
infect a system without causing great harm-by displaying a message, for example
cause strange occurrences such as hiding files or making an application suddenly quit. or 
it can be programmed to do great damage- such as corrupting files or erasing a hard 
disk. Computer viruses are not new; they have been around almost as long as computers 
have. Bur what is new is the number of people who use viruses as an oppom1nity to te-;t 
their imaginations and computer penetration skills or, perhaps even worse, as a means 
of sabotage. 

Viruses are introduced into a computer or network by adding software that has been 
infected with a viral code. This software can come from a variety of sources-file servers, 
bulletin board se1vices, purchased software, shareware, and so forth. Control panels ar c! 
system extensions can also be infected with viruses (in Macintosh system software prior 
to System 7, control panels are referred to as Control Panel device packages, or CDEVs 
and system extensions are called INIT files). 

In general, viruses can spread from one application to other applications, attack 
specific files, occupy disk space and memory, and damage files that use infected 
applications. File servers are often the most common source of workgroup infections, 
because so many people share infonnation on the server. In fact, computers connected 
to a se1ver can be infected just by nmning an infected application that resides on the 
server. 
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You can help prevent a virus from infecting your network (or recover quickly from 
an infection) by following some simple guidelines: 

• Write-protect all master floppy disks to prevent a virus from attaching to your 
originals. Write-protecting locks a disk so that no changes can be made to its 
contents, preventing viral infections. Master copies of all applications should be 
stored on write-protected disks and locked up for maximum security. 

• Test all new applications and files (particularly questionable public domain 
software) with a virus-detection program before they are used or loaded on a hard 
disk or added to a file seroer's volumes. There are a number of commercially 
available programs that can prevent, diagnose, and eliminate many known viruses. 
Such programs can analyze the contents of a disk and supply detailed information on 
what specific applications, if any, have been infected. Some will also continually scan 
for symptoms typical of viruses and alert you to potential problems (some system 
extensions, or INITs, can do this). 

Before using a new application or file or loading it on a hard disk, run the virus
detection program to check for infection. Make sure you install upgrades of the 
program as new versions become available that detect newly discovered viruses. 

You may want to consider setting up a "virus-checking station"-a computer not 
connected to any network that just runs a virus-detection program from a locked 
floppy disk. This will make it easier for users to check their floppy disks (and, if 
virus-detection procedures are easy, they will be more inclined to use them). In 
addition, you may want to recommend that users set up an automatic virus-detection 
program on each of their computers. 

• Know the source and integrity of all software installed on computers, especially if it's 
being placed on a file seroer. Use master copies of commercially available software 
whenever possible. If you want to use software from other sources, stick with 
reputable sources. For instance, copying software from an obscure bulletin board 
service that doesn't monitor postings for viruses will obviously be more of a risk than 
a reputable service that does. Your best bet: always check new applications with a 
virus-detection program. 
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• Run regularly scheduled virus checks on all file servers. The earlier you detect an 
infected se1ver, the fewer the number of computers that will be infected. 

• Regularly back up all imporlant information. Using backup copies may be your 
only recourse if a virus has seriously infected a computer. Make duplicates of all 
applications, files, utilities, desk accessories, and system files that you consider 
difficult to replace. Keep backups from different time periods and do not 
continuously copy over the same backup. This prevents you from unknowingly 
transferring a virus to your most recent backup. Users should follow a set schedule 
(daily or weekly) for backing up. 

• Educate users about viruses. Educate users about the clangers of using unauthorized 
applications and files, loading unchecked applications onto their hard drives, placing 
applications on the file server without your OK, and neglecting to back up files on a 
regular basis. Encourage them to use virus-detection programs regularly. 

When do you suspect that a computer might have a virus? When a computer begins 
to do things out of the ordinary or when it stops being able to do things it has always 
done in the past and normal troubleshooting techniques have failed to correct the 
problem, it's time to investigate the possibility of a virus. 
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When you do detect a virus or strongly suspect that you have one, disconnect the 
infected computer from the network immediately to keep the virus from spreading. Then 
follow these steps to eliminate it: 

• If the virus-detection program you're using has an eradication capability, use it. 

• If you can identify the corrupted file, delete it. 

• If the infected file is invisible, perform a file-by-file backup of the disk, then 
reinitialize the disk and restore each file. Only the visible files will be backed up and 
restored, eliminating the infected file. 

• If the previous three steps don't eliminate the virus, reinitialize the hard drive and 
restore the data from master copies and backups. 

In summary, although viruses area threat in today's computer networks, you can 
take solid measures to protect your network. Follow the guidelines discussed here, take 
immediate action if a virus does attack your network, and educate users thoroughly. 

Conclusion 

Computer networks have made it easy for people to exchange and share information
down the hall or across the continent. And yet this same ease of access has opened the 
door for a variety of threats to data security. Those responsible for protecting the security 
of an organization's valuable information- including network administrators-often find 
themselves in the middle of this situation, trying to balance the need for security against 
the obvious productivity advantages gained through easy network access and use. 
Fortunately, these seemingly opposing goals can both be satisfied. By taking a middle
ground approach and establishing a reasonable level of security, you'll be able to handle 
this balancing act, keeping your data secure without placing undue restrictions on users. 
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Once the network is up and running, you'll need to spend time managing the network to 
ensure that it functions as smoothly as possible. The amount of time you spend depends 
on a number of factors, such as the size and complexity of your network and how 
dynamic your network environment is. Network management can be divided into three 
key areas: monitoring, maintenance, and troubleshooting. 

Monitoring is a kind of preventive medicine for your network. By checking the 
network on a routine basis, you can discover potential problems before they interfere 
with user needs. Using traffic-monitoring tools, you can gauge the level and nature of 
network activity, heading off potential bottlenecks that can cause slowdowns in network 
services. By checking the integrity of network connections, you can uncover breaks that 
could significantly disrupt communication. As a network grows, monitoring becomes 
especially important to maintain network integrity and an acceptable level of 
performance. 

Network maintenance covers a wide variety of day-to-day administrative tasks that 
keep the network running efficiently. You'll upgrade system software, add users to the 
network, and back up shared files on network servers. You'll keep records of your own 
activities in a logbook, train users, keep the servers organized, and make sure that 
licensing agreements are not violated. 

Troubleshooting involves step-by-step procedures-not to mention a healthy bit of 
detective work-to track down and remedy network problems. If a user inadvertently 
disconnects a segment of the cable, it's up to you to discover and solve the problem. If 
network performance slows down as the result of some mysterious cause, you must 
locate and correct the situation. 

The ultimate goal of all network management is providing network users with the 
highest possible network performance-with the fewest possible disruptions in their 
network services. The final chapters of this book provide guidelines and strategies to 
help you achieve this goal. 
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10 Network Maintenance Guidelines 

There are many tasks an administrator performs to keep the network operating 

smoothly. Some of these tasks fall into the monitoring catego1y, and involve routine 

checks of the network to detect problems before they cause disruptions in network 

se1vices. Other tasks performed by the administrator are of a general maintenance 

nature, such as training users and backing up shared files. 

This chapter discusses the basics of mainraining your network, providing information on 

• keeping network logbooks and generating network repotts 

• using administrative tools to monitor network activity 

• backing up and restoring shared files, with details about different kinds of backups, 

backup media, and backup schedules 

• supponing and training users 

• upgrading system software 

• adding users and services 

• managing se1vers 

• optimizing network performance 



Keeping logbooks 
Aside from the network map, a network logbook is one of the most indispensable 
records you can keep. A logbook provides a historical record of network activity and 
se1ves as a reference for monitoring and troubleshooting your network. For example, 
when a problem arises, your logbook can help you identify any significant network 
change that took place at roughly rhe same rime rhe problem began. A logbook is 
especially useful in situations where more than one person administers d1e network, 
since it enables the backup administrator to stay up-to-date on what's been happening. 

Eve1y network will have a different logging system based on its specific 
requirements. However, all networks should begin with rhe Netu;ork Activity Log to 
record basic nerwork activity, shown below. 

~ NETWORK ACT I VITY LOG 

~ 
Date Time Aclmin's. I Activities Pcrfom1ed Admin's. 

Initials Time rr--
5/8 8:00am SG Made physical connection for a 16 node 5 hrs. 'i8 rra LocalTalk network and installed Lascr\Vritcr 

~ 
dri\'crs to create new network. 

~ 6 5 IO:OOam SG Installed AppleShare File Scr\'cr on I.5 hrs. 
~ 
~ 

Macinto:.h II in supply room 10 allow for 

~ 
shared flies. Cre:ited 16 users and 16 folder... 

~ 
~ 616 1:00 pm JZ Crc:ucd group folders for Administr.11ion, .5 hr. 

~ 

I 

Suppon, Publications, and An on 

rra :\oNamc Serwr, Gold Server l'Olumc. 

I u~ for group projeas and time sheet.\. 

You may opt for a format such as this one or create your own. For a small network, 
this one Jog might suffice. For larger networks, additional logbooks may be necessa1y t1> 

record such information as the dates and times of data backup, network se1vice activit:y. 
and equipmenr purchases. Establish a logbook as soon as your nerwork is operational, 
and keep it updared. Whatever the size of your network, start with a simple logging 
system-one that's easily manageable- and add to it as needs arise. 
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There's no recipe for a logbook that will work for everyone. Consider the way your 
network is used and the way your own time is spent so you can design a fonnat tailored 
to meet your network's needs. The basic Network Activity Logbook should record 

• who perf onned the activity 

• what was specifically done 

• where the activity took place 

• when the activity took place 

• why the activity took place 

Beyond these "five W's" of good logbook entries, you need to know whether the 
time you spend as network administrator should be recorded in your logbook. Is 
network administration your sole job in the company or do you perf onn other functions 
as well? If your management wants you to record the hours you spend perfonning 
administrator functions, this is an ideal place to do it. Another factor to consider when 
designing your logbook is the amount of experience you have as a network 
administrator. If this is a new job for you, or if an AppleTalk network is new to you, it's 
important to make detailed notes in your logbook for every network activity you 
perform. These records will be invaluable to you if problems occur. 

After you've established the Network Activity Log, determine what other logs or 
additional sections to the Network Activity Log you need to create. Ask your company 
managers what inf onnation they need. Ask yourself what kinds of records you might 
want to keep about network activities and services. If you're responsible for keeping 
track of equipment purchases or service contracts, you may need to keep a Network 
Equipment Log or folder. Here you can organize receipts, pricing and warranty 
infonnation, service contracts, and serial numbers. If you're responsible for tracking 
supplies, such as printer paper and toner cartridges, you can keep a Network Supplies 
Log. Other useful logbooks include the Network Backup Log, the Network Service Log, 
and the Users and Groups Log. 

Recording accurate backup infonnation is essential. If your network is small and 
backups are perfonned infrequently, then you can probably record this infonnation in 
the Network Activity Log. However, if your network is large and backups are perfonned 
frequently, it's a good idea to create a Network Backup Log strictly for recording backup 
activity. 
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Similarly, network size is an important factor in deciding whether you need a 
separate Network Service Logbook. How many file servers does your network have and 
how many volumes are there per server? How many printers do you have? Do you have 
E-mail? A Network Service Log can help you track the overall activity on the network as 
well as your most frequent users and the specific services and volumes they access. This 
information will be useful when you're planning network service upgrades and 
expansion. 

You may want to consider a Users and Groups Log if the network service software 
you use does not provide a way to record this information or if you have many users 
within a variety of groups. This logbook will help you keep track of user names, the 
prima1y groups to which they belong, and the volumes and files they can access. 

If you have an internet, it's a good idea to keep a logbook or a section of your 
logbook for recording network numbers and ranges, zone names, and zone lists. If your 
router software provides a way to record this information, a written record can also serve 
as a backup copy. 

The ad1ninistrator's primary 
monitoring tools 

There are a variety of software packages that can help you manage the network from 
your own computer. Network management software can help you do the following: 

• Identify missing devices. By displaying lists of active devices, zones, and internets, 
you can pinpoint network problems. If devices that should be active do not appear 
on the list, there may be a break in the network. 

• Gather system software information and a multitude of other information about the 
computers on the network. Various software packages report such information as 
system software versions, Finderrn or MultiFinder® versions, memory size, system 
extensions (INITs), and desk accessories. The ability to check this information from 
your own computer saves a great deal of administrative time. 

• Test the integrity and response time of network connections and devices. These tests 
are useful for identifying such neLwork problems as faulty cables, improperly 
tenninated cables, excessive traffic, or other transmission problems. 
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• Monitor traffic activity on a network. You can identify sources of network traffic, 
measure the quantity of traffic, and create a variety of graphs to help you quickly 
analyze traffic patterns. 

• Monitor traffic activity and errors across a router. If you have an internet, it's 
important to monitor this activity, since excessive traffic across a router can impede 
network performance. 

• Access devices remotely and run network administration programs. This can be 
invaluable for solving users' problems and administering network services. 

These administrative tools have a dual identity: as monitoring tools and, if problems 
do arise, as troubleshooting tools. Chapter 11 discusses how to use these tools for 
specific troubleshooting strategies. 

When you first begin using administrative tools to detect errors and monitor traffic, 
the results may not have immediate significance to you. Over time, however, you'll 
become familiar with normal levels of errors and activity and will quickly learn to 
interpret deviations that could signal potential network problems. 

The following sections discuss each of these network management capabilities. 

Identifying missing devices 

Device lists that display all of the active devices on the network- those that are 
connected and turned on- are very helpful for monitoring the network and for 
pinpointing network problems. It's important to print a device list when your network is 
first established and then any time you add or remove a network device. Keep these lisrs 
in your logbook for later reference and comparison when troubleshooting. 

If network devices that should be on the device list do not show up, there could be a 
break in the network. By comparing the device list with your reference device list or 
network map, you ca·n find out which devices are missing. The network map can help 
you identify the exact location of a network break. 

An example device list produced by Apple's Inter• Poll software is shown in the 
following figure. As you can see from this example, the device list includes computers as 
well as shared devices such as servers and printers. The list also displays the number of 
the network on which the device is connected, the name of the registered user for each 
active device, and the zone to which each device belongs. 
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oeuice List 0 : 
Stotus: ( Cleor l ([ Stort J) 

Search Time: 2 Min 30 Sec 
Searching for All Devices Search Time (Ill) 

Zone : Product Management 
~ffe-'$~~#/,1 
I I I 

Total Entries : 7 0 50 100 

11111111 He t :I Node }Name lType Izone 1111111 

273 10 39 Oarry1 Macintosh Plus Product Management fQ 27310 51 John MS-DOS 3 .2 Product Management 
27310 82 Belly Mac i nlosh Plus Product Management 
27310 113 James Mac inlosh II Produc t Management 
27310 117 Fel ix Apple 1 I GS Product Management 
27310 121 Fred Noc i n to:rh SE Produc t Management 
27310 131 Server A AFP Server Product Management 

to 
121- l2l Q] 

A sample Inter• Poll device list 

Identifying system versions and other information 

You can also use network management software to display a wide variety of information 
about the computers on your network, enabling you to gather information without 
leaving your desk. Depending on the software package, you'll be able to check such 
information as system software versions, Finder or MultiFinder versions, AppleShare 
versions, memory size, the types of NuBusn• cards installed, SCSI devices connected, 
system extensions (INITs), fonts, and desk accessories. 

As shown in the following figure, Inter• Poll enables you to list the versions of the 
System file, Finder file, and LaserWriter driver for Macintosh computers that have the 
Responder file installed. Conflicting versions of system software files can be a common 
source of network problems. Different LaserWriter driver versions, for example, may 
reinitialize the printer, causing long delays in printing. The ability to check system 
versions quickly from your own computer is very convenient when troubleshooting. 

Chapter 10 Nerwork Maintenance Guidelines 173 



System Information 

Di sp l ay: @Syst em File Uer sion 

O Finder File Uersion 

er 
([ Get System Info )J 

O LaserUJriter Driuer Uerslon 

Name Type System File Yersfon 

Morton, Ron Macintosh llci 
Gary Henry's Ma._ Macintosh llci 

Maci ntosh System ver s ion f> .0 .75> Appl e C ... IQ_ 
Maci ntosh System F i le Uersi on 7. 0 , l> Rp ... ~ 

Regel lo,. Caro l yn Macintosh II 
Kerns, Robin Macintosh II 
Patr i ck Ames Mac intosh II 
<Unnamed>-1 Macintosh II 
Clark, Char l otte Mac intosh llci 
<Unnamed> Maci ntosh II 
Gran t ,, Patr i ce Mac intosh I Ix 
De l l a Ga l I ion Maci ntosh I I 
Oates, Michae l Macintosh llci 
Reece, Becky Maci ntosh II 
Adm i nis t ra t or Maci n t osh 11 
Rene Macintosh II 
GREENE, LI SA Maci ntosh II 
Soule Tom Maci ntosh II 

Macintosh System F i le Uersion 7.0, l> Ap ... h;! 
Macintosh System F i l e version f> .0 .5!> 19 ... Hii!i 
Macintosh System F i le Uersion 7.0, l> Ap ... :ii!!! 
Macintosh System F i le Uersion 7 .0, l> Ap ... !!!Hi 
Mac intosh System ver sion fl . O. 75> App I e C... imii 
Macintosh System Fi le Uersi on 7.0, ~ Ap ... 1!1!11 
Mac intosh System F i le Uersion 7 .0, l> Ap ... fi!i!i 
Macintosh Sy stem F i le version f>.0 .5!> 19 ... f!Hi 
Mac intosh System F i le Version 7.0, ~ Ap ... mm 
Mac intosh Sy stem F i le Uersion f> .0 .2Cop ... i!Hl! 
Mac intosh Sy stem F i le Uers i on 7 .0, l> Ap ... !:!iii 
Mac intosh Sy s tem F i le version f> .0 .5!> 19 ... ';:;: 
Macintosh System F i le Uersion 7.0, l> Ap ... ::.::'.. 
Mac intosh S1.1s tem F i le version f>.0.5!> 19 ... 121 

Checking system software versions with Inter• Poll 

Testing network integrity 
Administrative software tools are also helpful for testing the integrity of network 
connections and transmissions. One such network test is called a loopback test, which 
enables you to send test packets to a device to check for problems in the transmission 
path. Loopback tests can help you check network connections and potential traffic 
congestion. For example, Inter• Poll enables you to send echo and printer packets to test 
link integrity between the computer running Inter• Poll and any active named device 
(shown in the following figure). 
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Sending test packets to a device using Inter• Poll 

Other software tests provide statistics on a variety of network errors: 

• timeout errors, which are caused by packet collisions on a network. They may 
indicate a problem with the device sending the packets. 

• overrnn errors, which result when the administrator's computer cannot keep up with 
the traffic it is receiving, and data is subsequently lost 

• CRC (cyclic redundancy check) envrs, which indicate that a packet has been 
received damaged during transmission. This may be caused by cable problems or by 
excessive network traffic. 

• length envrs, which typically indicate a software problem at the sending device 

Error statistics can reveal a great deal about the health of your network. Although it's 
common for a network to have some errors, a large number of errors may indicate a 
problem. For example, if errors increase during peak traffic hours, you may need to 
segment your network by installing a bridge or router. 
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You can also check for network reliability and for errors that occur during routing 
from one network to the next. For example, d1e AppleTalk Internet Router software 
displays the percentage of total packets routed without error. During peak traffic 
periods, network reliability may drop slightly, but an efficient network typically operates 
above a 98% reliability level. Router software can also provide you wim a host of od1er 
error statistics to keep you informed about the router's operation . 

• Fiie Edit Ulew Special Router 

ID Port Statistics f or Router: CC3-7th/ South ~ 

Pockets Routed: 10,361,936 Net""rk Rel leblllly: 98.1% 

Recont Activity Rele: 1 11 11111111 11 1 Recent NeMrk Error Rate: li li!!!!li!!!i l 
ldl< INsy lov High 

Sletlstu:• lest reset et : Wed. Mor 6, t 991 1:58 PM 

Stetlstlc Tole I Ii:;! ~ fgJ 
EtMrTo11c S)ot 3 l oc.IT•lc PrW.ttr Loco1lh1c Phont 

Pockets In 99 10495 4758918 1797996 3353581 ~ 
Packeh Out 9909000 5507972 1960393 2440635 
Heme Reque.sts In 169323 147706 17083 4534 
Heme lookUps Out 452936 408018 22459 22459 
Data Unk Errors 23922 151 10186 13585 

Pocket Suffer OverOw 186023 11 314 6 101 168608 
Unknovn Netvork 1495 1373 52 70 
Hop Count Exceeded 0 0 0 0 
Rout1119 Teble Overnw 0 0 0 0 
Locel Net Se1up Conflicts 0 0 0 0 
Remote Net Rell90 Conntcts 0 0 0 0 
Router Ver.sion Mismatch 0 0 0 0 

In 
21. ]2121 

Monitoring traffic activity 

You may find it useful to include a traffic-monitoring tool, such as TrafficWatch (from 
Farallon Computing), in your administrative arsenal. Such a software tool can help you 
identify 

• which devices are generating traffic 

• how much traffic is being generated 

• when traffic is occurring during the clay 
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A tool such as Traffic Walch can help you analyze traf/ic patterns. 
For example, you can see how much lrajjic is generaled 
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It's a good idea to gather representative traffic data on a routine basis to help 
optimize network performance over time. For instance, you might want to gather a day's 
worth of data every couple of weeks and whenever you acid devices or reconfigure the 
network. Comparing these different snapshots of network traffic can alert you to 
potential problems before they turn into bottlenecks. As with network errors, if you do 
find potential traffic problems, you may need to reconfigure the network. For example, 
you might find it necessary to install a router to isolate traffic flow in a particular area. 

Some of this information can be collected in real time. You can also save the data 
you collect and create summary graphs and charts for quick analysis of traffic patterns. 
For example, you can generate charts that show which users access shared devices and 
how frequently they access them. Or you can generate a chart to identify peak periods of 
network activity. 

If you have an internet, you should also routinely examine traffic crossing the 
routers. This type of analysis is important for peak internet performance. If you find 
excessive traffic crossing a router, this might suggest a problem with the distribution of 
services or users among connected networks. You can tJy to correct this problem by 
relocating or adding servers, printers, or computers, or by restructuring the affected 
networks to balance traffic more evenly among various routers in the internet. 
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As shown in the following figure, AppleTalk Internet Router software shows you tlw 
number of packets received and forwarded by the router, and is an indicator of the 
router's overall usage. The Internet Router's Recent Activity Rate meter shows you the 
current level of traffic moving through the router. 

i!O Network lnformotion for Router: RppleTolk Internet Router E:!ll 

Packets Routed: 24 lletYork Rell• blll ty: I 00.051; 

Recent Achvity Rate: 11111111 11 11 1!1 Recent Uet'w'ork: Error Rate: 11111111111111 1 
Id!. 8"•~ Low HiQh 

~[!) 1 Ozones, 9 netvork:s '°rted by: I Zone Name I 
Net.,,.rk R•OQe Zone Neme Distance for'Werd1ng Port Next Router 

~ 4 0 Acco unt1119 0 ~ Loe•tT•tk (91) Q 
6 1 Loe•IT•tk Zone I ~ LoeetT•tk 19:5 

62 Loe•IT•l k Zone 2 ~ Loe•tTotk 19:5 

~ 63 LoeatTotk Zone 0 ~ LoeetTetk ( 166) 

~ ~ - 35 M4rketi119 ... 0 ~ EtherT•t k (27. 33) 

~ 45 - SS PubllcotlOM 0 ~ TokenTot k ( 47 . 20?) 

2200 - 2203 TTleblone 1 2 ~ Loe•IT•tk 19:5 

2300 - 2303 TTL•bZone3 2 ~ Loe•tT•tk 19:5 

58 - 60 Zonel .. 2 ~ LoeetTotk 19:5 

0 
121. 15: '2l 

Remote administration 

Using a utility such as Timbuktu (from Farallon Computing), you can perform some 
administrative tasks remotely from your own computer. Such a utility lets you view and 
operate another computer on the network, such as a file server or a user's computer. 

Remote administration can be useful in a number of ways. For one, it's simply easier 
not having to walk over to a se1ver for routine administrative tasks, such as registering 
users. This is especially convenient if your se1ver is located in a locked room or is 
located fa r away from your office. Yet another advantage from a network se1vice 
standpoint is that you can remove the monitor, keyboard, and video card from a file 
server (for security or economic reasons) and still be able to administer the server from 
your own computer. 
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Helping a user with Timbuktu 

User 

I can'r log on 
to rhe file server. 

Of course! 
Thanks, I'll uy it again ... 

It works. 
Thanks! 

I'll use Timbukru 
10 look a! your screen. 

Try 10 access the 

I see rhe problem
you closed rhe window 

before selecting 
rhe volume. ~ 

<::::: 

Administrator 
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In addition, remote administration is useful for helping users who may not be locattd 
near you. (Training and support is an important part of your role, and is discussed later 
in this chapter.) If users are having problems, you can take a look at exactly what's on 
their screens-and perhaps even fix the problem-without leaving your chair. You can 
also give a group of users an on-screen demonstration, and everyone can remain at the r 
own computers. Some remote-administration softvvare even enables you to view and 
control other computers over phone lines, making long-distance remote administration 
possible as well. 

To perfonn remote administration, you install special software on your computer and 
on the computers you want to administer remotely. The software provides users with 
ultimate control over who can view or control their computers-users must give you 
access privileges before any remote administration can take place. 

+ Note If you use remote software to administer a file server, be aware that some 
products send your administrator password in clear text-in unenc1ypted form-as it's 
transmitted on the network. This means that someone with a monitoring program or 
device could potentially intercept the password. • 

Generating network reports 

Network reports provide you with valuable information about how the network is being 
used. You can use these reports to analyze the current stare of network activity and the1 
file them in your network logbook for later reference and comparison. You can generate 
network reports by using administrative tools, such as Inter• Poll, or through network 
service software, such as print service, file se1vice, and E-mail service. 

In the previous section, you learned about the device list and system information l i~t 

that can be generated using Inter• Poll. When printed, these two reports become useful 
historical references. Inter• Poll allows you to customize these reports so that they are 
more meaningful to you. For instance, if your network has no zones, you might want to 

change the device list format to eliminate the zone column. 
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Most network services also produce reports. The AppleShare File Server provides 
detailed information to help you monitor how the server is being used and to help you 
make decisions about the amount of shared disk space needed. A Server Report lists all 
connected volumes and shows the space available on each. It also lists registered users, 
shows what groups they belong to, and tells you how many folders and files each user 
maintains and how much disk space the files occupy. A Volume Report lists the folders 
on a volume, the names of their enclosed files and folders, and the access privileges, 
owner, and associated group for each folder. 

iiD Seruer Report 4/ 9/ 91 
Admln1stretor (Enabl ed, All Pr1Vi l eges) 

Pr imar y Group: 
Groups: Art 

C/N Pubs Mgrs 
Editor1el 
N&C Pubs 
Production 

Spece Usage: 
Vol ume: Alfred 8,956K used for 263 files & 109 

fol ders 
Vol ume: Jeeves 46,914K used for 856 files & 154 

fol ders 

Allen, Jeannette (Enabled) 
Pr1mery Group: N&C Pubs 

Groups: C/ N Pubs Mgrs 
N&C AA's 
N&C Pubs 

Spece Usage: 
Vol ume: Alfred 2,804K used for 124 f i l es & 77 

fo lders !i:U 
Vol ume: Jeeves 1, 173K used for 3 fi l es & 3 folders ::;::: 

Ames, Petr1cl< (Enabled) 
Pr1mery Group: 

Groups: C/N Pubs Mgrs 

An AppleShare File Seroer report 

The AppleShare Print Server provides a report that details information about all 
documents printed through the server. The report shows the name of the document, 
who printed it, when it was printed, how many pages it was, if it was completed, and 
whether a printing error occurred. 
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:o Prin t Spooler Log e:rn 
Status Document User Dat e/Time Pages 
Completed Read Not• Gary Henry 4/24/91 1 :30 :59 PM 1 

~ 4/24 / 91 1 :31 :40 PM 1 

Completod buddy info Regf'llo, Carol.. . 4/24/91 1 :4 1 :49 PM 2 

I 
4/24/91 1 :43 :11 PM 2 

Co1npleted Monthly Report Marcus Jordan 4/24 / 91 2 :09 :09PM 6 
4/24/91 2 :11 :22 PM 6 

Completed 09 Ch. 5/Seleoting Sondra Oaroia 4/24 / 9 1 2 :09 :54 PM 10 
4/24 / 91 2 :15 :45 PM 10 

Completed • Ledger Entry • Patterson , Ja ... 4/24/91 2 :20 :41 PM 
4/24/91 2 :2 1 :02PM 

Completed net sty le s heet Diane Goulder 4 / 24/91 2 :22 :37PM 2 
4/24/91 2 :23 :26 PM 2 

·11111 Completed Read Me Before Installing! Gary Henry 4/24/91 2 :34:54 PM 9 
4/24/91 2 :37 :11 PM 9 

I Completed 7 .OlnternalRolloutUpdate ... Garv Henry 4/24/91 2 :36 :41 PM 7 
4/24/91 2 :38 :23PM 7 

Completed • Ledger Entry • Patterson, Ja ... 4/24/91 2 :38 :37PM 
4/24/91 2 :39:01 PM 

Completed Troubleshooting caveats Gary Henry 4/24/91 2 :40 :19PH 12 
4/24/91 2 :43 :29 PM 12 121 

An AppleShare P1i11t Seiver reporl 

The print server report is a good way for you to monitor printer activity and 
performance. It can also be used for such practical purposes as tracking missing 
documents. For instance, if a document was picked up by another user by mistake, the 
report shows who used the printer before and after the missing document was printec. 
In addition, the report can be used for internal billing purposes, since it shows who w: ed 
the printer, when they used it, and how Jong they used it. 

An E-mail report typically lists the date, time, sender, receiver, and subject for all 
messages transmitted through the network mail system. As with the print server repon, 
the E-mail report can help you monitor the amount of mail activity on the network aml 
tell you the source of the activity. 
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Backing up and restoring shared files 
Any number of siruarions can lead to lost data- from human error to hard disk 
malfunctions. If an organization loses information, it can be a disaster. Even if the 
information is reproducible, spending time to research and re-create lost data can 
seriously affect a company's work flow. Backing up shared files stored on network 
servers is one of the most impo1tant functions you'll perform as the network 
administrator. You can reduce your organization's risk by following a routine backup 
schedule that suits your network's specific needs. For critical information, iL's important 
to keep backup copies off-site in case the original backups are destroyed. 

To back up files on the file se1ver, you'll probably use a backup utility program. 
Although you can use the Finder to back up files (by simply clicking and dragging), the 
Finder is not designed to back up large amounts of informarion, so backing up files 
using just the Finder can be a slow process. In addition, the Finder does not preserve file 
server attributes, such as folder ownership and access privileges of folders on a file 
se1ver. Some backup utilities are specifica lly designed for copying server volumes or 
folders, and can be very fast. In addition, many utilities preserve server attributes and 
provide other conveniences such as timed, auromaric backups. 

Types of backups 

There are two kinds of backup methods: volume and file-by-file. A volume backup 
(also referred to as a mirror or image backup) creates an exact duplicate of all data on 
the file server volumes. A volume backup is fast for backing up an entire hard disk. 
Using this method, you must back up ci1e entire volume at one time. You cannot 
selectively back up individual files or only those files that have changed since the last 
backup. Similarly, when restoring data, you musr restore the entire volume to a hard disk 
with the same or greater capacity. 
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A file-by-file backup creates copies of individual files, one at a time. One type of 
file-by-file backup, called an incremental backup, saves data that has been created or 
modified since the last backup was done. Because much of the information on the server 
does not usually change often (such as applications, old files, the system folder, and 
desk accessories), this selective backup feature can save you a lot of time and backup 
space. File-by-file backup also allows you to restore files individually onto a disk of any 
capacity. If you purchase a file-by-file backup utility, be sure to get one that preserves 
file server access attributes; some do not provide this capability. 

The most effective backup schemes combine volume and file-by-file backups. For 
instance, you may want to do a weekly volume backup to back up an entire volume and 
make an incremental backup every day to back up shared files that change daily. The 
pros and cons of volume and file-by-file backups are summarized in the list below. 

Volume backup advantages 

Easy to perform. 

Faster for backing up an entire hard disk. 

Restores an entire hard disk in case of 
failure. 

Less prone to user errors, since individual 
files are not selected. 

Excellent for archive copies. 

Copies server attributes. 

File-by-file backup advantages 

Very useful for restoring single files. 

Copies individual files quickly. 

Can selectively copy modified files. 

Restores onto a hard disk of any capacity. 

Assists in correcting disk fragmentation. 
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Volume backup disadvantages 

Does not recognize data by folder or file. 

Must be restored to a hard disk with the 
same or greater capacity. 

Restores the original fragmentation of all 
files. 

Can't restore a single file. 

File-by-file backup disadvantages 

Some utility programs may not copy 
server attributes. 

Slow for copying an entire hard disk. 



Backup media 

You can make backup copies on tape, floppy disks, hard disks, or optical disks. Many 
backup utilities come with their own backup device (such as a tape unit), and may 
require that you use only that device for backup. Other utilities allow some flexibility in 
the type of media that can be used. When evaluating the best backup media for your 
network, you need to consider such factors as cost, speed, convenience, and operating 
ease. Regardless of the backup media you use, be sure to maintain a strict labeling and 
filing system to keep track of the data on the media. Mark each rape or disk clearly and 
record the backup information in your logbook. If you store the backup copies on-site, 
it's wise to keep them safeguarded in a fireproof safe. 

Tape is a commonly used backup medium. Tape drives are usually cost-effective, 
especially if you have several file servers or volumes to back up. As disk storage on the 
network increases, backups take longer and usually require multiple cartridges or 
cassettes. Tape units are now available with single cassette capacity of hundreds or 
thousands of megabytes, which can make tape backup easier and faster. Be aware, 
however, that with increased capacity comes increased cost. You can use the same tape 
drive unit for the entire network, but use different tape cassettes for each volume. A 
good tape drive unit has software that includes both volume and file-by-file backup and 
restoration. 

Floppy disks are the least expensive backup solution because you don't have to buy 
an additional hard drive or tape unit. However, if you have to back up large amounts of 
information, floppy disks are impractical; the amount of information each disk can hold 
is limited, and you'll have to swap disks frequently while the copying is in progress. 

Hard disks are a faster alternative to floppy disks, but they can be expensive. In 
addition, hard disks are vulnerable to fa ilure, so they may not be as secure as tape. If you 
choose to use a hard disk as the backup medium, it must have at least as much storage 
capacity as the volume you're backing up. 

Optical disks are a relatively new alternative for backup media. They can store 
hundreds of megabytes and are easy to remove and transport. However, backup can be 
slow and the optical disks can be expensive. 
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Once you decide which kind of backup media you need, you'll need ro consider 
how ir will be used. To keep media cosrs down, you·11 probably want rouse some kind 
of rollover method, in which you use backup media for a scheduled period of rime 
and then routinely reuse it for a new ser of backups. A rollover schedule reduces the 
total number of disks or tapes required for routine backup. For instance, you may use a 
different backup tape each week for a fiscal quarter. Then, at the beginning of the next 
quarter, you'll reuse the tapes from the previous quaner, srarting wirh the first tape. 

For easier backup management, you'll also need to consider how ro segment 
backups. For example, you may want to back up each server volume onto a separate 
tape rather than back up all of the volumes onto a single large tape. This makes it mucr 
easier to locare and retrieve information when you need it. If you have a single volume 
consider backing up users· folders alphabetically by last name: for example. putting 
users A-I on one tape, users J-R on a second rape. and users S-Z on a third tape. 

You may also need ro make archive backups, which are volume or file-by-file 
backups stored for historical purposes. Archive copies are usually required to maintain 
records of business activity for a period of four or more years; the copies are normally 
secured off-site or in a vault. 

Be aware tl1at borh rapes and disks wear with repeated use. Consider discarding 
these media occasionally, erasing rhe data ( wirh a magneric eraser) for security reasons 
prior ro disposal. 

Backup schedules 

By consulting wirh network users, you can create a practical backup schedule based on 
rhese considerations: 

• Imporlcmce and uo/atili~y of the data . Consider how difficulr, time-consuming, anc 
expensive it would be to re-create the data if it is lost. Give special consideration ro 
volatile data-data that is frequently changed. The more important and volari le rhe 
data, rhe more frequently you should do backups. Data that is considered critical and 
volarile should be backed up daily. 
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• Backup responsibilities assumed by the users. Most users consider their shared data 
to be important and volatile, but time constraints may make it impractical for you to 
perform backups as often as users would like you to. Encourage users to back up 
their own shared files to floppy disks or to tape (using a departmental tape unit) on a 
regular basis. Having those additional server backup copies prevents the loss of data 
that could occur between your regularly scheduled backups. 

• Length of time the data must be retained. In every business, different information 
must be saved for varying periods of time. Some employment information must be 
retained for years, while other information may get saved for only a fiscal quarter. 
Determining the retention requirements for the information stored on your file 
servers will help establish the backup schedule you need. 

• Size and number of file seroer volumes. Even when the volatility of material 
indicates the need to back up frequently, the sheer quantity of data on the hard disk 
may make it impractical for you to do this (and budgeting constraints may make 
make it impractical for you to buy several backup units). For example, in a situation 
where volatile data is kept on six 80-megabyte volumes, a great deal of time would 
be spent making a daily volume backup. This is a situation where users may have to 
help out by making incremental backups of their own files on the server. 

Because work environments are dynamic, it's a good idea to assess these factors 
periodically to see if any have changed, requiring you to alter your backup schedule. 

You may want to consider the following backup schedules, or a combination of 
these, when developing a schedule for your own network: 

• Daily. A daily backup schedule includes incremental backups of new or changed 
data only. Daily schedules are normally used for important or frequently changed 
data. While they are the best insurance against lost data, they can be time-consuming 
if you have to perform the backups yourself. Asking users to assume some 
responsibility for backing up their own shared files may be a viable alternative. 

• Weekly. A weekly backup schedule is either a volume backup or an incremental 
backup of data created or changed since the last volume backup. This backup 
schedule is often used by network administrators for general purpose data security. 

• Quarlerly. A quarterly backup schedule is a volume backup performed every fiscal 
quarter. This backup schedule is commonly used to capture data that will be 
archived for historical reference. 
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Let's look at a few examples of backup schemes. These examples are meant as 
guidelines-there are no absolutes when creating a backup schedule. The schedule you 
create, though based on similar information, might differ. 

Example 1 

A large talent management business creates a monthly database related to all clients it 
represents, based on input from all talent managers. This inf onnation is shared by all 
department members, so it goes on the file seroer on a 160-megabyte hard disk. The 
data is crucial to the company's success and changes are made daily. Individual 
managers make copies of the records for their own clients, but they don't back up the 
shared databases on the seroer. The original must be retained as long as the business is 
in operation, and archive copies are kept in a secure vault. 

Backup considerations 

Importance and volatility High 
User responsibilities Some 
Data retention Long 
File server disk size Large 

Backup strategy: The administrator of this talent management network has decided that 
a weekly volume backup with a midweek incremental should capture all of the 
information. Although a daily incremental would provide more security, it may not be 
practical due to the size of the hard disk. Since users take responsibility for backing up 
the files for their own clients, data is secure. 
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Example2 

The Personnel department of XYZ company has standard fonns for travel, benefits, new 
equipment requests, and so forlh. 1he original forms are kept on the file server, and 
must be retained 'forever." They can easily be re-created and seldom change. The forms 
occupy a small space on the file server's 40-megabyte hard disk. A signed hard copy of 
each completed form is kept by Personnel. 

Backup considerations 

Importance and volatility Low 
User responsibilities No 
Data retention Long 
File server disk size Small 

Backup strategy: The network administrator has decided that this data will be captured 
in each week's regular volume backup. Additional backup is not required, since this 
information can easily be recovered from the copy stored in Personnel. 

Example3 

Middle managers at a financial holding company produce a weekly shared report that 
is retained for three months. The information is critical and changes frequently. 
Managers are responsible for backing up their input to the file server. Final copies are 
on the file server on a moderate-size hard disk. 

Backup considerations 

Importance and volatility 
User responsibilities 
Data retention 
File server disk size 

High 
Yes 
Moderate 
Medium 

Backup strategy: The administrator of this network has decided on a combination 
backup schedule: a weekly incremental backup, reusing the incremental tape every 
month, and a monthly volume backup, reusing the volume tape every three months. 
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Backing up the server locally and over the network 

There are two ways you can back up a server: locally and over the network. Backing up 
locally means shutting down the server and backing up files to a device (such as a hard 
disk or tape unit) attached directly to the server. Backing up over the network means 
rhat you can back up rhe server while it is running. You log on to the file server from a 
computer and back up the server remotely to a unit attached to the computer. (Note that 
a faster network, such as Ethernet, will provide faster network backup.) The backup 
program you use determines which kind of backup you can perform. 

If you use a backup program that requires you to shut clown the se1ver, you can 
minimize rhe interruption by scheduling backups before or after regular work hours or 
on weekends. In general, tly ro schedule backups at the same time each day or week, 
notifying users when the backup will occur. Most programs that back up the file se1ver 
locally do copy AppleShare attributes (such as folder ownership). However, some 
programs that back up the se1ver over the network do not copy these attributes, 
requiring you to reassign them if you need to restore the files. 

+ Note If you want to back up the se1ver over the network and you're concerned 
about data security, make sure that the product you use encrypts files as they're 
transmitted. Some products that back up data over the network transmit files in clear 
text- in unencrypted form- which means that the files could be intercepted with a 
monitoring program or device. • 

When you back up the server locally, 
users can ·t access the se1ver. 

seiver 
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If/hen you back up the server over the network, 
access to the se1ver is 1111i11termpted. 



Backing up user files 
on individual computers 

Ir's important not only ro back up shared files on the se1ver, but also ro encourage users 
ro back up the information on their own computers. You might want ro set up a standard 
procedure ro make it easy for them ro do backups. For example, establish a routine so 
rhar every week the departmental tape backup unit i passed around from person ro 
person. 

Alternatively, you can use a backup utility, such as Retrospect Remote (from Dantz 
Development Corporation), that enables users ro automatically back up their local disks 
over the network to the file server. (This can be the same utility you use to back up file 
server volumes over the network.) You may want to ser up a separate volume on your 
server for just this purpose. Some products enable users ro specify the exact rime of 
backup, which is convenient if users would rather perform rhe backup when they're away 
from their desks or during nonbusiness hours. In addition, some products enable you ro 
automatically initiate backups of each user's computer onto a backup unit attached ro the 
file server-a handy feature if you need ro ensure regular backup of user data. 

Supporting and training users 

Experienced administrators will probably tell you that the majority of '·network 
problems" are 1101 caused by faulty hardware or oft ware but by user error. This is good 
news for you, since you can readily control this aspect of network operation by setting 
up a routine Lraining program for all users. Let users know (especially the relucta nt '· I can 
do ir myself' types) that it's your job to make sure everyone is using the network in the 
same way with the same information. 

Training users will give them a sense of comfort and will make your job a lot easier 
in the long run. Users need ro understand what rhe network is for, what the various 
components are, and what they should and should not do. Training not only helps aven 
user errors; it also helps you solve problems more quickly when troubleshooting, since 
eve1yone will be speaking the same networking language. For example, an informed 
user might specifically say ro you,''The mail server is missing from the Chooser," rather 
than a naive statement such as "The network is down.'' 
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Conduct training in whatever way works best for you: one-on-one sessions, small 
classes, demonstrations, and so on. Keep a library of manuals in your office for the 
products used on your network. Users may want to borrow these or you may choose to 
excerpt specific material from the manuals to distribute to users in the form of 
summaries, check lists, quick reference cards, and updates. Keep in touch with your 
users to let them know about changes to the network, such as new zones, additional or 
renamed printers or servers, or new site-licensed software on the file server. 

Provide users with specific training in the following areas: 

• Background concepts and terminology. Help users understand "what's in it for 
them." Explain what a network is, what the various servers do, and how the network 
will help them with specific tasks. When they learn how much the network can 
streamline their everyday work, cooperation will be a natural result. 

• Procedures. Explain such procedures as logging on and off a file server, opening 
folders and files, saving and backing up files, reporting network problems, and user 
courtesies (such as printing large documents at less busy times of the day). 

• Users' responsibilities. Teach users to check with you first before adding any 
equipment or software to the network. Adding unauthorized hardware or software 
can affect network operation and security and can also have legal ramifications (in 
the case of software licensing infringements). Ask users to keep you informed of all 
network problems in order to keep operations running smoothly and let them know 
about established procedures for reporting problems. Users should also know what 
to do when you're not available. You will probably want to designate someone as an 
alternate administrator so that users have a secondary contact to help them. 

• Equipment. Explain how each piece-the cable, connectors, computers, servers, and 
so on-operates as part of the network. Show users how equipment connects and 
disconnects from the network (a common source of network problems!) and advise 
them about such things as not stepping on cables beneath their desks. 

• Operations. Explain such network operations as how to use file service, shared 
applications, E-mail, the departmental backup unit, and how to perform simple 
maintenance chores such as refilling the paper tray on the LaserWriter printer. 

• Security. Ensure that each user understands the security concerns of the network. 
They should understand why password confidentiality is critical, how security might 
be breached, and how to protect the network from possible virus infection. 
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After the initial training, you may want to consider providing users with some kind of 
written troubleshooting guidelines, which they can review before calling you with 
problems. Some administrators have gotten quite creative with this idea, providing 
interactive HyperCard® stacks that tell users how to solve common problems. 

User training scenarios 

Here are a few examples to illustrate what might happen with and without user training. 

Example 1 

An important aspect of security training is informing all users that loading 
unauthorized software on the network can seriously affect security. The following users 
both find an interesting application on an electronic bulletin board and want to load it 
on the file server. 

Untrained user: This user puts the application on the file server. Later that day, the 
administrator is plagued with complaints from users about a variety of network 
problems. The administrator has ruled out the usual sources of network problems, then 
finds out that this user has downloaded unauthorized software to the server. The server 
may be infected with a virus. 

Trained user: This user knows that downloading software from a bulletin board service 
and putting it on the file server can be risky. She first downloads the application directly 
to a floppy disk and runs it on the virus-checking station to scan for potential vims 
infection. \Xlhen she learns it's free from viruses, she then copies the application to the 
file server. 
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Example 2 

Educating users about the various equipment on the network is essential. The following 
users are planning a software demonstration and need to find another Macintosh 
computer right away. 

Untrained user: This user finds a Macintosh computer sitting on a table outside his 
office. He assumes it's an extra, and disconnects it from the network. After the 
demonstration, he brings the computer back to the table and then sits down at his own 
computer to do some work on the file server. After repeated attempts to find the file 
server in the Chooser, he calls the network administrator, complaining about the 
network being down. After a brief investigation, the administrator finds the problem
the file server is the disconnected Macintosh sitting on the table outside the user's office! 

Trained user: This user knows, from the training he received, that the computer located 
outside his office is a file server. He asks the administrator if he can borrow a computer 
for the demonstration. 

Example 3 

Educating users about how the equipment is connected to the network can prevent 
common network mishaps. The following users are going on a business trip and decide 
to disconnect their Macintosh Portable computers from the network. 

Untrained use1:· At the end of the day, Michael unplugs his computer from the network 
by simply disconnecting the connector box from the LocalTalk cable. The next day, the 
administrator receives complaints from users about not being able to access network 
services. After a brief investigation, the administrator discovers that the network has a 
break in it-the problem is the missing connector box in Michael's office. 

Trained user: To remove her Macintosh computer from the network, Alyssa disconnects 
the cable from the back of the computer, leaving the connector box in place. As long as 
the connector box is left, Alyssa knows that the network connection remains intact. 
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Upgrading syste111 software 
Pan of network maintenance is upgrading the system software as new versions become 
available. Updated system software typically provides new capabilities and should be 
installed on all network devices-computers and servers- at the same time. From an 
administrative standpoint, it's a good idea to make sure that all like devices are running 
the same versions of system software. For one thing, this consistency provides you with 
a more controlled environment-users are running the same system software with the 
same applications-minimizing the opportunity for problems to arise. In addition, 
different versions of some system software, such as LaserWriter driver versions, may 
cause a variety of network conflicts. 
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There are basically seven steps to a system upgrade: 

1. Schedule the upgrade with users. It's important to let users know when you're going 
to upgrade system software. You might want to send them an E-mail message, telling 
them that you'll need to get on their computers for about ten minutes. Give them a 
date and approximate time. Also, let them know when servers will be down for the 
upgrade and for how long. 

2. Make sure that users' data has been backed up. You can pass around the 
departmental backup unit or remind users to back up to the file server before the 
upgrade takes place. 

3. Upgrade system software for network services. 

4. Upgrade system software for each computer. 

5. Verify the installation using a software tool such as Inter• Poll. Check separately for 
system version, Finder version, and LaserWriter driver version. 

6. Record the system software update in your network logbook, carefully noting all 
software version numbers. 

7. Train users. Explain any new features and capabilities of the new system software to 
each of the network users. 

For more information about upgrading your network to Macintosh System 7, see the 
System 7 Group Upgrade Guide that comes with the System 7 Group Upgrade Kit from 
Apple Computer. 
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Adding users and network services 

This section provides an overview of the process used to add users and network services 
to your network. This process will go veiy smoothly if you adopt a simple three-phase 
strategy: preparation, installation, and follow-up. This strategy can apply to new 
networks as well as to existing ones that are being modified. 

Adding users 

Preparation The first step in adding a new user is identifying the user's needs for 
network services, such as printing and file sharing, as well as the 
user's software needs and primaiy workgroup. Also determine the 
user's needs for specific training and for shared file backup. Then, 
identify the location of the new user within the network. Using the 
network map, identify which office or cubicle the new user is going to 
occupy. Determine where the computer will be located within that 
office area. 

Next, identify the cable requirements for the installation. Referring 
to the network map and examining the new office can help you 
determine these requirements. Installation may require laying new 
cable or it may involve simply plugging in the computer to existing 
cable. 

Finally, try to determine the potential impact of adding the user to 
the network. Check to see that the addition does not exceed any node 
limit or cable length restrictions or involve a significant increase in 
demand for network services. If these problems arise, consider 
redesigning your network. For example, you may need to add or 
relocate shared resources or add a router to isolate network traffic. 
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Installation 

Follow-up 

198 Part 3 Managing Your Network 

Installation is the phase when you connect the user's hardware and 
install all necessary software. Before scheduling installation, consult 
with your network users; adding new equipment may force you to 
disconnect cables, resulting in a temporary loss of network services. 

With the new computer turned off, connect the network cables to 
the appropriate LocalTalk, Ethernet, Token Ring, or other AppleTalk
compatible network connector. You can then install the appropriate 
system software and any necessary network drivers and interface 
cards. Next, test the computer using the Chooser to verify that the 
computer is active on the network. If you have installed the computer 
properly, it should now have access to all network printers. 

The final installation steps involve adding the user to all network 
services, including file service, mail service, and print service. Install 
any network service software on the user's computer, if required. 
Then, register the new user's name on the appropriate network 
service list (running the network services application on your own 
computer). Give the new user the required passwords for these 
services. Finally, test the new user's access to network services. For 
instance, make sure the user can log on to file servers, send a message 
through E-mail, and print to the print server. 

After the installation is complete, be sure to update your network map 
and logbooks. Then train the new user, explaining how to access 
network services, where printers are located, proper network 
"etiquette" (such as printing large documents during off-hours), and so 
forth. Make sure the new user has access to necessary documentation. 
such as software manuals. You may also want to notify other users so 
that they can add the new user to their E-mail lists and groups. 



Adding network services 

Preparation 

Installation 

Follow-up 

When you're assessing the need for a network se1vice, talk to users to 
idenrify common workgroup needs and individual needs and to get an 
overall picture of the type of network traffic you can expect on the 
network. Using your network map, identify the network and zones 
that need the new se1vice. 

Next, determine the potential impact of implementing the new 
se1vice. If you're adding the service to an existing network, ensure that 
it is not going to make your network exceed its capacity in any area. 
You can determine whether or not this will happen by projecting the 
new se1vice and its accompanying cable, power, and node 
requirements onto your network map. 

Fina lly, identify the optimum placement of the devices necessa1y 
for the service within the selected zone. Remember, you' ll want to 
place shared devices, such as servers and printers, in a location that is 
convenient, secure, and that maximizes network performance. Refer 
to the section "Where to Place Shared Resources" in Chapter 7 for 
more information. 

Installation is the phase when you connect devices to the network and 
install the necessa1y software. If you're adding a se1vice to an existing 
network, first consult with your network users, because you may need 
to disconnect some devices temporarily while you connect a new 
server or printer. Connect the new device to the network cable and set 
up any necessa1y server software on the device. Then test the new 
service from your own computer to be certain that you've set it up 
properly. Finally, install the appropriate clienr software on all 
computers that need to access the service. 

After you install the new service, update your network map and 
logbook. Then train users on how to use the new se1vice. 
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Managing your servers 
The following sections cover some important aspects of managing network servers: 
organizing information on the file server; freeing up shared disk space; checking se1ver 
security; and using applications on the server, which includes issues such as se1ver 
compatibility and copyright and licensing considerations. 

Organizing information on the file server 

Information stored on a file se1ver needs to be organized so that users can find what tht y 
need quickly. Because the se1ver is a reposito1y of information for a large number of 
people, it can rapidly become a hodgepodge of assorted folders and files. Although 
users can (and should) create their own individual folders, you might consider taking 
charge of at least the "top level" view of the se1ver to lay a foundation of order for the 
folders and files nested within. 

Organize the information as intuitively as you can, labeling folders with names that 
are meaningful to those who need to access them. Periodically check through server 
volumes to ensure that folders are appropriately named and logically grouped. 

Consider organizing folders into these categories: 

• Public folders. You can use these folders to store documents and applications that 
all users need to share. If users should not make changes co files within a public 
folder, you can specify that the folder is read-only. For instance, you can place 
contracts or forms in a read-only folder. Users can copy these forms to their own 
hard disks without altering the originals. 

• Group folders. These folders allow you to restrict access to users you specify. You 
can set up departmental group folders that contain files and folders most common!} 
used by members of a particular department. You can also set up collaborative groLp 
folders for projects where users from several departments are working together and 
need to share information. 

• Individual drop folders. These are private folders that can serve as mailboxes for 
each user. Files and folders placed in an individual's drop folder can be seen by the 
individual but not by anyone else. This is a very efficient way to exchange files. 
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You might consider locking this top level of the se1ver (the "root") so that users must 
place folders within one of the top level folders you create. This prese1ves the order 
you've established, and prevents users from arbitrarily moving or copying files or folders 
to the top level, creating a disorganized assortment of information. 

L File Server ~ 
Public folders 

LJ BULLETIN BOARD 

LJ Licensed Software 

LJ Manager's Calendar 

LJ Boilerplate Materials 

IC""'> I Print Specs 

LJ Clip Art Files 

-Group folders Drop folders 

LJ Art Group l::§J Sondra's Drop Box 

LJ Writer's Group l::§J Steve's Drop Box 

LJ Production Group l::§J John's Drop Box 

LJ Managers l::§J Joyce's Drop Box 

l::§J Debbie's Drop Box 

l::§J Contractor's Drop Box 

Since creating group folders and groups may be a common task for you, you might 
want to design a request form to make it easier for you to track requests from users. The 
form should note who is making the request, as well various information about the 
group and folder. A sample form is shown on the next page. 
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Network Administration Work Request Form 

Requestor: Extension ___ Date __ _ 

Location: 

• To set up a 11ew AppleSlzare group 

New Group name: Volume name: _____ _ 

Names in group: 

Approximate timefrarne for group: ------

• To add a folder to top level of AppleSliare file server 

New folder name: Volume name: _____ _ 

Users/groups having access: ----- ---

• To assig11 privileges to folder 

Read/Write D Headonly D ·one D 

Purpose of folder: ---- -------------- - ---

Approx. disk space needed: ___ _ Backup requirernems: 

Freeing up disk space 

Over time, your servers can become cluttered with information that is difficult to find or 
outdated- taking up valuable disk space on the se1ver. Tty to check se1ver contents 
routinely to weed out documents and applications that are no longer needed. Some files 
can probably be deleted; others can be archived to free up disk space. Always check 
with the owner before you move or delete a document. You can use se1ver reports to 
see if users are unnecessarily keeping multiple copies of documents on the se1ver or if 
many users keep the same application in a private folder on the se1ver. It may be more 
efficient to use a multi-launch application that several users can open at the same time. 
Keep E-mail messages on the se1ver for a set period, and let users know what this period 
is; then archive the messages or delete them. 
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Checking security 

If you allow guests to log on to your server, you should occasionally log on as a guest 
yourself and examine the volumes to see what files and folders are visible. It's not 
uncommon for users to make access privileges too lenient; for example, by giving See 
Files and See Folders privileges to Eve1yone. 

Using applications on a file server 

There are several issues to consider when using applications on a file server. First, is the 
application compatible with the server? Second, if the application is compatible, how 
many people can open or launch it at the same time? And can more than one person 
work on a file at the same time? Third, what are the copyright and licensing agreements 
for this piece of software? Can one copy of the software be stored on the server for many 
people to share or do you need to purchase one copy of the software for each user? 
These issues are discussed in the following sections. 

File server compatibility 

Applications can be divided into the following compatibility categories: 

• Runs locally with the se1ver. Most applications can run locally from a computer 
while the computer is connected to a file se1ver. There are some rare applications, 
however, that will break the connection to the file server when the application is 
started from a local disk. 

• Can be launched from the server. Many applications can be launched directly from 
the file server. This eliminates the need to copy the application to a user's computer. 
There is usually a limit to how many people can launch the application 
simultaneously (this limit is often one). 

• Allows documents to be opened from the server. Most applications allow documents 
robe opened directly from the file server. Rare applications require users to copy 
documents to their local disks before opening them. 
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• Provides document management. Applications that provide document managemen 
keep track of open documents. Document management ensures that all changes to ~ 
document are saved when more than one user edits a document, and may also lock 
users out of a file that is currently being accessed by another user. 

As Table 10-1 shows, when an application is compatible with tl1e file server, it can 
run locally on a computer that is connected to the server and can also be launched from 
the server. Fu11her, if the application is ftle server- aware, it provides document 
management to ensure the integrity of data. 

If an application is compatible with the server, but is not file server-aware, then the 
application does not provide document management. There is often little or no control 
over who opens a file through that application. This means that if a user opens a 
document that is already in use, the user who saves changes to the document last will 
overwrite the changes made by the previous user, unintentionally destroying data. If an 
application is not file server-aware, you should place documents created from the 
application in private folders on the server or on a computer's local hard disk to 
eliminate me possibility of access by multiple users. 

Table 10-1 File server compatibiliry categories 

~~ ~JI~ ~ .. D ~ 
Runs locally Launched Open document Provides document 
with server from server from server management 

Compatible and Yes Yes Yes Yes 
file server-aware 

Compatible but Yes Yes Yes No 
not aware 

Coexistence only Yes No Yes No 

Incompatible To No No No 

204 Part 3 Managing Your Network 



Launching applications from a sewer 

Even though some applications can be launched from a file server, doing so can have its drawbacks. An 

application that takes several seconds to open on a local hard drive can take a minute or more to open on 

a heavily used network. In addition, running applications from a file server can cause excessive and often 

unnecessary traffic on a network because of constant communication between computers and the server. 

Coexistence is another class of server compatibility. This means that the application 
can run locally with the server and documents created through the application can be 
opened from the server, but the application cannot be launched from the server and 
does not provide document management. Applications in this category should be stored 
on individual computers rather than on the file server. Documents created from these 
applications should be stored on users' computers or in private folders on the server. 

Incompatible applications will not run on a computer while it is connected to a file 
server. Users should log off the file server before launching any incompatible 
applications. Fortunately, such applications are rare. 

To determine if an application is compatible with your file server, check the 
documentation and data sheets that came with the software. (The documentation may 
refer to compatible applications in a number of ways, such as network-aware, file 
seroer-aware, or AppleShare-aware.) If you can't find the information this way, contact 
the software vendor or check with an authorized Apple dealer. 

Detennining launch and access characteristics 
Compatible applications can be further defined to describe their launch and file access 
features, as shown in the following chart. 
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Single-launch, 
single-user 
applications 

Single-launch, 
multi-user 
applications 

Multi-Jaunch, 
single-user 
applications 

Multi-launch, 
multi-user 
applications 
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Only one person at a time can open the application on the server and only 
one person at a time can open a file or change it. 

These applications should probably be run from a workstation's local hard 
disk since there are no significant advantages to running them from the file 
server. 

Only one person at a time can open the application, but two or more people 
can open or change the same file at the same time. 

Many database applications fall into this category. Several people can work 
with the same file on the server while running their own copies of the 
application on their workstations. When one person makes a change to the 
file (such as updating a database record), the change can be seen by 
everyone accessing the file. Some multi-user applications let many users 
read a file at the same time, but allow only one person to modify the file at 
one time. These applications use a process called file-locking to prevent 
write-access by more than one person. Other multi-user applications actually 
allow several people to modify a file at the same time. These applications 
use record locking or byte-range locking, which locks specific portions of a 
file while it is being modified. 

Two or more people can open a single copy of an application on the file 
server, but only one person at a time can open a particular file and change it. 

Some word-processing programs operate in this manner. Place multi-launch 
applications in a public or group folder so that everyone can use it. Before 
placing the application on the file server, examine the license agreement to 
make sure that it is alright to do so. 

Two or more people can open a single copy of an application on the file 
server and two or more people can open or change the same file at the same 
time. 

Some shared database programs, such as 4th Dimension (from ACIUS), fall 
into this category. 



Copyright and licensing issues 
Before placing an application on a file se1ver (or in a shared folder of any kind), review 
the terms of the licensing agreement to ensure that it's alright to share the application. 
Licensing agreements vary widely, so take time to review each one. 

An application may come with a single-copy license agreement or provide an option for 
site licensing. A single-copy license requires you to purchase one copy of the software for 
each computer on which you plan to use it. You will generally not be able to place such an 
application on the file server. A site license allows you to buy one copy of the software at a 
fixed rate for a cenain number of computers (or sometimes on a per server basis for multi
user applications). If an application is site licensed, you can place one copy on the file 
server for many users to copy or share. Note, however, that having a site license does not 
usually mean unlimited use of the application within your organization. 

Site licenses may not be cost effective for small organizations. However, in a larger 
organization, the fixed rate offered by the site license may be lower than purchasing a 
copy of the software for each individual. A site license also helps you "cover your bases" 
to ensure that everyone in your group has legal rights to use the software. 
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Opti1nizing network performance 
The day-to-day efficiency of a network depends on free-flowing traffic. Although you 
may have done your best at the planning stage to anticipate network traffic, you'll 
inevitably note performance problems as the network grows and increased demands are 
placed upon network services. You may receive complaints from users about network 
delays or notice problems yourself during routine monitoring of the network. It's the 
network administrator's role to identify and reduce bottlenecks to keep the network 
running at peak performance. 

E>:cessive demand on seroices fa·cessive trajfic 

Bottlenecks fall into two general categories: those due to excessive traffic on the 
network and those due to excessive demand on network services. If the problem is 
excessive traffic, then the number of packets sent through the network media- the 
throughput-exceeds the media's capacity to handle it effectively. If a network service 
is overworked, the capacity of the media may be adequate, but the packets "back up" 
from the shared device much like cars at a stoplight. Eliminating bottlenecks may requi·e 
you to take such steps as relocating equipment, adding new equipment (such as a router 
or se1ver), or modifying network usage by simply changing user work habits. 
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Regardless of the type of bottleneck you may have on your network, there's a five
step analysis process you can use to identify and remove it. 

Step 1 

Identify the traffic sources on the network. Knowing the source of traffic puts you in a 
good position to reduce it. There's not much you can do to control overhead traffic 
sources, such as routers updating router tables. Instead, focus your anention on user
generated traffic sources; ask yourself who uses the network most often and when they 
use the network. To help identify these sources, you can use administrative traffic
monitoring software or router-monitoring software (for an internet). 

Step 2 

Examine network services to determine their load. On most networks, the majority of 
traffic flows between computers and shared devices such as file servers, printers, E-mail 
servers, and network modems. You can use network service reports and a variety of 
traffic summa1y charts (from a traffic-monitoring tool) to track changes in network 
service usage and to determine which users are accessing these services. 

Step 3 

Identify the tra:fjlc path. Use the network map to locate the identified sources and path 
of network traffic. The map can tell you if excessive traffic is coming from a certain 
department or work area. In more complex networks, the network map is essential for 
determining the traffic flow across routers and among various networks. 
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Step 4 

Describe the activity between the trafjlc sources and network services. This step helps r) 
establish who is doing whar and when. In this step, you take information concerning 
specific traffic sources and network services and try to identify the type of activity that i!'> 

generating the traffic. You can begin to describe network activity through the following 
tasks: 

• Talk with users. This will help you uncover a wealth of infonnation, such as the ty~e 
of applications being used and when a given application or task (such as printing 
reports or billing) is performed. These discussions help you understand the 
organization's workflow and may identi fy certain periods of heavy traffic. .Yionth-end 
billing, weekly payroll processing, or the afternoon generation of legal briefs are all 
examples of work that can generate periodic, heavy network traffic. 

• Re-examine data. Look at traffic-monitoring data and network service reports agair 
to see if usage patterns emerge. Does the activity follow any patterns? Does the use 
occur during certain times of day? Are some devices, such as a particular printer, 
being used significantly more than others? 

Step 5 

Recommend a solution. Your recommendation will be based on your analysis of the 
bottleneck and the activity causing it. Some possible solutions include the following: 

• Relocating e.-risting network setvices. In some situations, a network service or devic~ 
receives little use and can be put to better use by relocating it elsewhere on the 
network or by connecting it directly to a user's computer, removing the device from 
the nerwork. If a pa11icular network service receives substantial traffic across a bridge 
or router, consider moving the se1vice across the router. This keeps traffic isolated 
within a single network segment. 
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• Adding network resources. When complaints center on a specific network service, 
such as printing, adding new equipment may be the answer. As long as the overall 
capacity of the network is not exceeded, adding another shared device improves 
perf onnance by splitting the workload. 

• Removing a network seroice from a sewer. If you have too many network services 
running on the same server, users may experience a slowdown in services. For 
example, if you run the AppleShare File Server and Print Server on the same 
computer as the AppleTalk Internet Router, users may notice slowdowns in file and 
print service. If this is the source of the bottleneck, one solution would be to move 
the routing software to its own computer. 

• Changing users' network work habits. This one may surprise you, but is sometimes 
the only solution needed. Users may not always use network services in the most 
efficient manner, generating unnecessary traffic congestion. For example, they may 
run software directly from the file seiver that could be run more easily and quickly 
from their own computers. Or they may print long reports during peak hours that 
could be printed at less busy times of the day. 

• Adding a router or changing to a Jaster network type. In some situations, there may 
be a clear performance problem, but you are unable to identify any single traffic 
source, network service, or activity as the cause. In these situations, your network 
capacity may be stretched to the limit and the network may require some redesign. 
Adding a router and dividing the network into two subnetworks-each with its own 
network resources-may eliminate the problem. Or, you may need to switch to a 
faster network type, such as Ethernet, to accommodate your growing network needs. 

Chapter 10 Network Maintenance Guidelines 211 



Examples of performance analysis 

The administrators in the following examples use the five-step analysis process to find 
solutions to each of their network problems. 

Example 1 

After installing a router, the traffic flow at j.L. Hanson, Inc., improved substantially. The 
firm has been divided into two zones, Admin and Marketing. Recently, howeve1; the 
administrator has been receiving comp! aints from users in the Admin zone about slow 
peiformance. The administrator analyzes the situation: 

Identify traffic sources. Using the router software, the administrator notices a large 
amount of traffic crossing the router from the Marketing zone into the Admin zone. She 
needs to find out why this is happening. 

Examine network services. Using traffic summa1y charts, the administrator looks at 
network service usage. She notices that the network modem shows heavy traffic coming 
from the router. She also sees that the router shows heavy use by three people: 
Charlotte, Russ, and Manuel. They may be responsible for the increase in modem traffic 

Identify traffic path. The network map shows that these three users are in the 
Marketing zone and must cross the router to get to the network modem in the Admin zone. 

Describe the activity. The administrator talks to her users. She finds that users in the 
Admin zone have little need for the shared modem. Those in the Marketing zone
especially Charlotte, Russ, and Manuel-have a frequent need for the modem. 

Recommend a solution. The most cost-effective solution is to move the modem to the! 
Marketing zone. This keeps traffic within that zone and out of the Admin zone. 
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Example2 

The administrator receives numerous complaints from users about printing delays. He 
takes the following steps to investigate and alleviate the problem: 

Identify traffic sources. The administrator uses a traffic-monitoring program to 
analyze traffic during the course of the day. From a traffic summary chart, he sees that 
traffic seems pretty well distributed, although Sean, Rachel, Scott, and Adrian are using 
the network more than others. 

Examine network services. Again, the administrator uses traffic summary charts and 
looks at file seiver and print spooler usage. He compares this usage with the previous 
month's and notices that LaserWriter use has increased substantially in comparison to 
other network seivices. 

Identify traffic path. The administrator looks at the network map and locates the four 
users who appear to be the traffic source. Most are clustered in the Legal department. 

Describe the activity. The administrator talks to users in the Legal department and 
discovers that they are printing large daily reports for a special project. He then examines 
the print spooler report from the laser printer, which confirms his discussions with users: 
the printer is receiving very heavy use. 

Recommend a solution. Obviously, the increased printer demand has caused a 
printing bottleneck, with subsequent slowdowns for everyone trying to print. Because 
rescheduling the work for only certain times of day is not feasible, the administrator 
recommends leasing a printer for the Legal area until this project is done. 
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Example3 

The network administrator begins receiving complaints from users about delays of all 
kinds, including printing, accessing the file seroer, and sending E-mail. He does the 
following: 

Identify traffic sources. The administrator runs his traffic-monitoring software and 
produces a summary chart showing who's using the network. When he compares this 
chart to last week's, he notices unusually high traffic this week from Diana in the 
Production department. 

Examine network seroices. His traffic summary charts show a lot of file server access 
and a dramatic increase in file server usage this week compared to the week before. 

ldentlfy traffic path. The administrator locates Diana and the file server on the 
network map. 

Describe the activity. He talks with Diana and finds out that she placed a graphics 
application on the file server this Monday and has been running the application directly 
from the server. 

Recommend a solution. The administrator asks Diana to download the application to 
her own hard disk. This removes the traffic source from the network, eliminating the 
congestion and overall delays. 
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Example4 

With the addition of a large new account, the volume of work has doubled and so has 
the traffic on the network. The administrator examines the network to see if she can 
improve performance. 

Identify traffic sources. The administrator generates a traffic summary graph to 
assess who's using the network the most. Then she compares this graph to the one she 
generated last week. Although there is a definite increase in the volume of overall traffic, 
she can't find one source responsible for the increase. 

Examine network services. When the administrator compares this week's network 
service usage with last week's, she notices an increase. However, the increase seems to 
be evenly distributed across all services. 

Identify traffic path. The path of network traffic is difficult to trace. Users scattered 
throughout the network are generating more traffic. 

Describe the activity. The administrator sits down with a vice-president in the firm to 
learn how the business is doing and to see how business might affect the network, now 
and in the short term. The vice-president tells her that the firm has experienced 
phenomenal growth-there has been a 500.4> increase in business this year and she 
anticipates substantial growth of about 20% in the upcoming year. 

Recommend a solution. The administrator cannot find a specific cause of this traffic 
congestion. Given the current business conditions and the business forecast, she decides 
that a network redesign is in order. She studies the workflow and shared resource 
requirements of the group to determine where devices should be placed. She then 
divides the network into two by adding a router, improving performance on each 
connected network. 

As you can see from these examples, there are many different causes of performance 
degradation, and each has its own corresponding solution. Making the right 
recommendation for removing bottlenecks requires a systematic approach, a solid 
understanding of your network, and a little experience. Discovering a workable solution 
is a lot like solving a puzzle-and the result can be just as satisfying. 
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11 Network Troubleshooting 

Every network experiences problems at one time or another, whether from overloaded 

services, excessive network traffic, faulty equipment, or user error. Troubleshooting is the 

process of solving such problems by following a series of systematic, well-defined steps. 

This chapter explores the following topics to help guide you through the 

troubleshooting process: 

• administrative tools that can help you troubleshoot 

• some of the most common network problems you may run across 

• a step-by-step approach for solving network problems 

• real-life troubleshooting scenarios that illustrate the concepts discussed in this 

chapter 



Administrative tools 

The tools introduced in Chapter 10 that perform everyday monitoring and maintenance 
are also useful for isolating and solving network problems. Your most basic diagnostic 
tools are the network map, network logbooks, and the Chooser. 

You'll refer to the network map frequently, since it details the network layout and 
helps you find the precise location of network problems. It's impo1tant to keep your map 
current-each physical change to the network should be reflected on the map. 

When a problem arises, your logbooks can help you identify any significant network 
addition or change that rook place at roughly the same time the problem began- whicr 
might mean that the two are linked. For example, if someone filling in for you updates 
system software on Monday night and on Tuesday, users complain to you about not 
being able to print, the system upgrade noted in the logbook might be the cause. The 
logbook also enables you to find out if the problem has occurred previously and, if so, 
what steps were taken to solve ir. 

The Chooser is a quick way to dete1mine whether network connections are 
functioning properly. If a device, such as a printer, does not show up in the Chooser, a 
potential problem may exist on rhe path between the user's computer and that device. 

Other helpful troubleshoming tools include products such as Inter• Poll, 
TrafficWatch, the AppleTalk Internet Router, and Timbuktu. As discussed in Chapter 10 
these products perform a variety of diagnostic functions to help you isolate network 
problems. They can help identify trussing devices, report on system software versions, 
test the integrity of network connections and transmissions, gauge the amount of traffic 
on the network, and help you perform remote administration. Many of these tools are 
often used in combination with one another. For example, you can use one tool to 
produce a device list and scan for missing devices and then consult the network map to 
identify the location of these missing devices. 

In addition to these software tools, there are some simple hardware tools available 10 

test cables and connectors electrically. Voltmeters and continuity checkers can help 
identify conditions such as breaks, shorts, improper voltage, or open circuits. Cable 
testers can tell you how long the network cable is. Electrical ground testers can check 
three-pronged electrical outlets and modular phone jacks for proper installation, and can 
help locate the loss of a ground wire- which can wreak electrical havoc on a network. 
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The kinds of tools mentioned above are the ones most commonly used on small- to 
medium-sized networks. Other tools more appropriate for managing and 
troubleshooting large internets include protocol analyzers and high-end cable testers 
called time-domain reflectometers. These are expensive and require advanced 
technical knowledge to use. 

A protocol analyzer is specialized software or hardware that lets an administrator 
examine individual packets to uncover network problems. Protocol analyzers range in 
price from a few thousand dollars to $25,000 and are usually tailored to work on a 
particular network type (such as Ethernet or Token Ring). Although many of these tools 
have been made easier to use in recent years, they still require a solid understanding of 
network protocols to interpret the results. 

A time-domain reflectometer (TDR) is a sophisticated piece of equipment that takes 
cable scanning one step farther than simple cable testers. In addition to identifying 
electrical problems, such as shorts or breaks, the TDR can quickly find the exact location 
of the problem. A TDR can also locate cable in walls, show if a cable has been crimped 
during installation, and measure cable segments to ensure that the installation is within 
cable guidelines. 

Common network problems 
While there are many problems that can occur on any network or internet, there are 
three types of problems that are most common: 

• missing devices 

• the intermittent appearance and disappearance of network services and devices 

• performance degradation 

The following sections take a look at the symptoms and possible causes for each of 
these network problems. 
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Missing device 

A missing device is a node (server, printer, modem, or another computer) that cannot be 
"seen" from other nodes. The following are common symptoms of a missing device: 

• Users report that they can't access a file server or print device (the missing device 
may be the file server or print server). 

• Users report that they can't access another zone or network (the missing device may 
be the router connecting two networks). 

• Users report that they can't send mail to other users (the missing device may be the 
mail server). 

• Users report that they can't see anything on the network (the missing device may be 
the user's own computer). 

• A device listing (from Inter• Poll, for example) does not match the network map or a 
previous device list. 

The most obvious cause of a missing device is that the device is not turned on or is 
not functioning properly. For example, if users can't access another network, check that 
the bridge or router connecting the networks is turned on. The other common cause of a 
missing device is a break in the network connection. When a break occurs on the 
network, devices on opposite sides of the break can no longer communicate with 
anything on the network beyond the point of the break. 

There are four principle kinds of network breaks, as shown in the following chart. 
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Network breaks 

A break at the connector 

A severed cable 

~''<-

( 
Broken or damaged 
connector pins 

Disconnected cable extenders 

If there is a break at the connector, the affected device becomes the network 
tennination point for the side of the network that remains connected. 
Devices on this side may continue to operate properly, but they will have no 
contact with devices beyond the tennination point. (See the next section, 
"Intennittent Loss of Services or Devices," for more infonnation on cable 
tennination.) 

Although network cable is sturdy, it can be severed by extreme stress, such 
as moving heavy furniture over the cable. 

Broken or damaged connector pins are commonly overlooked when 
searching for network breaks. When verifying the physical health of a device, 
always disconnect the connectors and check the condition of the pins. 

Cable extension connnectors, such as those used on LocalTalk networks, can 
become unplugged when they are moved, causing a network break to occur. 
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Intermittent loss of se1vices or devices 

The intennittent appearance and disappearance of network services or devices is called 
ghosting. Users may complain that a network device is available from the Chooser 
some of the time, but not always. Or, occasionally a device disappears from a device 
listing only to reappear moments later. Another symptom of ghosting is a noticeable 
increase in the number of cyclic redundancy check (CRC) errors uncovered during traffic 
monitoring. 

Ghosting can be caused by any of the following conditions: 

• Too many devices. You can connect up to 32 devices to a single LocalTalk network 
using the LocalTalk cable system. Ethernet networks specify a certain maximum 
number of devices per network segment and per network. Token Ring networks 
specify a certain maximum number of devices per ring. (Refer to Chapter 6 for 
details.) If you're having network problems, check the device limitations for your 
network type and the number of devices on your network to make sure that you're 
not exceeding the recommended limit. If necessary, subdivide the network using 
bridges or routers. 

• Improper network termination. All bus networks must include terminating resistor, 
to provide end points for the bus. If the network is not terminated properly, 
transmission problems will occur. The terminators for LocalTalk networks using the 
LocalTalk cable system are built into the connector boxes. A properly terminated 
LocalTalk network has no dangling cable extending beyond the last connector box 
as shown below. 
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LocalTalk networks using the PhoneNET cable system are not self-terminating; you 
must add terminators on each end of the network cable. 

There are different termination requirements for each kind of Ethernet medium. 
Traditional thin coaxial cable installations require separate terminators to make the 
network operational. The Apple Ethernet Thin Coax Transceiver and Apple Ethernet 
cable are self-terminating. If you have questions about the termination requirements 
of your network, ref er to the appropriate installation instructions for your cable type. 

• Loose connector contact. When a network connection becomes loose without 
breaking completely, communication becomes intermittent between devices on both 
sides of the loose connection. Although most connectors lock into place, connections 
can loosen when devices are moved. (Note that the old AppleTalk Personal Network 
connectors do not lock and require retention devices to help secure cable 
connections.) 

• Loose cable extenders. Cable extenders can also become loose-especially 
nonlocking types-although no break in contact may be visible. When checking for 
intermittent connections, completely unplug and reconnect the cables to make sure 
there is firm contact. 

• Damaged or obstrncted cable. A cable that has been damaged, pinched, or kinked 
may still be capable of intermittent throughput, with occasional breaks in 
transmission. This may be the most difficult network fault to detect if no external 
cable damage is visible. A network tool, such as Inter• Poll, may help isolate the area 
of damage or obstruction through loopback tests. In addition, cable testing devices, 
such as voltmeters and continuity checkers, may be useful in isolating the problem. If 
the cable in a particular location is damaged, you may need to replace it. 

• Exceeded cable length limitations. LocalTalk, Ethernet, and Token Ring networks 
each have limitations on the maximum cable lengths for each network segment. 
Going beyond these limitations can cause intermittent problems such as ghosting. 
Review the cable length specifications for your network and compare these to your 
network layout, using cable testing equipment if necessary. If your network exceeds 
the recommended cable lengths, install repeaters or subdivide networks by using 
bridges or routers. 
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• Electromagnetic inteiference. Running certain kinds of cable near sources of high 
electromagnetic interference, such as industrial machinery or power transformers, 
can cause intermittent transmission problems on the network. lf you're using twisted
pair or coaxial cable and it's impractical to relocate equipment or reroute the cable, 
you may need to replace your existing cable with fiber-optic cable or use infrared 
light, both being very resistant to this type of interference. 

• Too many routers. AppleTalk packets can traverse a maximum of 15 hops, at which 
point the packets are discarded. As this limitation is neared, ghosting symptoms may 
appear. If this is the source of ghosting, you may need to redesign your network to 
reduce the number of hops on your internet. Consider using a backbone for more 
efficient network routing. 

Performance degradation 

Performance degradation is an abnormal delay in network operations. The primary 
symptom is that users complain about a slowdown in network seivices, such as printing 
or file service. The following conditions can cause performance ro degrade: 

• Jixcessive traffic. You can use a traffic-monitoring tool and also talk to users about 
their network activities to gauge the traffic flow on the network. If traffic congestion 
is temporary, perhaps because of an abnormally busy week, you may need to ask 
users to access devices that aren't busy or access network services ar different rimes 
of the day. If traffic congestio!'l is a long-term problem, you may need to redesign the 
network by adding bridges or routers, adding a backbone network, or switching to 1 

faster network type such as Ethernet. 

• Too few shared resources. As your network grows, you may need ro add shared 
resources, such as printers and servers. If you've been using shared printing on you~ 
network and users are experiencing slowdowns in printing, it may be time to add a 
print server to your network so that users can get on with other work after sending 
their documents ro the printer. 
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• Too many devices. If you connect more than the recommended number of devices 
to your network, network segment, or ring, you may experience performance 
slowdowns. Again, you may need to subdivide your network by adding bridges or 
routers. (See Chapter 6 for details on recommended numbers of devices for each 
network type.) 

• System software conflicts. Any device may cause network problems if it is operating 
with system software that differs from the standard version used on the network. 
Symptoms might be limited to the affected device or might affect network 
performance in other ways. 

You can verify software version numbers by using the About . . . command from the 
Apple (9) menu when working from an application or the Get Info command from 
the File menu when working from the Finder. You can also use an administrative 
tool, such as Inter• Poll, to check system software versions. 

• Driver incompatibility. Most network service devices, including LaserWriter printers, 
file servers, and electronic mail servers, require that associated driver programs be 
installed on every computer using the service. All computers using a particular 
network service should have the same version of the driver installed. When a 
network service is slow to respond, the cause may be an incompatible software 
driver on the computer requesting the service. Usually, an error message will appear 
at the requesting computer indicating an incompatible driver version. 

Incompatible versions of printer drivers are a common occurrence. A user typically 
complains about receiving a message that the LaserWriter is reinitializing each time 
he or she prints a document. When this occurs, simply remove the driver on the 
user's computer, install the correct version that is consistent with the other network 
users, and then restart the computer. Again, tools such as Inter• Poll can be used to 
make sure that all computers are running the same versions of these driver files. 

• User error. Don't overlook the possibility of user errors when looking for the source 
of performance problems. A reported slowdown in network performance may be 
caused by an inappropriate use of network services. For example, running a word
processing application from a file server instead of from a local hard disk may cause 
unnecessary slowdowns in individual-and network-performance. 
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• Too many se1vices on the same server. If you're running several network services on 
the same server computer, users may experience a slowdown in network services. 
You may need to move a service, such as E-mail, to its own server, rather than 
running E-mail with file se1vice and print se1vice. 

• Too many routers. If packets must travel near AppleTalk's maximum of 15 hops to 
get to their destination, performance degradation may occur. If you suspect that this 
is happening, redesign your network (perhaps with a backbone) to reduce the 
number of hops on the internet. 

• Viruses. If the causes listed above fa il to uncover the source of a performance 
degradation, check for possible virus infection on the computer of the user reporting 
the slowdown and on any affected se1vers. Remember always to check new software 
with a virus-detection program before loading it on the network (see Chapter 9 for .1 

discussion of viruses). 

Troubleshooting strategies 

In an effort to solve a problem quickly, it may be tempting to make certain assumption ... 
and simply jump right into the situation. This is seldom worthwhile, since it often leads 
to wasted time-or fails to solve the problem entirely. A more effective approach-and 
one that all successful troubleshooters use-is to fo llow a well-developed and proper!~ 
implemented troubleshooting strategy tl1at covers tl1ree steps: 

1. Clearly define tl1e symptoms of the problem by collecting the facts and verify that tl1e 
problem is network related. 

2. Isolate the problem using a top-down approach. 

3. Check and correct any hardware or software problems at the localized device. 
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Stepl 

Define the symptoms of the problem and verify that the problem is network related. 

While all three troubleshooting steps are important, this step is vital to the rest of the 
process. Without a clear, concise definition of the problem, finding the solution is a 
haphazard, hit-or-miss approach. If more than one problem is being reported, define 
each one separately and work on one problem at a time. Sometimes multiple problems 
are related and the solution to one of them fits the others. 

To define the problem, talk to users and document what is currently known about 
the problem. Keep in mind that symptoms are often poorly defined by users and that the 
problem and symptom frequently lie in totally different areas. To counter this, listen 
closely to what users say, paraphrasing and clarifying statements as they speak. Ask 
pointed questions that clearly define the problem in your mind. While going through this 
fact-finding process, make sure you address the possibility of user enur. Many times a 
user is quick to judge a problem as software- or hardware-related, when, in reality, the 
user is at fault. For example, the user may have tried to access a network service without 
first selecting it in the Chooser. Talk to the user about the specific procedure followed 
and ask the user to reproduce the problem while you watch. 

During this step, you'll verify that the problem is, in fact, network related. It's common 
for users to blame any unspecified problem on "the network." Before proceeding to 
network troubleshooting, be sure that the problem is really a network one. 

A problem is network related when one or more of the following conditions exist: 

• One or more devices cannot communicate. 

• Network access or response is intermittent. 

• A network service fails. 

• The network experiences performance degradation. Devices run, but at a much 
slower-than-normal rate. 

A problem is not network related when one or more of the following conditions exist: 

• The problem lies within an individual application. 

• The problem can be duplicated on the device when it is removed from the network. 

• The problem is caused by a hardware failure. 

• The problem is caused by user error. 
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Step 2 

Isolate the problem using a top-down approach. 

In this step, you'll identify the location of the problem. The administrative tools 
discussed earlier in this chapter are very helpful during this step. In a single network, 
problem isolation might be as easy as comparing the network map to a device list. As 
your network grows, however, and more devices and applications are added, problem 
isolation becomes more difficult. And as the number of users increases, so does the 
chance for user errors. One of the first steps to take is to determine the scope of the 
problem. Is the problem isolated to a single computer or does the problem occur from 
other computers as well? Is just one network affected or are other networks also affected? 

The top-down approach to troubleshooting provides a set of step-by-step tasks 
designed to isolate problems systematically. Using this model, you begin by looking at 
the internet level (if you have an internet), and then continue by examining 
progressively smaller groups of hardware . 

. . . . . . . . 

At the highest, or internet, level, you identify the networks affected by the problem. 
Is the problem isolated to a single network or are other networks involved? If more than 
one network is involved, are d1ey connected? If all devices on a network are missing 
from a device list, the problem is likely to be router- or bridge-related. Make sure that 
routers and bridges have been properly configured. If you're using Ethernet or Token 
Ring, make sure that the hardware and software has been installed properly. 
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If no problems show up at the internet level, you then focus on the affected network 
to determine if problems exist. How many devices exhibit the problem? All of them? 
Some? Just one? Check to see if the amount of traffic is too heavy or if network 
specifications-such as cable length, the number of devices, or network topology-are 
being adhered to. Problems such as performance degradation and ghosting are often 
caused by exceeding network limitations. 

At the lowest level, the local devices level, you isolate the specific device or devices 
involved. This might entail something as simple as generating a device list (through 
Inter• Poll, for example) and then comparing it to the network map, or it might involve 
something as detailed as checking each device for potential hardware and software 
problems (see the next step). 

Step3 

Check and correct any hardware problems or software problems on localized devices. 

Once you've isolated the problem to a specific network device, physically inspect the 
hardware to verify that all cables and connectors are intact and connected correctly. 
Also, verify that the device itself is functional. Intermittent problems on the network, 
such as the appearance and disappearance of a network device, can be caused by loose 
connections. Check cable extension connectors to make sure they are secure. If devices 
cannot communicate or performance becomes erratic, network breaks are usually at 
fault. Check for breaks at the connector, disconnected cable extenders, a severed cable, 
and broken or damaged connector pins. 

If the hardware is not at fault, you are left with one more option-software. Check to 
see if the device is using a system file or a driver file (such as a LaserWriter driver) that is 
different from the version being used by other like devices. 

Chapter 11 Network Troubleshooting 229 



Troubleshooting scenarios 

First Floor 

The following scenarios illustrate the concepts presented in this chapter. Chris Regello
the network administrator-uses a systematic troubleshooting strategy and network tools 
such as Inter• Poll, the network map, and the Chooser to uncover and remedy the 
problems. As you work through these scenarios, refer to the network maps that 
accompany this section to see where the users and devices are located. 
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When Chris returns from lunch, she has two messages on her answering 
machine, from Cynthia Gilham and Ken Wessel, about E-mail problems. 

Step 1 

Define the symptoms of the problem and verify that the problem is network related. 

Chris calls Cynthia for more information. Cynthia tells Chris that whenever she tries to 
send E-mail, she receives an error message. Chris then calls Ken. She learns that he's 
been printing and using the file server all morning, but he can't send E-mail to Cynthia. 
Chris checks with Steve and Sandy-the users on either side of Cynthia-to see if they 
are having problems. She learns that they have both been using the printer and sending 
E-mail messages all morning. Chris suspects that the problem is not network related. 

Step2 

Isolate the problem using a top-down approach. 

Because Cynthia seems to be the only user having problems, Chris believes that the 
problem is specific to Cynthia's computer. An Inter• Poll device list confirms Chris's 
suspicion: Cynthia's computer is the only device on the network missing from the list. 

Step3 

Check and correct any hardware or software problems on the localized device. 

Chris stops by Cynthia's office to check for problems. She opens the Chooser on 
Cynthia's computer and finds that no devices are displayed. Chris also quickly discovers 
the source of the problem-AppleTalk has been turned off in the Chooser, disabling the 
network connection. 
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Chris receives a call from two users complaining about network problems. 
John Simmons keeps receiving time-out en-ors on the LaserWriter when he 
tries to print mail. Alice Browning's Macintosh computer keeps telling her that 
it can't locate the LaserWriter when she tries to print. 

Step 1 

Define the symptoms of the problem and verify that the problem is network related. 

Chris calls John and Alice. They tell her that they haven't been able to print to 
LaserWriter 2 all morning. Chris asks Alice if she's had any other problems. Alice tells her 
that she's sent and received E-mail that morning. Because the problem here involves 
devices that can't communicate, the problem is network related and seems to be a 
printing problem. 

Step 2 

Isolate the problem using a top-down approach. 

Chris refers to the network map to get a clear picture of where LaserWriter 2 is in relation 
to John and Alice. She then generates a device list by running Inter• Poll. This list shows 
that LaserWriter 2 is not displayed. Because Alice has been able to use E-mail, Chris 
believes that the problem is specific to the printer. 

Step3 

Check and correct any hardware or software problems on the localized device. 

When Chris physically examines LaserWriter 2, she uncovers the source of the problem: 
the LocalTalk cable for the printer is not long enough and the strain has caused the cable 
to become partially unplugged. Chris adds another length of LocalTalk cable and a cable 
extender to remedy the problem. 
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John Simmons and Barbara Stone each tape messages to Chris's computer. John 
can't send E-mail to a coworker, Bob Staples, even though Bob is at his computer. 
Barham receives an error message any time she tries to send E-mail to anyone. 

Step 1 

Define the symptoms of the problem and verify that the problem is network related. 

Chris calls John, Barbara, and Bob to gather more information. John tells Chris that 
although he can't send E-mail to Bob, he has been able to send E-mail to Sonia. When 
Chris talks to Bob, he says that he can't access the printer. Barbara tells Chris that she's 
been having E-mail problems all afternoon, although this morning everything was fine. 
Using the remote-administration software on her computer, Chris watches while they 
reproduce the steps they took and confirms that there is, indeed, a problem. Because the 
symptoms involve more than one device and a clear inability to access network services, 
the problem is definitely network related. 

Step2 

Isolate the problem using a top-down approach. 

Chris checks the network map to locate John, Barbara, Bob and Sonia. John and Sonia 
are located on the first floor in the Production zone. Both Bob and Barbara are in the 
Accounting zone on the third floor. Chris calls Donna and Nanette on the second floor to 
see if they have had any problems and learns that all is fine. Chris generates a zone 
listing with Inter• Poll and sees that the Accounting zone is missing from this list. 

Step3 

Check and correct any hardware or software problems on the localized device. 

Because the Accounting zone is on a Token Ring network, Chris decides to check the 
multistation access unit (MAU) that connects all users on this network. Physical inspection 
fails to show a problem, but Chris replaces the MAU with a spare to see what happens. 
After she does this, she checks with the users in the Accounting group and finds that 
everything is fine again, indicating that the original MAU had been internally damaged. 
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Sonia Graham and Ginger Kebow are having network problems. Sonia can't 
access the printer she normally uses. Ginger can't send any E-mail. 

Stepl 

Define the symptoms of the problem and verify that the problem is network related. 

Chris stops by to talk to Sonia and Ginger. Sonia tells her that she hasn't been able to use 
LaserWriter 1 to print the E-mail message she received from Kathy. Chris opens Sonia's 
Chooser window and sees that LaserWriter 1 is missing from the list of available printers. 
Chris then talks to Ginger. Ginger says that she's been printing to LaserWriter 1 all 
morning, but she can't send any E-mail. Chris realizes that this is a network problem, 
since more than one user is having trouble communicating with network devices. 

Step2 

Isolate the problem using a top-down approach. 

Chris studies the network map and focuses on the affected network to see where all 
devices and users are located. Since Sonia received mail from Kathy, Chris knows that the 
E-mail server is probably OK. And since Ginger has been able to use LaserWriter 1, the 
problem doesn't seem to be the printer. Since Chris is on the same network, she checks in 
her Chooser to see what's up. She can see the E-mail server, but can't see LaserWriter 1. 
Chris decides to check for a network break between her office and Ken's office. 

Step3 

Check and correct any hardware or software problems on the localized device. 

Chris examines the length of cable between her office and Ken's office and finds that 
everything is fine. She then checks Ken's office and discovers the problem: Ken took his 
computer home that morning and improperly disconnected it from the network. Instead 
of leaving the LocalTalk connector box in place and disconnecting the cable from the 
back of his computer, he took the connector box with him, causing a break in the 
network. Chris gets another connector box, reconnecting both sides of the network. 
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When Chris gets back from vacation, she has several notes taped to her 
computer-from Mike Lane, Judy Perkins, and Nanette Wichter--all 
complaining about network problems. 

Step 1 

Define the symptoms of the problem and verify that the problem is network related. 

Chris first calls Mike, who subbed for her while she was gone. He tells her that, although 
he hasn't experienced any problems, he's had complaints from several users about all 
kinds of problems-printing, E-mail, and file service. Chris then talks to Judy, who 
complains that the network is "acting weird." When Chris asks her what she means, she 
says that she's had erratic response from the file server and printing is sometimes slow. 
When Chris calls Nanette, she tells Chris that she sometimes gets an error message when 
she tries to print. Because there is a clear problem in accessing network services, Chris 
concludes that the problem is network related. 

Step2 

Isolate the problem using a top-down approach. 

Chris checks the network map and sees that Mike, Judy, and Nanette are located in the 
Marketing zone on the second floor. Chris suspects that the problem is ghosting, since 
network services seem to be intermittent. Running Inter• Poll at different times supports 
her theory. Sometimes all the nodes in the Marketing zone are displayed, sometimes they 
are not. Since Mike is not experiencing any problems, but Judy and Nanette are, it looks 
like the problem is located between Judy and Mike. Chris decides to check the cable in 
this area. 

Step3 
Check and correct any hardware or software problems on the localized devi.ce. 

Chris carefully checks the cable between Judy's office and Mike's office and discovers a 
crimped section by the ImageWriter printer, probably caused by the recent moving 
activity. Chris replaces the cable in this section. 
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Chris has received a complaint from Steve Brody about slow printing. 

Step 1 

Define the symptoms of the problem and verify that the problem is network related. 

Chris talks to Steve to find out more details. He tells her that he's been printing a lot of 
documents and it's been taking "forever." When she asks when the problem began, he 
said he didn't notice it until he started doing a lot of printing that day. Since this seems to 
be a problem with slow network service, Chris concludes that it is a network problem. 

Step2 

Isolate the problem using a top-down approach. 

Chris checks the network map to see where Steve sits: on the second floor in the 
Marketing zone. Since print delays can signal network degradation, Chris checks the 
traffic across the router to see if it shows excessive activity. The router statistics appear 
fine, so she then checks the traffic on Steve's network. Again, traffic appears normal. Chris 
then proceeds to a localized device check. Using Inter• Poll, she runs a device list to 
confirm that all network devices appear on this list. Finally, using Inter• Poll, she checks 
the system versions of the computers on Steve's network and discovers the problem: 
Steve's computer has an old printer driver. Talking to Steve again, she discovers that Steve 
had copied a game to his computer last week and while doing so, had inadvertently 
replaced his printer driver with an older version on the game disk. The printing delay was 
caused when he was printing multiple documents, causing the LaserWriter to reinitialize 
each time it accessed the old printer driver. 

Step3 

Check and cotrect any hardware or software problems on the localized device. 

Since Chris already pinpointed the exact problem during step 2, she simply replaces 
Steve's printer driver with the standard one being used on the rest of the network. 
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Susan Ellers calls Chris and says that she can't access the file server on the 
second floor. 

Step 1 

Define the symptoms of the problem and verify that the problem is network related. 

Using remote-administration software, Chris watches while Susan attempts, 
unsuccessfully, to access the AppleShare file server on the second floor. Susan is 
following the correct steps, so it's not a matter of user error. Susan says that she has been 
printing to LaserWriter 4 all day and sending E-mail to Andrew Metcalfe, so the problem 
does seem to be network related: a problem communicating with the second floor file 
server. 

Step 2 

Isolate the problem using a top-down approach. 

Chris looks at the network map of the building to get a sense of the big picture. Susan is 
located on the third floor of the building and the file server is on the second floor. There 
is a router and an Ethernet backbone linking the second and third floors. Chris begins to 
isolate the problem by looking at the internet level. Are any other networks affected by 
the problem? Since Chris is on the first floor, she tries to access the second floor file 
server to see what happens: she has no problems logging on. Chris begins to suspect a 
problem with the router between the second and third floors or a break in the Ethernet 
backbone cable. She continues to isolate the problem by starting with the easier 
possibility-a router problem. Chris runs an Inter• Poll device list and discovers that the 
router is, indeed, missing from this list. 

Step3 

Check and correct any hardware or software problems on the localized device. 

Chris goes up to the second floor to inspect the router and discovers an obvious 
problem: the router is turned off, severing the connection between the second and third 
floors. 
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Getting additional help 
There may be times when you just can't find the solution to a network problem and you 
need to turn elsewhere for the answer. If you're the administrator of a network in a 
larger internet, there are probably more experienced administrators or in-house experts 
that you can consult. In-house support staff are intimately familiar with the details of 
your organization's networks. They also have access to the wide range of support 
services available from Apple and other providers. 

There are also many other resources you can tum to, including: 

• Documentation and other references. Sometimes, the answer you need is right at 
your fingertips-in the product manual. In addition, industry journals are an 
excellent source of up-to-date network tips. Relevant Apple manuals, computer 
journals, and other reference materials are listed in the Appendix. 

• Authorized Apple resellers. In many cases, Apple resellers (including authorized 
Apple dealers) are your best source for answers. All Apple resellers provide both 
before- and after-sales support for Apple hardware and software. Apple supplies its 
resellers with the tools and information they need to provide this assistance, 
including training, reference materials, state-of-the-art diagnostic tools, timely spare 
parts delivery, and technical information. To locate your nearest authorized Apple 
reseller, call 1-800-538-9696. 

• Apple support representatives. These are available directly through your company or 
through an authorized Apple dealership. 

• Consultants. Qualified consultants are available to offer almost any kind of 
assistance, including integrated network support. The Apple Consultant Relations 
program provides participating consultants with regular mailings and other 
information to keep them up-to-date on the latest developments. 

• Electronic communication. There are a variety of electronic mail services and 
electronic bulletin boards drnt provide an ideal way to exchange information about 
network-related problems and solutions. For more information, refer to the 
Appendix. 

• Apple User Groups. User groups also provide a variety of support and training 
services, and are discussed in more detail in the Appendix. 
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• Product vendors. Your questions may be best answered by the maker or distributor 
of the network product you're using. Vendors usually include their phone numbers 
in their manuals, so you can call for more informacion about support options. 

• The Apple Customer Assistance Center. If you've exhausted all other support 
channels, you can call the Apple Customer Assistance Center at 1-800-776-2333. This 
center is not a technical support line. It is designed to assist you with problems that, 
for whatever reason, are not resolved by your authorized Apple reseller. 

Before you escalate a problem to an in-house expert or support representative, make 
sure you can duplicate the problem and that it's not a case of user error. Also, document 
the problem in detail. Think about what you would want to know if your network users 
came to you with a problem. Be sure to document when the problem occurs, how often 
it occurs, on which devices it occurs, and what applications are running when it occurs 
(including version numbers). 

When you do receive help from an in-house expert or support representative, 
observe the procedure this person follows to solve the problem and document these 
procedures for future reference. If the problem is not immediately solved, you may need 
to continue documenting the problem over a period of time; resolution of some network 
problems requires experimentation and a detailed problem history. 

Conclusion 
Troubleshooting is a learned skill that combines experience, technical knowledge, a 
thorough understanding of your network, and some basic common sense. Using the 
three-step strategy and tools discussed in this cha peer, you'll be well on your way to 
solving most network problems. As you discover helpful contacts and materials, keep 
notes and lists so you can build a ready source of backup for problems you can't solve 
alone. For specific information on trade journals, electronic communication, Apple User 
Groups, Apple product documentation, relevant reference materials, and other sources 
of additional support, turn to the Appendix. 

Chapter 11 Network Troubleshooting 241 



Appendix: For More Information 

This appendix points you to additional sources of infonnation on the AppleTalk network 

system, Apple networking products and topics, and local area networks. Areas of 

discussion include trade journals, Apple User Groups, electronic communication, Apple 

product documentation, and reference books. 



Trade journals on networking 
You can find a wide assortment of computer journals at your local newsstand, 
bookstore, or library. Journals are an excellent source of the most up-to-date networking 
information, providing product reviews and comparisons, how-to tips, solutions to 
common problems, lists of user groups and bulletin board services, and news on the 
latest product and technology breakthroughs. New journals enter the industry 
continually, so shop around to see what's available. Some of the most popular journals 
are listed below. 

• Byte Magazine 

• Communications Week 

• Computer Cun-ents 

• Computer Weekly 

• ComputerWorld 

• Data Communications 

• Info World 

• LAN Magazine 

• LAN Technology 

• LANTIMFS 

• MacUser 

• MacWeek 

• MacWorld 

• Management Information Systems Week 

• MicroTimes 

• Network World 

• PC Week 

• PC World 

• The Macintosh Buyer's Guide 
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Apple User Groups 
Apple User Groups provide an open and dynamic forum for exchanging questions, 
answers, and ideas on a wide variety of topics. Mose user groups publish newsleners and 
hold regular meetings to share information. User groups support special-interest groups, 
conduct seminars, maintain on-line bulletin board se1vices to answer members' 
questions and keep them apprised of the latest Apple-oriented news, and often maintain 
demonstration and public-domain (noncopyrighted) software libraries. Many user 
groups have formed within corporations, government agencies, and universities. These 
groups usually cater to the specific work-related needs and interests of members. 

For information about the Apple User Groups nearest you or about how to start a 
new group, call 1-800-538-9696, extension 500. Or write to: 

The Apple User Group Connection 
Apple Computer, Inc. 
20525 Mariani Avenue, WS 36AA 
Cupertino, CA 95014-6299 

Electronic co1nmunication 
Exchanging electronic messages with other network administrators and Macintosh users 
can be an ideal way to solve problems and learn about a variety of networking topics. 
BMUG, AppleLink®, CompuServe, and BITNET are some commonly-used means of 
electronic communication; however, there are hundreds of special-interest bulletin 
board services throughour the country. Computer journals are a good source of 
infomwion about specific bulletin boards and E-mail exchanges. 
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BMUG 
BMUG-the Berkeley Macintosh Users Group-is the largest Macintosh user group in 
the country, with 8,000 members nationwide. SMUG bulletin boards are an excellenc 
source of information on Macintosh issues. The bulletin board MACNET.ADMIN is 
devoted exclusively to issues germane to network administrators. You can contact 
BMUG at 415-549-BMUG. 

AppleLink 

AppleLink is an electronic mail and bulletin board service sponsored by Apple 
Computer. It provides a broad spectrum of information about Apple products, including 
information on new products, product updates, technical issues, training courses, and 
prices. Contact your Apple sales representative for information on getting an AppleLink 
account. 

CompuServe 

CompuServe is a comprehensive electronic on-line service that can provide you with a 
variety of cechnical informacion on computer-related topics. You can subscribe to 
Macintosh forums, which include MAUG-the Micro Networked Apple Users Group-by 
calling CompuServe at 1-800-848-8199. 

BITNET 

Individuals ac universities and research centers in the U.S. use BITNET for electronic 
mail, information retrieval, and conneccion to ocher networks, in che U.S. and abroad. 
BITNET is sponsored by EDUCOM, a national organization for members of the academic 
community concerned with the role of computing and technology in higher education. 
One of the discussion groups on BITNET is Info-Mac Digest, which is an electronic 
forum on Macintosh-related topics. To find out more about BITNET, contact ED UCO~! at 
202-872-4200. 
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APDA (Apple Programmer's and 
Developer's Association) 

APDA® provides a wide range of development producrs and documentation for 
programmers and developers who work on Apple equipment. Although APDA is 
primarily focused on developer-related services and material, it does provide some 
information thar can be useful to network administrators, such as the following: 

• A Guide to Apple Networking and Co111m1111icatio11s Products provides an overview 
of Apple Computer's networking and communications products for multivendor 
environments. It is intended primarily for those who make purchasing decisions 
about technical producrs, but is useful to anyone who wants more information on 
these products. 

You can contact APDA at the following address and telephone number: 

APDA 
Apple Computer, Inc. 
20525 Mariani Avenue, MIS 33G 
Cupertino, California 95014-6299 
1-800-282-APDA 
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The Apple Communications Library 

The Apple Communications Library (ACL) is a series of technical books written and 
produced by Apple Computer, published by Addison-Wesley. This series provides 
complete information on Apple Computer's approach to networking and 
communications, and offers comprehensive material on a wide variety of topics for a 
vast range of readers-from basic-level users to network administrators and developers. 
This book-Planning and Managing AppleTalk Networks-is part of the ACL. Other 
titles in the ACL include: 

• AppleTalk Network System Overview, a description of the AppleTalk network system 
and a variety of Apple networking products; primarily for developers and 
information decision makers. 

• Inside AppleTalk, second edition, the definitive technical guide to the protocol 
architecture of the AppleTalk network system; for developers. 

• Inside the Macintosh Communications Toolbox, the definitive reference volume for 
the Macintosh Communications Toolbox, Apple's strategic communications 
development platform and an integral part of system software version 7.0; for 
developers. 

• Understanding Computer Networks, an introduction to networking and 
communications concepts and technologies; for readers with little or no familiarity 
with computer networks. 

You can obtain these books at your local bookstore and from APDA (listed on the 
previous page). For large volume purchases, contact Addison-Wesley directly at 
617-944-3700. 
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Apple product documentation 

The following manuals are packaged with the associated Apple product. The products 
should be available at an authorized Apple dealer. 

• AIUX Network System Administration provides information about connecting a 
Macintosh computer running A/UX to a variety of networks. 

• A!UX Networking Essentials describes how you can use your Macintosh computer 
running A/UX to access files and resources on other networked computers. 

• Apple Ethernet AU! Adapter User's Guide provides information about connecting a 
Macintosh computer to an Ethernet cable system that requires an AUI connection 
(such as fiber-optic cable). 

• Apple Ethernet Thin Coax Transceiver User's Guide provides information about 
connecting a Macintosh computer to an Ethernet network using thin coaxial cable. 

• Apple Ethernet Twisted-Pair Transceiver User's Guide provides information on 
connecting a Macintosh computer to an Ethernet network using twisted-pair cable. 

• Apple Ethernet LC Card User's Guide provides instructions for installing an Ethernet 
LC Card in a Macintosh LC computer. 

• Apple Ethernet NB Card User's Guide provides instructions for installing an Ethernet 
NB Card in a Macintosh computer. 

• Apple II Workstation Card User's Guide is for Apple IIe users. It provides instructions 
on installing the workstation card to access an AppleTalk network and on using an 
AppleShare file server from an Apple Ile workstation. 

• Apple Inter• Poll Network Administrator's Guide is for network administrators. It 
describes how to use the Inter• Poll network administrator's utility to maintain and 
troubleshoot an AppleTalk network. 

• Apple MacTCP Administrator's Guide provides instructions for installing and 
configuring an implementation of the Transmission Control Protocol/Internet 
Protocol (TCP/ IP) suite. 

• Apple Token Talk NB User's Guide provides installation and operation guidelines for 
those using Token Ring in their AppleTalk networks. 
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• AppleShare File Sewer Administrator's Guide is written for AppleShare network 
administrators. It describes the AppleShare file server, shows how to set up the server 
and workstations, discusses network startup, and summarizes maintenance and 
troubleshooting procedures. 

• AppleShare File Sewer Administrator's Supplement for Apple II Workstations is a 
supplement to the AppleShare File Sewer Administrator's Guide. It explains the 
special steps needed to set up a file server so that it can be used by network users 
who have Apple IIGs or enhanced Apple Ile workstations. 

• AppleShare File Sewer User's Guide is written for Macintosh users who want to learn 
how to use an AppleShare file server or print server. It describes the AppleShare file 
server, shows how to set up the workstation, tells how to access and use the file 
server, and summarizes troubleshooting procedures. 

• AppleShare PC User's Guide is written for MS-DOS users who want to learn how to 
use an AppleShare file server. 

• AppleShare Print Sewer Administrator's Guide explains how to set up a Macintosh 
computer as an AppleShare print server, describes how to use AppleShare to manage 
printing, and provides troubleshooting guidelines for the print server. This document 
also explains how to install the AppleShare workstation print software and access a 
print server from a workstation. 

• AppleTalk Internet Router Administrator's Guide provides installation and operation 
guidelines for those using the AppleTalk Internet Router. 

• AppleTalk Network User's Guide for the Apple IIGs explains how to set up and use 
Apple IIGs computers with an AppleShare file server. 

• AppleTalk Phase 2 Introduction and Upgrade Guide describes the extensions to the 
AppleTalk network system provided by AppleTalk Phase 2 and also discusses the 
process of upgrading an internet to AppleTalk Phase 2. 

• Aristotle Administrator's Guide describes how to use Aristotle, the menu
management program that provides users of Apple II computers with a streamlined 
method for starting up ProDOS® applications from an AppleShare file server. 

• LocalTalk Cable System Owner's Guide is a brief reference guide to LocalTalk cable, 
hardware, and installation. Use it to help in the initial setup of your network and as a 
basic introduction to LocalTalk networks. 
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• PATHWORKSfor Macintosh documentation, available through Digital Equipment 
Corporation, provides information on PATHWORKS for Macintosh software. The 
sofrware includes VMS server sofrware, Macintosh client applications, Macintosh-to
y AX nerwork connectivity software, and developer tools. 

• System 7 Group Upgrade Guide is a guide to upgrading multiple Macintosh 
computers to System 7. 

Other Apple documents 
Contact your regional Apple sales office or an authorized Apple dealer for information 
on the availability of the following publications. 

• Apple Multivendor Netwo1k Solutions Guide provides information on integrating 
Macintosh computers into a multitude of computer environments, including network 
environments such as Novell and 3COM, MS-DOS-related environments, IBM host 
environments, Digital environments, and UNIX environments. 

• Creating and Managing an Academic Computer Lab focuses on the specific issues 
peitinent to planning and managing a computer lab in the higher education 
classroom. 

• Introduction to the Apple-Digital Network Environment provides information on the 
integrated Macintosh-to-VAX network environment and the associated support and 
services. Published jointly by Apple Computer and Digital Equipment Corporation. 

• Local Area Network Cabling Guide provides you with an introduction to different 
types of LAN technologies and helps you choose the Apple network products that 
best fi t your networking needs. 

• 77ie Advantages of Apple Talk Phase 2 is for network administrators and describes the 
impoitant advantages of Phase 2 and how it differs from Phase 1. It also includes 
upgrade information for people wanting to upgrade a Phase 1 internet to Phase 2. 
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Books about Macintosh networking 

Look for the following books at your local computer bookstore or libra1y. 

Hands-On AppleTalk, by Mike Rogers and Virginia Bare. Published by Simon and Schuster. 
New York, New York. 1989. 

!BM PC and Macintosh Networking, by Stephen L. Michel. Published by Hayden Books. 
Indianapolis, Indiana. 1988. 

MacLANS: local Area Networking With the Macintosh, by Mark D. Veljkov. Published by Scott. 
Foresman and Company. Glenview, Illinois. 1988. 

nie MS-DOS-Mac Connection, by Cynthia \Y/. Harriman. Published by Simon and Schuster. 
New York, New York. 1988. 

The Well-Connected Macintosh, by Tony Bove and Cheryl Rhodes. Published by Harcourt Bra ..:e 
Jovanovich. Orlando, Florida. 1987. 

General networking books 

The following books provide general reference information on local area networks. TI1ey 
should be available at your local computer bookstore or library. 

A Manager's Guide to Local Networks, by Frank Defler and William Stallings. Published by 
Prentice-Hall, Inc. Englewood Cliffs, New jersey. 1983. 

Computer Networks, by Andrew S. Tanenbaum. Published by Prentice-Hall, Inc. Englewood 
Cliffs, New jersey. 1981. 

Introduction lo local Area Networks. Published by Digital Equipment Corporation. 1982. 

local Area Networking With Microcomputers: A Guide.for the Business Decision-Maker, by 
Stevanne Ruth Lehm1an. Published by Prentice Hall Press. New York, New York. 1986. 

local Area Networks in large Organizations: A Manager's Briefing, by Thomas \Yim. Madron 
Published by Hayden Book Company. Hasbrouck Heights, New jersey. 1984. 

local Area Networks: A User's Guide for Business Professionals, by James Harry Green. Publis 1ed 
by Scott, Foresman and Company. Glenview, Il linois. 1985. 

Local Area Networks: An Introduction lo the Technology, by john E. McNamara. Published by 
Digital Press. Burlington, Massachusetts. 1985. 

Networking: 771e Compelilive Edge. Published by Digital Equipment Corporation. 1985. 

Networking and Data Communication, by Victoria C. Marney-Petix. Published by Reston 
Publishing Company (a Prentice-Hall company). Reston, Virginia. 1986. 

Understanding Computer Networks, by Apple Computer. Published by Addison-Wesley. 1989 
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Glossary 

active star A type of star topology in which a central 
controller sends transmissions to each device on the 
network. See also star. 

addressing A scheme, determined by network 
protocols, for identifying the sending device and 
receiving device for any given item of infonnation 
traveling on a network. 

AFP See AppleTalk Filing Protocol 

Apple Ethernet Cable System A family of products 
from Apple Compurer that provides connectivity to 
Ethernet networks. Includes media adapters for thin 
coax, twisted-pair, and other media. Also includes self
tem1inating thin coax cables. All Apple Ethernet products 
confonn to the IEEE 802.3 standard for Ethernet. 

Apple File Exchange An application that provides file 
transfer capability between the Macinrosh file system and 
MS-DOS formal. 

AppleShare File Server A combination of AppleShare 
File Server software, one or more attached hard disks or 
C0-1{0 Ms, and a Macintosh computer that allows users 
to srore and share documents, folders, and applications 
over an AppleTalk network. 

AppleShare Print Server A Macintosh computer, 
running AppleShare Print Server software, that stores 
documents sent to it over an AppleTalk network and 
manages the printing of the documents on a printer. 

AppleTalk Filing Protocol The presentation-layer 
protocol that allows users to share data files and 
application programs that reside on a file server. 

AppleTalk Internet Router A Macintosh computer 
running AppleTalk Internet Router software that 
connects up to eight AppleTalk networks. See also 
router. 
AppleTalk Phase 2 An enhancement of the original 
AppleTalk network system. AppleTalk Phase 2 was 
introduced in June, 1989. Phase 2 enables users to build 
networks with thousands of AppleTalk devices, suppo11s 
industry standards such as the Token Ring environment, 
and provides more efficient routing techniques to 
improve performance in large networks. 

architectural map A type of network map that shows 
the network's structural elements, such as stairways, 
walls, and windows. Compare with schematic map and 
skeleton map. 

archive backup Backup copies of a network's data 
stored for historical purposes. 

backbone network A central network that connects a 
number of other, usually lower-speed networks. The 
backbone network is typically constructed with a high
speed communication medium. 
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backbone router A router that is used to connect 
networks through a backbone network so that networks 
can be linked in a nonserial manner. 

background printing A software application that runs 
on a computer as a background process, allowing the 
user to work on other tasks while a document is being 
printed. Background printing may occasionally slow the 
computer's perfonnance until the document is actually 
sent to the printer. See also background process. 
Compare with print server. 
background process A procedure that runs while the 
user is using another application. See also MultiFinder. 
bandwidth The range of transmission frequencies that 
a network can use. The greater the bandwidth, the 
greater the amount of information that can travel on the 
network at one time. 

bridge A device that connects two networks of the 
same type together (such as two Ethernet networks). The 
connected networks fonn a single large network. 
Compare with router. 
broadcast traffic A network transmission technique in 
which packets are sent to all nodes on a network 
simultaneously. 

bus A network layout that uses a single cable to 
connect all the devices in a sequential line. Messages are 
broadcast along the whole bus, and each network device 
listens for and receives messages directed to its unique 
address. 

callback A security precaution in which a user's 
preauthorized phone number is verified before allowing 
the user to connect to a network from a remote location. 

carrier sensing A technique that allows multiple 
devices on a bus network to gain access to a shared 
transmission medium. Each device listens until no signals 
are detected, and then begins transmitting. Transmissions 
are sent to all connected devices. To receive a 
transmission, a device must recognize its own address. 
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CD-ROM Abbreviation for Compact Disc Read-Only 
Memory. A compact disc can store large amounts of 
infonnation. 

ceiling grid system A cable distribution system 
running through a ceiling that is composed of 
prefabricated ducts. 

cellular floors A cable distribution system consisting 
of trenches and distribution cells that are built into the 
floor. 

centralized file service File service that is provided 
by a central server accessed by network users. Compare 
with distributed file sharing. 
Chooser A desk accessory that lets a network user 
select shared devices, such as printers and file servers. 

clear text Data that is sent on the network in 
unencrypted fonn. 

client computer A computer on a network that 
receives network services from a server. 

closed shaft system An enclosed area in which cables 
rise in a direct vertical line between floors. 

coaxial cable An electrical cable consisting of a central 
wire surrounded by a second tubular wire made of 
braided mesh, both of which have the same center pomt, 
or axis, hence the name coaxial. Separated from the 
central wire by insulation, the tubular wire shields 
electronic impulses traveling along the central wire. In 
tum, the tubular wire is surrounded by insulation. 

components The functional elements that can be used 
on a network, such as computing and peripheral devices, 
connection hardware, and software. 

computer virus A computer program, added to 
otherwise hannless software, that can cause a variety of 
problems. A virus can infect a system without causing 
great hann-by displaying a message, for example--0r it 
can do great damage-such as erasing a hard disk. 

conduit Metal or plastic tubing used to protect and 
insulate electrical wiring. Often required by building 
codes. 



constant voltage transformer ( CVf) A device that 
supplies constant voltage regardless of variations in the 
electricity supply. 

data lockout program A program installed on a 
computer that is used to protect files by providing 
password protection. 

dial-in service A network service that enables users to 
access network resources, such as printers and file 
servers, from a remote location (via a modem). 

direct delivery A type of electronic mail system in 
which messages are sent directly from one computer to 
another. Compare with mail server. 

distributed file sharing A type of file service in which 
users can share the contents of their hard disks with 
other users on the network. Compare with centralized 
file service. 

driver A program that controls the operntions of a 
peripheral device, such as a printer or modem. 

drop A means by which devices are connected to a 
cable on a bus network. 

drop folder A folder that serves as a private mailbox 
for individuals. Once someone places a file in a drop 
folder, only the owner of the drop folder can retrieve it. 
Users can create drop folders by setting the appropriate 
AppleShare or Macintosh file sharing access privileges. 

dynamic node ID assignment The AppleTalk 
addressing scheme that assigns node IDs dynamically, 
rather than associating a permanent address with each 
node. Dynamic node ID assignment facilitates adding 
and removing nodes from the network by preventing 
conflicts between old node IDs and new node IDs. 

earth ground An object that makes an electrical 
connection with the earth. 

electromagnetic interference Interference that can 
affect the reliable transmission of network data. Sources 
include radio transmitters, fluorescent lights, elevators, 
and industrial machinery. 

electronic mailbox An area on a mail server that 
stores a user's messages until they are requested by the 
user. 

E-mail Stands for electronic mail. A network service 
that allows users to send messages and files to each 
other. E-mail often includes abilities to send, receive, 
sort, and save messages. 

encrypt A way to protect data by coding it so that it 
appears to be a random sequence of characters. Only 
those with the password can unscramble the data. 

Ethernet A 10 megabit5-per-second (Mbps) network 
standard originally developed by Digital Equipment 
Corporation, Intel Corporation, and Xerox Corporation. 
Ethernet was standardized by the IEEE 802.3 committee. 

EtherTalk Software that enables AppleTalk protocols 
to run over industry-standard Ethernet technology. 

fiber-optic cable A transmission medium that uses 
light to send a signal. 

file-by-file backup A method for backing up data that 
creates copies of individual files, one at a time. Compare 
with volume backup. 

file server Hardware and/ or software that allows users 
to store and share documents, folders, and applications 
over a network. 

file server attributes Characteristics associated with 
file server folders, ~uch as who owns the folder and what 
the access privileges to that folder are. 

file server-aware Applications designed to be used 
on or with file servers. Applications that are file 
server-aware provide document management to ensure 
the integrity of data. Also ref erred to as AppleShare
aware. 
file translator A utility program that converts a file 
from one computer format to another, such as from 
Macintosh to MS-DOS. Apple File Exchange is a file 
translator that is supplied with Macintosh system 
software. 
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gateway A combination of hardware and software that 
enables networks using different protocols to 
communicate with one another. For example, a gateway 
can connect an AppleTalk network with a network using 
non-AppleTalk protocols, such as TCP/IP. 

ghosting A tenn used to describe the intennittent 
appearance and disappearance of network devices. 

group A named collection of one or more registered 
file server users. Groups are created for users who 
usually have common interests and share information. 

guest A user who is logged on to an AppleShare file 
server without a registered user name and password. A 
guest cannot own a directory or folder. 

half-bridge A device used to connect two remote 
networks over a telecommunications link. 

half-router A router that is used to connect two or 
more remote networks over a telecommunications link. 
Each network is connected to a router, which in tum is 
connected to a modem. This combination of two half
routers serves, in effect, as a single routing unit. Also 
called a remote router. 
hop A unit count between networks on an internet. 
Signifies "one router away." 

IEEE See Institute of Electrical and Electronic 
Engineers. 
incremental backup A type of file-by-file backup that 
saves only the data that has been created or changed 
since the last backup was done. 

infrared light A means of transmitting network data 
without physical cables. It is basically the same 
technology used to send remote signals to a TV set. 
INIT files Special application programs that customize 
your System file. In System 7, these are called system 
extensions. 
Institute of Electrical and Electronic Engineers 
(IEEE) An association of engineering societies that 
develops industry standards. The IEEE 802 committee 
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defined many of the standards for today's local area 
networks. 

internet Two or more networks connected by internet 
routers. Networks in an internet can share information 
and services. See also router. 
Inter• Poll Software from Apple that helps 
administrators monitor the network and diagnose the 
source of problems that arise. 

key A password used to encrypt and decrypt files. 

launch To put a program into action; to start a 
program. 

local router An internet router used to connect 
AppleTalk networks that are in close proximity to each 
other. The local router is directly connected to each of 
the AppleTalk networks that it links. 

LocalTalk A type of AppleTalk network that is 
inexpensive and easy to set up. LocalTalk is commonly 
used to connect small- to medium-sized workgroups. 

LocalTalk cable system Shielded twisted-pair cable 
from Apple that comes in preassembled kits and in 
custom wiring kits. A basic kit contains a prepared length 
of cable, a connector box, and a cable extender. The 
custom kit allows you to create custom-length cables. 

logbook A historical record of network activity that is 
typically maintained by network administrators. 
Specialized logbooks can track backup activity, 
equipment and supplies, and network numbers and zone 
names. 

loop A type of ring topology in which devices are 
connected in a closed circle, with each device wired 
directly to the next by means of the shortest physical 
path. A controller directs transmissions on the network. 
Compare with star-wired ring and true ring. 
loopback test A network test that enables an 
administrator to send packets to a specific device to 
check for problems in the transmission path. 



Macintosh Flle Sharing A built-in feature of System 7 
that enables users to share the contents of their hard 
disks with other users on the network. 

mail server A computer with one or more hard disks 
for storing electronic messages and files. 

MAU See multistation access unit. 

medium The means by which devices on a network 
are linked together to communicate and share 
information. Types of media include physical cables as 
well as infrared light. 

modem A contraction of modulator-demodulator. A 
device that enables a computer or terminal to transmit 
over telephone lines by modulating, or converting, data 
from a digital to analog form. When originating a call, the 
modem modifies its analog carrier signal to carry a digital 
signal; when answering a call, the modem extracts the 
digital signal from the modified carrier. 

modem server A combination of hardware and 
software that enables many people to share a single 
modem. See also modem. 

MultiFinder In system software prior to version 7.0, a 
multitasking operating system for Macintosh computers 
that enables several applications to be open at the same 
time. In addition, processes (such as print spooling) can 
operate in the background so that users can perform one 
task while the computer performs another. In System 7, 
the multitasking capabilities of MultiFinder have been 
incorporated into the Finder. 

multi-launch, multi-user application An application 
that allows more than one person to use a single copy of 
an application when it resides on a file server and that 
allows more than one person to open or change the 
same file at the same time. 

multi-launch, single-user application An 
application that allows more than one person to open a 
single copy of an application when it resides on a file 
server, but that allows only one person at a time to open 
a particular file and change it. 

multistation access unit (MAU) In a Token Ring 
network, a lobe concentrator that physically connects 
computers and other devices to the ring; a wiring 
concentrator. Relays in the MAU provide for physical 
insertion to, and detachment from, the ring. 

Name Binding Protocol The AppleTalk transport
level protocol that translates a character string into a 
network address. 

NBP See Name Binding Protocol 

network map A graphic representation of a network's 
physical layout. 

network number A 16-bit number that provides a 
unique identifier for a network in an AppleTalk internet. 

network performance A measure of how smoothly 
and responsively the network is operating. When 
network performance is adequate, users will receive 
network services without any noticeable delays. When 
performance is poor, bottlenecks occur and users will 
notice slowdowns in network services. 

network range A unique range of contiguous network 
numbers that is used to identify each Ethernet and Token 
Ring network on an AppleTalk internet. 

network services The capabilities that the network 
system delivers to users, such as printing on network 
printers, file sharing on network file servers, or 
communicating through electronic mail. 

network type A term used to describe different types 
of networks, such as LocalTalk, Ethernet, and Token 
Ring. 

network zone list The list of zone names associated 
with an Ethernet or Token Ring network. 

node An individually addressable device connected to 
an AppleTalk network, such as a computer or a 
LaserWriter printer. 

node ID See node number. 

node number A unique number used to identify each 
node on a network. 
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open shafts Areas where unenclosed cables pass from PostScript Adobe's programming language designed 
floor to floor. for communication with image-oriented printers, such .ts 
open system architecture A protocol architecture, Apple's LaserWriter printers. 
such as the AppleTalk protocol architecture, which is PrintMonitor A background print spooler that is 
openly published so that developers can implement the included with the Macintosh MultiFinder. 
protocols on other computer platforms or can replace print server A combination of hardware and software 
protocols at any layer with different ones. that stores documents sent to it over a network and 
Open Systems Interconnection (OSI) model A manages the printing of the documents on a printer. A 
reference model for describing network protocols, print server completely frees a computer of a printing 
devised by the International Standards Organization task so that the computer is free to be used for other 
(ISO). This model divides protocols into seven layers to work. Compare with background printing. 
standardize and simplify protocol definitions. protocol analyzer Specialized software or hardwart 
OSI Model See Open Systems Interconnection that enables an administrator to examine individual 
model packets in order to uncover problems on the network. 

overhead traffic Network activity that is generated by protocol architecture The system of network 
devices on the network. Examples of overhead traffic protocols that detem1ines how the network's 
include routers updating routing tables and E-mail components-such as devices, cable, and software-
message alerts. Compare with user-generated traffic. work together to provide network services to users. 

packet One unit of information that has been formatted protocols A formal set of rules for sending and 
for transmission on an AppleTalk network. A packet receiving information on a network. 
includes user data as well as the control and addressing punchdown block A wiring distribution block that is 
information needed to send the packet to the correct usually located in a telephone wiring closet. 
destination. PVC cable Cable housed in PVC (polyvinyl chloride). 
passive star A type of star topology that has a fairly PVC cable may emit toxic fumes if burned and is 
low limit on the number of branches allowed and the intended for use in low fire hazard areas unless it is 
total length of the cable. placed in conduit. 
performance degradation A tenn used to describe an 
abnormal delay in network operations. 

plenum air return An enclosed ceiling space that 
carries used room air. Such a space may also carry flames 
rapidly. In other ceiling designs, used room air is carried 
in air ducts, somewhat reducing the fire danger. 

plenum cable A fire-retardant cable that is commonly 
used in plenum air returns and in other areas with a high 
fire risk. LocalTalk Custom Cable and Apple Ethernet 
Self-Terminating Cable 03 meter) are examples of 
plenum cable coated with Teflon. See also plenum air 
re tum. 
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raceway A channel or molding for holding electrical 
wiring. Surface raceways may be located along 
baseboards or around walls at desktop height. Metal 
raceways are recommended for LocalTalk cable. 

raised floor A floor that is built over existing floorin:~, 
and that is made of interlocking plates supported by 
metal standards. The area under the raised floor can be 
used to install cable. 

redundant routing A technique in which duplicate 
routes are created to each network in an internet. 

remote administration A means of performing 
administrative tasks from a remote location. Remote 



administration software allows an administrator to view 
· and operate another computer on the network. 

repeater A device that amplifies an electrical signal 
received from one piece of transmission medium and 
passes it on to another, similar, piece of transmission 
medium. A repeater is commonly used to extend a cable 
beyond its recommended maximum length. 

riser system Vertical structures extending from floor to 
floor through which utility lines can pass. 

rollover method A method used to reduce the cost of 
media used for backup purposes. Backups are kept on 
disk or tape for a scheduled period of time and then the 
media is reused to back up new data. 

router A device that connects networks together, 
isolating traffic within each network. The networks can 
be of the same type (such as two LocalTalk networks) or 
of different types (such as LocalTalk and Ethernet). A 
router receives data transmitted from other networks and 
retransmits it to its proper destination over the most 
efficient route; this route may include several routers, 
each forwarding the data to the next. Compare with 
bridge, gateway, and repeater. 
routing table A table, resident in each AppleTalk 
internet router, that serves as a map of the internet, 
specifying the path and distance (in hops) between the 
internet router and other networks. Routing tables are 
used to determine whether and where a router will 
forward a data packet. 

schematic map A type of network map that details the 
network's arrangement of devices and cable 
schematically. 
SCSI Stands for Small Computer System Inteiface. An 
industry-standard interface that provides high-speed 
access to peripheral devices. 

security The process of protecting data from 
unauthorized access, alteration, or destruction. 

server A network device that provides a service to 
network users, such as shared access to a file system (a 

file server), control of a printer (a printer server), or 
storage of messages in a mail system (a mail server). 

shared printing A way to set up shared printing in 
which users send their documents directly to a printer. 
Before users can go on to other tasks, they must wait for 
their documents and all documents ahead of theirs to 
finish printing. Compare with background printing 
an

1

d print server. 

single-copy license An agreement that requires you to 
purchase one copy of software for each computer on 
which you plan to use it. 

single-launch, multi-user applications Applications 
that allow just one person at a time to open an 
application, but that allow two or more people to open 
or change the same file at the same time. 

single-launch, single-user applications Applications 
in which only one person at a time can open the 
application and only one person at a time can open a file 
and change it. 

site license An agreement that allows you to buy one 
copy of software for a fixed number of computers. Site 
licenses are often purchased to authorize applications for 
use on file servers. 

skeleton map A type of network map that is used to 
visualize interconnected networks in an internet. 

spooler An application that stores users' documents so 
they can be sent to the printer for printing while the 
users continue to do other work. Spool stands for 
simultaneous peripheral operations on line. 
star A network layout in which cable and devices 
radiate from a central point. 
star-wired ring A ring network in which the cable 
between devices passes through a central wire center 
called a multistation access unit. See also multistation 
access unit. Compare with true ring and loop. 

store-and-forward device A device, such as a mail 
server, that stores messages from one computer and then 
forwards the message on to the destination computer 
when requested by the recipient. 
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taps The means by which devices are connected along 
a length of cable on a bus network. 

lOBASE-T An IEEE standard for unshielded twisted-pair 
Ethernet networks. Twisted-pair cable that meets the 
lOBASE-T standard is made up of two pairs of wires 
twisted around each other so that external interference is 
equal in each pair, minimizing its effect. 

terminating resistor An electronic device that 
provides a proper endpoint for a bus network. The 
Apple Ethernet Thin Coax Transceiver and Apple 
Ethernet cables have built-in terminating resistors. Also 
referred to as a terminator. 

throughput The amount of work performed by a 
computer or related device or the amount of data passed 
through a network over a period of time. 

time-domain retlectometer Sophisticated network 
troubleshooting equipment that can pinpoint the 
location of electrical shorts and breaks, locate cable in 
walls, and measure the exact length of cable segments. 

token passing A network access method in which 
devices on a network pass a special sequence of bits, 
known as the "token," from one device to the next. A 
device can only transmit data on the network if it is in 
possession of the token. 

Token Ring An industry standard network type that is 
commonly used to connect IBM mainframes and IBM 
PCs. Token Ring networks are arranged in a ring 
topology in which devices pass tokens from one 
attaching device to another. 

TokenTalk Software that enables AppleTalk protocols 
to run over industry-standard (IEEE 802.5) Token Ring 
networks. 

topology The physical layout of a network, including 
the cables and devices. 

traffic Transmissions traveling across a network. Traffic 
is generated whenever two devices on the network 
communicate. 
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transceiver A computer's hardware mechanism 
through which network transmissions are sent and 
received. The term is a combination of the words 
transmitter and receiver. 

transceiver cable Cable that is "dropped" from the 
ceiling to the workspace, allowing devices to be 
connected to a cable on a bus network. Also called a 
drop cable. 

transmission medium See medium. 

transparent The quality of a network that enables 
people to use network-based resources in the same way 
that they use local resources. The AppleTalk network 
system allows users to access network resources by 
means of the standard Macintosh desktop interface. 

true ring A type of ring topology in which devices are 
connected in a closed circle, with each device wired 
directly to the next by means of the shortest physical 
path. Messages travel automatically from one device to 
the next. Compare with loop and star-wired ring. 

twisted-pair cable A low-cost cable type that consists 
of two wires that are individually insulated and then 
twisted together. Includes standard telephone wire as 
well as shielded twisted-pair cable, such as LocalTalk 
cable, which has extra shielding properties. 

underfloor duct systems A kind of cable distribution 
system that consists of prefabricated pipes installed into 
the floor to provide protection and transport for cables. 

uninterruptible power supply (UPS) Backup power 
for a computer system when the electrical power fails or 
drops to an unacceptable voltage level. Small UPS 
systems provide battery power for only a few minutes-
enough to power down the computer in an orderly 
manner. Sophisticated systems are tied to electrical 
generators and can provide power for days. 

user-generated traffic Network activity that is 
generated by user requests and that constitutes the 
majority of network traffic. Examples include accessing 
the file server, using the Chooser, and printing 
documents. Compare with overhead traffic. 



virus-checking station A non-networked computer 
equipped with virus-detection software that is used to 
scan diskettes for possible virus infection. 

volume A file storage unit on a file server that can 
consist of a hard disk or a CD-ROM disc. 

volume backup A type of network backup that creates 
an exact duplicate of all data; usually used to quickly 
back up an entire hard drive. Compare with file-by-file 
backup. 
zone A logical grouping of devices in an AppleTalk 
internet that makes it easier for users to locate network 
services. The network administrator defines zones during 
the router setup process. 

zone name A name defined for each zone in an 
AppleTalk internet. A LocalTalk network can have just 
one zone name. Ethernet and Token Ring networks can 
have multiple zone names, called a zone list. See also 
zone and network zone list. 
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