










































































































































































































































































































































































































































































































































































PROTECT YOUR MACINTOSH 

Those people that pass screening should be awarded clear­
ances. There may be different levels of clearances, or different 
clearances for different areas. So it's possible to award someone 
with a clearance that gives her access to some, but not all, of your 
company's operations. 

With any clearance comes responsibilities, and the people 
should be made aware of those responsibilities, so you should 
plan a security training and awareness course. There should be 
an established computer-security training and awareness program 
to ensure that employees take their responsibilities seriously. 

Not every system is perfect, however. You may grant clearance 
to someone who breaches security. In these instances, you should 
set up policies and procedures for terminating people in jobs that 
require clearances. Make sure the employee understands his re­
sponsibilities regarding sensitive information, which remains sen­
sitive even after he's no longer on the payroll. After he leaves, you 
should make sure all passwords, keys, combinations, and such are 
changed. 

Once Clearance Is Granted 
Not everyone in an organization will have the same levels of secu­
rity clearance. Even if someone is cleared to know something, it's 
generally a bad practice to tell him anything that doesn't 
directly affect his job. Thus, it is imperative that you classify 
information on a need-to-know basis. Information should be re­
stricted to those people who need to know the information in 
order for them to do their job. A high position in the organiza­
tional chain doesn't imply a need to know. Sales people, no mat­
ter how senior, do not need access to research data. People who 
don't work with personnel data don't need access to personnel 
files. The more valuable the data, the more important this prin­
ciple is. 

However, it is not such a good idea to be so restrictive as to 
have only one person know certain information. Assign to more 
than one person responsibility for items that affect computer se­
curity. It is much harder for two people to make a joint mistake, 
or to both be bribed or coerced, than it is for one person. 

Additionally, people in security-related positions, or people with 
responsibilities that present opportunities for dishonesty, should 
be rotated out of them occasionally. If there is a continuous prob­
lem, someone else might find it. U.S. banks require most employ-
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ees to take their vacations in two-week chunks, so that any on­
going embezzlement can be discovered. 

VIsitors 

Keep a log of all visitors. This written record may be important to 
reconstruct events if a security breach is discovered. In larger or­
ganizations, visitor badges might be used, and employees might 
be required to escort visitors to certain locations. Remember, con­
sultants and contractors are visitors, not employees of the com­
pany. Their loyalties often lie elsewhere. 

Chapter 13 Summary 

• The most carefully thought-out security plan is worthless 
if you can't trust the people involved. 

• A written visitors' log can be important in reconstructing 
security breaches. Some companies also use badges 
and escorts to keep track of non-employees on their 
premises. 



Software Integrity 

If you are using software for a critical application, it may make 
sense to perform some kind of formal analysis of the software. 
Maybe an employee has planted rogue code in your personnel 
program, that will cause the program to crash if he is deleted 
from the payroll. Maybe there are serious errors that will cause 
the software to crash at the worst possible moment. Maybe one 
of the developers has planted a back door in your security pro­
gram, which allows access only to him. 

Integrity is really only relevant if you are doing custom soft­
ware development for your organization. If you are using com­
mercial software, you have to trust the software manufacturers. 
This is only some consolation; while it is very unlikely that there 
will be malicious code in an off-the-shelf application (at least I 
have never heard of any), it is probable that there will be some 
software bugs. And it is probable that, sooner or later, one of 
these bugs will cost you your data. Back up your data regularly 
to minimize this risk .. 

One way to minimize the risk of a single programmer writing 
potentially damaging code is to formalize the design and devel­
opment process. Formal design documents, code walkthroughs 
(where at least two people examine every line of code), good 
source-code configuration-management software, and formal 
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testing plans and procedures, are all ways to ensure correct soft­
ware. These methods are expensive and greatly increase the soft­
ware-development cycle; but if you are worried about the threat, 
it is a small price to pay. 

Documentation is critical to custom software development. It 
is often difficult and expensive to prepare adequate documenta­
tion, but in the long run, it will be more expensive to ignore docu­
mentation. The programmer or programmers you have writing 
your software will probably not want to take questions from us­
ers. Even if they do, they will not be around forever. Someone 
else might have to update the program, fix bugs, or train new us­
ers on the software. If you don't have good documentation, your 
investment in custom software will be wasted as soon as your pro­
grammers aren't around. The information has to be on paper, not 
only in their heads. 

Programmers' Tricks 
The dishonest programmer can deliberately place malicious code 
in programs he is writing. This is generally done as protection 
against dismissal or contractual problems. If the employer fires the 
programmer, the programmer is now in a position to blackmail 
the employer. Sometimes, the employer doesn't even know he is 
being blackmailed. Some of the surprises that could await an em­
ployer include: 

A Logic Bomb. This is a piece of code designed to do 
damage, and is triggered by some event. For example, a 
programmer might put a piece of code in a program that 
will do serious damage if his name is ever deleted from the 
payroll. 

A Back Door. This is a secret way to subvert security 
programs. For example, in an access-control program, a 
programmer could add code to allow a certain user ID and 
password the highest level of access. If the programmer 
ever loses his job, he could use this secret back door to 
gain access to the computer systems, and wreak whatever 
havoc he wishes. 

A Delayed Bug. This bug is deliberately introduced into a 
program, and is designed to manifest itself a month or two 
after the program starts running. The scam here is that if 
problems appear in a program, the same programmer 
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hired to write the program will probably be hired to fix it. A 
dishonest programmer might be tempted to introduce 
time-delayed problems into his program as insurance for 
getting further work. 

Remember, the vast majority of contract programmers are hon­
est, and would never do such things. It's the few dishonest ones 
you have to worry about. Still, it is best to know the tricks before 
you are forced to deal with one of them. 

Chapter 14 Summary 

• Software used in any critical application is vulnerable to 
security breaches. Software developed by your company 
may require some kind of formal analysis to verify that 
no one has tried to exploit such vulnerabilities. 

• One programmer might write damaging code. But 
formalizing the software design process, using two 
people to scrutinize the code, using good source code 
configuration management software, and employing 
formal testing are all good ways to keep it difficult for a 
programmer to write surprises into your programs. 

• Carefully prepared documentation will allow other 
people than the programmer to understand how the 
program works. Those programmers will not be around 
forever, so get the information out of their heads and 
onto paper while you can. 



TEMPEST 

All electrical equipment, from toasters to computers, produces 
electromagnetic radiation . This radiation travels through the air 
as radio waves, or along wire and metal surfaces as electric cur­
rents. The laws of physics require this to happen; there is noth­
ing you can do about it. 

The problem arises when someone sets up a receiver to pick 
up this radiation. If the radiation is from a washing machine, this 
is no big deal. But if the radiation is from a video monitor con­
nected to a computer, the receiver can pick up what is being dis­
played on the screen. Someone with the right equipment can 
" look over your shoulder" at your computer screen, through walls, 
at distances of up to 300 feet away. 

The U.S. government code name for these kind of emanations 
is TEMPEST. It doesn't stand for anything. This is serious spook 
stuff, and is something the government is very concerned about. 
There are massive government programs to make equipment 
TEMPEST-proof, so that the emanations out of the equipment are 
so faint as to be useless. 

Should you care about TEMPEST? Unless you are working on 
classified military projects (in which case you already know the 
answer), the answer is probably no. It doesn't take a lot of tech­
nical expertise to pick up and decipher TEMPEST emanations­
someone could outfit a van to pick up the signals, and then park 
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the van outside your office. But it requires a lot of expense, in 
both equipment and personnel. 

Still, this is not something to ignore. An adversary can collect 
your secret data without ever having to set foot onto your prop­
erty. If you have information so valuable that it might be worth 
someone's time and effort to collect in this manner, consider pro­
tecting it. 

Several companies make TEMPEST-proof Macintoshes. These 
are conventional Macintosh computers repackaged in special 
cases that reduce or eliminate emanations. They are very expen­
sive, but if you are interested, check various government and mili­
tary computer trade magazines. 

Simple Precautions You Can 
Take Against TEMPEST Attacks 

• Create a metal-free area around your computer and 
peripherals. Do not use metal desks, metal trash cans, or 
other metal objects. Locate computers away from heat 
pipes. 

• Don't put telephones near your computer. 

• Use power filters. 

• Prevent unauthorized vehicles from parking near your 
building. 

• Place computers near the center of your building, with 
as much concrete as possible between the computers 
and the outside. 

• Use modern equipment; older computers tend to radiate 
more. Low-radiation video displays, which are marketed 
for health reasons, are also more secure. 

• Swamp TEMPEST detectors with non-sensitive data. 
Locate computers processing non-sensitive data near 
windows, radiator pipes, and such. TEMPEST signals 
from sensitive computers will be swamped by signals 
from non-sensitive computers. 
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Chapter 1 S Summary 

TEMPEST is the U.S. government's code name for the 
electromagnetic radiation produced by all electrical equip­
ment. Using specialized equipment, someone can read the 
data on your computer screen from 300 feet away­
possibly further. However, unless your work produces 
extremely sensitive data, you probably need not worry 
about this security breach. Shielded Macs are available for 
those who need to worry about these emanations. 



Disaster Recovery 

Fire, floods, tornadoes, hurricanes, earthquakes-all of these can 
affect your computer and your data. The best way to protect your 
data is to back it up regularly, and to store a set of backups offsite. 
This way, whatever happens to your Macintosh, you can restore 
the data onto another Macintosh. 

There is no such thing as total security. No matter how hard 
you try, or how much money you spend, there is a limit to how 
well you can defend your data. There is no risk that you can com­
pletely eliminate. This is where disaster recovery comes in . 

To protect the hardware itself, look into insurance. It can be 
expensive, but a good insurance policy enables you to buy re­
placement computers immediately after a disaster, and to be up 
and running that much quicker. 

Disaster recovery is about that period of time after the disas­
ter, but before you buy all that replacement equipment. Disaster 
recovery is concerned with keeping the critical aspects of the busi­
ness flowing in the event of a disaster. A complete disaster recov­
ery plan addresses all aspects of a business, not just computers. 
This chapter, however, will just discuss computers. 
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Disaster Recovery Planning 
Good planning is critical to your ability to recover from a disas­
ter. The period after a fire has gutted your office building is no 
time to wonder where to get replacement computer equipment, 
or when was the last time the offsite backups were updated. Put 
your plan in place before disaster strikes. 

Characteristics of a Successful 
Contingency Plan 

Related to business requirements. Every disaster recovery 
plan is different. Make sure yours addresses your critical 
computing requirements. Remember that the purpose of a 
disaster recovery plan is to keep business operating as 
efficiently as possible in the event of a disaster. 

Current and up-to-date. No organization is static. Any 
plan can quickly become out-of-date, so review and update 
the plan frequently. 

Comprehensive and complete. A good plan must cover 
all aspects of disaster recovery. A poor plan can be worse 
than no plan at all, since it gives people a false sense of 
security. 

Achievable, with existing resources, time, and people. 
It's easy to write a complicated and expensive plan. Unfor­
tunately, the times a disaster recovery plan is needed are 
the times when simplicity and efficiency are required. If the 
plan is not workable, it is useless. 

Adequately tested. The only way to prove whether the 
plan is achievable, comprehensive, and current, is to test it. 
Testing may be as simple as reviewing the plan's documen­
tation, or as complex as simulating an actual disaster. 
Whatever the method, the plan must be regularly tested. 

Fully documented. The plan must be formalized into a 
written document. Everything required to implement the 
plan must be spelled out. Do not assume that those who 
designed the plan will be around to implement it. 

Explained to those who will participate in the plan's 
execution. 
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Developing a Disaster Recovery Plan 
For small businesses, disaster recovery might not be much more 
than finding a company that can rent Macintoshes and peripher­
als on short notice. 

Comprehensive disaster recovery plans will usually make use of 
stand-by computing facilities in the short run, pending replace­
ment of original equipment. Many companies offer stand-by fa­
cilities. Some are complete facilities: portable computer rooms 
outfitted with hardware to carry on business. Others are fully 
equipped computer centers at distant sites, ready for occupancy 
if disaster strikes. Companies can also make arrangements with 
service bureaus to do their computing in the event of a disaster. 
Some companies might make private arrangements to help each 
other out in the event of a disaster. 

Whether you rent, have a stand-by facility, or work without ei­
ther of these situations, you do need to develop a recovery plan. 
The first step is to make a critical analysis of your organization's 
computing functions, and of the effects their loss would have on 
your overall business. There are different types of losses: 

• Loss of sales 

• Loss of revenue 

• Reduced operating capacity 

• Reduced decision-making and forecasting capability 

• Legal implications 

• Increased operating costs 

Also, there are different time scales for these different losses-
depending on the time required to recover to normal. For example: 

Limited impact. Recovery within one working day. No signifi­
cant damage incurred to the company's well-being. 

Severe impact. Recovery within one week. Significant damage 
incurred. 

Very severe impact. Recovery within one month, after the ex­
penditure of considerable time, effort, and money. Major dam­
age incurred. 

Critical impact. Recovery unlikely. Fatal to the company. 
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After critical computing operations have been identified, start 
designing the recovery plan. The plan should focus on four stages 
of recovery: 

Emergency response. This stage concerns itself with the pro­
tection of human life. 

Immediate recovery. The purpose of this stage is to resume 
critical computing functions as soon as possible (within hours, 
minutes, or even seconds). 

Longer-term recovery. Having survived the first few hours of 
a disaster, attention can be turned to those computing func­
tions that are not as critical. 

Replacement of computing facilities. As new computers and 
peripherals are bought and installed, procedures are required 
to return computing functions to normal. If this is not done 
smoothly, another disaster could occur. 

Chapter 16 Summary 

• The best way to protect your data is to make regular 
backups and store those backups offsite. With that 
precaution, and good insurance to replace hardware, 
you'll be back in business in no time after a major 
disaster. 

• Disaster recovery is about keeping critical aspects of your 
business flowing after a disaster until a replacement 
system is up and running. 

• A proper disaster recovery plan prepares for the problem 
before it happens-and, once disaster does strike, is 
ready to step into place. Know where that replacement 
computer equipment is coming from, before you need 
it. Know the backup schedule now. 

• Equipment rental is probably all the disaster recovery a 
small business needs. Larger firms may require the use of 
portable or distant-site standby computer centers. 
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• To develop a disaster recovery plan, analyze your 
company's computer functions, consider how their loss 
might affect business, and look at how long it might 
take the company to recover from such loss. A disaster 
plan should have four stages: emergency response, 
immediate recovery, longer-term recovery, and replace­
ment of computing facilities. 



Computer 
Security Policy 

If your organization is larger than a few people, you need a com­
puter security policy. This policy needs to be formal, well-docu­
mented, and agreed-to by senior management, since no security 
solution will work without proper procedures. Management, su­
pervision, and training are all critical to the success of any secu­
rity countermeasure. 

A Computer Security Policy 

• It should be clear and concise. It should explain the aims 
of the policy and the means for accomplishing those 
aims. It should be well-documented, and issued by the 
highest levels of management. 

• It should be written by those in charge of computer 
security. They have the most knowledge of the system, 
and they will eventually have to implement the policy. 

• It should achieve a level of security at least equal to the 
security of similar information in non-computer form. 

• It should be comprehensive, addressing all computer 
assets and operations. 
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• It should fit in with the organization's way of life. Other­
wise, it will not be followed. 

• It should be modifiable. No computer system is static; 
the document will have to change as new computers 
and peripherals are purchased, and as new uses are 
found for existing computers. 

• It should be achievable. A policy filled with unachievable 
security objectives only makes itself useless. There should 
be financial means to achieve the security objectives. 

• It should provide security training for everyone who is 
responsible for security. 

• It should allow for worst-case scenarios where security 
fails, and contain contingency plans for dealing with 
those eventualities. 

Any attempt to institute a computer security program-espe­
cially one that changes a longstanding organizational attitude­
needs the involvement and cooperation of the highest level of 
management. If possible, seek out the approval and signature of 
the company president. Not only will this give the whole process 
an air of authority, but it also gives employees the feeling that 
everyone is going to comply with these procedures. If senior 
management does not believe in the rules, certainly no one else 
will. 

How to Convince Senior Management 

At some point, you are going to have to face senior manage­
ment and present your security ideas to them. These are some 
of the key points to bear in mind when preparing and deliver­
ing your presentation: 

• Explain why a formal security policy is required, as 
opposed to current measures like access-control or 
encryption software. 

• Clearly explain the benefits of a new security policy. 

• Show how low the costs are for implementation of such 
a policy, and how minimal its disruption will be to the 
organization. 
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• Explain that only essential measures will be taken. 

• Show how senior managers will benefit. 

• Back up the proposal with statistics. How frequent are 
virus attacks? How often do hard disks crash? How much 
time and money is lost dealing with these problems? 

• Use true-life horror stories about companies that have 
suffered damages due to security-related problems. 
Show how your policy avoids those problems. 

• Ensure that the presenters are technically qualified to 
answer questions. 

Informing and Motivating Employees 

Once you have the approval of senior management, make a for­
mal announcement to all employees that security is going to be­
come an important consideration, and that a security policy is 
being formulated. Invite people to air their feelings, and put your 
ideas and priorities on the table, where employees can add to 
them. The way to win people over is to tell them what is going 
on. Writing a security policy in secret, and then suddenly an­
nouncing it, only causes problems. Including people in the pro­
cess makes them feel as though it is theirs, too. 

Writing Your Company's Security Policy 
This is where you take all the information about threats, vulner­
abilities, and countermeasures, and decide how you are going to 
protect what. This is where you describe your risk analysis, and 
the security trade-offs you made. This is also where you document 
all security decisions. 

The first step in writing a security policy is finding out what 
needs to be protected. What hardware and what software are you 
responsible for? Don't look only at your current setup: computer 
systems are always upgraded, and your policy needs to be flex­
ible enough to cover future expansion as well. Then, look at what 
data needs to be protected. Determine its value to the company, 
and determine who is responsible for it. 

If you are responsible for a network, make these same deter­
minations. Map out the network, looking at which users need 
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access to what parts of it. This step involves interviewing people. 
Your security policy must ensure that these people still have ac­
cess to the parts of the network they need to do their jobs. Again, 
letting people have some input to the policy makes them feel in­
volved, not alienated. 

After gathering all this preliminary information, start looking 
at different countermeasures. 

What to Cover 
There is no set format for a computer security policy; it will be 
unique and specific to your organization. This outline lists things 
that should be covered, in a general sense. 

Part 1: Overview 

• Describe the computer system in detail: what it is, what its 
purpose is, why it is needed, and who uses it. For instance, 
discuss the physical location (or, more likely, locations) of 
the system, including peripherals and external network 
connections. 

• Describe the different hardware and software vendors that 
are involved with the computer system. Describe any 
maintenance contracts, and any planned future enhance­
ments. 

• Specify the nature of the data that is stored and processed. 
Who has access to this data? What is its value? 

• Identify who has responsibility for security. This could be a 
list of names or a list of job t itles. 

• Describe the administrative procedures for review and 
testing of the security policy, and the methods by which 
changes are made and approved. Someone should have 
responsibility for maintaining the security policy. 

Part II: Risks 

• Describe the results of a risk analysis: What risks to the 
computer system are important, and how important are 
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they? The dangers from various attacks should be explicitly 
defined. For deliberate attacks, describe the potential 
adversaries and their resources. Also detail accidental 
attacks, and outline contingency and disaster recovery 
strategies. 

• Give a brief description of the strategy intended to protect 
against these risks. This is included so that the details of 
Part Ill can be read in the context of an overall plan. 

Part Ill: Countermeasures 

Physical Security. Give an overall description of the physical 
security of the system. Then discuss the following in detail: 

The location of the computer equipment, and of the prin­
cipal physical-security protections. 

Arrangements for controlling entry into the building and 
specific rooms-including any plans for checking incoming and 
outgoing baggage. 

Heating, air conditioning, and power protection. 

Fire protection. 

Document Security. Discuss any security measures surround­
ing computer documents. This may include handling, mark­
ing, accounting for, and destroying these documents. 

Personnel Security. All aspects of personnel security relating 
to computer operations should be discussed-including the 
need-to-know principle, rotation of duties, sensitive duties and 
key posts, and procedures for terminating someone's employ­
ment. 

Hardware Security. Discuss hardware security in detail, includ­
ing maintenance procedures, fault tolerance, and any counter­
measures to protect hardware from threats like tampering. 

Software Security. Discuss the overall aims of software secu­
rity, paying particular attention to such things as access con­
trol, data encryption, virus protection, backups, TEMPEST, and 
network security. 
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Disaster Recovery Plan. This plan should be a separate docu­
ment, perhaps attached as an annex to the security plan. 

Insurance. Discuss the general philosophy underlying decisions 
about which risks are being insured against, and which risks 
were deemed too insignificant to warrant insurance. Detail ar­
rangements with insurance companies, and include copies of 
agreements and policies. 

A Network Security Proposal Outline 
The following is a written outline for a network security policy. 
Pick and choose pieces from the outline that match your com­
pany's unique security situation. 

I. Introduction 

A. Mission Statement 

II. Responsibilities 

A. Management 

B. Personnel 

C. Corporate Security 

D. Employee 

III.Situational Analysis 

A. Network Description 

1. Hardware 

2. Software 

3. Expansion Plans 

4. External Connections 

5. Security Features 

B. Resource Analysis 

1. Value of Network Resources 

2. Ownership of Network Resources 
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3. User Requirements for Access to Resources 

C. Security Plan 

1. Physical Security 

2. Hardware Security 

3. Personnel Security 

4. Information Security 

5. Software Security 

6. Dial-In Security 

7. Disaster Recovery/Contingency Planning 

In addition to a formal, written network security policy that out­
lines risks and security implementations, you'll also need these 
related documents: a network security administration manual, which 
explains the administration end of the policy (so that anyone serv­
ing as network administrator can understand the job); and a user's 
guide to network security, which lets the employees understand 
both the new system and their responsibilities under it. 

Computer Security and the Law 

You may want to include some of the following information in 
your presentation to management, in your discussions with em­
ployees, or in the security policy itself. In any event, this is a look 
at the legal position of computer security today. 

The 1986 Computer Fraud and Abuse Act is a federal act that 
affects "federal-interest computers," or those computers used by 
the government or a regulated financial institution-including 
banks, savings institutions, and brokerage houses. According to 
the act, these activities are outlawed: 

• Gaining unauthorized access, or exceeding authorized 
access, knowingly to obtain national-security informa­
tion. This offense is illegal if the government has any 
reason to believe that information will be used to harm 
the United States, or to gain an advantage for a foreign 
nation. 
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• Intentionally gaining unauthorized access to, and 
obtaining, personal information contained in the records 
of a financial institution, credit card issuer, or consumer 
reporting agency. 

• Intentionally gaining unauthorized access to a federally 
owned computer. 

• Intentionally gaining unauthorized access to a federal­
interest computer for fraudulent purposes. This section 
applies if the offender gains anything of value beyond 
use of the computer itself. 

• Intentionally gaining access to a federal-interest com­
puter and altering, destroying, or damaging informa­
tion, when the act causes certain specified losses. 
Among these losses are the potential impairment of 
medical diagnosis or treatment. 

• Knowingly, and with the intent to defraud, trafficking in 
any password used for computer access, where this act 
affects interstate commerce, and where the computer is 
issued by or for the federal government. 

The act also specifies that the Secret Service has primary re­
sponsibility for enforcing this act. 

Even with its broad definition of a federal computer, the 1986 
act only applies to a very small percentage of the nation's com­
puters. At least 45 states have passed their own laws on computer 
crime. Some states have passed variants of what is called the Com­
puter Systems Protection Act; others have adapted their existing 
fraud and theft statutes to cover computer crime as well. 

Computer Security and Liability 

If an organization fails to institute appropriate computer security 
measures, it risks exposing not only the organization, but also its 
board of directors-individually and personally-to liability. The 
board of directors of a corporation has a responsibility to protect 
the corporation's assets. Failure to establish and maintain a rea­
sonable security program is a breach of that responsibility. In the 
event of a data loss due to a security breach, the members of the 
board may be personally liable for the devaluation of the com­
pany's data assets. The corporation may also be liable to others, 
depending on the type of data that is disclosed or lost. 
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For example, if an organization maintains a database of in­
formation about individuals, and poor security procedures allow 
that database to be surreptitiously modified by intruders-and un­
true information about an individual is subsequently released­
then the organization could be held liable for having injured the 
individual. 

The same thing could happen if an engineer relied on infor­
mation in a database to build a critical aircraft part. If that 
information proved to be inaccurate, due to unauthorized modi­
fication of the data, the database company could be held liable 
for wrongful death if the plane crashed. 

Organizations have been held liable for unauthorized copying 
of software, even if the copying was done by individuals acting 
on their own. The license agreement that comes with a piece of 
software is often between the organization and the software 
company. 

Management is responsible for the security of data within its 
organization. If management does not act to establish and main­
tain adequate computer security procedures, then the organiza­
tion could be liable for substantial damages. 

Chapter 17 Summary 

• Any security policy has a better chance of succeeding if 
the employees can see that senior management agrees 
with, and works within, that policy. 

• Allowing employees to add their ideas to the new policy 
gives people a sense of ownership and contribution. 

• A security policy measures threats, vulnerabilities and 
possible countermeasures against risk. A security policy 
documents all security decisions, based on those factors. 
Consider the hardware, software, and data you are 
responsible for now, and consider your company's likely 
expansion plans. 

• A typical written policy might include an overview of the 
system, of the perceived risks to the system, and of the 
appropriate countermeasures to those risks. 

• Network administrators also need to determine how the 
network is used, and by whom. 
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• A network security policy would also include details on 
the different people responsible for the network, as well 
as a network security administration manual, and a 
user's guide to network security. 

• There are federal laws that cover illegal access to "fed­
eral-interest" computers. Such laws are enforced by the 
Secret Service. At least 45 states also have computer 
crime laws. 

• If the security measures that are taken by a company fail, 
both the company and its board of directors can be held 
responsible for any loss of company assets. 



The Protect Your Macintosh Source Code Disk Set 
The Protect Your Macintosh source code two-disk set is loaded with scores of Macintosh 
security programs, including: 

Auto Lock 
Utility that terminates the Finder and locks a single 
application in the foreground. 

Complete Delete 
Secure erase program. 

DES 
DES encryption program 

Elvis Decoder Ring 
Simple encryption program. 

Enigma 
Partial DES encryption and secure file erasure. 

FlameFile 
Highly recommended file-erasure program that 
erases files, disks, or free space on drives in 
accordance with Department of Defense regulations. 

Last Startup 
Tells you the last time your computer was used. 

Lee's Crypto 
Encryption program using the Hill cipher. 

Login 
Multi-user password and log-keeping program. 

MacEncrypt 
A "drag and drop" encryption program that uses 
DES, has a nice interface, and is recommended. 

Network Security Guard 
Apple Talk utility that will scan multiple zones for 
servers, and report on the security of those servers. 

Obliterate 
File erasure program. 

Password 
Basic password protection program. 

PowerLock 
Password protection program with some nice 
features. 

Privacy for Pals 
Encryption program using unknown algorithm. 
Questionable security. 

Rot13 
Utility that converts the contents of the clipboard into 
its ROT-1 3 equivalent. Not useful for real security. 

Securelnit 
Comprehensive password protection utility. 

Security 
Encrypts using DES; makes files invisible on the 
desktop; and securely erases files. 

Soft Lock 
Enables you to write-protect a disk using software 
alone. 

StartupLog 
Keeps a log of every time the Mac was started. 

Stego 
Utility that can hide a data file in the low-order bits of 
a PICT file. The PICT is not changed in appearance or 
size, so someone who doesn't know the data file is 
there, will not see it. Some-one with another copy of 
Stego can retrieve the data file. 

Tonto 
Utility that hides applications from the casual user. 

And more! 

The disk set also includes a file containing corrections for any mistakes found in the book, 
as well as updated information on topics covered in the text. 

The disk set is available from the author, and will be continuously updated. The cost is 
$35 for two high-density disks. Please send a check or money order to: 

Bruce Schneier 
Counterpane Systems 
730 Fair Oaks Ave. 
Oak Park, IL 60302 

Please allow four weeks for delivery. Due to U.S. export restrictions on many of the encryp­
tion algorithms and techniques, it will only be mailed to addresses within the United States 
and Canada. My apologies to the readers of this book who reside in other countries. 
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8 
back doors 

defined, 64 
malicious software, 278 

backup programs 
choosing, 158-174 
countermeasures, 6 
data dangers, 4 
listed, 159-160 

backups 
archival, 144, 168 
choosing mediums, 147-152 
data compression, 155-156, 
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bugs, delayed, 278-279 
Bullet Proof 

access-control software, 38 
address, 58 
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code disk, Protect Your 

Macintosh, 301 
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See also modems 
encryption, 87 
security dangers, 5 
vulnerabilities, 228-229 

components, security 
considerations, 191-193 

comprehensive backup strategies, 
advantages of, 154 
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156,157,161 
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address, 219 
computer insurance, 216 
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(COP) 
address, 206 
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Computerowners Policy 
address, 219 
computer insurance, 215 

Computer Professionals for 
Social Responsibility, 
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computer security. See security 
Computer Security Products, 

address, 208 
confidential data, defined, 8 
confidentiality 

assessments, 8-9 
network, 224-225 
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Connectix 
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CPU, 39 

containment mechanisms, 
network security, 226 

contingency plans 
disaster recovery, 286-288 
security questionnaire, 14-15 

continuity, network, 225-226 
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COP (Computer Owner 

Protection) 
address, 206 
identification codes, 195-196 

copy protection 
access control, 32 
FileGuard, 46 
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risk analysis, 11 
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evaluating, 7-8 
goals of, 6 
network security, 230-231 
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access-control software, 39 
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CPU locks, address, 207-208 
cryptoanalysis, defined, 64 
cryptographic attacks, 
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cryptography 

See also decryption; 
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as munitions, 81 
principles of, 67-68 
public-key, 240-242 
public-key versus secret-key, 
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cryptology, defined, 64 
Cryptomactic 

address, 91 
encryption features, 80 
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access-control software, 39-40 
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dangers to data, 4-5 
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DiskFit Pro backup software, 
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integrity. See data integrity 
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physical protection, 33 
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protecting with access 

control, 21-62 
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setting security goals, 3 

DATA Security Insurance 
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computer insurance, 

216-217 
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Citadel access-control 

software, 38-39 

Citadel with Shredder, 95 
Vi rex anti-virus software, 11 7 · 
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OAT drives, 149-151 
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SafeDeposit backup software, 
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SafeDeposit Server backup 

software, 1 71-1 72 
DC6000 mechanisms, backup 
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DDS (Digital Data Storage) 

standard, discussed, 150 
decryption 
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encryption; self-decrypting 
archives 

algorithms, 64 
hardware, 86-88 
public-key cryptography, 

240-242 
delay, network threats, 229 
delayed bugs, malicious software, 

278-279 
deletion 

file erasure, 93-98 
network threats, 229 

DES (Data Encryption Standard) 
Citadel access-control 

software, 39 
compared to RC2 & RC4, 

242-243 
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development of, 69-70 
DiskLock access-control 

software, 41 
hardware, 78-79 
security of, 71-73 
triple-DES, 69, 72, 86 
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defined, 9 

destroying documents, 270 
detecting viruses, 1 06-110 
detection mechanisms, network 

security, 226 
dial-back modems, remote access 

control, 236 
dial-in access, limiting, 232 
Diffie, Whitfield, public-key 

cryptography, 240-242 
Digital Data Storage (DDS) 

standard, 150 
digital signatures, 

network, 239-240 
digital tape, 149-151 

Direct Software 
address, 62 
Securelnit access-control 

software, 53 
disaster recovery, overview, 285-

289 
Disinfectant 

address, 120 
anti-virus software, 115-116 
T4 virus, 134 

Disk Drive Lock DLK-260, 
address, 206 

DiskFit Direct 
address, 1 77 
backup software, 161-162 

DiskFit Pro 
address, 1 77 
backup software, 162-163 

DiskGuard 
access-control software, 40-41 
address, 59 

DiskLock 
access-control software, 41 
address, 59 

DiskLock PB 
access-control software, 42 
address, 59 

DiskMaker, access-control 
software, 42 

disk partitioners 
Power Utilities, 52 
Silverlining, 53 

disks. See Bernoulli disks; floppy 
disks; hard drives; SyQuest 

disks 
Disk Twin 

address, 1 77 
backup software, 163 

distributed backup strategies, 
152-153 

DLM Software 
address, 99 
Shredder, 95-96 

documentation 
security, 24, 269-271 
security vulnerability, 1 7 
software integrity, 278 

documents, destroying, 270 
doors, locking, 184-185 
Drew virus, 125-126 
Drive 7 

access-control software, 42 
address, 59 

Drive Lock DLK-260, 
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See also floppy drives; 

hard drives 
Bernoulli and SyQuest, 148 
floppy disablement, 32 
magneto-optical, 149 
protecting multiple, 52 
recordable CD, 151 

Dukakis virus, 1 35 

E 
eavesdropping, network threats, 

228 
ego, as enemy of security, 2 
electrical storms, data dangers, 4 
electromagnetic surveillance, 

TEMPEST, 281-283 
Electronic Frontier Foundation, 

Clipper chip, 79 
electronic information. See 
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Electronic Learning Systems 
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Menu Master Mac, 49-50 

electron-tunneling microscopes, 
file erasure, 93 

e-mail, PGP encryption, 
245-246 

emanation, security 
dangers, 5 
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of security, 2 
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data dangers, 4 
security policies, 293 
security precautions, 7 
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Empower Remote 
access-control software, 44-45 
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encrypted viruses, 137-138 
encryption 

See also cryptography; 
decryption 
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Clipper chip, 69 
communications, 87 

DES. See DES (Data Encryption 
Standard) 
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e-mail, 245-246 
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file recovery, 81-82 
hardware, 86-88 
keys, 73-76 
as munitions, 81 
overview, 63-92 
program features, 79-81 
public-key versus secret-key, 
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Retrospect Remote backup 

software, 1 70-1 71 
safeguarding keys, 76-77 
software, 83-88 
speed considerations, 

77-78 
terminology, 63-64 
time required to break, 68 
triple-DES, 69, 72, 86 
ultraSECURE, 53-55 
viruses, 1 3 7-1 38 
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address, 62 
SafeWord MultiSync cards, 52-

53 
Enigma machine, known­

plaintext attack, 66 
entrapments, security, 

190-191 
environmental protection, 

security questionnaire, 1 3 
erasure, file, 93-98 
Eric virus, 121-122 
error correction, backup safety 

rules, 152 
errors 
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foul play, 1-2 

as enemy of security, 2 
espionage, as enemy of security, 

2 
essential availibility, defined, 9 
Evergreen Software 

address, 61 
MacPassword, 49 

Exabyte tape, backup medium, 
151 

exports, encryption, 81 
ExpressMirror 

address, 177 
backup software, 164 

extortion, as enemy of security, 2 
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F 
f*** virus, 122-123 
fake messages, network threats, 

229 
FastBack Plus 

address, 177 
backup encryption, 156 
backup software, 1 64-165 

Fast Encryption Algorithm (FEAL), 
breaking of, 67 

federal law, Computer Fraud and 
Abuse Act, 297-298 

fiber-optic alarms 
Phazer/Net, 198-199 
setting, 189 

field guide to malicious software, 
104 

file classification, security 
vulnerability, 16 

FileDuo 
address, 1 78 
backup software, 165-166 

file erasure 
importance of, 93-94 
software, 94-97 

FileGuard 
access-control software, 45-46 
address, 60 

file recovery, encryption 
and, 81-82 

files 
locking, 41, 49 
self-decrypting, 85 
sharing via AppleShare, 234-

236 
file servers. See servers 
file transfers, encrypting, 87 
filtering data, zone access, 233-

234 
filters, voltage regulators and line 

conditioners, 262-266 
Finder Overlays 

access control, 30 
At Ease access control, 

37-38 
MacSecure, 49 
Menu Master Mac, 49-50 

fires, data dangers, 4 
firewalling, containment 

mechanisms, 226 
Floppy Disk Drive Lock FILE-LOK 

II, address, 209 
floppy disks 

as backup medium, 
147-148 

backup safety rules, 152 
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floppy drive locks 
PC Guardian, 192, 198, 207-

208 
Qualtec Data Products, 202 
Sentinel, 203 

floppy drives, disabling, 
32,43 

FMJ Security Systems, address, 
206 

FolderBolt 
access-control software, 46-47 
address, 60 

Folder Locker 
access-control software, 47 
address, 60 

folder locking 
access control, 30-31 
DiskLock, 41 
FolderBolt, 46-47 
MacPassword, 49 

FontFinder Trojan horse, 1 36 
Frankie virus, 129 
FSV Prefs file, INIT-M virus, 135 
Ft. Knox 

address, 91 
encryption software, 86 
file erasure software, 97 

full backups, 143 
FWB, Inc. 

address, 60 

G 

Hard Disk ToolKit access­
control software, 47 

Garfield virus, 128-129 
GateKeeper 

anti-virus software, 116 
source location, 120 
T4 vi rus, 134 

Getlonelist filtering, 
zone and device access, 233-
234 

Globus Systems 
address, 253 
Security Force network 

security, 249-250 
Golden Triangle Computers 

address, 1 77 
DiskMaker access-control 

software, 42 
DiskTwin backup 

software, 163 
SnapBack backup 

software, 1 72 
Twinlt backup software, 1 74 

GoMoku game, T4 virus, 
133-134 

guessing programs, key, 
75-76 

guest log-ons, access 
control, 32 

H 
Hard Disk ToolKit 

access-control software, 47 
address, 60 

hard drives 
access control, 24-25, 

28-29 
encrypting data, 77 
MacPassword, 49 
partitioning, 29, 52, 53 
PassProof, 51-52 
passwords, 28, 29 

hardware 
See also physical data 

protection 
backup safety rules, 152 
DES encryption, 78-79 
floppy disk access 

danger, 4 
ISAC 4200 encryption, 

86-88 
Keylock Mac, 48 
PassProof, 51-52 
physical security, 181-204 
security products, 194-21 0 

Heavy-Duty Anti-Theft products 
address, 209 
Qualtec Data Products, 201-

202 
heavy security, defined, 233 
Hellman, Martin, public-key 

cryptography, 240-242 
hierarchical access-control 

software, ultraSECURE, 
53-55 

high integrity assessment, 
defined, 9 

Hpat virus, 122-123 
HyperCard stacks 

I 

Dukakis virus, 1 35 
MacMag virus, 125-126 

IBM, LUCIFER algorithm and DES 
development, 70 

IDEA (International Data 
Encryption Algorithm), 244 

identification 
See also passwords 
access control, 31 
plates, 202 

Security Tracking of Office 
Property (STOP), 
202-203 

identification codes, COP 
(Computer Owner 
Protection), 195-196 

IDX Technologies, 
address, 206 

incremental backups, 143 
indelible ink, security measure, 

192, 193 
infections 

recovering from, 111 
symptoms of virus, 

106-107 
virus, 1 05-1 06 
virus listing, 121-140 

information 
assessing value and security 

risks, 8-10 
availibility assessments, 9 
combating dangers, 5-8 
confidentiality 

assessments, 8-9 
data dangers, 4-5 
encryption. See encryption 
filtering, 23 3-234 
integrity assessments, 9 
nature of, 3 
protecting with access 

control, 21-62 
security overview, 1-18, 22-24 

infrared alarms, passive, 184 
inherited priveleges, AppleShare, 

235 
IN IT 17 virus, 1 34 
INIT 29 virus, 123-124 
INIT 1984 virus, 131 -132 
IN IT 9403 virus, 137 
INIT-M virus, 135 
I NITs 

anti-virus, 109, 110, 115 
Securelnit, 53 

lnline Software 
address, 1 78 
Redux Deluxe backup 

software, 167-169 
insurance 

computer, 211-219 
Computerlnsurance 

Plus, 216 
Computerowners 

Policy, 215 
coverage considerations, 

212-213 
DATA Security Insurance, 

216-217 
disaster recovery, 285 
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Insurance, 217 

Safeware, 215 
integrity 

assessments, 9 
backup data, 1 55 
data, 3 
network, 225 
security questionnaire, 

13-14 
software, 277-279 

International Data Encryption 
Algorithm (IDEA), 244 

ISAC 4200 
address, 91 
encryption software, 86-88 

Isolation Systems 

J 

address, 91 
ISAC 4200 encryption 

software, 86-88 

jamming, network 
threats, 229 

Johnson, Chris, GateKeeper anti­
virus software, 116 

Jude virus, 122-123 

K 
KDC (Key Distribution Center), 

Kerberos authentication 
protocol, 244-245 

Kensington Microware 
address, 61 
cable-locking systems, 188 
MasterPiece surge 

suppressors, 261-262 
MicroSaver Security System, 

197 
PassProof access-control 

software, 51-52 
Power Backer Plus UPS unit, 

265-266 
Kent-Marsh 

address, 60 
CryptMactic encryption 

software, 85-86 
FolderBolt access-control 

software, 46-47 
MacSafe II encryption 

software, 88 
NightWatch II access-control 

software, 50 
QuickLock access-control 

software, 52 

Kerberos Authentication Software 
address, 252 
network security, 248-249 
secure authentication 

protocol, 244-245 
Keyboard and Chassis Lock, PC 

Guardian, 191 
keyboard locking, 

DiskGuard, 41 
Keyboard Lock KB-LOK, 

206,209 
Keyboard Locks 

address, 207-208 
PC Guardian, 198 

key chain access, PowerTalk Key 
Chain, 238 

Key Distribution Center (KDC), 
Kerberos 
authentication protocol, 
244-245 

Keylock Mac 
access-control software, 48 
address, 60 

key management, PGP (Pretty 
Good Privacy), 245 

keys 
choosing, 73-76 
compared to 

passwords, 65 
defined, 64 
guessing programs, 75-76 
management, 245 
passwords and, 73 
safeguarding, 76-77 
secrecy of, 67 

known-plaintext attacks, 66 

L 
labeling, backup 

safety rules, 1 52 
La Cie 

address, 62 
Silverlining access-control 

software, 53 
Lai, Xuejia, IDEA (International 

Data Encryption Algorithm), 
244 

laptops, anti-theft 
considerations, 193-194 

LaserCrypt algorithm, 
Camouflage, 85 

Laserjet Font Cartridge Lock, 
address, 209 

LaserSafe, printer 
security, 202 

INDEX 

laserSafe LASER-LOK, 
address, 209 

LaserWriter Security System 
address, 205 
printer security, 194 

last-ditch clean-up procedures, 
viruses, 112-11 3 

Lastrofka, Jeff, MacShackle, 
197, 207 

law, security, 297-298 
liability, security and, 298-299 
light security, defined, 233 
limiting privileges, access control, 

31-32 
line conditioners, overview, 

262-266 
line-interactive UPS, 265 
line noise, computer 

problems, 258 
Line-R 

address, 268 
power conditioners, 

263-264 
lock-and-cable systems. See 

cable-locking systems 
locking 

doors, 184-185 
files, 41, 49 
folders. See folder locking 
keyboards, 41, 87 
screens. See screen locking 

locking devices 
anti-theft, 185-193 
Secure-It, 196 

Locking Pad CAV-21, 
address, 206 

LockingStation 
address, 206 
PowerBook, 196 
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overview, 181-204 
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viruses, 1 04 
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mainframe perspective, 

Macintosh security from, 16-
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software integrity, 277-279 

management 
network security, 231-232 
security policies, 292-293 
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threats, 229 

masquerades, network threats, 
229 

Massey, James, IDEA 
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surge suppressor, 261-262 

MBDF virus, 131 
MDEF virus, 128-1 29 
media 

backup, 147-152 
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security dangers, 5 
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memory, virtual, 93-94 
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Merkle, Ralph, public-key 
cryptography, 240-242 
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address, 252 
SofKeyPius network security, 

247 
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backup considerations, 144 
DiskTwin, 163 
ExpressMirror, 164 
Twinlt backup 

software, 174 
modems 
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security dangers, 5 
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network threats, 228 

Modm virus, 122-123 
Mosaic Trojan horse, 1 36 
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AP128, 203 
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surge suppressors, 260-261 

multiple drives, protecting, 52 
MultiSync cards, access control, 

52-53 
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cryptography as, 81 
Mykotronx, Inc., 

Clipper chip, 79 
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NASA virus, 121-122 
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Standards and Technology, 
DES development, 69-70 
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zone and device access, 233-
234 
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See also servers 
AppleShare, 234-236 
backup strategies, 152-1 55 
confidentiality, 224-225 
co"i~i~ment mechanisms, 

continuity, 225-226 
detection mechanisms, 226 
digital signatures, 239-240 
digital tape backup, 

149-151 
DiskGuard access-control 

software, 40-41 
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Phazer Area Controller, 199 
prevention mechanisms, 226 
Retrospect Remote backup 

software, 1 70-1 71 
SafeDeposit Server backup 

software, 1 71-1 72 
security, 221-25 3 
security countermeasures, 

230-231 
security products, 245-253 
security proposal outline, 296-

297 
security questionnaire, 15 
SnapBack backup software, 
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viruses, 11 0-111 
vulnerabilities, 228-230 

Network Security Administration 
Manual, security policies, 232 

nFLU virus, 122-123 
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access-control software, 50 
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software, 115-116 
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166-167 
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encryption software, 88 

Norton Partition, access-control 
software, 50 

Norton Wipe Info 
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file erasure software, 9 7 

Nova Mac 
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backup software, 167 
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NovaMac backup 

software, 167 
nVIR virus, 122-123 
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Obnoxious Tetris game, MBDF 

virus, 131 
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Software, 248-249 
Office of Defense Trade Controls, 

encryption export, 81 
on-line UPS, 264 
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address, 252 
Kerberos authentication 

protocol, 245 
Orange Book, Trusted Computer 

Systems Evaluation Criteria, 23 
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network countermeasures, 
232 

security questionnaire, 12 

padlocks, anti-theft locking 
devices, 187 
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partitioning hard drives, 29, 47, 

52,53 
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attacks, 228 
infrared alarms, 184 

Passport 
access-control software, 50 
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hard drives, 28, 29 
keys and, 73 
overview, 25-28 
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protecting, 27 
remote access control, 236 

PC Guardian 
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Anti-Theft Kits, 189 
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Floppy Drive locks, 

192, 198 
Keyboard locks, 191, 198 
physical security products, 

197-198 
Power Switch locks, 198 

PCs, Mac virus comparison, 1 05-
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Peace virus, 125-126 
Personal Computer Insurance 
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DATA Security Insurance, 216-

217 
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elements of, 273-274 
overview, 273-275 
screening, 273-274 

PGP (Pretty Good Privacy) 
address, 252 
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242, 245-246 
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security, 199 
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physical and environmental 

protection, security 
questionnaire, 13 

physical damage, security 
vulnerability, 1 7 
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access control, 3 3 
Keylock Mac, 48 
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48-49 

MacPassword, 49 
overview, 181-204 
PassProof, 51-52 
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security, 189-191 

poison pills, access control, 32 
policies, security, 226-227, 232, 

291-300 
pollutants, power, 257-260 
polymorphic viruses, 137-138 
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line noise, 258 
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protection 
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200 
PowerBook Handle 
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PowerBooks 
Disklock PB, 42 
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Powerlock Plus, 201 
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Sentinel security, 203 
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power protection 
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260-262 
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Supplies (UPS), 264-265 
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Guardian, 198 
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Open Collaboration 
Environment, 238 
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address, 61 
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Passport access-control 

software, 50 
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Pretty Good Privacy (PGP) 
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RSA public-key cryptography, 

242, 245-246 
prevention 

anti-virus software, 1 08-11 0 
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226 
recovering from infections, 
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printer security 

documents, 270 
LaserSafe, 202 
LaserWriter Security System, 
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procedures, network security, 
231-232 

prod virus, 122-123 
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proprietary algorithms 

caveat, 67 
RC2 & RC4 secret-key 

cryptography, 242-244 
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code disk, 301 
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cryptography, 240-242 
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anti-theft products, 201-202 
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Heavy-Duty Anti-Theft 
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Macintosh Security Kits, 201-

202 
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QuickLock 
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access-control software, 52 
address, 62 

radiation emanation, security 
dangers, 5 

radio frequency interference 
(RFI), computer problems, 
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RC2 & RC4 
compared to DES (Data 

Encryption Standard), 242-
243 

secret-key cryptography, 242-
244 

RC4 algorithm, Authentication 
Manager, 238 

read costing, ExpressMirror, 164 
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Redux Deluxe 

address, 1 78 
backup software, 167-169 
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236-237 
remote computers 

Empower Remote, 44-45 
Retrospect Remote, 1 70-1 71 

replaceability, risk analysis, 11 
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re-routing, network threats, 229 
restricted data, defined, 8 
Retrospect 
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backup encryption, 156 
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Retrospect Remote 
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backup software, 170-171 

RFI (Radio Frequency 
Interference), computer 
problems, 258 

risk analysis 
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security countermeasures, 8 
security policies, 294-295 

Rival anti-virus software, 116 
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RC2 & RC4 secret-key 
cryptography, 242-244 

RSA public-key algorithm, 242 
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routers, zone access, 233-234 
RSA public-key cryptography 

algorithm, 241, 242 
PGP (Pretty Good Privacy), 

242, 245-246 
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SafeDeposit Server 
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backup software, 171-172 

safeguarding keys, 76-77 
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computer insurance, 215 
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San jose Flu virus, 121-122 
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screen locking 
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PassProof, 51 
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Securelnit 
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Secure-It 
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security 
See also anti-theft 
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assurance, 24 
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DES (Data Encryption 
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disaster recovery, 285-289 
document, 269-271 
documentation, 24 
door locks, 184-185 
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Kerberos authentication 
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legal aspects, 297-298 
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network products, 245-253 
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Qualtec Data Products, 190 
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PowerBook security, 203 
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considerations, 192-193 

Serial Security Plates, 209 
servers 
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ARA Multipart Server software, 
236-237 

protection requirements, 230 
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software, 171-172 
SnapBack backup 

software, 1 72 
UPS (Uninterruptible Power 

Supplies), 259 
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algorithm, 242 
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INDEX 

file erasure software, 95-96 
Shredder with Citadel 

address, 99 
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digital, 239-240 
polymorphic-virus, 138 
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Key Chain, 238 

Skipjack algorithm 
encryption, 69 
hardware DES encryption, 78-
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smallness, security 

vulnerability, 16 
SnapBack 
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backup software, 1 72 

Snapshot 
FastBack Plus backup software, 
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Retrospect, 169-1 70 

SofKeyPius 
address, 252 
network security, 247 

software 
access-control, 24-28, 

34-57, 58-62 
anti-viral, 113-120 
encryption, 83-88, 91-92 
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field guide to malicious, 1 04 
file erasure, 94-97 
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malicious. See malicious 

software 
preventative versus detective 

anti-virus, 1 08-11 0 
security dangers, 4 
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Folder Locker access-control 

software, 4 7 
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motion-activated alarms, 203 

source code disk, Protect Your 
Macintosh, 301 
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suppressors, 260 
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Bullet Proof, 38 

speed considerations, encryption, 
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standby UPS, 264 
STOP (Security Tracking of Office 

Property) 
address, 21 0 
anti-theft systems, 202-203 

storage 
security questionnaire, 1 3 
security vulnerability, 17 

storms, data dangers, 4 
SuperSet Utilities 
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Virex, 117-118 
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Surf City Software 
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SurfGuard backup software, 

173-174 
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surge suppressor, 262 
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protection, 260-262 
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AntiVirus for Macintosh 
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Viper file erasure 

software, 97 
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I 0 Enclosed is my check for $49. I 
Charge to my: 0 Visa 0 MasterCard 

I 
I 

Credit Card No. 
Suggested Retail Price: $149.00. 
Direct Sale ONLY; FOB Irvine, CA. 
Offer expires Apri/15, 1995 

Expire Date 

Send original coupon ONLY; Photocopies not acceptable. 

I 
~N~am_e __________________________ _ 

Company 

I Street 

City State Zip 

I 
I 
I 
I 

• 
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' . ... 

spies, vandals, viruses, thieves, comTJ~\ifors, missile strikes, 
.. ~ .~·. 

lightning strikes, your boss, your employees, Y~$pillleagues, your kids, 

your paren~s, the press, earth~akes, to:~~}!(*awfH'e crashes, 
software ghtches, your-own rmstakes. '""~~-.;... . ,·. 

Here is the first hands-on, comprehensive gbi~~ring all aspects 
of Macintosh securit}{ ~ncluding both stand-alone a~dWetworked 
Macintoshes. It covers the following topics: 

... FILE ENCRYPTION 
How encryption work~ what products to buy 
lor password protection, how to choose and 
protect passwords. 

~-· 

... VIRUS PROTECTION 
What you need to know about viruse~ an 
overview of the most common viruse~ how to 
detect and recover from viruse~ which virus­
protection software works best. 

... BACKING UP YOUR FILES 
Backup strategie~ how to backup and restore, 
which backup software to buy. 

... PHYSICAL SECURITY 
Overview of anti-theft device~ laptop locks and 
alarm~ other protection products. 

... NETWORK SECURITY 
Methods of network securifYt dial-in securifYt 
network protection software. 

9 "7 B"T:>oo- u"? , v , ~--
(uG) S 1m 

- --- ----' C~da $33.95 
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,INTOSH 

Bruce Schneier is an 

independent computer­

security consultant in 

Oak Park, Dlinois. His 

artidas on computer 

security have appeared in 

Mat:WIIrld, NelrMIIrk 

World, £AN T.t:hnology, 

Byte, ComJiuler Language, 

Dr. Dobbs Journal, and 

ather magazines. Ha is 

the author of AJIJililld 

C17J1IograJ1hy (John Wilay 

& Sons, 1993). 

Peachpit Press, Inc. 
2414 Sixth St. 
Berkeley, CA 94710 
510/ 548-4393 
lax: 510/ 548·5991 

r 


