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and 210 hours of user downtime was suffered," is a lot more convincing than, "Gee, 
boss, the other guys and I spend most of our time putting out all these little fires with 
our wiring system. It seems like we're always chasing halfway across the building 
because of some stupid wiring problem." Of course, this works in reverse as well. You 
may think that rewiring is necessary, but the log book may show that the time and 
energy put into fixing wiring problems would not justify the cost. 

If you keep a detailed log, you might also notice patterns in the problems that you 
encounter, which would lead to changes in network or system management policy. You 
might find, for example, that every single problem with Application A is accompanied 
by Screen Saver B. From your experience, you might be able to discern "rules" of sys­
tem configuration from the continuity of experience documented in the log. 

The second crucial document of hunch-based troubleshooting can be called by 
many names: Escalation Chart, Tip Sheet, and Help Card are just a few. This is the 
document that should be given to every user to explain how to solve problems. Before 
distributing this, you should seriously consider how much latitude to give your users 
to solve problems. If you give them too little, you will unnecessarily burden the trou­
bleshooting staff and create excessive downtime due to the waiting period between 
the time the help call is made and the time you arrive on the scene. If you give users 
too much latitude, their lack of experience might prompt them to try some wildly 
inappropriate corrective measures that could cause further problems. The best approach 
is to provide them with a help document that explicitly describes solution procedures 
for the most typical network problems. 

The network managers must draw the line somewhere between the users chang­
ing the cross-connects in the wiring closet and changing fonts in their own documents. 

For example, the document might say: 

Printing Problems: 
If you are having problems printing, before you call the Help Desk, perform 
these steps: 

1. Go through the procedure on Page 4 of this document, titled "General 
Network Problems." 

2. Make sure that your LaserWriter is on, it has a PhoneNET connector 
plugged into it, and it has paper in the tray. 
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3. If the Laser Writer display panel says "Off Line", press the "Line" buttot1. 
once. The display panel should now say, "Idle-On Line." 

4. If the Laser Writer display panel says "Paper Jam," clear the jam and pres;i•. 
the "Clear" button. The display panel should now say, "Idle-On Line." 

5. Check your Chooser once again. If you cannot locate the Laser Writer Ql! 
your Chooser, call the Help Desk. 

6. If you can locate the Laser Writer, close the Chooser and attempt to print. 
If you cannot print, call the Help Desk. 

Documentation for setup-mode troubleshooting 
The main document for setup-mode troubleshooting is a network map. Setup·· 

mode troubleshooting involves verifying the connections between the componentS., 
and the network map should define the expected connections. The best map for trou·· 
bleshooting is different from the floor plan that you usually see, however. While 1n 

floor plan is beneficial for setup-mode troubleshooting because it tells you where tbi~ 
computers are situated and which users use the computers, you also need informa .. 
tion about which pair of which circuit is serving the user, which port of which hub 
the user is connected to, and what kind of network adapter the user has. 

There are three points of view to take when generating the map that specifies tbt: 
connections between the network components. The first point of view is the user's . 
In this case, all you need to do is to augment the information on the traditional floo1: 
plan diagram with circuit, pair, port, and adapter information. 

A listing might look like this: 

Sarah Connor 
Mac Ilsi/80/5 
LocalTalk Net 43, Zone: Skynet 
Circuit 22L4, Pair 8 (Terminated) 
Hub 6, Port 5 

In the map, a line might be drawn to indicate the Sarah is also connected to ;t 
nearby Laser Writer II NT. 
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The second point of view is the wiring technician's. The map in this case consists 
of a list of all the pairs on all the circuits, stating the connection that is on each pair. 
All of the circuits in the phone room are first identified by the location of their wall 
outlet. This should be done using whatever method your company uses to identify 
location, grid location, room designation, etc. In many cases, a particular worker's 
name can also be linked to the wall outlet. After identifying the wall outlet, each of 
the pairs in the circuit are identified. If the pair is used for a phone, the extension 
number is listed. If the pair is used for a network adapter, the type of adapter is listed, 
and/or the port to which it is connected. 

From the wiring technician's point of view, the sample listing above might look 
like this: 

Circuit 22L4-Sarah Connor 
Pair 1-Telephone ex: 2274 
Pair 2-Telephone ex: 2285 
Pair 3-
Pair4-
Pair 5-
Pair 6-
Pair 7-
Pair 8-LocalTalk-Hub 5, Port 6 

The third point of view is that of the hub. For each hub, each of the ports are 
listed, along with the circuit and devices on each port: 

LocalTalk Hub 5, Port 6 
22L4/8 Sarah Connor Mac Ilsi/80/5-LaserWriter II NT 

The ideal mapping system should be able to show you the network map in any 
of these three views, but few of us are willing or able to make a system that complete. 
The most important feature of the mapping system is not that it have a multiplicity 
of display modes, but that it is always up-to-date. Troubleshooting from out-of-date 
information can be very frustrating. 

You may have purchased mapping software or have already developed extensive 
maps, and you may not be able to change your choice of map. You will probably be 
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able to augment your current system to include the three viewpoints. If you can:.t 
change your system or augment it, then make a second, simple system. A very simpll! 
way to record the information you need for troubleshooting is to have a clipboard im 
the wiring closet for each hub. The clipboard contains a chart of all of the hubs porq;, 
with spaces for notes about what's connected to the port~ircuits, pairs, and usen;. 
When a wiring change is made, the technician can easily note the change by erasing 
the previous setting and penciling in the new condition. This system is simple, cheaJ11 

and places the mapping system's data entry inside the wiring closet, the place when1! 
the network structure is usually changed. 

Documentation for layer-mode troubleshooting 
Layer-mode troubleshooting uses a variety of network management programs ~c 

accomplish its tasks-list builders like Inter• Poll, survey builders like NetWork Super· 
Visor, configuration analyzers like Help!, etc. The network management tools surve;r 
or measure the availability, configuration, and reliability of the network functioru;~ 
layer by layer. The documentation necessary in this mode is previously captured datl3 
from each of the management programs when run on healthy networks and system;. 
Capturing this documentation serves two purposes: it requires that the network mrurt· 
ager gain familiarity with the features, idiosyncrasies, and limitations of each ma.Jl· 
agement applications; and it produces the "normal" data needed for comparison. 

Documentation for process-mode troubleshooting 
The primary tool for process analysis is the protocol analyzer. Anyone who ha.!· 

taught protocol analysis to hundreds of people as Kurt VanderSluis has, knows tlu:l 
learning to analyze network processes takes time. 

The approach that we use to help network managers learn protocol analysis 1 f. 

to capture the packets from small network events, such as selecting a Laser Writer. 
Then we examine the packets one by one and become familiar with the workins~f 
of the protocols in each packet. Starting with the most elementary processes, 'W·I· 

slowly build our understanding of increasingly larger and larger network processc~t. 
until we can dissect a complex process like printing. All the while, we are develop'· 
ing expectations of what types of packets are produced in response to various kin4lf, 
of user and system events. For each packet that we see in the trace, we try to diu· 
cern what the device sending the packet is trying to learn or tell the other devic1~~ 
By developing an understanding of the tiny task of each individual packet, we se··l· 
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how the packets work together to accomplish a small task like establishing a net­
work address or locating a named network service. You can use this same learning 
process on your own network by using a protocol analyzer and studying Inside 
AppleTalk, alone or combined with instruction. You may also find the process 
descriptions in Chapter 7 useful as a study aid. This learning process requires hard 
work, especially if Apple Talk is your first network protocol, but mastering Apple Talk 
protocols is definitely worth the effort. Protocol analysis is absolutely the single 
most effective technique in network troubleshooting. 

The point of the learning process is to build an idea of what to expect in the 
network process. These expectations are the basis of process-mode troubleshoot­
ing-the "normal" reference point from which to compare the condition of the 
problem network. 

In lieu of, or in addition to, establishing a mental set of expectations, you should 
capture and keep packet traces for ordinary network events. Not only will they help 
you learn the protocols when you sift through the traces, they will be an excellent 
reference for troubleshooting. When a printing problem occurs, you can pull out 
your printing reference trace and compare it side-by-side with the problem trace. 
When you find the place where the traces diverge, you have found the location of 
the problem. 

Overall, your documentation should be easily accessible, up-to-date, and detailed 
enough to be helpful, but not so minutely detailed as to discourage people from using it. 

The basic documentation set required for troubleshooting is: 

1. A record of "normal network" expectations from a user's point of view. 
2. A record of previous experiences and procedures. 
3. A guide for your users to solve some of their own problems. 
4. A network map that includes wiring information. 
5. A record of the data from your network management applications. 
6. Packet traces from normal network processes. 

Building Your Tool Kit 
This section focuses on the software tools that you need for troubleshooting. 

You probably have all of the hardware tools you need-all the crimpers, strip­
pers, and screwdrivers that are required for your daily tasks. We're also assum­
ing that you have all the configuration management software required for your 
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routers and servers. If you use a Gator Box, you obviously need (and should have I 
GatorKeeper software. The information in this section is supplemental to othe1: 
information in the book, particularly to Chapter 6, "Troubleshooting by the Lay·· 
ers," which mentions a number of network management tools and their useful·· 
ness for troubleshooting. 

The organization of this section is similar to what you might see in a moun·· 
taineering guide. Some of these guides list the minimum equipment for different kind:i 
of expeditions. For example, if you intend to go rock scrambling or "bouldering, '' 
there are just a few necessary items that you should carry with you-a knife, drin~ · 
ing water, a first aid kit, matches, and so on. If you intend to do any technical climb·· 
ing, you should add other items to the basic kit-a rope, some carabineers, and a sea I 
harness, to name a few. On glaciers, there are further requirements-crampons, 3!tl 

ice ax, and dark goggles, for example. 
None of the lists in the guidebooks are complete; you can always take anythin!~ 

else that you like-a flask, your favorite bandanna, or a copy of The Dubliners-bu.l 
only in addition to the basic necessities. 

It's harder to prepare for network troubleshooting than mountaineering, how· 
ever, because you don't always know what kind of terrain you're going to be work· 
ing on. In mountaineering, when you reach a steep wall you aren't prepared fol1; 
you may have to call it quits and head back for camp. You have to tell yourself tha.l 
the scenery, the camaraderie and the exercise make up for the fact that you didn:'l 
achieve your goal of reaching the top. Calling it quits in troubleshooting due to lach 
of preparation is much more frustrating, especially when there are users standinu 
around asking, "Is it a serious problem?", or "When do you think you'll have 11 

working again?" 
With this in mind, if you can afford to buy all of the network management aad 

troubleshooting software, then go ahead and buy it. All of it's useful for somethill!l: 
and because Apple Talk network management is still in its infancy (as is all of LA}~ 
management), different programs offer advantages in different situations. Also, somt~· 
thing that is not appealing to us may very well be appealing to you. We have partk· 
ipated in group discussions where the merits of GraceLAN, Network SuperVisor, S~ •. 
tus*Mac, and NetOctopus have been discussed, and we have listened to impassioned 
opinions on the dear superiority of each of these products from managers who hav1; 
tried them all. 
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One more analogy to mountaineering: carrying an ice ax with you while you're 
walking is completely useless unless you know how to use it. That's why moun­
taineering classes drill you in the proper use of the ax and teach you how to arrest 
your fall before you end up in a situation where your ignorance of this procedure 
could result injury or even death. While the consequences of poor preparation are 
lower in troubleshooting, the same principle applies to your troubleshooting tools; 
you must become proficient in using them before you actually get in trouble. None 
of these tools produce a message on the screen that says, "The cause of your prob­
lem is ... ," or anything even close to that. A good troubleshooting tool scans the 
environment, gathers information, and displays it. Your job is to make sense of the 
information that is displayed. In error situations, some of the tools will display inac­
curate or nonsensical information, and that will be your clue as to what the prob­
lem is. Other tools will display no information, and that will also point the way to 
the cause. Still other tools will display a screen full of numbers that are accurate, 
and that will be your clue to the cause of.the trouble, provided you know which of 
the numbers provide the dues. 

The basic tool kit 
The basic tool kit includes: 

• Your network hub's management software 
• Apple's ancient, but still useful, Inter• Poll 
• Timbuktu (or Carbon Copy) 

Your hub's wiring management software is crucial, provided it can give you the 
kind of information you need about the health of the wire on a port. Most LocalTalk 
hubs should be able to tell you the names, or at least the node addresses, of the devices 
that are connected to each port (see Figure 8-21). That lets you verify the connectiv­
ity on a port by port basis. A good Ethernet hub will tell you the link status of each 
of its ports, also a basic piece of troubleshooting information. The hub statistics are 
also valuable when they can give you a clue as to what sort of problem-jabbering, 
termination, bad wiring-may be on that port. Some hub software goes beyond this, 
of course, and may alert you when it perceives a problem. 
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Inter• Poll (see Figure 8-22) can quickly check the health of any network or zorw 

in your internet. Despite the fact that it's old and it beeps at you when you start it up 1 

it's still better at what it does than anything else. Inter• Poll's best three features an· 
that it tells you how many zones are in your internet, lists the devices in a zone, an d 
performs the echo test (described in "Using the Echo Test," found in Chapter 6). 

Timbuktu (or Carbon Copy) is a great troubleshooting tool because it makes yc n 
more effective from more physical locations. We don't recommend that you purcha1;•• 
a copy for every device in your network unless your users have other uses for screen 
sharing software, but you should have a copy loaded on all of your servers and router. 
that run on Macintoshes as well as on the network management staff's Macs. Wi1 lt 
this software, if you learn of a problem while you're away from your desk, you <:21 l 

often cope with it from where you are. With the programs beginning to support 
Microsoft Windows, these screen sharers will be even more useful for troubleshoo•:­
ing when you need to administer a Windows-based service or use a Windows-baS< rl 
troubleshooting tool. On this note, we expect to see a Windows-based SNMP con·· 
sole before we see a Mac-based console. 

330 



ml Ill 111 1.1 111 CHAPTER 8: TROUBLESHOOTING TECHNIQUES 
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We also suggest that you carry disks with you that contain your favorite trou­
bleshooting tools, including Inter• Poll and Timbuktu. A spare copy of Timbuktu is 
also useful for transferring other software over the network, so you might want to 
carry a few extra serial numbers in your wallet or day planner. 

The intermediate tool kit 
At the intermediate level, there are three types of network management tools that 

are especially useful: 

1. A traffic monitor, such as NetStats 
2. A network alert system, such as Net WatchMan or NetWORKS 
3. A system management package, such as GraceLAN or Network SuperVisor 

Two examples of traffic monitors are made by Farallon: Traffic Watch and Net­
Stats. Of the two, NetStats is more useful for troubleshooting purposes. Traffic Watch, 
used thoughtfully, can be useful for other network management functions, like resource 
allocation and planning. Except for its ability to count LocalTalk CRC errors, how-
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Figure 8-23. Farallon's NetStats 

ever, Traffic Watch is not especially useful because its time scale is not fine enough fc, .. 
most troubleshooting purposes. 

In the Network Utilization window, the finest resolution TrafficWatch can show i~ 

five seconds. NetStats (see Figure 8-23), which unfortunately works only on LocalTalk 
networks, samples 1,000 times per second and can show utilization values every Y10th :1i 
a second. That's the kind of resolution you need for troubleshooting. You need to kno• .. • 
if there's anything on the wire, and packets are on the wire only for a very short time. 

The traffic level you see in NetStats can tell you if the LocalTalk network i~ 
busy and can show you the shape of the traffic utilization. After some experime:J· 
tation and observation, you can use NetS tats to determine different kinds of tra 1-
fic on the network. The utilization profile of printing looks very different from th.! 
profile of file transfer or electronic mail. When you get to this level of familia ril l , 
you'll also have an insight into the nature of those network processes useful ftlr 
troubleshooting. For example, if user A is printing to LaserWriter A, and User B is 
printing to Laser Writer B, will they slow each other down by jamming up the m 1-
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work with traffic? How about when four users are printing to four LaserWriters? 
The answer to both of these questions is no, and this will be quite apparent after 
you become familiar with NetStats. This kind of familiarity is extraordinarily use­
ful when you're making guesses about the nature of a problem. 

Insights aside, sometimes you just want to answer the question, "Is the network 
busy right now?" On LocalTalk, NetStats will answer that question very quickly. 

On Ethernet, traffic monitors that have a fine enough time scale for troubleshooting 
are very expensive. They are a part of DOS-based protocol analyzers like the Sniffer 
or LANalyzer and are found in the hub management software of the more expensive 
Ethernet hubs. In these devices, there is special hardware and firmware that is used 
to capture and simultaneously analyze the traffic at a fast enough rate to provide the 
necessary time resolution. 

All traffic monitors have one basic limitation, however. They can tell you only 
about the traffic on the network to which they are attached. One nice feature of some 
hub management software is that you can view the traffic from more than one hub 
(and thus more than one network) simultaneously. Some even have alarms that you 
can set to go off when the traffic rises above a certain level. 

Another type of intermediate level management program alerts you to network 
problems. With the right settings, you can sometimes even learn of network prob­
lems before your users notice them. The prime examples of this type of software 
for AppleTalk networks is the AG Group's NetWatchMan and Caravelle's Net­
WORKS. Both of these products watch named services through the internet and 
report on their reachability according to time intervals you can set. This can be very 
helpful, because if a service or network becomes unreachable, you can know before 
your phone begins to ring. NetWORKS can even call your beeper or send you 
e-mail. When setting up these monitors there are many choices to make, such as 
which services and zones to monitor, how often to check them, and what actions 
to take when they are not reachable. With either of these packages, you'll need to 
experiment with these options a while before you'll set them properly. 

Some "network management" packages are not really for managing a network, 
but are instead for managing the individual systems on the network. They simply 
use the network to gather their information. These system management packages 
are not really designed with network troubleshooting purposes in mind, but they 
are useful nonetheless because of their ability to report information on the hard-

333 



TROUBLESHOOTING MACINTOSH NETWORKS ••• • II 

ware, software, and peripherals used by the devices in your network. There is nc 
clear winner in this category, but the players (for troubleshooting purposes) ar f 

CSG's Network SuperVisor, TechWork's GraceLAN, and MacVONK's Net Ocw 
pus because they can gather and display information in real time. ON Technology't 
Status*Mac may be the best tool in its class for systems administration aimed et 

preventing problems, but it is nearly useless for troubleshooting because it does rw 
gather the information in real time. A wonderful feature for these programs woukl 
be the ability to perform automatic comparisons between two configurations an•: 
simply give you the results comparing, for example, two similar devices, all tt f' 
devices within a class, a device and its standard configuration, or a device as it ·,, 
configured today and the way it was configured at a previous time. These compa · 
isons would be very useful for troubleshooting because they could help you answc' 
such questions as "Why are these three devices behaving normally, while this fout1 h 
one of the same type is having trouble?", or "This device was working perfectly ~~~rr 

Friday. Why is it not working today?" Unfortunately, while all of these compar 
isons are useful for analysis, they currently must be performed by the "softwar<" 
in your brain. With today's software, you can use the system management package, 
only to gather the information, not to analyze it. 

The only exception to this rule is Teknosys' Help! (see Figure 8-24), an analy$ ;; 
package that will analyze a single Macintosh's configuration for thousands of known 
configuration problems. Help! currently has no ability to work over the network or wi :h 
data gathered by the other system management packages, but that will probably challJ !;~ 

before too long. For now, you'll have to run this on each Macintosh individualJy. 

Diagnostic Results 

Summary 

e Congratule.tions! Help! has not detected eny critical problems which are known to cause system errors. 

~ Caution: Help! has detected 13 non-<:titicel problems which may cause a.bnonnel system behavior. 

~ Note: Help! has detected 8 conditions which are not necessa.tily problems, but you may went to look into. 

Figure 8-24. The first few lines of Help! 's information and analysis of a Macintosh's 
hardware and so«ware configuration. 
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The advanced tool kit 
At the advanced level, you need a protocol analyzer to look at the packets. There 

are two basic types: software that runs on a Mac and costs less than $1000, and a 
software/hardware combination that runs on a DOS machine, which is always over 
$10,000 and usually over $20,000 before the device will provide all the capabilities 
you need. While the DOS-based protocol analyzers are very powerful, the Mac-based 
analyzers are easier to use. No one would ever buy a Mac-based protocol analyzer to 
analyze a network if Apple Talk was just one of the protocols they needed to analyze. 
No one should buy a DOS-based protocol analyzer just to troubleshoot Apple Talk. 

If you do consider getting a DOS-based analyzer, make the decision based on 
how it handles a number of protocols, not just Apple Talk. If you buy a Mac-based 
analyzer, it's probably best to judge it solely by how it handles Apple Talk. We have 
used most of the major contenders in this area, but for 95 percent of the Apple Talk 
troubleshooting we do, we prefer to use one of the Mac-based troubleshooting 
tools. The DOS-based analyzers are best used in the rare times when you need to 
capture a mountain of packets or when you have an Ethernet that is overflowing 
with traffic. 

The two main contenders for Mac-based analyzers are Neon's NetMinder Eth­
ernet and the AG Group's EtherPeek (both companies also make a LocalTalk prod­
uct that has similar features). While they are both less expensive than any of the nos­
based analyzers, they are still costly enough that you probably won't buy both. We're 
sure that you'll have equal success with either one. We happen to prefer the AG Group's 
products because overall we find them slightly easier to use, but we have colleagues 
whose opinions we greatly respect who prefer Neon's product. 

A protocol analyzer lets you watch the network process. When you capture the 
packets, you see the information that the devices exchange. Watching the informa­
tion exchange between two devices allows you to chart their progress as the devices 
conduct their network business, but the information they send-the commands they 
give, the questions they ask, the answers they give-also allows you to peer into each 
device's internal processes. Most expert troubleshooters actually endow the devices 
with animate characteristics and needs. They say things like, "Okay, so this router's 
just learned about network 23, but he still doesn't know what 23's zone name is, so 
he asks the router who told him about network 23 for the zone information with a 
ZIP Query. Since the ZIP Query wasn't answered, it means that the router that he 
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asked (the router who advertised network 23 in the first place) doesn't know whu:: 
zone goes with network 23, either." 

Talking this way and thinking of the devices as animate helps you understand 
their roles in the network process. It also helps you remember which devices are whkh 
because you can get beyond the bloodless view of Ethernet addresses and CPU typ~s. 
You can actually take the viewpoint of an individual device, placing yourself in its sit .. 
uation and asking questions such as, "What is being asked of me, what do I currentl~r 
know about the network, what do I need to know in order to complete this tas:~, 
where is that information kept, and how do I ask for this information?" 

Protocol analyzers take longer to learn to use properly than any other tool in your 
kit. Once you become an expert at protocol analysis, however, it will frequently be 
the second software tool out of your bag (after Inter• Poll) because it makes all of d:u: 
information on the network visible. 

Summary 
An expert troubleshooter requires the following tools: 

• The network hub's management software 
• Inter• Poll 
• A screen-sharing program like Timbuktu or Carbon Copy 
• A traffic monitor 
• A network alert system like NetWatchMan or NetWORKS 
• A system management package like GraceLAN or Network SuperVisot 
• A protocol analyzer like EtherPeek or NetMinder Ethernet 

When a network has a problem, your troubleshooting tools are useful only :.f 
you've used them before. Besides the expertise of their use that comes with famili~~r­
ity, you also need baseline data to compare to the data you measure when the nt!l:­

work is unhealthy. 
In many areas of network management and troubleshooting, our current gem:r­

ation of tools are under-powered and our management options are limited. Becatue 
of this, we need to be clever and creative about how we approach troubleshootit:if~· 
We often need a variety of tools and approaches because each tool or approach c:m 
only provide us a limited view of the problem and its environment. We often neet!l a 
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more global view that can be assembled from multiple views, even if the problem may 
sometimes seem to be seen as through a kaleidoscope. 

Developing a deep understanding of the underlying protocols, technologies, and 
components is critical to our success as troubleshooters. On the other hand, every­
thing changes in networking, so old understandings are constantly stretched and give 
way to new concepts. We are both blessed and cursed by working in a field that offers 
a never-ending supply of information to learn and incorporate. 
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CHAPTER NINE 

Case Studies 

Since in the process of printing, the Mac and the Laser Writer exchange Postscript 
commands, you can understand the details of the process by reading the packets. Trou­
bleshooting a printing process can be intimidating at first because of all the Postscript 
code inside the packets. Most network managers are unfamiliar with the PostScript 
language, but as you will see, PostScript uses commands that are or are similar to Eng­
lish words. In addition, these commands are described in widely available reference 
manuals. (Some of these are listed in the bibliography.) 

Because you can so easily follow the process, printing problems lend themselves 
particularly well to troubleshooting in process mode; however, troubleshooting almost 
always starts in hunch mode. As the following case study demonstrates, hunch mode 
helps you gather clues and develop theories when the user is stymied. 

Troubleshooting a Printing Problem 
In this particular case study, hunch mode even led to a solution, although not a 

great one. The analysis then switched to process mode to explore the boundaries of 
the problem and find a better solution. 

A little help with terminology: The printer in this example is a GCC BLP liS, 
which is similar to a Laser Writer NTX in performance and use. We'll refer to it as the 
BLP from now on. The term "Laser Writer" refers to Laser Writers as a class of devices. 
"Laser Writer driver" refers to the Chooser extension file (which Apple formerly called 
an RDEV) that drives all Laser Writers, including the BLP. 

What happened 
A user had a disk that contained, among many other files, a nine-page Microsoft 

Word 4.0 document consisting of text and graphics. The user printed it from a Mac 
Portable in background mode (using PrintMonitor) to the BLP. 
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The user's description: "After starting the print job, I walked away from th 1· 

portable. When I returned, I saw the Notification Manager's blinking icon and a meli·· 
sage saying that PrintMonitor needed my attention. When I brought PrintMonitor '1:1 
the front, it said that the document was okay, but it couldn't be printed because o( a 
PostScript error." 

The first thing we did was repeat the user's procedure, with one exception: WI! 

printed the document with PrintMonitor in the foreground so that we could see a II 
the status messages coming from the printer. The job proceeded normally at first: 

1. Pages to Print: 9 
Looking for LaserWriter "TNG Laser." 

2. Pages to Print: 9 
status: starting job 

3. Pages to print: 9 
user: Amr; document: Instructions2; status: processing job 

4. Pages to print: 9 
user: Amr; document: Instructions2; status: preparing data 

5. Pages to print: 8 
user: Amr; document: Instructions2; status: preparing data 

Then the screen message in Figure 9-1 appeared. 
Since status messages in the PrintMonitor window come from the BLP and ru:11: 

from the Mac, whatever the nature of this error, it occurred as the BLP was trying ·:o 
turn the Portable's PostScript instructions into a printed page. 

First, we checked the BLP printer manual. It said that messages in this format are 
generated by the standard error handler, and we should check the PostScript Lel!•J·· 
guage Reference Manual. By checking through a few PostScript and Laser Writer r•~l~ 
erence manuals, we learned that the command "exch" asks the Laser Writer to exchange 
two variables in its current stack. If the stack doesn't contain valid variables in b~ci'l 
stack positions, you get the "stack underflow" error. Since "exch" is a common PQ1,J·· 
Script command, there's no telling where this error occurs in the printing process witlh ·· 
out a little digging. We began by stating the problem. 
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PrintMonitor 

Waiting ________ ._. 

( Cancel Printing ) ( Set Print Time... ) 

Printing Status: lnstructions2 
Pages To Print: 8 
Error: stack un de rf 1 ow; 0 f fending Command: ex c h 

Figure 9·1. During a printing session, this message appeared on the screen. The print session on this nine­
page document terminated without a single page printed. Messages like this one that occur In the middle of 
the Job appear only when you have PrlntMonltor In the foreground. 

Problem Statement: Something in the document causes PostScript errors on 
the BLP. 

Having stated the problem, hunch mode was a natural choice. We knew that this 
was some kind of software error because the problem occurred in PostScript. Next we 
needed to consider the software involved, including the application (Microsoft Word), 
the Laser Writer driver, the system software, and the PostScript interpreter in the BLP. 

First pass-hunch mode 
Since the portable was running on System 6.0.7 and the Laser Writer driver it used 

was from System 7, we thought that there might be an incompatibility problem between 
the driver and the system. Nothing we've ever read about using the System 7 driver 
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on a System 6 machine would indicate this possibility, and the user had operated tilt'! 
portable in that configuration for quite some time, but the equipment and softwan! 
used to create the document was from an unknown source. Because we had no known. 
edge of the document's contents other than what we'd seen on the screen, we mru!lt: 
software incompatibility our first theory. 

Current Theory 1: The System 7 Laser Writer driver, used in conjunction wnJ, 
System 6.0.7, is incompatible with something in the document. 

To test the incompatibility theory, we printed the same file from a Mac ru~tg 
System 7 and got the same error response. So we removed the System 7 LaserWritt!!i 
driver and installed a System 6.0.7 LaserWriter driver and Laser Prep system docu~ 
ments on the portable. When we printed the file from the portable once again, du~ 
Laser Writer, after reinitializing itself, printed the document without error. 

Despite the fact that hunch mode cured the problem-we were able to print du~ 
document-we didn't consider the cure completely acceptable. We couldn't keeps,~·· 
tern 6 on the portable to let the user edit and print the remaining documents at at'!' 
time, because the rest of the office used System 7 drivers and we didn't want to ha1n~ 
the printer engaging in time-consuming reinitializing over and over. We needed to fUl:d 
a way to print the documents from System 7 Laser Writer drivers. 

At least we had the document to look at. We looked it over for any clues. It wu~ii 
nine pages of text and graphics, with two or three graphics per page. It appeared to 
have been created by a fairly advanced computer user, since it incorporated many felit ~ 
tures that beginners don't use, such as vertical lines, tables, and footnotes. Most pf 
the graphics were screen dumps enhanced with text annotation and arrows. Altholl@;h 
there didn't seem to be any color graphics, judging by the printed page and by wm:tt 
we saw on the screen of the System 7 print test, color graphics on Laser Writers (J•r 

BLP's aren't usually a problem in the printing process (aside from the fact that du~ 
print quality of the graphics might not be very high). 

Hunch mode had shown that something in the file was compatible with Syste~:n 
6 LaserWriter drivers but incompatible with the System 7 drivers. Since Microsottt 
Word 4.0 definitely is compatible with System 7, the most likely conclusion was th;ut 
there was an object in the file created by an application that is not System 7-compat­
ible-probably one of the graphics. Since Microsoft Word has no native graphics abil­
ity, any graphic in the document would have had to come from another application. 
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The next question was which graphic, and from which application? To answer this 
question, we needed to switch to process mode. 

Second pass-process mode 
First we thought about the available clues. Although you should constantly ver­

balize or write down your theories and clues, it's especially important when you switch 
troubleshooting modes. 

Current Theory 2: Some graphic object in the file is incompatible with the 
System 7 Laser Writer driver. 

Clues: 
• Since there were nine pages in the document and the error message showed 

eight pages left to print when the error occurred, the incompatibility was 
probably on page 2. 

• The offending command "exch" was discovered by the Laser Writer and not 
internally m our Mac. We knew this because the message text appeared in the 
status window of PrintMonitor. As mentioned before, these status messages 
come from the Laser Writer. 

For reference, Figure 9-2 shows a 50 percent view of page 2 of the document we 
were trying to print. 

Exploring the trouble process 
The next step was to find the place in the file where the Laser Writer encountered 

the problem. We opened Word again and printed the file from the System 7 Mac, cap­
turing the packets with LocalPeek. We also created a PostScript file for reference pur­
poses. You can do this by using the destination checkbox in the Print dialog box. This 
PostScript file, created by the Laser Writer driver, contains all the information sent to 
the printer-and a bit more. 

The PostScript file, readable with any word processor, contains all the information 
that a LaserWriter (or a BLP) could ever possibly need to print the document-all the 
font definitions, user dictionaries, and so forth. Some of this information, however, is 
already stored in the BLP, and the Laser Writer driver tries to avoid sending redundant 
information. When the Laser Writer driver (LD) handles a normal print job, it asks the 
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BLP what information it currently has in memory and compares it to what is neede:l 
for the document. For example, it asks which fonts are in the printer's memory ant: 
downloads only the fonts in the document that the printer doesn't already have. 

T11• ICI!tverk Group 
1 28 N. B2nd Str~~ t 
Stattlt 'VIA 99103 

(2010) 799-31 11 
FA>< : (206) 784-7023 

P.ppl•Lillk : lNGSllt:S 

Th.ank you fol' PUI'ChUillg our App.lt hlk Rtftrtnc~ St~ek, -AT Rtf~l'fiiCt 2.0"1 If y.ou 'rf 
vtry f<>mili~r 'With HyperC~rd ~nd tl'lt Mlo, ~ou can prob~bly skip tl'ltse ins:truotions. Wt 'vt 
p betd 1h•m Ml't -just in ust" . 

.l)~ystem Reguirements: 

To u~• til• shck, you .,;n ~ lso nt~d : 
P.) HyptrCard 2 .1 or hightl' 
B) A Hom~ stack 

::0 HyperCard 2.1 01 
2 iltMS 125.2 MB In disk 32. 1 MB avallablt 

~ ~ ....... Hl,iporl:Md 

¢1 

C) Ap.pro><irnat~>ly I MB frte space on youl' 1\~l'd disk. 
()) Appro><irnately I MB offre-~ RAM, m.ort is bl>thr. 

Q 

~ 
It;) Q] 

Z) lnstolling_your Al!l!leTo!k Reference Stock: 
To iMb11 this rt.ack on y.our ~I'd drivt, ins:trt tht floppy Mid drlQ till! filf.- AT 
R~ftrtnc. 2 .0 .SEA" into your HyptrClrd foldtr. 

00 -Drag~ LJ 
AT Rtftrtnct 2 .0 .SEA H~ptrCard 2 .1 

Thofn, t j.ct tb• floppiiJ disk by dYaqginQ the disk icon (not tilt fil~ icon) into 1ht 
trut.. If you ~,..• unfaNiili~l" "'ith tMs woetdur•, youl" M~eintosh Rtftr•no• MlriU ... I 1\u 
mol't dl>t~ils: . 

Figure 9-2. The current theory is that one of the graphic objects on this page Is 
incompatible with the System 7 LaserWriler drivers. 

The PostScript file (PSF), on the other hand, contains a font definition for every fotn 
in the file, so this file almost always contains more information than would normalh 
be sent during printing. Whatever the offending object was, it would be contained ir 

344 



[] 1!1 BIB II II • •••••••• CHAPTER 9: CASE STUDIES 

the PSF as well as in the packets. The PSF is easier to read because the PostScript instruc­
tions are all in one place rather than spread out over hundreds of packets. 

To get a feel for the print job, we loaded the PSF into Word and numbered the lines 
(using Renumber ... , found in the Utility Menu). There were 7840 lines of PostScript 
code. Then we replaced all instances of "exch" with "exch". This changes nothing, of 
course, but it let us know that there were 292 instances of "exch," the command that 
caused the stack underflow error. Then we got an idea of where the document pages fell 
in the PSF by searching for Page 1, Page 2, and so on. This search showed us where the 
information for a specific page began. The pages came out like this: 

Instructions For: Started On: Instructions For: Started On: Page 1: Line: 525 
Page 6: Line: 4469 
Page 2: Line: 1210 Page 7: Line: 5547 
Page 3: Line: 1764 Page 8: Line: 6627 
Page 4: Line: 2934 Page 9: Line: 7810 
Page 5: Line: 3733 

Since we suspected that the problem was on page 2, we selected the lines 1210-
1764. in the PSF and counted the number of instances of "exch." This count showed 
only seven instances. When we looked to see where "exch" was located in the descrip­
tion for page 2, we found that they all occurred in the selection below: 

1237. % P2 Header - Version 2.0-14 -Copyright 1988 Silicon Beach 
Software. Inc. 

1238. userdict/md knowntcurrentdict md eqllfalselifelsetbulif 
currentdict/P2_d known nott/P2_b(P2_d 

1239. beginlbind def/P2_d 26 diet def userdict/md knowntcurrentdict 
md eqllfalselifelse P2_b dup dup 

1240. /mk exch deflmd/pat known md/sg known md/gr known and 
andltfalselifelse/pk exch deftmd 

1241. /setTxMode knownltfalselifelse/sk exch def/blbind def}bind 
def/satmatrix currentmatrix P2_tp 

1242. concat aload poplb/sblmatrix currentmatrix exch concat P2_tp 
matrix invertmatrix concat aload 

1243. poplb/setmatrix astore setmatrixlb/bb(gsave P2_tp concat 
newpath movetolb/bctcurvetolb/bl 
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1244. {linetolb/bx{closepathlb/bp{gsave eofill grestorelb/bflscal~ 
1 setlinewidth strokelb/be 

1245. {grestorelb/pl/gf false deflb/g{/gf true deflb g pkl/_pat/pa1 
load def/_gr/gr load defll/_gr 

1246. div setgraylblifelse skl/_sTM/setTxMode load deflif/gxl/tg 
exch def}b 0 gx end P2_b pk 

1247. end{/pat{P2_b gffend pop sg}{/_pat load end execJifelseJbind 
defJI/patfP2_b pop _gr endlbind 

1248. deflifelse P2_b sk end{/setTxModeiP2_b/_sTM load end 
exec P2_b tg/_gr load end exec}bind defl 

1249. {/setTxMode{pop P2_b tg/_gr load end exec)bind def)ifelse)if 
1250. 0 pen 
1251. 526 gm 
1252. 525 1 in 
1253. 159 1 index neg 1 index neg matrix translate 3 1 roll 
1254. currentpoint 2 copy matrix translate 6 1 roll 
1255. 575 gm 
1256. 576 1 in 
1257. 207 currentpoint 1 index 6 index sub 4 index 9 index sub div 
1258. index 6 index sub 4 index 9 index sub div 
1259. matrix scale 11 1 roll 
1260. [ 9 1 roll cleartomark 
1261. 2 roll matrix concatmatrix 
1262. exch matrix concatmatrix 
1263. /P2_tp exch def P2_b mk end{bnlif 
1264. 1 pen 
1265. 215 gm 
1266. 214 1 in 
1267. T 51 48.95046 525 150 14 107 103 T 1 db 
1268. 0000000000000000000000000000 
1269. 0000000000000000000000000000 
1270. FFFFFFFFFFFFFFFFFCOOOOOOOOOO 
1271. FFFFFFFFFFFFFFFFFCOOOOOOOOOO 
1272. FFFFFFFFFFFFFFFFFCOOOOOOOOOO 

In PostScript, the "%" sign begins a comment, and comments begin functioru1l 
sections of the PostScript instructions. As you can see, line 1237 contains a commeli~l 
that includes the words "Silicon Beach"-the name of the company that makes the 
graphics application SuperPaint. The hexadecimal data that begins on line 1268 i:; 
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the beginning of a bitmap. From this, it is obvious that lines 1237-1267 and all the 
hexadecimal beyond are part of the graphic. 

Checking the document that Apple ships along with System 7 upgrades-System 
7: Compatibility With Selected Hardware and Software-we found that Silicon Beach's 
Super Paint 2.0 is listed as mostly compatible while version 2.0a is listed as fully com­
patible. Time to update Current Theory 2. 

Current Theory 3: A graphic object created by Super Paint 2.0 is incompati­
ble with the System 7 L W driver. 

Clues: 
• The offending command "exch" occurs seven times in a graphic definition 

on page 2 that was created by SuperPaint. 
• SuperPaint 2.0 is listed as only "mostly compatible" with System 7. 

Although we'd identified this graphic on page 2 as a problem, we wondered if 
there were other graphics that might also have a printing problem. To investigate, we 
looked through the PSF to find out if there were any other instances of "Silicon Beach." 
To our surprise, we found the first instance of "Silicon Beach" on page 1 at Line 660. 
Again, "Silicon Beach" was in the comment at the beginning of a graphic definition 
shown below. 

660. % P2 Header · Version 2.0·14 · Copyright 1988 Silicon Beach 
Software. Inc. 

661. userdict/md knownlcurrentdict md eqJ!false)ifelse{bu)if 
currentdict/P2_d known not!/P2_b{P2_d 

662. beginlbind def/P2_d 26 diet def userdict/md knownlcurrentdict 
md eqllfalselifelse P2_b dup dup 

663. /mk exch def{md/pat known md/sg known md/gr known and 
and}lfalse}ifelse/pk exch def{md 

664. /setTxMode knownllfalse}ifelse/sk exch def/blbind def)bind 
def/sa{matrix currentmatrix P2_tp 

665. concat aload pop)b/sb{matrix currentmatrix exch concat P2_tp 
matrix invertmatrix concat aload 

666. poplb/se{matrix astore setmatrix}b/bblgsave P2_tp concat 
newpath moveto}b/bc{curveto}b/bl 
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667. {lineto}b/bx{closepathlb/bp{gsave eofill grestore}b/bf(scale l 
setlinewidth strokelb/be 

668. {grestore}b/pl/gf false def}b/gl/gf true deflb g pk{/_pat/pat 
load def/_gr/gr load def}{/_gr 

669. div setgraylblifelse sk{/_sTM/setTxMode load def}if/gx{/tg 
exch deflb 0 gx end P2_b pk 

670. end{/pat{P2_b gftend pop sg){/_pat load end exec}ifelselbind 
def){/pat{P2_b pop _gr endlbind 

671. deflifelse P2_b sk endl/setTxModeiP2_b/_sTM load end exec P2.t 
tg/_gr load end execlbind defl 

672. {/setTxModelpop P2_b tg/_gr load end execlbind deflifelselif 
673. 0 pen 
674. 74 gm 
675. 73 1 in 
676. 29 1 index neg 1 index neg matrix translate 3 1 roll 
677. currentpoint 2 copy matrix translate 6 1 roll 
678. 104 gm 
679. 105 lin 
680. 71 currentpoint 1 index 6 index sub 4 index 9 index sub div 
681. index 6 index sub 4 index 9 index sub div 
682. matrix scale 11 1 roll 
683. [ 9 1 roll cleartomark 
684. 2 roll matrix concatmatrix 
685. exch matrix concatmatrix 
686. /P2_tp exch def P2_b mk endlbnlif 
687. 1 pen 
688. -257 gm 
689. -258 lin 
690. T 32 43.90908 73 150 6 33 46 T 1 db 
691. 000000000000 
692. 000000000000 
693. 000000000000 
694. 07FFFFOOOOOO 

To our eye, this graphic definition from page 1 looked quite similar to the sus·· 
pect graphic definition on page 2. Looking further, we found three more instance!; 
of a SuperPaint definition on page 1. Now we weren't sure about our SuperPaint 
theory. We'd suspected the error to be on page 2 because PrintMonitor's error mes·· 
sage said there were eight pages (of nine) left to print. It seems we should have sus .. 
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pected that the error was on page 1, since no pages were printed. We made a men­
tal note to base future hunches on the number of pages printed rather than on the 
number in the status window. Then we remembered that since the printer has a 
buffer, the printer may have discovered the error in page 1 while the Mac was load­
ing the instructions for page 2. 

Had we stopped here, we still wouldn't have been able to accomplish our goal solu­
tion. The user still would need a System 6 Laser Writer driver to print the documents, 
and we didn't want a mixed network. We knew that if we looked into the packets, we 
could discover more information that might help us create a better solution. To help us 
decide whether or not to continue, we made a list of all the things we didn't know. 

The first unclear item was that our whole troubleshooting analysis was based on 
reading the PostScript file, which isn't necessarily what is sent to the printer. Remem­
ber, the Laser Writer driver can decide not to send information that appears in the PSF 
if the Laser Writer already has that information. Looking inside the packets would tell 
us more precisely where the offending "exch" occurred. We could find out whether 
all, only portions of all, just one, or none of the Silicon Beach definitions were sent. 

The second unclear item is that we had no idea how much data had been deliv­
ered before the BLP discovered and reported the error. Looking in the packets, we 
could find the exact moment that the Laser Writer reported the PostScript error and 
then search through the packets immediately before that for instances of "exch." 

Because there was still more to learn, we decided to continue. Perhaps in finding 
out what we didn't know, we'd also discover a better solution. 

Examining the printing packets 
When you first approach the printing packets, try to get a feel for the entire print­

ing session in the same way that we got a feel for the PSF. There are several phases to 
a print job. While these are discussed in more detail in Chapter 7, "Processes: Print­
ing Process Description," we'll repeat some of that information here to help you gain 
a feel for the print job. 

The entire printing session is driven by the LD, which does the following: 

1. Locates the printer from the Chooser name and finds its Apple Talk address 
2. Establishes a session with the LaserWriter 
3. Queries the LW to find which version of the Laser Prep dictionary is loaded 
4. Queries the LW to find which fonts are loaded 
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5. Restarts LW or downloads additional dictionary information, dependu1n; 
on query results 

6. Sends a description of the job (user name, application, document nam1~~. 
number of copies) 

7. Sends the document characteristics 
8. Downloads any additional fonts needed (this may occur in body of print 

info) 
9. Sends the actual page descriptions 

10. Closes the printing session 

When we captured the packets, we used address filtering to capture only those pacl1: · 
ets sent by the BLP or the portable. If we hadn't done that during capture, we'd have l1U 

filter out all the other packets at this time to make the print session easier to follow. 
The unsuccessful print session used 221 packets and lasted for 17 seconds. Tiu! 

table below shows where the different sections of the job started, the packet numbtu, 
the time of the packet, and the search string used to find them in the print captur~!l. 
The initialization information is shown as N/A, since it wasn't needed for this job. 
Also, the PostScript code for page 3 was never sent because of the error. 

Section Packet# Time (sec) Search String 
Locate BLP 1 0 $74657201 

Establish print session 5 2.1 $020000 

Query prep version 11 2.6 ProcSetQuery 

Query for fonts 23 3.6 FontListQuery 

Font List Reply 26 3.7 Oblique 

RestartLW N/A N/A Restarting 

Additional Prep Info 38 4.8 BeginProcSet: 

Download Fonts N/A N/A BeginFont 

Doc Characteristics 122 9.9 DocumentSetup 

Begin Print Info 123 9.9 Page 1 

Page 2 begins 165 14.1 Page 2 

PostScript error reported 183 16.0 Offending 

Page 3 Begins Canceled N/A Page3 
Session Ends 221 17.2 $070000 
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Since we knew the page breakdown, we catalogued the instances of "Silicon 
Beach" relative to the page numbers and also found the packet where the error was 
reported. 

"Silicon Beach" 
Instance Packet Page 

1 125 1 
2 132 1 
3 140 1 
4 146 1 
5 166 2 
6 179 2 

Error Reported 183 2 

Looking at the Word file we were trying to print, we saw that there were four 
graphic objects in the instructions for page 1 and three graphic objects in the instruc­
tions for page 2. We concluded that a new "Silicon Beach" dictionary definition was 
sent for each graphic object and that the third definition on page 2 wasn't in the packet 
trace because the print job was canceled before it could be sent. 

Question: Why did the BLP allow six Super Paint graphics to be sent before 
reporting the error? 

It occurred to us that since the 2MB BLP has a buffer of some size, it may have 
taken in a good batch of data before it started to work on the PostScript code. It might 
have "choked" on the very first graphic and reported the error while the other five 
graphic objects were sitting in the buffer waiting to be processed. On the other hand, 
maybe each of the graphic objects had different characteristics, some of which were 
compatible with the System 7 Laser Writer driver and some of which were not. 

We individually tested the seven graphics on the first two pages by copying them 
into a document by themselves and printing them one by one. Of the seven graphics, 
four could be printed and three could not. We examined their characteristics to dis­
cern a pattern. The pattern revolved around whether the graphic object was created 
in SuperPaint's Draw mode or its Paint mode. The results are as follows: 
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Page • Figure Could it Print? SuperPaint Mode 
Page 1-Figure 1 Yes Paint 

Page 1-Figure 2 Yes Paint 

Page 1-Figure 3 Yes Paint 

Page 1-Figure 4 No Draw 

Page 2-Figure 1 Yes Paint 

Page 2-Figure 2 No Draw 

Page 2-Figure 3 No Draw 

The difference was obvious. The graphic objects that could print were all re:rt~ 
dered in SuperPaint's Paint layer-they were bitmaps. The graphic objects that didl)t't 
print under System 7 were Draw objects. By using a screen capture utility (Flash.:lr 
2.1 ), we took snapshots of all of the Draw objects and replaced them with their snelj~ .. 
shots. The two pages then printed without an error. 

The memory buffer did have an effect on the precision of the diagnostic metho:L 
The BLP choked on the fourth Super Paint graphic, but allowed two more graphics to 
be sent before reporting the error. 

Conclusion: It pays to keep going 
The preceding situation is an example of continuing the troubleshooting proce~) 

past the point of the first, most obvious solution. At two points in the investigatic·n 
we could have called the job complete, but in both instances continuing the investi. 
gation refined the solution. These more refined solutions provided something mort! 
than just idle intellectual satisfaction; they allowed a wider latitude of choices for tbe 
user in coping with the situation. 

Hunch mode offered the solution, "Print with the System 6 LaserWriter drivc:r 
and everything will be fine." This is a workable solution in that it provides a way ~~~; 
printing the files, but it has the unfortunate side effect of creating a network witb 
mixed LaserWriter drivers, which means that the LaserWriter will frequently need 
reinitializing. While some Laser printers reinitialize very quickly, most printers ne~cl 
at least a couple of minutes. Because the user's workstation is engaged in the procem. 
of reinitializing, this solution isn't very attractive; most users don't want to wait th411· 
long. Some network managers might at this point designate one Laser printer a Syu· 
tern 6 device and another a System 7 device. 
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Continuing the investigation, we discovered the solution "Get an upgrade to 
SuperPaint 2.0a and everything will be fine." The problem with this approach is the 
time delay between ordering and receiving the upgrade, especially if users have files 
that need to be printed right away. 

The final solution we discovered was, "Convert all your graphics to paint objects 
and everything will be fine." This too has an undesirable side effect in that paint 
objects are printed at lower resolution (72 dpi) than draw objects (the resolution of 
the printer), but now the user has a range of solutions available. 

The solution we'd like to find is a way to print the graphics in these files-and 
any graphics like them-at the highest possible resolution before the SuperPaint 
upgrade arrives. We can continue to explore this incompatibility problem by trying 
other methods, such as copying the graphics to the Scrapbook, then to another draw 
program like Canvas or MacDraw, and then back into Word. 

Many tools and references 
We "threw the book" at this problem, using PostScript reference manuals, disk 

editing tools, packet analyzers, Apple manuals, and other sources of information. This 
kind of research is often necessary for a problem occurring in the higher layers of the 
protocol stack. PostScript is a presentation layer (Layer 6) protocol, dependent on 
many lower layers to function properly. Many printing problems are caused by lower 
layers. In this case, however, it was caused a PostScript language incompatibility. 

As we mentioned in the Preface, networks involve many components in complex 
interaction with one another. No person can remember everything necessary to trou­
bleshoot problems like this one, so it's important to have a range of books and resources 
available, like the ones mentioned in the bibliography. You don't need to read them 
all right away, but you should become familiar with the information and approach 
of each book. 

Troubleshooting a Router Problem 
We began looking into a very puzzling problem in Chapter 3, when we discussed 

how to get started troubleshooting network problems. Let's review what we discussed 
at that point. 

We were confronted with a situation in which a particular Macintosh was unable 
to gain access to a specific server. The user initially attempted to mount the server vol-
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ume using an alias that had worked without problems several times in the past but 
was now failing consistently. 

Using the Chooser to double-check the proper operation of the alias file, we di!i~ 
covered that the server could not be found there either, at least not in the zone whe1:1~ 
we expected to find it. Other servers could be located and mounted correctly, but not 
the one we wanted to access. At the least, it seemed as though the AppleShare work~ 
station software was working properly. 

We got as far as using Inter• Poll to double-check the correct operation of thu~ 
Chooser. The results we obtained here were identical to the previous ones. No serve::· 
of the specified name could be found in the zone indicated. 

Next, we checked to see whether we could see the server on a nearby Macintosh. 
That machine failed to locate the server as well. Clearly, the problem was not isolated 
to a single system on the network. 

At this point, we called the administrator responsible for the server to see if it had 
been taken off-line for any reason. We discovered that not only was the server on-litu~ 
and available, it was currently being accessed by several other users on the network 
Moreover, none of the current users had reported any problems in using that server. 

Upon inspecting one of the Macintoshes that was able to access the server, ~t 
noted nothing particularly unusual. It could access, dismount, and remount the servQr 
Both the Chooser and Inter• Poll clearly showed the server as being available on th~:­
network. The Mac accessing the server showed no significant differences in eithe·t 
hardware or software configuration. 

At this point we went back to look at the network layout documentation to set! 

if we could come up with any obvious common factors that might explain why tbt: 
two Macintoshes displaying the problem might be having difficulty accessing thr. 
server. For instance, we suspected that the two problem Macs might be on the same 
cable and the cable might be broken or improperly terminated. 

Unfortunately, we found nothing on this score, either. The two Macs were on sep~ 
arate Ether Talk networks. One of them, as a matter of fact, was on the same EtherTaJl,; 
network as the server! 

As another cross-check, we enabled file sharing on each of the two Macs to set: 
whether they were able to see each other. In fact, they could. Each Mac was able tn 
access the other's hard disk with no apparent problems. 

At this point, however, we noted a real peculiarity. We went back to the Macin·· 
tosh that was able to access the server to try to log in to one of the problem Macin .. 
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toshes and discovered that while it can access the original server, it can't see either 
one of the problem Macintoshes! 

The situation, as we currently understand it, is displayed in Figure 9-3. 

Network Number 13000 ~ These Macs can't ___ _.... __ ..,... ___ ....;..;..; __ ...___,,.....__ see the server. They can, 

however, see each other. 

Network Number 14000 

Figure 9·3. This figure summarizes what we know about our situation at the moment. 

We verified this result with both the Chooser and Inter• Poll and in both cases 
came to the same conclusion: the Macs manifesting the problem were apparently invis­
ible to the Macs that were not. 

Getting into details 
So where do we go from here? It's probably time to break out our network ana­

lyzer and see what is actually transpiring on the wire. 
We can begin by capturing some NBP packets at various points on the network. 

This seems a reasonable way to proceed because our problem seems to be related to 
some vagaries in the way NBP is operating. In a normal situation, the Macintosh try­
ing to access the file server sends out (either directly or through the mediation of a 
router) LookUp frames for AFPServers in the selected zone; the server responds with 
LookUpReply frames, returning its name and Internet Socket Address. 

355 



TROUBLESHOOTING MACINTOSH NETWORKS • il 11 II mli 

Apparently, this sequence of events is failing somewhere. We'd like to find our 
where things are breaking down. 

We start the next phase of our investigation by setting up a Macintosh runninJ~ 
Ether Peek on network number 12000, alongside the Macintosh that originally mao .. 
ifested the problem. We set EtherPeek up to filter all frames except those going to or 
from the problem Mac, using the Ethernet address of the Macintosh's network inter .. 
face card. Further, we know that unlike Apple Talk addresses, Ethernet addresses al'l!! 
static and will not be changing. We start EtherPeek, go over to the problem Macin·· 
tosh, and open the Chooser. 

After a few minutes, we stop EtherPeek and inspect the results. We see that Wl:: 

have collected a number of NBP broadcast requests directed to the router between 
Ether Talk networks 12000 and 13000, but no responses are coming back. This cor·· 
responds to the symptoms we have been seeing, but it offers no insights into the nanw:: 
of the difficulty. 

We next set up EtherPeek on a Macintosh on network 13000, the same cable seg·· 
ment on which the server resides. Here, we configure it to filter all packets exceptt 
those going to or coming from the router's port on this network, again using the Etb·· 
ernet address. To cut down on the amount of data we might have to wade througb., 
we also set it up to filter everything transmitted by the router other than NBP frames 
since these are what we are primarily interested in. This excludes RTMP and ZEf' 
frames in particular, because these are not what we are immediately looking for. 

Again, the results validate what we've seen previously, but they don't reall1' 
help us understand the cause of the problem. The router is dutifully sending ou·r 
LookUp frames on behalf of the original Macintosh. The server, however, is fail·· 
ing to respond to them. 

We clearly have a case of a process not working here. Apparently, there is some 
sort of "defect" in the NBP Lookup frames the router is sending to the server. As 'WI! 

sit back down at the first Macintosh, looking glumly at the Chooser display, we real· 
ize something: the other Macintosh that cannot access the server is responding to tht! 

LookUp frames! 
Of course, we knew this already, even if we did not focus on it. But now we hal! I! 

something to focus on, possibly to some advantage. The server responds to LookUps 
from the Mac on net 12000; the Mac on the same net does not. The Mac on the 
server's net, on the other hand, answers LookUps from the original problem Mac:, 
while the server does not. It occurs to us at this point that by comparing the nv.:1 
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LookUp frames, we can possibly spot a difference between them. If we can, we might 
well have located the approximate cause of the problem. 

The unsuccessful LookUp packet-the one to which the server fails to respond 
but which is answered by the other problem Macintosh-appears as follows: 

Long DDP Header - Datagram Delivery Protocol 
Dest. Network: 1300 
Source Network: 1300 
Dest Node: 255 
Source Node: 252 
Dest. Socket: 2 NBP Socket 
Source Socket: 254 
OOP Type: 2 NBP 

NBP Packet - Name Binding Protocol 
Function: 2 LkUp - LookUp Request 
Tuple Count: 1 
NBP ID: 5 

NBP Tup 1 e /11 
Node Address: 12000.245 
Socket Number:250 
Enumerator: 0 
Object: = 
Type: AFPServer 
Zone: Administration 

This looks completely normal. But there must be something about it that the server 
doesn't like. Perhaps a comparison with the other Macintosh's LookUp frames will 
be enlightening. 

The NBP Lookup frames sent on behalf of the Macintosh that can access the 
server, look like this: 

Long DDP Header - Datagram Delivery Protocol 
Oest. Network: 13000 
Source Network: 13000 
Oest Node: 255 
Source Node: 248 
Oest. Socket: 2 NBP Socket 
Source Socket: 252 
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DDP Type: 2 NBP 
NBP Packet - Name Binding Protocol 
Function: 2 LkUp - LookUp Request 
Tuple Count: 1 
NBP ID: 5 

NBP Tuple Ill 
Node Address: 14000.238 
Socket Number:251 
Enumerator: 0 
Object: = 
Type: AFPServer 
Zone: Administration 

Again, nothing here leaps out as being more correct than the previous frame. Ye 1 

there must be something! 
And of course, there is. Embarrassingly enough, it took ten minutes and the bet· 

ter part of a can of Mountain Dew before we found the problem. The first Macin · 
tosh's LookUp frames were being directed to network number 1300, not netwo~!,; 
number 13000! Apparendy, the router between network 12000 and the server's Etb.· 
ernet segment was confused about the numbering of one of its ports. 

To verify this, we repeated the collection of NBP LookUp frames, this time fQ.r 
the Macintosh on the server's net. The results we saw pretty much confirmed thinmi: 

358 

Long DDP Header - Datagram Delivery Protocol 
Dest. Network: 1300 
Source Network: 1300 
Dest Node: 255 
Source Node: 252 
Dest. Socket: 2 NBP Socket 
Source Socket: 254 
DDP Type: 2 NBP 

NBP Packet - Name Binding Protocol 
Function: 2 LkUp - LookUp Request 
Tuple Count: 1 
NBP ID: 5 

NBP Tuple /11 
Node Address: 1300.234 
Socket Number:241 
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Enumerator: 0 
Object: = 

Type: AFPServer 
Zone: Administration 

No question about it. Not only did the router believe that its port into network 
13000 was connected to network 1300, but the Macintosh on the same cable as the 
router thought it was on network number 1300 as well! 

Armed with this information, we finally took a close look at the router that seemed 
to be the cause of the problem. Sure enough, it had been misconfigured. It was set up 
as a seed router with network number 1300 on the Ethernet port, when it should have 
been configured as network number 13000. 

Down the oublieHe 
What we have uncovered here is a networking situation commonly referred to as 

a "black hole." By creating a discrepancy among the routers on what should be net­
work 13000, we have in effect created two mutually disjointed networks on the same 
piece of cable. This situation, which is not at all healthy, is illustrated in the Figure 9-4. 

The Black Hole 

Figure 9-4. An Illustration of our network's "black hole" 
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Finally, we are now in a position to really understand the sequence of events th2.t 
led to our predicament: 

1. The problem Macintosh, upon opening the Chooser and selecting tb~t· 
Administration zone, sends out Broadcast Request frames to its router. 

2. The router, which is mistakenly configured to translate the Administr~1· 
tion zone name to network number 1300, sends out a series of NBP LookU~· 
frames to the broadcast address on the Ethernet, which is, in fact, nei· 
work number 13000. 

3. The server never receives these frames. Although the zone multicast addrefil• 
is correct, because it is based on the zone name and the Ethernet card on 
the server does receive the frames at the physical level, the frames are eli!~· 
carded by the time they reach the data link layer. DDP does not delivcw 
the frames addressed to network 1300, because the server's address is b1 
fact on network 13000. 

4. The Mac on net 13000, which also believes itself to be on network 1300, 
does respond to the LookUp frames, because the address corresponds to 
the network number it believes it's on. When the Macintosh on netwod: 
14000 sends out its LookUps, however, this Mac discards them in d:u! 
same way that the server discarded the other Mac's LookUps. 

After a little thought, we realize that this situation also explains why the Maciu· 
tosh that can access the server cannot access either of the two problem Macintoshe!i. 
In the case of the Mac that should be on network 13000, the explanation is easy: nr 
thinks it's on net 1300 and discards the LookUps. 

The case of the Macintosh on network 12000 is only slightly more complex. Eve~y 
ten seconds, the misconfigured router is sending out RTMP frames advertising its mis· 
taken belief that network 13000 is, in fact, network 1300. The other router, seein1~~ 
the discrepancy of network number between its own configuration and the netwoH~ 
number passed in the RTMP frame, discards the RTMP frame completely, ignorit:g 
any further routing information it might contain. As a result, it never collects a rou:~e 
to network 12000 and is unable to forward packets there. 
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Further ramifications 
How, you might wonder, did the Macintosh on the same Ethernet as the server come 

to believe that it was on network 1300 as well? There is a fairly simple explanation for 
this. When a Macintosh starts up, it sends out a ZIP GetNetlnfo request to validate its 
stored zone name and obtain a network number corresponding with that zone name. 
It accepts the first GetNetinfo reply it receives and ignores any subsequent replies. On 
startup, the first GetNetlnfo response that this Macintosh saw must have been sent by 
the misconfigured router. This caused the Macintosh to fall into the "black hole." 

If we had happened to restart this Macintosh we might have noticed that, upon 
restarting, it had accepted the GetNetlnfo reply from the other server instead. If that 
had happened, the Macintosh would have begun to work perfectly for no immedi­
ately apparent reason. 

This sort of situation can mask problems that can then hang around on the net 
for a long time. Everyone likes to indulge in a bit of random troubleshooting, and 
rebooting the machine is a normal thing to try when unexplained problems occur. As 
illustrated here, this can sometimes make the problem appear to "go away." There­
fore, the user never reports it but the problem persists. 

How did this problem arise? We know that a misconfigured router should refuse 
to start up. Unfortunately, several available ones don't. This one, however, was not 
one of those, but a Macintosh running Apple's Apple Talk Internet Router. Clearly, 
some further investigation is necessary. 

Upon asking around, it turns out that the router in question had developed some 
problems late the previous Friday. Specifically, the hard disk had gone bad and needed 
to be replaced. A technician disconnected the router from the network and replaced 
the hard disk. Because this machine was operating solely as a router, specific backups 
of its hard disk weren't taken. Instead, the technician reinstalled the system and router 
software and reentered the router's configuration from a card attached to the machine. 
Unfortunately, when the technician reconfigured the router, he mistyped the network 
number for one of the Ethernet ports. 

Normally, this would not have been a problem because the router would have 
refused to start up with its configuration incorrect, but the error was further com­
pounded. When the router was put back in its place, the technician restarted it and 
realized, once it had started up, that he had neglected to connect the Ethernet cable 
to the back of the Macintosh. Without thinking, he simply connected the cable to the 
running Macintosh and left it. 
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Summary and Observations 
This problem was fairly simple, once we figured out where the actual difficu~r 

lay. Determining that occupied most of our time in troubleshooting this situation. Se1r·· 
eral conclusions can be drawn from our examination of this problem: 
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• Router configurations are rich grounds for causing all sorts of netwotk 
problems. Frequently, the symptoms give us no reliable clues to the con! 
cause of the problem. It is good practice to establish a procedure for log· 
ging any changes whatsoever in router configuration, so that a "sanit:~r 
check" can be performed on the network immediately afterward. 

• We almost certainly spent too much time looking at other issues before \1'1!: 

checked the routers themselves. The error statistics collected by either of 
the routers would have been very revealing and might have allowed us tn 
clear up the problem more quickly. Specifically, either one of the router.~ 
would have logged a Local Net Configuration Error on the affected Edl~ 
ernet port whenever the other router sent out an RTMP frame containiltg 
information that contradicted its own understanding of the number assignc~d 
to that net. Similarly, use of a product like RouterCheck would have isn .. 
lated the problem very quickly. 

• Starting any AppleTalk device standalone and then attaching it to a net·· 
work is a bad idea. Router configuration problems aside, this completel:l 
circumvents Apple Talk's scheme for dynamically allocating network noel!;: 
numbers and on crowded networks commonly results in two separate nodes 
acquiring the same network address. 

• Again, it can be very difficult to tie the symptoms you observe back to the it· 
original cause. We spent a great deal of time examining the individual NliP 
LookUp packets themselves without comparing them to one another or 
considering how they were getting to where they were going. Focusing te1o 
early on a specific aspect of the troubleshooting situation without keepi14~ 
the big picture in mind is an almost certain prescription for increasing dle 
amount of time it takes to resolve a problem. 



APPENDIX A 

About the Disk 

The disk included with this book contains three tools, an Apple Talk Reference Stack, 
the PacketSend router troubleshooting tool discussed in Chapter 8, and Watch, a pro­
tocol analyzer developed by Cayman Systems that is distributed as freeware. 

Apple Talk Reference Stack 
On the disk that accompanies this book, you'll find a self-expanding archive that, 

when decompressed, will become the Apple Talk reference stack. You'll need Hyper­
Card (version 2.0 or later) and a Home Stack. There's a Read Me file on the disk if 
you have any questions about installing this stack. 

The stack contains a list of vendors that make the Apple Talk products mentioned 
in the book (and many others) along with their addresses and phone numbers. This 
information is current as of Aprill, 1993. Also in the stack are two dozen articles by 
one of the authors of this book, Kurt VanderSluis, as well as mini-reviews of other 
networking books and magazines. 

PacketSend 
In Chapter 8, we mentioned a HyperCard stack called PacketSend that would 

allow you to ask questions of your routers. It's included on the disk for your use. 

Watch 
Watch is a small freeware protocol analyzer for use on Ethernet networks. Although 

it doesn't have all the capabilities of a full-blown protocol analyzer such as EtherPeek, 
it is capable of performing some basic troubleshooting analysis, such as levels of traf­
fic, router information, and so forth. 
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LocaiTalk Parameters 

This appendix gives the wiring guidelines for LocalTalk networks using the Farallon 
PhoneNE"f® System or its equivalent. 

Daisy Chain 
Terminators: 
1 mounted terminator 
at each end of daisy chain 

Max Length: 
2000 feet end to end 

Comments: 
Useful for small nets only, 
keep out of walkways, away 
from electrical noise 

Budget: 
22 AWG - 4500' 
24 AWG- 3000' (most common) 
26 AWG - 2000' 

Wire: 
Telephone Line Cord (also called 
flat wire, silver-satin, modular 
extension cable, etc.) 

365 



TROUBLESHOOTING MACINTOSH NETWORKS 

Backbone 
Terminators: 
1 loose terminator installed 
in wall outlet at each end 
of trunk 

Max Length: 
Trunk length cannot 
exceed Budget -
(4 x total stub length) 

Comments: 
Most useful when you can 
pre-install the wiring and 
you'll never need to change 
the trunk layout 

Budget: 
22 AWG - 4500' 
24 AWG - 3000' (most common) 
26 AWG - 2000' 

Wire: 
Trunk: Twisted Pair 
Stubs: Line Cord 

Passive Star 
Terminators: 
1 loose terminator installed 
in wall outlet at each end 
of branch 

Max Length: 
Each branch length cannot 
exceed: (Budget I# of branches) 
minus (4 x total stub length) 

Comments: 
Useful when you have a few 
devices in a couple of rooms, 
passive stars can easily upgrade 
to active stars 

Budget: 
22 AWG - 4500' 
24 AWG - 3000' (most common) 
26 AWG - 2000' 

Wire: 
Branch: Twisted Pair 
Stubs: Line Cord 
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Stub 
must be less 
than 25' from 
wall outlet to 
last connection 



il II • • • • • • APPENDIX B: LOCAL TALK PARAMETERS 

Active Star 
Terminators: 
1 loose terminator installed 
in wall outlet at end of each 
branch of each port 

Max Length: 
Treat each port separately, 
calculate for the configuration 
you use on that port with budget 
at right (different from passive 
budget) 

Comments: 
An active star topology is suitable 
for any network that needs reliability, 
flexibility, and growth potential 

Budget: 
22 AWG - 3000' per port 
24 AWG - 2000' per port 
26 AWG - 1500' per port 

Wire: 
Trunk: Twisted Pair 
Stubs: Line Cord 
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Ethernet Parameters 
Types of Ethernet Media 

Specification Type Cabling Connector 
10BASE5 Thick Ethernet Thick Coax AUI 

10BASE2 Thin Ethernet Thin Coax BNC 

10BASE-T Twisted-Pair Ethernet Unshielded Twisted Pair RJ-45 

Pinouts 

Pin AUI 1 DBASE· T (RJ45) AAUI(Apple Attachment Unit Interface) 
1 Control In Shield Receive(+) Power (+12V@ 2.1W or +5V@ 1.9W) 

2 Control In-Circuit A Receive(-) Data In Circuit A 

3 Data Out Circuit A Transmit ( +) Data In Circuit B 

4 Data In-Shield Voltage Common 

5 Data In-Circuit A Control In Circuit A 

6 Voltage Common Transmit (-) Control In Circuit B 

7 Control Out-Circuit A +5V 

8 Control Out-Shield Secondary +5V 

9 Control In-Circuit B Data Out Circuit A 

10 Data Out-Circuit B Data Out Circuit B 

11 Data Out-Shield Secondary Voltage Common 

12 Data In-Circuit B Not Used 

13 Voltage Plus Not Used 

14 Voltage Shield Secondary +12V@ 2.1W or +SV@ 1.9W 

15 Control Out-Circuit B (AAUI has only14 pins) 

Shell Ground Ground 
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Ethernet Manufacturer Designators 

00-00-0F NeXT 

00-00-10 Sytek 
00-00-18 Webster 
00-00-18 Novell 
00-00-1D Cabletron 
00-00-20 DIAB (Data Intdustrier AB) 
00-00-22 Visual Technology 
00-00-2A TRW 
00-00-48 APT 

00-00-SA S & Koch 
00-00-SE U.S. Department of Defense 
00-00-65 Network General 
00-00-68 MIPS 
00-00-77 MIPS 
00-00-7A Ardent 
00-00-81 SynOptics 
00-00-89 Cayman Systems 
00-00-93 Proteon 
00-00-94 Asante 
00-00-9F Ameristar Technology 
OO-OO-A2 Wellfleet 
OO-OO-A3 Network Application Technology 
OO-OO-A6 Network General 
OO-OO-A7 NCD (X-terminals) 

OO-OO-A9 Network Systems 
00-00-AA Xerox 
OO-OO-B3 CIMLinc 
00-00-87 Dove (Fastnet) 
OO-OO-B8 Tri-Data 
00-00-BC Allen-Bradley 
00-00-CO Western Digital 
00-00-CS Farallon 
OO-OO-C6 HP Intelligent Networks Operation 
OO-OO-C8 Altos 
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Ethernet Manufacturer Designators, continued 

OO-OO-C9 Emulex (Terminal Servers) 
00-00-07 Dartmouth College (NED Router) 

00-00-DD Gould 

00-00-DE Unigraph 

OO-OO-E2 Acer Counterpoint 
00-00-EF Alantec 
00-01-02 BBN 

00-17-00 Kabel 

00-80-06 Nuvotech 

00-80-19 Novell!FastPath 

00-80-2D Xylogics 

00-80-35 Technology Works 

00-80-8C Frontier Software Development 

00-80-03 Shiva/FastPath 
00-AA-00 Intel 

00-DD-00 Ungermann-Bass 

00-DD-01 Ungermann-Bass 

02-60-86 Satelcom MegaPac (UK) 

02-60-8C 3Com (IBM PC; Imagen; Valid; Cisco; Apple) 

AA-00-04 DecNet 

02-CF-1F CMC (Masscomp; Silicon Graphics; Prime EXL) 

03-54-67 MI COM/Interlan 

03-72-90 BBN internal usage (not registered) 

08-00-02 Bridge 

08-00-03 ACC (Advanced Computer Communications) 

08-00-05 Symbolics 

08-00-07 Apple 

08-00-08 BBN 

08-00-09 Hewlett-Packard 
08-00-0A Nestar Systems 

08-00-0B Unisys 

08-00-10 AT&T 

08-00-11 Tektronix 

08-00-14 Excelan (BBN Butterfly, Masscomp, Silicon Graphics) 
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Ethernet Manufacturer Designators, continued 
08-00-17 NSC 
08-00-lA Data General 

08-00-lB Data General 

08-00-lE Apollo 

08-00-20 Sun 

08-00-22 NBI 
08-00-25 CDC 
08-00-26 NorskData 
08-00-27 PCS Computer Systems GmbHw 

08-00-28 TI Explorer 
08-00-2B Digital Equipment 

08-00-2E Metaphor 

08-00-2F Prime Computer Prime 50-Series LHC300 

08-00-36 Intergraph CAE stations 
08-00-37 Fujitsu-Xerox 

08-00-38 Bull 

08-00-39 Spider Systems 
08-00-41 DCA Digital Communications Associates 
08-00-46 Sony 

08-00-47 Sequent 

08-00-49 Univation 

08-00-4C Encore 

08-00-4E BECC 
08-00-56 Stanford University 
08-00-SA IBM 
08-00-67 Comdesign 
08-00-68 Ridge 
08-00-69 Silicon Graphics 
08-00-6A AT&T 
08-00-6E Excel an 
08-00-7C DDE (Danish Data Elektronik NS) 
08-00-7C Vitalink T ransLAN III 
08-00-80 XIOS 
08-00-86 Imagen/QMS 
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Ethernet Manufacturer Designators, continued 

08-00-87 

08-00-89 

08-00-8B 

08-00-8D 

08-00-90 

Xyplex 

Kinetics 

Pyramid 

XyVision 

Retix Inc. Bridges 

Ethernet Protocol Designators 
Designator 

0000-05FF 

0101-01FF 

0200 

0201 

0600 

0800 

0801 

0802 

0803 

0804 

0805 

0806 

0807 

081C 
0888-088A 

0900 

OAOO 

OA01 

OBAD 

1000 

1001-100F 

1600 

4242 

5208 

Protocol 

IEEE802.3 Length Field 

Experimental 

Xerox PUP (Conflicts with 802.3length field range) 

Xerox PUP Address Translation (conflicts ... ) 

Xerox NS IDP (XNS) 

DOD Internet Protocol (IP) 

X.75 Internet 

NBS Internet 

ECMA Internet 

CHAOS net 

X.25 Level3 

Address Resolution Protocol (ARP) (used by IP and CHAOS) 

Xerox NS (XNS) Compatibility 

Symbolics Private 
Xyplex 

Ungermann-Bass network debugger 

Xerox IEEE802.3 PUP (was 0200, see above) 

Xerox IEEE802.3 PUP Address Translation (was 0201, see above) 

Banyan Systems 

Berkeley Trailer negotiation 

BerkeleyTrailer encapsulation for IP 

Valid System protocol 

PCS Basic Block Protocol 

BBN Simnet Private 
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Ethernet Protocol Designators, continued 
Designator 

6000 
6001 
6002 
6003 
6004 
6005 
6006 
6007 

6008-6009 
6010-6014 

7000 
7002 

7020-7029 
7030 
7034 
8003 
8004 
8005 
8006 
8008 
8010 
8013 
8014 
8015 
8016 
8019 
802E 
802F 
8035 
8036 
8038 

8039-803C 

374 

Protocol 

DEC unassigned, experimental 

DEC Maintenance Operation Protocol (MOP) Dump/Load Assistance 

DEC Maintenance Operation Protocol (MOP) Remote Console 

DECNET Phase IV, DNA Routing 

DEC Local Area Transport 

DEC diagnostic protocol 

DEC customer protocol 

DEC Local Area VAX Cluster (LA VC), System Communication 

Architecture (SCA) 

DEC unassigned 

3 Com Corporation 

Ungermann-Bass download 

Ungermann-Bass diagnosticlloopback 

LRT 

Prot eon 

Cabletron 

Cronus VLN 

Cronus Direct 

HP Probe protocol 

Nestar 

AT&T 

Excelan 

Silicon Graphics diagnostic 

Silicon Graphics network games 

Silicon Graphics reserved 

Silicon Graphics Xerox NS (XNS) NameServer, bounce server 
Apollo DOMAIN 

Tymshare 

Tign, INC. 

Reverse Address Resolution Protocol (RARP) 

Aconic Systems 

DEC LanBridge Management 

DEC unassigned 
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Ethernet Protocol Designators, continued 
Designator Protocol 

803D DEC Ethernet SCMA/CD Encryption Protocol 

803E DEC unassigned 

803F DEC LAN Traffic Monitor Protocol (LTM) 

8040-8042 DEC unassigned 

8044 Planning Research Corp. 

8046-8047 AT&T 

8049 ExperData 

805B Stanford V Kernel, experimental 

805C Stanford V Kernel, production 

805D Evans & Sutherland 

8060 Little Machines 

8062 Counterpoint Computers 

8065-8066 University of Massachusetts at Amherst 

8067 Veeco Integrated Automation 

8068 General Dynamics 

8069 AT&T 

806A Autophon 

806C ComDesign 

806D Compugraphic Corporation 

806E-8077 Landmark Graphics Corporation 

807A Matra 

807B Dansk Data Elektronik A/S 

807C Merit Internodal (University of Michigan) 

807D-807F Vitalink Communications 

8080 Vitalink T ransLAN ill Management 

8081-8083 Counterpoint Computers 

809B EtherTalk (AppleTalk over Ethernet) 

809C-809E Datability 

809F Spider Systems Ltd. 

80A3 Nixdorf Computers 

80A4-80B3 Siemens Gammasonics Inc. 

80C0-80C3 Digital Communications Associates Inc. (DCA) 

80C6 Pacer Software 
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Ethernet Protocol Designators, continued 
Designator 

80C7 

80C8-80CC 

80CD-80CE 

80CF-80D2 

8003-8004 

8005 

8000 

800E-800F 

80E0-80E3 

80E4-80FO 

80F2 

80F3 

80F4-80F5 

80F7 

SOFF-8103 

8107 

8108 

8109 

8130 

8131 

8137 

8139-8130 

814C 

9000 

9001 

9002 
9003 

FFOO 

376 

Protocol 

Applitek Corporation 

Intergraph Corporation 

Harris Corporation 

Taylor Instrument 

Rosemount Corporation 

IBM SNA Services over Ethernet 

Varian Associates 

Integrated Solutions Transparent Remote File System (TRFS) 

Allen-Bradley 

Oatability 

Retix 

AppleTalk Address Resolution Protocol (AARP) 

Kinetics 

Apollo Computer 

Wellfleet Communications 

Symbolics Private 

Symbolics Private 

Symbolics Private 

Waterloo Microsystems Inc. 

VG Laboratory systems 

Novell, Inc. 

KTI 

SNP over Ethernet 

Loopback (Configuration Test Protocol) 

Bridge Communications Xerox NS (XNS) Systems Management 

Bridge Communications TCPIIP Systems Management 

Bridge Communications 

BBN VIT AL-LanBridge cache wakeups 



APPENDIX D 

Packet Glossary 

LAP Headers 

LocaiTalk Link Access Protocol (LLAP), 
EtherTalk Link Access Protocol (ELAP) 
LAP headers specify the source and des­
tination devices on a single network. 

Troubleshooting Tips 
1. LAP Errors can be useful for diag­

nostic purposes. Refer to Chapter 6, 
Data Link Troubleshooting, for 
more details. 

2. All traffic analysis software for 
AppleTalk examines only the LAP 0 
addresses, which are the source and 
destination nodes on this particu- [!] 
lar link. The ultimate source and 
destination devices are identified in 
the DDP portion of the Apple Talk 

Flag Byte 

Flag Byte 

Destination Node ID 

Source Node ID 

LLAP Type 

Data (0 to 600 bytes) 

Frame Check 
Sequence 

Flag Byte 

Abort Sequence 

I 
packet. LocaiTalk Frame 

Frfme 
Preamble 

' t 
LLAP 

Header 

--t 
Data 

Frame 
Trailer 

_l_ 
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378 

Preamble 
8 bytes 

Destination 
Ethernet Address 

Source 
Ethernet Address 

Protocol Type ($809B) 

Apple Talk Destination 

Apple Talk Source 

Lap Type 

1500 Bytes Maximum 
for Ethernet 

600 Bytes Maximum 
For DDP 

Frame Check 
Sequence 

Ethernet Frame 
Phase 1 

TT 
Frame 

Preamble 

ELAP 
Header 

t 
Data 

+ • Frame 
Trailer 

+ 

Frame 
Preamble 

ELAP 
Header 

t 
Data 

_l_ 
• Frame 

Trailer 
t 

Preamble 
8 bytes 

Destination 
Ethernet Address 

Source 
Ethernet Address 

Length 

802.2 Header 
($AAAA03) 

SNAP Protocol 
Discriminator 

($080007809B) 

1500 Bytes Maximum 
for Ethernet 

600 Bytes Maximum 
For DDP 

Frame Check 
Sequence 

802.3 Frame 
Phase 2 

~ 
I 
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Apple Talk Address Resolution Protocol (AARP) 

AARP maps two different address systems to each other. Example: AppleTalk and 
Ethernet. 

Troubleshooting Tips 
1. Requests and Responses are seen in pairs 

and are sent just before the requesting 
node has something to ask or tell the 
other device. 

2. Unanswered Probes are normal; unan­
swered Requests sometimes indicate trou­
ble-a crashed device, for example, which 
occurs when the requesting device wants 
to send a packet to an Apple Talk address 
that no longer exists. 

3. While AARP Requests and Responses are 
common (especially when new devices 
come onto the network), if a particular 
device is sending a large number of AARP 
Requests that receive Responses, ask the 
manufacturer of the device sending the 
AARP Requests whether the AARP cache 
parameters can be modified by either 
cache size (how many AARP addresses 
the AARP cache holds) or AARP timer 
(how long AARP entries remain in the 
cache). If the device is sending a large 
number of AARP Requests that do not 
receive Responses, there is probably a 
bug in its software. If the device sending 
the large number of Requests is a router, 
try to determine whether it is attempting 

Frame Header 

Hardware Type 
Ether= 1, Token= 2 

Protocol Type 
Apple Talk= $8098 

Hardware Length = 6 

Protocol Length = 4 

AARP Function 
Req = 1 , Rsp = 2, Prb = 3 

Source 
Hardware Address 

Source 
Apple Talk Address 

Destination 
Hardware Address 

Destination 
Apple Talk Address 
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to locate a device on behalf of a node in another network. If so, that node proba·· 
bly has a bug in its software. If not, the bug is probably in the router's software. 

4. A nonrouting device typically sends 10 Probes over a two-second period when it 
starts up. On most Ethernet networks, this is entirely adequate. On bridged Eth .. 
ernets with slow links between segments, this may not be long enough to search 
for duplicate addresses. Look for an AARP Response that arrives after the two·· 
second period. 

Table 0-1. AARP Functions 
Code Name English Translation 

1 Request Q: Who has this Apple Talk 

Address? 

2 

3 

Response A: I have this AppleTalk 

Address. 
Probe Q: Does anyone have this 

Apple Talk Address? 

Datagram Delivery Protocol (DDP) 

Usage 
When a node needs to send to an 

AT address that is not in its AARP 

cache 

Response to either a Request or 

a Probe 

When a node boots up to test its 

address for uniqueness; equivalent 

to LLAP NodeEnq packet 

DDP specifies full source and destination addresses-network, node, and socket. 

Troubleshooting Tips 
1. The DDP part of a packet tells the ultimate source and destination of the packer; 

the LAP portion tells just the source and destination on a particular link. 

2. High hop counts (higher than the hop width of your network) indicate routing 
configuration problems. 

3. The DDP Checksum is often 0, which means "not used;" see discussion of Net· 
work Layer problems in Chapter 5. 
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----------------- LAP 
-----------------

LLAP Type= 1 

, :r~ :1 ~ I 1 
I ,•, ,., op~ I 
I 

--L-

Length (1 0 bits) 

Header 

QJ 

t 0 
Destination Socket 

Source Socket 

DDPType 

DDP 
Header 0 
1 0 

• Datagram • • • • (0 to 586 bytes) • 0 
Short Header 

destination and QJ 
source share 
same network 

QJ 
QJ 
QJ 
QJ 

• • • 

------------------

------------------
LLAP Type= 2 

\ 1';} H I J I 

,•, ,•, op~ I 
I __ 1 ___ 

Length (1 0 bits) 

DDP 
Checksum 

Destination 
Net Number 

Source 
Net Number 

Destination Node 

Source Node 

Destination Socket 

Source Socket 

DDP Type 

Datagram • • (0 to 586 bytes) • 

Long Header 
destination and 

source on different 
networks 

I 
LAP 

Header 

_L 

DDP 
Header 

381 



TROUBLESHOOTING MACINTOSH NETWORKS • • II II Ill 

Table 0-2. DDP Socket Designations 
1- 127 Static Sockets 

1 - 63 Reserved by Apple 

64-127 Experimental Use Only 
128 - 254 Dynamic Sockets for applications 

and other system extensions 

Table 0-3. DDP Types 
Type Protocol Uses 

1 RTMP Routing Data 

Apple Designated 

1- Routing 

2-Nameinfo 

4 - Echo Protocol 

6- Zone Info 

8-SNMP 

2 NBP All Name Functions-Br-Req, LkUp, Reply, Fwd-Req 

3 ATP AppleShare, Printing, Database, some ZIP functions 

4 EP Echo Testing, to set custom connection timers 
5 RTMP RTMP Requests 

6 ZIP ZIP Queries and Replies 
7 ADSP Meeting Maker, Timbuktu, Apple Events, and so on 

8 SNMP Simple Network Management Protocol 

Name Binding Protocol (NBP) 

NBP performs name-to-address mapping functions. 

Troubleshooting Tips 
1. NBP searches are routinely performed at startup when a process wants to ched; 

the uniqueness of a service name that it intends to register. 

2. Apple Talk services such as Laser Writers, file servers, and mail servers typiclly reg· 
ister a Session Listening Socket (SLS) that allows other devices to contact them b!r 
name and log on. Subsequent communication usually takes place on other sock· 
ets that are identified during the login process. 
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-------------------------

~ 
~-------------------------

DDP Type= 2 

0 Source Network Number 

~ Function I Tuple Count 

~ NBPID 

T 0 Network Number 

Entity ~ Address 
Node Number 

~ Socket Number 

~ Enumerator 

~ Object field length (x) 

[!]i Object Name 

Entity ~ Type field length (y) 
Name 

[!]i Type Name 

~ Zone field length (z) 

[!]i Zone Name 

Special Characters (Wildcards) 

• • • 

• • • 

• • • 

DDP 
Header 

NBPTuple 

1. In the Name and Type fields"=" matches any name or type. 
2. In the Zone field, "*" means "this zone," and matches any zone name. 
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3. In all NBP packets except the LkUp-Reply, the entity address is the address of the· 
device that initiated the request. 

4. For multi-purpose serves, the socket address can provide a good way of filtering 
the particular service or session that you're troubleshooting. 

5. Many AppleTalk services register an entity name with the zone field "*" insteacl 
of a particular zone name. 

6. The NBP ID is useful when a device is searching for multiple entity names. Eacb 
search will have a different NBP ID so the node can tell which reply resulted froltl 
which search. 

Table 0·4. NBP Functions 
Code Function English Translation (lor the entity name Oave:LaserWriter@Sales) 

1 Broadcast-Request Router, tell the LaserWriter named Dave in the Sales zone to 

2 LkUp 

3 LkUp-Reply 

4 FwdReq 

contact me. 

If any device has a socket registered with the service name 
Dave, the Laser Writer in the Sales zone, report to the address 
listed in this packet. 

I'm Dave the LaserWriter in the Sales zone and my address is 
listed in this packet. 

Next Router, please broadcast a LkUp for Dave the Laser­
Writer in the Sales zone to the network specified using the 
address listed in this packet. 

Routing Table Maintenance Protocol (RTMP) 

RTMP is the protocol for routers to learn and exchange routing information. 

Troubleshooting Tips 
1. Using a protocol analyzer, filter on RTMP Response packets. The number of nod~i 

that you see sending these packets tells you how many routers are on your network. 
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~-------------------------

r-------------------------
DDP Type= 1 

Source 
Network Number 

ID Length (xbytes) 

Source Node 10 

Network Range Start 

1 
I 

I Distance I 
I 

Network Range End 

RTMP Version 

Network Number 

0 I I Distance I 
I 

Network Number 

I 

I 0 I Distance I 
I 

RTMP Response Packet 
---------------------------

[!] DDP Type = 5 

[!] RTMP Function = 1, 2, or 3 

RTMP Request or 
RTMP Route Data Request 

DDP 
Header 

T 
RTMP 
Info 

Tuple #1 
(Extended) 

Tuple #2 
(Non-extended) 

_L 
t 

Tuple #3 
(Non-extended) 

_j_ 

DDP 
Header 
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2. Most Phase 1 devices, including devices on LocalTalk networks, use the RTMI? 
Request packet (Function 1) to learn what network they're on. Most Phase 2 device~! 
use the ZIP GetNetlnfo packet for this purpose. During the startup sequence, thi! 
is also how a device learns whether there's a router on the network, which infltt· 
ences how it conducts its NBP searches prior to registering its sockets. 

3. Nonrouting devices keep an RTMP Stub in the memory that contains the network 
and node address of the last rou;ter they heard from. On a network with man:r 
routers, the address in this stub constantly changes. In Phase 1, whenever a ndo~ 
needs a router fro any purpose, the router used is the one currently identified in it'! 
RTMP Stub. In Phase 2, the router in the RTMP Stub is only used for nontraru:· 
mission purposes, such as when a Mac's Chooser needs to obtain a zone list. Fc'.l 
transmission, the node users a "best router" algorithm (explained elsewhere). 

Tabla 0-5. RTMP Request Functions 
Coda Name English Translation 

1 Request Q: What network am I on? 

2 Route Data Request (Split) Q: What networks do you have connected to the net4 

work ports other than the one I'm connected to? 

3 Route Data Request (No Split) Q: What are all the networks that you know? 

Zone Information Protocol (ZIP) 

ZIP Query and Reply-Router-to-Router Communication 
ZIP maps networks to zones. This format is used by a router to get zone informatio.rl 
from another router. 

Troubleshooting Tips 
1. ZIP Queries and Replies should only be seen when routers start up; any other timt! 

means trouble. Constant flow of ZIP Queries with no Replies means that no zone 
was entered for a network. Check the configuration of the object of the Query. 
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• • • 

-----------------· 

-----------------
DDPType = 6 

ZIP Function= 1 

Network Count 

Network 1 

Network 2 

Network 3 

ZIP Query 

• • • 

2. Constant flow of ZIP Queries with 
Replies means conflicting network 
information. Check configurations of 
the routers involved. 

3. Sending a ZIP Query to all routers 
on a network (using PacketSend) 
should get identical Replies from all 
routers. Check the length of packets 
to see whether all routers have the 
same number and length of zones. 
Use GetNetlnfo to check spelling of 
zone names. 

ZIP Function in Reply 
2-only one packe in Reply 
8-may be multiple packets in Reply 

-------------------

~-------------------

• • • 

DDPType = 6 

ZIP Function =2 or 8 

Network Count 

Network 1 

Length of Zone 1 

Zone 1 

Network 1 

Length of Zone 2 

Zone 2 

Network 1 

Length of Zone 3 

Zone 3 

Network 2 

Length of Zone 1 

Zone 1 

ZIP Reply 

• • • 

DDP 
Header 

ZIP Header 

Zones of 
Network 1 

t 
Zones of 

Network 2 

! 
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ZIP AlP Functions-Node-to-Router Transactions 
ZIP maps networks to zones. These formats are used by nonrouting nodes to get zon1: 
information from a router. 

Table D-6. 
Transaction Query Reply Typical Use 

GetZoneList What zones are reach- The following zones The Chooser (or simi· 
GetZoneListReply able in this internet? are reachable: Jar process) asks a 

<Zone 1 >, <Zone2>, router for the list of 
and so on. zones to display. 

GetMyZone What zone am I in? You,re in the <Zone The Chooser of a 
GetMyZoneReply (Phase 1 networks Name> zone. LocaiT alk device need 

only) to know which zone it 
the list to highlight. 

GetNetlnfo Is Zone <Zone Name> 1. Zone <Zone Name> When returning to a 
GetNetlnfoReply a valid zone for the is a valid zone for your Phase 2 network, a 

network I'm connected network, and corre- device (routers and ! 

to? (Phase 2 networks sponds to the network nonrouters alike) con-
only) address range of firms its saved zone 

<start> to <end>. Or name using this trans· 
2. Zone <supplied zone action. Also used to 
name> is not a valid confirm a home zone 
zone for this network. immediately after its 
The default zone for selection and to 
this net is <default become informed of i~ 
zone name>, which zone-specific multicasc 
corresponds to the net- address. 
work address range of 
<start> to <end>. 

GetLocaiZones What zones are avail- The following zones When a user chooses a 
GetLocalZonesReply able on my network? are associated with home zone using the 

(Phase 2 networks your network: Network Control 
only) <Zonel>, <Zone2>, Panel. 

and so on. 

Troubleshooting Tips 
1. All of these transactions are sent to the router recorded in the device's RTMP stub---·· 

the last router that a device heard from. Exception: some routers broadcast a Get· 
Netlnfo on startup to check for conflicts with their configuration information. 
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2. A node choosing a home zone on a network with multiple routers sends Get­
LocalZones to the router currently in the node's RTMP Stub. The GetNetlnfo is 
used to confirm the zone name and retrieve the zone multicast address. The Get­
Netlnfo is typically broadcast and the node uses the information from the router 
that responds first. When the GetNetlnfo indicates an invalid zone name, you have 
a router error. Users see a dialog box telling them they were placed in the router's 
default zone instead of the zone that they selected just a few moments before. 

3. For the GetZoneList and GetLocalZones transactions, if the zone list does not fit 
into one packet, requests and replies are traded until the zone list has been com­
pletely transferred. The Start Index in the query tells the router where to begin the 
list in the reply. Zones are typically reported not alphabetically, but in the order 
that the router learned about them. 

Apple Talk Transaction Protocol (ATP) 
ATP manages DDP's delivery and associates commands with replies, questions with 
answers, and so on. 

~ 

~ 
Code 

0 

0 
I 

Timeout I 
Release 
Indicator 

----------------------
---------------------· 

DDP Type= 3 

Control Information 

Bitmap 

Transaction 
Identification (TID) 

ATP User Bytes 
Defined by Application 
if a "Header" is needed 
for protocol following 

DDP 
Header 

T 
ATP 

Header 
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Troubleshooting Tips 
1. When the STS bit is set in a response packet, it implies that the memory is low in du~ 

node sending the response. After getting an acknowledgment of the successful deli'•' ·· 
ery of the packets, it can clear them from its "send buffer," making room in menl­
ory for other packets. 

2. In some protocols, such as ASP, the protocol analyzer may not know which decociJ:: 
(CmdReply, GetStatusReply, and so on) to apply to a Response Packet, and y<Ht 
must tell the analyzer which one is appropriate. 

3. Many third-party applications use Apple Talk standard protocols through the Tran!i· 
port Layer, but use proprietary, application-specific protocols for the Session Layer 
and above. You cannot decode these protocols explicitly, but you can sometimr:!~ 
make reasonable guesses as to what functions they are performing (session main­
tenance, status retrieval, data transfer, and so on). 

4. The Transaction ID provides a sequencing mechanism; each packet and each trad9-
l 

action is numbered. Typically, the Session and Presentation Layer protocols ha1't~ 
their own sequencing mechanism in addition to ATP. Some exchanges betw~u 
nodes may involve several transactions. 

Tabla D-7. ATP Functions and Bitmap Meaning 
Coda Name Bitmap Purpose 

1 Request Tells how many buffers are being reserved for the answer (maximum 
8). In response to an STS, the Request tells which packets have been 
delivered. 

2 Response Tells the sequence number of the packet being delivered. 

3 Release The Transaction release does not have a bitmap. 
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Apple Talk Data Stream Protocol (ADSP) 

ADSP carries communication between two applications in continuous data streams. 

Table D-8. ADSP Control Codes 
Code Function 

1 Probe or Acknowledgment 

2 Open Connection Request 

3 Open Connection 
Acknowledge 

4 Open Request and 
Acknowledge 

5 Open Connection Denial 

6 Close Connection Advice 

7 Forward Reset 

8 Forward Reset Acknowledge 

9 Retransmit Advice 

Troubleshooting Tips 

Meaning 

Probes ask for confirmation of data delivery; 
acknowledgments contain data receipt information. 

Establishes source connection ID and tells partner 
which socket to use for responses. 

Agrees to open a connection and supplies the 
parameters listed in Code 2. 

Combination of Codes 2 and 3-in ADSP, both 
ends must explicitly open the connection. 

When an application declines a connection request. 

just as each node must open the connection, each 
must also close the connection. 

Asks partner node to disregard all bytes after 
FirstByteSeq. 

Acknowledges receipt and compliance with For­
ward Reset Command. 

Asks partner to retransmit beginning with the byte 
in FirstByteSeq. 

1. Watch for Control Codes 7-9; they often indicate a problem in delivery. 

2. Within each data stream, FirstByteSeq should rise steadily as the connection progresses. 
When it backtracks, data is being retransmitted. Check this when the data flow is 
heavy in one direction. Look at the last packet in a block of packets. The sender usu­
ally sets the Ack Request bit in this packet to find out whether the receiver has been 
getting all the information. Compare the FirstByteSeq of this data packet witht the 
NextRcvSeq of the acknowledgment packet that the receiver must send to comply 
with the Ack Request. The receiver should indicate a NextRcvSeq equal to the sender's 
previous FirstByteSeq plus the data transferred in the last send packet. If the NextR­
cvSeq is a lower number, it means that some of the data was missed. 
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DDP 
Header 

0 

0 
ADSP 
Header 

0 

0 
QJ 
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--------------------
DDP Type= 7 

Source Each end has its 
ConniD own ConniD 

The byte number 

PktFirstByteSeq of the first byte in 
this packet 

The first byte number 
PktNextRcvSeq of the packet expected 

next by the sender 

How much memory is 
PktRecvWdw available in the buffer 

of the sender 

ADSP Descriptor Control Codes 

ADSP Data • • • 

Control Bit indicates an ADSP Control Packet 
Ack Request Bit asks partner node to send receipt status 
EOM Bit indicates the end of the message 
Attention Bit contains control messages not part of the 
normal data stream 



II II II •••••••• APPENDIX D: PACKET GLOSSARY 

As a group, applications that use ADSP do not handle packets delivered out of 
sequence as well as applications that use ATP. On internets that have simultaneous 
redundant pathways, you may experience slow performance when packets arrive at 
a node out of sequence. The reason is that there is no way for ADSP to ask for "all 
of the bytes between 1758 and 2024." ADSP can only ask for "all of the bytes begin­
ning with 1758" using the Retransmit Advice Control packet. Some applications using 
ADSP can handle out-of-sequence packets better than others because they have a 
greater ability to "read ahead," meaning they will accept packets later in the stream 
(higher FirstByteSeq) and then wait for packets earlier in the stream to arrive later. 
This is not a required feature for applications using ADSP. 
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AC. Alternating Current. An electrical Active Star. A LocalTalk implementation 
transmission system in which the direc- where a multi port repeater is used in a 
tion of current flow alternates on a peri- physical star topology. 
odic basis. 

Accelerator. A hardware addition to an 
existing computing device that increases 
the computer's processing speed and 
capabilities. 

Access. A computing device's ability to 
use data or resources beyond its native 
capabilities. 

Access Method. The type of Media Access 
Control (MAC) method that a node 
uses to gain control of a network. 

Accuracy. How closely a test instrument's 
measurements compare to a standard 
value, usually expressed as a percent­
age of the value measured. 

ACK. Acknowledgment. An electronic 
signal or message that confirms the 
receipt of information. 

Adapter. Hardware that allows a com­
puting device physical access to a net­
work. 

Address. A numerical designation that 
uniquely refers to a specific communi­
cation entity. See also Hardware 
Address, Protocol Address. 

Address space. The range of possible 
unique addresses allowed by an 
addressing scheme. Using a binary 
numbering system, the address space 
of ann-bit address is 2° addresses. 

Address resolution. When two address­
ing systems refer to the same entity, the 
process of translating or expressing the 
address of an entity in one system to 
the equivalent address of the same 
entity in the second system. Example: 
Translating an Apple Talk address to an 
Ethernet address. 
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AFP. Apple Talk Filing Protocol. The Apple 
proprietary specification for a set of 
commands and data structures that rep­
resent the commands and data struc­
tures of a computer's native file system. 

Agent. 1. An active process in a computer 
that is responsible for a certain type of 
activity when demanded by an outside 
entity. 2. In SNMP, the active process 
in a computing device that is responsi­
ble for determining the parameters 
defined in the MIB (Management Infor­
mation Base) and reporting them on 
demand to a Console. 

Algorithm. A set of rules and decision 

Amplitude. In the terminology of wa·n~ 
motion, the height of the wave. AmpJi!· 
tude is usually measured from a refew· 
ence point of 0. In electrical wave:;, 
amplitude is typically expressed in voltu. 

Analog. A system or component that uSt~; 
a system of measurement, response <w 
storage in which values are expresseld 
as a magnitude using a continuous scalt: 
of measurement. 

Anomaly. An unusual instance or cir · 
cumstance. 

Apple. Apple Computer, Inc. 

structures for actions in a specifically AppleShare. An application published b:r 
defined set of circumstances. Apple that allows a Macintosh to be a 

file server using the AFP protocol. 
Alias. In Apple's System 7, a file whose 

sole purpose is to represent another file. 

Alphanumeric. A group of printable char­
acters that includes the letters of the 
alphabet in both uppercase and low­
ercase, numerals, and a limited group 
of additional symbols and punctuation 
marks. 

Ambient. A set of conditions that exist 
independently of the system of interest. 

Amp. Ampere. A standard unit of mea­
surement for electrical current flow. 
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AppleShare PC. An obsolete Apple appl.i·· 
cation that allowed a DOS computf!:r 
with the appropriate hardware adaptn:r 
to use AppleTalk protocols and prp·· 
vide file and print services. Supersedc~ci 
by Farallon's PhoneNET Talk. 

AppleTalk. 1. Apple's proprietary net .. 
work architecture. 2. The protocols, 
applications, networks, and servio::s 
included in Apple's network architea .. 
ture. 3. A common but improperly US4~ti 
synonym for LocalTalk (now obsolet);: 
by Apple's change in definitions). 
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Application. An independently executable 
set of algorithms and data structures 
that perform a specific set of functions. 

API. Application Programming Interface. 
A set of tools and procedures provided 
by the programmer of an application 
so that other programmers can control, 
exchange data with, or extend the func­
tionality of an application. 

Architecture. The total of all the specifi­
cations, protocols, and implementa­
tions that define a particular network­
ing system. 

Archive. A storage of infrequently used 
or historical data. 

ASCIT. A standard 7 -bit character system 
that includes the alphanumeric char­
acters and printer control codes. Cor­
responds to the first 128 characters of 
the Macintosh character set. 

Asynchronous. A system of communica­
tion in which each discrete delivery of 
information establishes its own timing 
pulse rather than conforming to the 
timing pulse of previous deliveries. 

Asymmetry. In networking, a system in 
which the relationship between two 
entities is inherently unequal, with each 
entity restricted to a set of operations 

and prerogatives defined by its role in 
the relationship. 

AT command set. In modems, a set of 
commands that control the modem or 
alter its characteristics. Originally devel­
oped by Hayes, the AT command set 
is now an industry standard. 

Attenuation. A loss in the amplitude or 
strength of a signal due to an interac­
tion with the signal's media. 

Back end processor. A computer running 
an application that supplies data to 
other computers on demand, but has 
no user interface. 

Backbone. 1. In an internet, a central net­
work that provides the pathway for 
other networks to communicate. 2. A 
LocalTalk topology consisting of sev­
eral wall outlets linked together with 
UTP (the trunk). From the wall outlets, 
short pieces of patch cord (stubs) con­
nect the LocalTalk adapters. 

Background task. A task that is execut­
ing on a computer while another task 
or application is displaying its user 
interface. 

Backplane. The communication channels 
of a single computer's architecture. 
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Backup. A copy of a set of files made for Baud rate. The number of data symbol~i 
replacement purposes in case the orig- exchanged per second. 
inal set is damaged or lost. 

Backward-compatible. An upgraded com­
ponent of a computing system that can 
be used interchangeably with its pre-
. . 

vtous verston. 

Balun. A device that links together dis­
similar wire types and attempts to min­
imize any negative effects to the signal 
that would otherwise result from the 
dissimilarity. 

Band. In analog communications, the 
range of frequencies over which a com­
munication system operates. 

Bandwidth. In analog communications, 
the difference between the highest and 
lowest frequencies available in the 
band. In digital communications, band­
width is loosely used to refer to the 
information carrying capacity of a net­
work or component of a network. 

Base address. The lowest address avail­
able in an address range. 

Baseband. A communication system in 
which only one signal is carried at any 
time. 
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Benchmark. A test performed to compai1!! 
a computer process among differeri1: 
sets of circumstances. 

Binary. 1. A numerical system using 2 as 
its base. 2. Data that is encoded or pre·· 
sented in machine-readable form (l!i 
and Os). 

Bit. The basic unit of data representation 
in digital computers. A memory loca· 
tion that can have one of two values. 

Bit map. A data structure that uses bits 
to represent the attributes of an objec·t 
that is not character-based. 

Bit pattern. A sequence of bits that has a 
specific purpose or meaning. 

Bit rate. The rate at which bits are traru;· 
mitted or received during communica · 
tion, expressed as the number bits in~a 
given amount of time, usually 1 sex· 
on d. 

Black box. A device whose external furu:· 
tions are known, but whose inter~~! 
processes are not known or understoOGl. 

Block. The basic unit of storage on a COil!!· 

puter disk. 
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BNC. 1. The locking connector type used 
in 10BASE2 (Thin Ethernet). 2. Any 
connector similar to the type used by 
10BASE2 for CATV, and other elec­
tronic uses. 

Board. A printed circuit and the substrate 
on which it lies. 

Boot. The computer's startup operation. 

Boot drive. The disk that contained the 
computer's startup instructions when 
it started operation during the current 
session. 

BPS. Bits per second, a commonly used 
measure of the rate of data transmis­
sion that specifies the number of bits 
that are transmitted in one second. May 
be prefixed with multipliers such as K, 
M, and G which indicate rates of thou­
sands, millions, and billions of bits per 
second, respectively. 

Bridge. A Data Link Layer device that 
acts to limit traffic between two net­
work segments by filtering the data 
between them based on hardware 
address. In many bridges, the filtering 
criteria may be expanded by the net­
work manager. 

Broadband. A transmission system capa­
ble of carrying many channels of com-

munication simultaneously by modu­
lating them on one of several carrier 
frequencies. 

Broadcast. An information transmission 
that is intended to be interpreted by all 
entities capable of receiving it. 

Brouter. A device that incorporates the 
functionality of a bridge and a router 
in a single unit. 

Buffer. A temporary storage area for 
information. 

Bug. A flaw in an algorithm. 

Bundled. Additional applications or capa­
bilities included in the sale or delivery 
of a separate computing component. 

Bus. A type of network topology in which 
nodes are connected along a continu­
ous path that is not a closed circuit. 

Byte. A group of 8 bits. 

Cable. The transmission media of a net­
work. 

Cache. A group of memory locations set 
aside for temporary storage of data, 
especially frequently used data or data 
needing high-speed retrieval by the 
CPU. 
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Card. A circuit board that plugs into a 
computer's bus to extend the com­
puter's capability. 

Case insensitive. A system or application 
that does not differentiate between 
upper- and lowercase letters. 

Case sensitive . A system or application 
that differentiates between upper- and 
lowercase letters. 

CDEV. A Control Panel Device in Mac­
intosh System 6 and earlier (obsolete). 

Character. 1. A symbol such as a letter, 
number or punctuation mark that can 
be arranged to represent higher units 
of meaning, such as words and sen­
tences. 2. The group of bits that rep­
resents such a symbol. 

Cheapernet. A synonym for 10BASE2 
(archaic). 

Checksum. The result of a mathematical 
operation that uses the binary repre­
sentation of a group of data as its basis, 
usually to check the integrity of the 
data. 

Circuit. 1. Any electrical pathway. 2. An 
arrangement of electrical and electronic 
devices and the conductive paths 
between them. 
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Client-Server. A type of relationship 
between two computers in which drte 
client computer typically drives the rei a­
tionship and uses a resource of the 
server computer. 

Clock. 1. A component in a complU!er 
that provides a timing pulse for othe:r 
components. 2. The timing pulse of a 
network transmission. 

Coaxial cable. An electrical cable in whi~h 
the conductors share a common axi!s. 

Collision avoidance. A Media Ace€ f.s 
Control (MAC) method in which amy 

node may take control of the network 
after taking certain steps to ensure clJ,at 
the cable is not in use or about to ,b~e 
used by another node. 

Collision detection. A MAC method in 
which any node may take control ~of 
the network when it is not in use ,by 
another node. 

Component. An indivisible unit of fwu;­

tionality, usually embodied in haHI­
ware. 

Compression. An alteration performed 
on a unit of information intended 1 o 
increase its density during storage or 
transmission. 
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Concentrator. A multiport repeater. 

Conductor. The current-carrying com­
ponent of a transmission cable, typi­
cally a copper wire. 

Connection-oriented. In data networks, 
a type of computer relationship during 
which the network equipment con­
structs a circuit between the two 
devices. Once the circuit is established, 
the devices pass information back and 
forth through the circuit without regard 
to their physical addresses. The circuit 
may be physical or virtual. 

Connectionless. The opposite of connec­
tion-oriented, a type of relationship 
between two devices where each infor­
mation packet must contain the address 
of the partner device. 

connection between a patch cord and 
a distribution cable, or a PhoneNET 
connector, which establishes the con­
nection between a Mac's LocalTalk cir­
cuitry and the network cabling. 

Console. In SNMP (Simple Network 
Management Protocol), a software pro­
gram that has the capability of inter­
acting with an agent, including exam­
ining or changing the values of the data 
objects in the agent's Management 
Information Base (MIB). 

Contention. A network access method 
where all the devices on a network have 
equal chances of gaining control of the 
network at any time. Includes both col­
lision detection ( CSMA/CD) and col­
lision avoidance (CSMA/CA) access 
methods. 

Connectivity. The ability of a device to Control Panel. In the Macintosh, soft-
trade data and share resources with ware that has the ability to control an 
other devices of a similar and dissimi- aspect of system configuration, such as 
lar type through electronic means, the pixel depth of the monitor, the 
including serial and parallel connec- choice of network type, the desktop 
tions, networking, and telecommuni- pattern or the manner in which direc-
cation. tories are displayed. 

Connector. A device that establishes a 
physical connection between one con­
ductor or circuit and another. Exam­
ples include an RJ-11 or Rj-45 tele­
phone connector, which forms the 

CPU. Central Processing Unit. The main 
processor in the computer's configura­
tion that handles processing tasks or 
directs auxiliary processors (coproces­
sors) to perform them. In a Macintosh 
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Ilci, for example, a Motorola MC-
68030 acts as the CPU and directs the 
activities of other processors on the 
motherboard, such as the Zilog 8530 
serial port processing unit and a 
MC68882 math coprocessor. 

CPU-bound. A computing activity or net­
work interaction whose speed is lim­
ited by the speed at which the CPU can 
perform the necessary computing tasks. 
See also I/O-bound, Network-bound. 

Crash. An abrupt termination of com­
puting activity caused by an error. In 
some instances, the computer becomes 
completely unusable and must be 
restarted before activity can resume. In 
other cases, a single application self­
terminates, or "hangs," i.e., remains 
active but unusable. In some applica­
tion crashes, computing can resume 
after the application self-terminates or 
is forcefully terminated ("killed"). 

CRC. Cyclic Redundancy Check. A 
method of insuring data integrity where 
a calculation is performed using the 
binary representation of the data itself 
as the basis of the calculation. The CRC 
is the numerical result of this calcula­
tion and is held separately from the 
data. The integrity of the data is 
checked by calculating a new CRC and 
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comparing it to the previously cala!l· 
lated CRC. If the two CRCs matck 
then there is a high degree of confidem:t~ 
that the data has not changed. 

Crosstalk. In electronic signaling, an err< II' 
condition caused when the signal from 
one circuit causes a disturbance to tb11: 

signal of a nearby circuit. 

Daemon. In the UNIX operating systen:t, 
a computing process that is not undr!~M 
user control, but runs in the back­
ground. Daemons usually perform a 
particular purpose on demand, such ;Lii 

supplying information to anoth1~r 

process. An example in Apple Talk nu~ 
working is the atalkad daemon, whic:h 
supplies Apple Talk tunneling inform:t·· 
tion to routers on request. 

Daisy chain. In LocalTalk parlance, ;!l 

daisy chain is made by linking Lood­
Talk connectors together with patc:h 
cord. In telephony, a daisy chain refcr:s 
to the method of linking a series of wuH 
outlets together with twisted p~ ir 
cabling rather than the more typical 
practice of connecting the wall outle-ts 
to a central location (home run). In teJ,: ·· 
phony, daisy chaining is equivalent ·.tn 
the "backbone" method of LocalTaL' 
construction. 
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DAT. Digital Audio Tape. A storage 
media used for the backup of comput­
ing data. 

Data. Information represented in a for­
mat readable by a computer. 

Database. A collection of data that can 

Dea"bel. A measure that refers to the ratio 
of the strength of one signal to another. 
Decibels are commonly used to express 
signal loss (the ratio of received strength 
to original strength) or the relationship 
of the signal strength to ambient noise 
(the signal-to-noise ratio). 

be selectively retrieved by a type of Desktop. In the Macintosh user interface, 
application known as a Database Man- the background image of the Finder on 
agement System (DBMS). which the icons for applications, direc­

tories, and data files are displayed. 
Data Link. The physical connection 

between two devices such as Ethernet, 
LocalTalk or Token Ring that is capa­
ble of carrying information in the ser­
vice of networking protocols such as 
Apple Talk, TCPIIP, or XNS. 

Data Link Protocol. The protocol that 
has the responsibility of controlling the 
network signaling and receiving hard­
ware, performing data integrity checks, 
and formatting (framing) information 
according to the rules of the data link. 

Datagram. A data packet that contains 
the protocol address of the software 
process that is the intended receiver. 

Decay. A loss in the clarity or readability 

Device driver. Software that acts as an 
intermediary between a CPU and a 
peripheral device. The CPU sends a 
command to the device driver, which 
translates that command into a com­
mand meaningful to the peripheral 
device. 

Diagnostic. A test or the data from a test 
which indicates the condition of a com­
puter or network's health. 

DOS. The operating system of most ffiM­
compatible personal computers. 

Download. The transfer of a file from a 
remote computer to a local computer. 

of an electronic signal caused by the Downsizing. The transfer of computing 
interaction of the signal with its carrier tasks previously performed by main-
and electrical environment. frame or minicomputers to personal 

computers. 
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Downtime. 1. A temporary interruption 
in the usability of a computer system. 
2. A work stoppage caused by the tem­
porary lack of usability of a computer 
system. 

Drive. A data storage device. 

Dynamic addressing. A system of address­
ing where the computer selects its own 
address without the user's intervention. 

E-mail. Electronic mail. A network appli­
cation that can deliver messages from 
one computer user to another. 

Echo. In electronic signaling, the reflec­
tion of a signal caused by a sudden 
change in the impedance of the carrier. 

Echo Protocol. In the AppleTalk proto­
col family, a protocol that allows a 
computer to return test packets. The 
purpose of Echo Protocol is to test the 
delivery conditions to a remote node, 
including reachability, reliability, and 
round-trip time. 

Echo test. A diagnostic test in which pack­
ets are sent by one node to another 
node, which immediately returns them 
to the first node. The data recorded by 
the echo test includes the success rate 
of the return as well as the time needed 
to complete the round trip. 
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Electromagnetic Interference (EMI). Inter· 
ference in the integrity of a signaL 
caused by radiation. An example is tbl1~ 
radiation from a fluorescent ligb.t:, 
which emits a broad spectrum of elec::·· 
tromagnetic radiation, including radi ... 
ation that may be harmful to a signud 
not protected by either shielding or adJ:: · 
quare twisting. 

Emulation. A network activity in whi.( II 
a computer acts as if it is another kiti d 
of computer or terminal. An examplt!: 
is when a Macintosh user opens a 
remote terminal session to a VAX ar.d 
runs a program that emulates a DEC 
VT240 terminal. 

Enterprise network. A networking sy~­
tem that allows communication ati!ti 
resource sharing among all of a com­
pany's business functions and worken. 
(In some circles, this would evc:n 
include the company's business includ­
ing its suppliers and distributors.) 

Entity. A hardware (or firmware) deviUe 
or software process capable of initial­
ing or responding to communication . 
Entities typically possess a unique 
address. 

Entropy. 1. A measure of the disorder c f 
a system. 2. The thermodynamic tflll­
dency of a system to reduce its oventll 
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energy state by increasing its disorder. 
Theoretically, an equilibrium is reached 
where the energy reduction that can be 
gained by a further increase in entropy 
is offset by the energy necessary to con­
tain that increase. 

Error checking. In data transmission, an 
action where the integrity of data is 
checked by a system. A typical method 
is to have the sending node calculate a 
number using binary representation of 
the data as the basis of the calculation. 
This number is delivered along with the 
data. The receiving node duplicates the 
calculation and compares the result 
with the number shipped along with 
the data. Examples including parity 
checks, checksums and CRC, checking 
mechanisms. 

Ethernet. A specification for a transmis­
sion system including Layers 1 and 2 
of the 051 7 -layer model using the 
CSMA/CD access method. In common 
usage, Ethernet refers to either the DIX 
(DEC- Intel- Xerox) version of this 
specification or to the IEEE version, 

Ethernet frames. 2. The implementa­
tion of AppleTalk using Ethernet as a 
delivery system. In Apple Talk Phase 1, 
Ethernet V.2 is used; in Phase 2, 802.3 
is used. 

Extension. A software addition to the 
Macintosh operating system that 
extends its functionality. 

FCC. Federal Communications Com­
mission. The United States government 
agency that regulates electronic com­
munication and the domestic manu­
facture and importation of communi­
cation equipment. 

FDDI. Fiber Data Distributed Interface. 
A specification for 100-Mbps (Mbits/­
second) token passing ring implemented 
on fiber-optic cabling. 

Female connector. Also called a jack. A 
connector that joins with a male con­
nector by providing recesses into which 
the male connector's contact points or 
pins are inserted. 

more formally known as 802.3. The Fiber optic. A transmission media that 
DIX version is distinguished by the ref- use a light wave for signaling. 
erence Ethernet V.2. 

EtherTalk. 1. Ether Talk Link Access Pro­
tocol (ELAP), the protocol that places 
Apple Talk's DDP formatted packets in 

Field. In an information packet, a group 
of one or more bytes that performs a 
specific function, such as designating 
the recipient of the packet, the length 
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of the packet, or the type of protocol 
encoded in the packet. 

File system. The collection of system soft­
ware routines that manages and 
accesses files located on a computer's 
storage volumes. 

Filter. A network manager-defined con­
ditional test placed on incoming pack­
ets in a network bridge or protocol ana­
lyzer. Generally, if the packet meets the 
conditions defined in the filter criteria, 
it undergoes further processing. If the 
packet does not meet the filter criteria, 
it is rejected. 

Finder. A software application included 
with Macintosh system software that 
allows users to perform basic file access 
and management functions using icons 
and pull-down menus. 

Firmware. A collection of programmed 
routines and instructions that is imple­
mented in a computer chip or similar 
hardware form instead of a software 
form. 

Flag. In a packet, a bit (or a group of bits) 
that indicates a condition. For exam­
ple, the ZIP GetNetlnfo Reply includes 
a 1-bit flag that indicates whether the 
zone name specified is a valid home 
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zone name for the node that request4·cl 
the information. 

Flag byte. In LocalTalk signaling, the bit 
pattern 01111110, which signals tl11~ 
beginning and ending of a LLAP frame. 
The :flag bytes preceding the packet 
establish the synchronization of clt1e 
frame similar to the function of an Eth ·· 
ernet preamble. 

Flash memory. A type of non-volatile 
RAM. 

FM. Frequency Modulation. In daea 
transmission, a system of signaling in 
which the data is encoded by varyit1~g 
the frequency of the signal. :!:1 

LocalTalk, for example, a square Wa!1•e 

is used where a frequency of 230.4 KE:lz 
indicates a 1 and a frequency of 460. B 
KHz indicates a 0. Frequency mo~u­
lated signals are generally polarit;i­
insensitive. 

FOIRL. Fiber optic inter repeater link. 
An asynchronous fiber optic conne1; -
tion that links two Ethernet repeate.rs 
(hubs) with a maximum transmissio11 
distance of 2 kilometers when used H 

10 Mbits/second. 

Format. A specification for the arran@J­
ment of information of a disk, file .G.r 

packet. 
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Frame. In data networks, the information 
packet and all preceding and succeed­
ing signals (flag bytes, preambles, frame 
checks, abort sequences, etc.) necessary 
to convey it along the data link. 

GatorBox. A routing device made by 
Cayman System that can be augmented 
with gateway software (GatorShare) to 
provide file and print services to for­
eign systems. 

Frequency. 1. A measure of the rate of Giga. A prefix denoting a billion (109). 

change of a signal. 2. In a periodic sig­
nal, the reciprocal of the time neces­
sary to complete one period. 

Frequency Distortion. A loss of integrity 
in a signal caused by a differential rate 
of decay of the signal according to its 
frequency components. In a signal 
made up of many frequency compo­
nents (such as a square wave), the 
higher frequency components of a sig­
nal typically decay faster than the lower 
frequency components. 

Grade. (Also level.) In the specification of 
wiring for data networks, a standard 
designation used to describe the electri­
cal quality of the wiring with regard to 
its suitability to carry high-speed signals. 

Ground. An electrical conductor that is 
neither negatively nor positively charged. 

Hacker. (Slang.) 1. An expert computer 
programmer. 2. A knowledgeable but 
disruptive computer user. 

Full-duplex. A communication system Hardware address. An address, fixed at 
between two entities in which either the time of manufacturing, that ideo-
entity can transmit at any time. tifies a network adapter such as an Eth­

ernet card. 
Gateway. 1. A device that performs a pro-

tocol translation at the Session Layer Header. In a network packet or frame, a 
or higher. An example is the Avatar section of data that describes the data 
Net Way 2000, which translates the user that immediately follows. 
interface, data representation, and ses­
sion management functions between 
an Apple Talk session and an SNA ses­
sion. 2. (archaic) A TCPIIP router that 
routes packets between different net­
work numbers. 

Heap. The RAM memory allocated by 
system software and system exten­
sions to hold frequently used instruc­
tions and data not contained in ROM 
or firmware. 
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Hertz (Hz). A unit of measure of the fre­
quency of cyclic wave forms, equal to 
one cycle or period per second. 

Hexadecimal. A numerical system with 
a base of 16 that is useful for express­
ing digital data. One hexadecimal digit 
represents four bits. 

Hierarchical File System (HFS). The Mac­
intosh's native file system. 

Hint. In dynamic addressing, an address 
that a node tests for uniqueness first. 
The hint is either the last successful 
address the node used previously (the 
Macintosh keeps such a hint in PRAM) 
or a particular address that is specific 
to a particular model of device (the 
GatorBox always tries 128 first on 
LocalTalk networks). 

Hop. In routed networks, the passage of 
a packet through a router on the way 
to its destination. 

Hop count. In Apple Talk packets, a 4-bit 

packet must pass through its way to itl~ 
destination. 

Host. In terminal emulation, the remotl:: 
computer that is being controlled b:,· 
the terminal emulation software. 

Hub. A term used to describe multiporc 
network repeaters, usually of twisted .. 
pair networks such as 10BASE-T 01: 

Local Talk. 

1/0. Input/Output. A computer activi~i' 
where data is either loaded into (input) 
or extracted from (output) RAM. 

I/O-bound. A computer or network acti't ·· 
ity whose speed is limited by the time 
necessary to perform 1/0 functions. 

IBM. International Business Machine~;. 
(Can also refer to acronyms such a~ 
"inferior but marketable".) 

Icon. A symbol used to represent a colt: 
puter concept or operation. 

counter in the DDP header that is incre- IEEE. The Institute of Electrical and 
mented each time a packet passes 
through a router on the way to its des­
tination. 

Hop distance. A unit of measure used to 
express the number of routers that a 
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Electronic Engineers, a non-profj t 
organization that, among many odtf·t 
activities, endeavors to coordinate:: 
synthesize and promote data net· 
working standards. 
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IEEE 802 Committee. The committee of Initialization. The entry of a set of process 
the IEEE responsible for coordinating parameters (performed by a human or 
standards at the Data Link Layer. The automatically loaded from a file) that 
committee also oversees the work of are necessary to begin a software 
many subcommittees that govern indi- process. 
vidual data link standards such as the 
802.3 standard. Instance. The single occurrence of a phe-

nomena or event. 
Impedance. A measure of the opposition 

to the flow of an alternating signal by Insulator. A material that is highly resis­
its media. tant to electrical and/or thermal con­

duction. 
Implementation. The physical manifes-

tation of a network standard or design. Integrity. In networking, a desirable con­
dition where the information received 

Info Wmdow. In a Macintosh program, 
a window that displays the attributes. 
of an object. 

Infrared. 1. A portion of electromagnetic 
spectrum situated between visible light 
and microwaves. 2. A means of short 
distance wireless networking that 
depends on an unobstructed line of 
sight path. 

INIT. A process that is initiated by a Con­
trol Panel or Extension during startup 
that allocates memory in the System 
Heap and remains operative during the 
entire computing session. Similar to 
TSR (terminate and stay resident) 
process in DOS or a daemon in Unix. 
In System 6, the term INIT also referred 
to the System Extension file itself. 

is exactly equal to the information sent. 

Intelligence. The ability of a system to use 
general information to respond appro­
priately to specific events. 

Internet. 1. A worldwide system of linked 
networks that is capable of exchang­
ing mail and data through a common 
addressing and naming system based 
on TCPflP protocols. 2. Any group of 
linked networks capable of exchang­
ing electronic mail and data using a 
common protocol. 

Internet address. An address that iden­
tifies a communication entity on an 
internet. 
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Internet node address. In Apple Talk, the 
combination of network and node 
address that uniquely defines an 
Apple Talk protocol running in a cur­
rently active device. 

Internet socket address. In Apple Talk, the 
combination of network, node and 
socket address that uniquely identifies 
a software process that is using 
Apple Talk protocols to communicate. 

Internet router. A router that uses the 
rules of one or more Network Layer 
protocols to forward packets between 
networks. 

Kbyte. A unit of measure used to describ,~ 
an amount of information equal to 
1024 (210) bytes. 

Kludge. A word used to describe a solu .. 
tion that lacks elegance or that contaiQs 
components for a purpose significand;,• 
different than its original design pur .. 
pose. 

LAN. Local area network. A communi·· 
cation infrastructure that supports dat:t 
and resource sharing within a small 
area (less than 2 km diameter) that is 
completely contained on the premises 
of a single owner. 

IP. Internet Protocol. The Network Layer LAN Server. A device that manages and 
protocol used in TCPIIP. allows the use of more than one kind 

IPX. A protocol family that is proprietary 
to the Novell Net Ware system. 

of resource, such as storage or file set·~ 
vices, print services, communication 
services, data base services, etc. 

ISDN. Integrated Services Digital Net- LAP. Link Access Protocol. Any protocc•l 
work. of the Data Link Layer, such as 

EtherTalk or LocalTalk. 
ISO. The International Standards Orga­

nization. 

Jack. A female connector. 

Jacket. The protective outer covering of 
a computer or network cable. 

Kbps. 1000 bits per second. 
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LaserWriter. Any of a group of laser prim" 
ers that uses PostScript as an ima~il 
language and can communicate usiilj~ 
Apple Talk protocols. 

Latency. In data transmission, the delaq, 
in transmission time that occurs while 
information remains in a device's (su&1 
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as a bridge or router) buffered mem­
ory before it can be sent along its path. 

Layer. A group of communication func­
tions and the protocols implemented 
to perform them as defined by a net­
work standards organization, Usually 
refers to a group of functions as 
described by the OSI 7-Layer Model 
designated by the ISO. 

is functional enough to support a data 
transmission. 

Loss. The aggregate attenuation of a sig­
nal due to interaction with its envi­
ronment. 

Mbps. One millions bits per second. 

Mbyte. 1,048,576 (220) bytes. 

LocalTalk. A Data Link Layer protocol Macintosh (Mac). Any of a group of com-
defined in Inside AppleTalk by Apple puters manufactured by Apple Com-
Computer that covers the transmission puter in the Macintosh family such as 
of data on twisted-pair wire using the Macintosh llsi, the Macintosh Clas-
CSMA/CA at 230.4 Kilobits per sec- sic II, or the Macintosh Ilx. 
on d. 

Login. A formal procedure where a com­
puting device initiates a sustained con­
nection to another computing device 
for the purpose of using a resource 
managed by the second device. 

Logout. A formal procedure where a 
computing device severs its connection 
to another computing device. 

Loopback packet. A test packet sent by 
a network adapter with a destination 
address equal to the adapter's own 
hardware address. The purpose of this 
test is typically to establish that the 
adapter is connected to a network that 

MAC. Media Access Control. The 
method whereby a computing device 
takes control of the transmission media 
for the purpose of sending an infor­
mation packet. 

Magnetic field. The area surrounding an 
electrically charged body in which an 
electromagnetic force can be detected. 

Mainframe. An expensive, general pur­
pose computer that can be used by 
many users simultaneously. 

Male connector. A connector whose 
points of electrical contact are exposed. 
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MAU. Media Access Unit. The compo- Minicomputer. (archaic) A multi-uset 
nent of a network adapter that directly computer capable of supporting 4 to 
attaches to the transmission media. 16 simultaneous users. 

Media. The environment in which the MIS. Management Information System .. 
transmission signal is carried. Used to describe the set of computing 

resources that hold and allow access to 
Memory. In computing, a system where 

data is stored for direct, high-speed 
access by a microprocessor. 

Memory allocation. The amount of mem­
ory, usually RAM, that an application 
or process reserves for its use. 

Metalanguage. A language that represents 
another language. 

Micro. 1. A prefix that denotes one mil­
lionth of a unit of measure, such as a 
microsecond or microampere. 2. A pre­
fix that denotes something small. 3. A 
slang term for any personal computer. 

Microwave. 1. Any electromagnetic radi­
ation with a wavelength between 1 mil­
limeter and 1 meter: 2. A point-to-point 
data transmission system employing 
electromagnetic radiation using a car­
rier frequency in the microwave region. 

Milli. A prefix denoting a one thousandth 
of a unit of measure, such as a mil­
lisecond or millimeter. 
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the information owned by an organi .. 
zation. 

Mode. 1. One particular method or way 
of accomplishing a goal. 2. In fiber .. 
optic transmission, a particular pad1 
between a light source and a receiver. 
3. In statistics, the result with the high·· 
est frequency within the sample group. 

Modem. A device that can covert datla 
signals between analog and digital sig·· 
naling systems. 

MOV. Metal Oxide Varister: A device that 
acts as a surge suppresser by forcing 
transient high voltages to ground. 

Multitasking. A computing device whos1!! 
operating system can handle several. 
tasks concurrently. In mono-processor.~ 
such as the Mac, each active task Lii 

given short periods of time to use the 
CPU in a rotational fashion. There are 
many varieties and levels of sophisti ·· 
cation of multitasking. 
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Multi-user. A computing process that can 
handle the requirements of several users 
simultaneously. 

Named service. In Apple Talk, a comput­
ing process that has used Name Bind­
ing Protocol to register a process so 
that it may be located using a network 
resource manager like the Chooser. 

Nano. A prefix that denotes 1 billionth 
of a unit of measure, as in nanosecond 
or nanometer. 

Native. A standard component of a com­
puter system, such as a native file sys­
tem or a native protocol. 

NB card. A hardware addition to a com­
puter such as a Macintosh that com­
municates with the CPU via a NuBus. 

NBP. Name Binding Protocol. The 
Apple Talk protocol that associates the 
name, type, and zone of a process with 
its Internet Socket Address. 

NetWare. A trademark of Novell that 
includes network operating systems and 
LAN server processes that run on and/or 
serve many computing platforms, oper­
ating systems, and protocols. 

Network. 1. The infrastructure that sup­
ports electronic data exchange. 2. In 

Apple Talk, a group of computers using 
the AppleTalk protocols that share a 
common cabling system and a common 
AppleTalk network number or range. 
Computing devices in a network may 
be separated by a repeater, hub, or 
bridge, but not by an Apple Talk router. 

Network adapter. A hardware device that 
translates electronic signals between a 
computing device's native network 
hardware and the transmission media. 
A network adapter may also include 
memory or additional hardware or 
firmware to aid or perform the com­
puting device's network operations. 

Network administrator. Also Network 
manager. A person who is charged with 
the responsibility of caring for a net­
work and the communication abilities 
of its users. 

Network architecture. A set of specifica­
tions that defines every aspect of a data 
network's communication system, 
including but not limited to the types 
of user interfaces employed, the net­
working protocols used, and the struc­
ture and types of network cabling used. 

Network management. A set of activities 
and duties whose goal is to provide 
high-quality, reliable communication 
among a group of networked computer 
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users. Typical activities may include 
resource planning, network design, pro­
viding user assistance and training, 
reconfiguration of the network due to 
a change in user requirements, assess­
ing user needs and designing appro­
priate solutions, and troubleshooting 
and remedying network problems as 
they arise. 

Network Operating System. A term 
mostly used in DOS networking sys­
tems to refer collectively to the pro­
prietary protocols and network file sys­
tems that computers use to exchange 
data with their LAN Servers. Examples 
include Banyan Vines, NetWare, and 
Microsoft LAN Manager. 

NFS. Network File System. A file meta­
language and set of procedure calls to 
access and manage files. NFS is stan­
dard issue on nearly every computer 
that uses TCPIIP protocols as its stan­
dard network protocols. 

Nibble. One half of a byte, represented 
by a single hexadecimal digit. 

Node. A networked computing device 
that takes a protocol address and can 
initiate and respond to communication 

Non-volatile RAM. Any RAM thru: 
remains intact despite loss of power or 
shutdown. 

Noise. Undesirable electrical or electro· 
magnetic signals. 

NuBus. One of a large number of com· 
puter bus architectures used in Macin · 
tosh computers. 

Object. In NBP, the proper term fotr 
describing the individual name givet1 
to a service. In the Chooser, it is the 
name that is displayed in the list QE 
devices. 

OEM Original Equipment Manufacture. 
A system of distribution where a com· 
pany markets equipment purchased 
from another company under its OWJI 

label. 

Ohm (Q). A measure of the opposition 
to the flow of electric current. 

Operating system. A collection of systent 
software routines that manages all o.l: 
the peripherals, hardware componentS, 
and other computing resources ami 
processes in a computing device. 

from other networked devices that Oscillate. A condition where a systen1 
employ similar protocols. changes between two or more config· 

urations on a recurring basis. 
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Oscilloscope. A test device that can cap- Packet. A discrete chunk of communica-
ture and display an oscillating electri- tion in a predefined format. 
cal signal. 

OSI. Open Systems Interconnection. The 
subset of the ISO that promotes and 
defines standards for open networking 
systems. 

OSI Seven-Layer Model. A method of 
describing the relationships between 
network protocols by grouping them 
according to the communication func­
tions the protocols provide. The OSI 
model defines seven distinct categories 
(layers) that act successively on data as 
it makes its way between the user and 
the transmission media. 

Out of band. A transmission system that 
is separate and auxiliary to the net­
work's transmission system and whose 
operability is independent of the oper­
ability of the network. 

Output. A representation of a system's 
data that is externally visible. 

Overwrite. An error condition that occurs 
when a process stores data in a loca­
tion that it has not properly allocated 
for that purpose or that has been allo­
cated by another process. 

Padding. Meaningless data added to a 
packet to increase its size. 

Parity checking. A method of error 
checking where an extra bit is used to 
signify the condition of a small group 
of data bits. 

Passive star. A LocalTalk construction 
method where three or more pairs of 
network wires are joined in a single 
location. 

PDS. Processor Direct Slot. One of a large 
number of computer bus architectures 
used in Macintosh computers. 

Peek. 1. A term used to describe the view­
ing of network data not ordinarily vis­
ible to a user. 2. The name of a widely 
distributed LocalTalk protocol analyzer 
developed by Apple Computer, that is 
not currently sold or supported. 

Peer. In networking, a device to which a 
computer has a network connection 
that is relatively symmetrical network 
connection, i.e., where both devices can 
initiate or respond to a similar set of 
requests. 
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Peripheral. 1. Any hardware resource 
used by a computer that is external to 
a computer's enclosure case and is 
accessed not by a network system, but 
by serial or parallel connections, bus 
architectures such as SCSI, MIDI, or 
VME. 2. In a user-centered network 
system, any hardware computing 
resource that can be accessed by a user. 

PhoneNET System. A system of physical 
layer networking components manu­
factured by Farallon Computing for 
Apple Talk networks. 

Physical address. Hardware address. 

Pico. A prefix denoting 1 trillionth of a 
unit of measure, as in picosecond or 
picofarad. 

Pin. A type of electrical contact point for 
a single conductor. 

Plug. A male connector. 

Poke. Transmission of a packet on a net­
work for test purposes only. The name 
of a widely distributed application, 
developed by Apple Computer, that can 
create and transmit an Apple Talk test 
packet. Like Peek, Poke is not currently 
sold or supported. 
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Polarity. The orientation of a differenriJ:tl 
voltage. 

Polling. A means of Media Access Colh · 
trol where a device may transmit infd11· 
mation only when it is given perm1::· 
sion to transmit by a controller devic1:. 

Port. On a network hub, bridge, or routu, 
a physically distinct and individually 
controllable set of transmission baret· 
ware. Each port is connected to oth1:r 
ports through the device's internal elet:: · 
tronic structures. 

PostScript. An extensible programmin.g 
language, developed by Adobe System!;, 
that is capable of describing and dral1r .. 
ing complex images. 

Precision. The smallest difference in m~1 .. 
surement that a test instrument can diii~· 
tinguish. 

Print spooler. A software process th~s1: 
accepts a print job from a workstati01:: 
and then sends the job to an actun,l 
printer at a later time. There are twc• 
styles; a background spooler, where tb ,f· 
print spooling process is resident in th~· 
same node as the process seeking th~:· 
print service, and a hardware spoole1; 
where the print spooling process is i11 
a separate node. 



Ia II Ill • ••••••••••••••• • • GLOSSARY 

Printer driver. In the Macintosh, a Sys­
tem Extension that is intermediate 
between the CPU and the printer. It 
accepts the Macintosh's internal rep­
resentation of an image and translates 
it into the control codes and image 
descriptions necessary for the printer 
to manufacture an image. 

Process. A set of instructions, such as a 
computer program or application that 
is currently active, i.e. consuming CPU 
time and memory resources. The term 
application usually refers to a process 
that a user can launch from the Finder 
and directly control, while the term 
process often implies that the process 
has been launched by the system and 
is not under direct user control. 

Program. A set of instructions that has 
been coded into a computer language 
and compiled into a machine language. 

PROM. Programmable Read-Only Mem­
ory. Firmware in which a chip has had 
a program "burned into" its internal 
circuitry. The designation "EPROM" 
indicates that the program is erasable. 

Proprietary. Information concerning the 
methods or implementation of a tech­
nology that is owned by an individual 
or a company. Proprietary may also 
mean that the information is secret or 

must be licensed from the owner before 
it can be used by others. 

Protocol. In networking, a specification 
of the data structures and algorithms 
necessary to accomplish a particular 
network function. 

Protocol stack. (also Protocol Suite or 
Protocol Family) A group of protocols, 
usually specified by a single vendor or 
organization, implemented at more 
than one layer of the OSI Seven-layer 
Model that also have Service Access 
Points (inter-layer interfaces) defined. 

Publish and Subscribe. An Apple pro­
prietary method of defining and main­
taining a live link between a file and an 
external piece of data. 

Quad. A low-grade implementation of 
twisted-pair wire, in which four con­
ductors (two pairs) are twisted together 
with no independent twisting between 
the pairs. 

Query. The formation, usually in a pre­
scribed format, that a computer process 
uses to retrieve specific information 
from another process, as opposed to a 
wholesale transfer of data. 

Radio frequency. (or RF) 1. Electromag­
netic radiation with a frequency in the 
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range of 10 KHz to 300 GHz. 2. Wire­
less data communication using such 
radiation. 

Radio Frequency Interference (RFI). The 
loss in the integrity of a signal due to RE 

RAM. Random Access Memory. A group 
of memory locations that are numeri­
cally identified to allow high-speed 
access by a CPU. In random access, any 
memory location can be accessed at any 
time by referring to its numerical iden­
tifier as compared to sequential access, 
where memory location 6 can be 
accessed only after accessing memory 
locations 1 through 5. 

Reboot. (also Restart or Reset) A user 
activity where the user boots a com­
puting device without interrupting its 
source of electrical power. The goal of 
rebooting is typically to return the 
device to a known configuration state 
or to remove unwanted data from 
volatile RAM. In a Macintosh, this can 
be done either from the Special menu 
in the Finder (preferred) or by using the 
Reset button. 

Receiver. The node or process for which 
a packet or other information is 
intended. 
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Remote Access. A term used to descrille 
the process of using a network's ser .. 
vices via a modem connection. Also ill 
common synonym for AppleTaUc 
Remote Access Protocol (ARAP), which 
is one of the protocols commonly usetl 
for accessing Apple Talk networks. 

Repeater. A Physical Layer device thac 
restores, amplifies, reclocks, or oth~·· 
wise improves a network sign~.l 

received on one of its ports and tranS .. 
mits the improved signal out its port~ 
without buffering or interpreting it. 

ResEdit. A Macintosh utility that alloW!i 
a user to modify the resource fork olf 
an HFS file. 

Reset button. On a "Programmer~!i 

Switch," a small apparatus shippet:l 
with but not installed on Macintosh 
systems, a small button that restarts th! 
Macintosh. 

Resistor. A passive electrical device tha1: 
adds resistance to a circuit. 

Resource fork. The portion of a Macin·· 
tosh file that contains such auxiliary 
information as the menus, dialog boxes:, 
and sounds that a file may require in 
addition to its data. 
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Response time. The gap between the time 
when a user initiates an action and the 
time that the action displays its results. 

Ring. A type of network topology where 
the devices are connected to a contin­
uous conductor. 

ROM. Read Only Memory. A chip or 
other electronic device that contains 
memory that cannot be altered. In the 
Macintosh, the ROM contains the 
Macintosh OS and instructions for 
basic system operations. 

Router. A device that forwards packets 
between networks according to the 
rules of a network layer protocol such 
as DDP and according to information 
gathered during its service concerning 
the structure of the internet. 

SAP. Service Access Point. The interface 
between one protocol and another. 

Scalability. The suitability of a system 
(particularly a network system) to oper­
ate properly and efficiently when con­
figured on a large scale. 

Screen saver. A background process that 
monitors system activity such as 
mouse clicks and keystrokes and takes 
over the system during prolonged peri­
ods of idleness. Screen savers prevent 

damage to a screen's phosphors either 
by reducing the intensity of electron 
flow or by displaying an image that 
changes often enough to avoid screen 
"burn-in." Some screen savers also 
offer a security option by requiring a 
password before a user can regain con­
trol of the system. 

Script. A set of instructions that a com­
puter can operate. Unlike a program, 
script instructions are not compiled into 
machine language but are interpreted 
by the system at the time of execution. 

SCSI. Small Computer Systems Interface. 
A specification (ANSI X3T9 .2. for a 
short distance ( 6 meters maximum) local 
area network using bus topology for up 
to eight devices. The Macintosh uses this 
network for attaching devices such as 
external disk drives, scanners, and other 
peripherals that are not for a internal 
bus structure (such as NuBus) slot due 
to their size nor suitable for a serial port 
due to data speed requirements. 

Serial port. A port on a computing device 
that is capable of either transmitting or 
receiving one bit at a time. Examples 
include the Mac's printer and modem 
ports. 

Server. A device that is shared by several 
users of a network. 
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Session. An ongoing relationship between 
two computing devices involving the 
allocation of resources and sustained 
data flow. 

Session Layer. The layer in the OSI Seven­
layer Model that is concerned with 
managing the resources required for 
the session between two computers. 

Short. The direct connection of two or 
more conductors of a circuit. 

Signal. The means of conveyance for a 
communication, typically an electro­
magnetic wave that is modulated to 
encode the information communicated. 

Signal to noise ratio. In an electromag­
netic signal, the ratio of the amplitude 
(strength) of a signal to the amplitude 
of ambient radiation and other signal 
disturbances, usually expressed in deci­
bels (dB). 

Slew rate. The maximum rate, usually 
expressed in volts/second, at which an 
active device such as a transistor or 
transformer can change its voltage 
state. 

Source. The node or process transmitting 
information. 
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Specification. A document that defines i:t 

concept and its implementations. 

Spike. A sudden and transient increase in 
the voltage from a power supply. 

Square wave. An electromagnetic wav.e 
that oscillates between two voltage 
states, theoretically requiring no tim:: 
to accomplish a state transition. 

Standard. 1. A synonym for specificatior;" 
2. A component or way of accom·· 
plishing a task that is so frequently and 
widely used that it seems to be part of 
a specification. 

Star. A network topology constructed b;,• 
connecting computing devices to a com·· 
mon device. 

Switch. A device that forwards packetll 
between nodes based on the packet~:; 
destination node address (either hard .. 
ware or protocol), typically with ;h 

buffer time longer than a repeater but 
shorter than the transmission time ol: 
the packet. 

Synchronous. A communication systent 
where stations may transmit only at: 
prescribed intervals and must provid1:: 
a timing pulse with their packet. 
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System. Any computer system that can 
be controlled by a user consisting of a 
CPU and optional equipment such as 
display monitors, disk drives, and other 
peripherals. 

System file. The Macintosh file that con­
tains system software for the Macintosh 
OS, including patches or replacements 
to obsolete code contained in ROM. 

System folder. The directory in which the 
system file resides. 

System management Activities that focus 
on the care and management of a com­
puter systems. 

System software. Software in a comput­
ing system that is used by applications 
to provide basic functionality like file 
management, visual display, and key­
board input. 

Tt. A telecommunications technology 
useful in wide area networks (WANs) 
that uses a transmission speed of 1.554 
MBPS. 

Tap. An intrusion into a network cable 
by a connector. 

Task. 1. Synonym for process. 2. An 

TCPIIP. Transmission Control ProtocoV 
Internet Protocol. A Transport and Net­
work Layer protocol, respectively, used 
by a large number of computers. 

Telecommunications. The system of tech­
nologies used in telephone communi­
cation. 

Telephone wiring. Wiring installed to sup­
port a telephone system. 

Telephony. The science and practice of 
telecommunications. 

10BASE-T. A specification of the IEEE 
802.3 committee (802.3i) for the imple­
mentation of 10-MBit Ethernet on 
unshielded twisted-pair wiring. 

Tenninal emulation. A computing activity 
in which a computer runs an application 
and communicates with a host as if it 
were a terminal such as a DEC VT220. 

Terminator. 1. A resistor placed at the 
end of a bus to prevent the reflection 
of signals. 2. Any of a number of T­
series programmable androids opti­
mized for security-related assignments, 
usually with external features similar 
to that of a human. 

activity or group of activities necessary Thick Ethernet. (Also 10BASE5.) A sys­
to accomplish a goal. tern for constructing an Ethernet using 
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coaxial cabling approximately Minch 
in diameter. 

ogy, describes how the network's wiretl 
are arranged. 

Tighdy coupled. A relationship between Trailer. The group of bytes that markli 
two processes where the rate of accom- the end of a frame and usually contain!; 
plishment and success of the two an error checking mechanism such an 
processes are highly interdependent. a CRC. 

Token passing. A MAC method on which Transceiver. In Ethernet, the device tha;t 
stations may transmit only when they performs the signaling functions oF 
are in possession of a special bit transmission and reception. A collisiOlt 
sequence (token) passed from station occurs when the transceiver sends an4l 
to station. receives simultaneously. 

Token Ring. A ring topology network Transfer rate. The rate at which data iii 
that uses token passing for MAC. transferred from one device to anothet1 

Token Talk. An implementation of the 
Apple Talk network system designed to 
work on an IBM Token Ring network. 

usually expressed in bits or in bytes per 
second. 

Transient. A short-lived electrical event. 

Toner. (Also tone generator.) In a tone Transmission. The activity of sending Ol' 

test set, the tone generating device. conveying information. 

Tool. Any device, software program or 
instrument constructed to help aid a 
human accomplish a goal. 

Topology. The arrangement of comput­
ing devices in a network, such as a stru; 
ring, or bus. The logical topology of a 
network describes how the signal trav­
els from one node to the next. The 
physical topology of a network, which 
may be different from its logical topol-
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Transmit. To send information. 

Transport Layer. The protocol layer o:f 
the OSI Seven-Layer Model that is co11· 
cerned with management of the datc1 
flow between source and destination. 

Transport services. The functions carried 
out by protocols in the Network or 
Transport Layers. 
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Trojan horse. A maliciously created com­
puter program or virus that causes sig­
nificant damage to a system. Trojan 
horses are typically given attractive file 
names and placed on bulletin board 
systems. Damage usually occurs when 
users launch the Trojan horse on their 
own systems. Named after a success­
ful offensive ploy made by the ancient 
Greek army at the siege of Troy. 

TrueType. An outline font technology 
developed by Apple Computer. 

Truncate. A method of formatting data 
by removing characters at the end of 
the data that do not confonn to the for­
mat desired. 

Trunk. 1. A synonym for bus. 2. In the 
LocalTalk backbone topology, the main 
carrier of the LocalTalk signal from 
which stubs emanate to connect the 
workstations. 

Tuple. A set of two related data items. 

Tweak. A minor adjustment. 

Type field. A byte or group of bytes that 

UNIX. A multitasking, multiuser oper­
ating system invented by Bell Labs that 
is used on many computer systems. 

Upload. The activity of transferring a file 
from a user's computer system to a 
remote system. 

UPS. Uninterruptible Power Supply. An 
electrical supply system that conditions 
electrical power for a computer system 
and that allows continued operation in 
the event of a power failure. 

User. A person who uses a computer sys­
tem to accomplish their work, as com­
pared to a programmer or network 
manager. 

User area. The area where users work 
and where the computer systems are 
located. 

User interface. The computer's collec­
tion of display symbols and other sen­
sory stimuli that present information 
to a user and the physical actions that 
the user can take to present data to a 
computer. 

indicates the protocol used by the data UTP. Unshielded twisting-pair wiring. 
that follows. 

UTP Ethernet. 1. A synonym for 
1 OBASE-T. 2. Any of a number of Eth­
ernet technologies used before the 
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adoption of the 1 OBASE-T standard, Voice grade. A classification of comm~t·· 
which provided a 10-MBPS network nication wiring that is unsuitable f~w 
system using CSMA/CD. network data transfer. 

Vaporware. A computer program that 
has been publicly announced but is not 
shipping, especially if the announce­
ment precedes the shipping date by 
more than 30 days. 

Variable. 1. A situation or aspect that can­
not be expressed explicitly because it 
may have one of several values. 2. In 
troubleshooting, an aspect of a problem 
that makes it differ from a normal situ­
ation. 3. In a mathematical expression, 
a symbol that represents a number. 

VAX. A family of computers made by the 

Volt. The measure of a difference in eleo· 
tric potential. 

WAN. Wide Area Network. A netwod: 
that is created among devices separated 
by large distances (typically in excew; 
of 50 miles). 

Watt. A measure of electrical power. 

Wave. The phenomena that occurs whe:u 
a physical medium is host to a mdl. · 
surable condition that varies with till!u! 
in intensity, frequency, or velocity. 

Digital Equipment Corporation. Well-behaved. A condition that exhib-~; 

VINES. A network operating system 
developed by Banyan. 

Vtrtual. A situation in which a computer 
simulates aspects of an activity or 
device but the activity or device does 
not have a physical form. 

Virus. A piece of computer code that 

expected properties. 

Wireless. Any system that provides con:t· 
munication capability without the \Uie 

of wires. 
Wrring closet. In wiring for telephone •~~ 

data systems, any location, usuaL;i 
enclosed, from which the communiolt·· 
tion wires emanate. 

attaches itself to applications and data Workgroup. A group of networked con1-
files without their consent or knowl- puter users who frequently communi-
edge. cate and share common devices with 

each other. 
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